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Change Log

Date Change Description

2026-04-30 Initial release.
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Multi-Tenancy Onboarding

Multi-Tenancy Onboarding

Login Landing Page

1. Login using your MSSP (root) administrator account. This account provides full access to manage all
tenants and system configurations.

@ FortiSASE-Sovereign

FortiSASE Sovereign
Sign In as 1AM User
* Account ID
Username or Email
l MSSP/ Root User Login l
| b
FE:E HTlnEt Copyright © 2026 Fortinet, Inc. All Rights Reserved.

2. Select the appropriate orchestration region based on your deployment location and compliance
requirements, then click Submit. The selected region determines where the management plane
infrastructure will be provisioned and governs data residency boundaries for all tenants under this MSSP
account.
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Multi-Tenancy Onboarding

@ FortiSASE-Sovereign

Choose your orchestration region

The orchestration region refers to where your orchestrators
and data reside geographically.

(@ us-east-2 - US East (N. Virginia)

+/ Submit Selection

F::=RTINET Copyright © 2026 Fortinet, Inc. Al Rights Reserved.

3. Select the tenancy model that fits your deployment: choose Dedicated Instance (Single Tenant) for an
isolated, single-customer environment, or Multi-Tenant Instance (Multi-Tenancy) to enable a shared
infrastructure model that supports multiple managed tenants under a single MSSP controller. This choice
defines how your environment is structured.

* Note: This tenancy selection is a one-time, permanent configuration that cannot be modified after the
initial setup is complete. Ensure the correct deployment model is selected before proceeding.

@ sase.mssp+qal4@gmail.com -

@ FortiSASE-Sovereign

Choose Tenancy Type

The tenancy type determines how resources are isolated and managed

Dedicated Instance (Single Tenant)
All resources and configurations are isolated for 3 single organization.

Multi-Tenant Instance (Multi-Tenancy)
Multiple organizations share resources, with logical separation of data and configurations.

@ Please choose your tenancy type carefully. This selection can only be made
once and cannot be updated later.

4. Select Multi-Tenant Instance (Multi-Tenancy) as the deployment model to enable the full MSSP multi-
tenancy feature set, and then click Continue to proceed to the controller configuration phase. This option
activates the shared infrastructure framework required for managing multiple independent tenant

environments.
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Multi-Tenancy Onboarding

@ sase.mssp+gal4@gmail.com ~

FortiSASE-Sovereign

Choose Tenancy Type

The tenancy type determines how resources are isolated and managed:

Dedicated Instance (Single Tenant)
Al resources and configurations are isolated for  single organization.

Multi-Tenant Instance (Multi-Tenancy)
Multple organizations share resources, with logical separation of data and configurations.

 Please choose your tenancy type carefully. This selection can only be made
once and cannot be updated later.

Controller Onboarding

1. If no controller is configured, the system will prompt you and display a “No Controller Found” notification
dialog. Click Create Controller within this dialog to initiate the controller provisioning workflow. A controller

is required before any tenant onboarding or security policy management can take place.

No controller found.

You must create a controller before adding a tenant.
The controller manages the tenant's resources and configuration.

Create Controller
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Multi-Tenancy Onboarding

2. Goto Asset > Controllerin the portal, then click +New Controller to begin registering a new controller
instance. The Asset Controller serves as the central management node responsible for orchestrating
security policies, tenant segmentation, and FortiGate integration across the Multi-Tenant Instance.

@ FortiSASE-Sovereign @ Services € Support

o C @ M@~ & sasemssprgal4@gmail.com v
& Monitor

2 Tenant Controller

Q 1am 5

@B License

& Asset v
Controller @
Security PoP Usage

3% Maintenance >

There is no data available to display.
Please start with defining a new controler.

~+New Controller

FEERTINET main-so.

3. Entertherequired controller details: enter a descriptive Controller Name, select the associated FortiClient
EMS Serial Number from the available inventory, choose the target deployment Region, select the
corresponding FortiAnalyzer Serial Number for log aggregation, and specify the physical or logical Location.
Additionally, enter the Management URL along with valid administrator Username and Password

credentials, and define the Port Range Configuration to govern VDOM allocation. Once all fields have been
populated, click Next to proceed.

) FortiSASE-Sovereign @ Services @ Support & C @+ A@- & sssemssprasld@gmail.com »
s Monitor
Create Controller

4 Tenant
a Am > gement Setting
& License o Setup FortiManager, FortiAnalyzer and FortiEMS to manage Security POPS,
& Asset v

FAZ Serial Number AZ-VMTM2501569 -

Controller FAzvMTMZE0TS6ST Add your FortiGate as Security PoPs, and assign instances if needed.
Security PoP Usage Location San Francisco, CA, USA
3§ Maintenance > e OaKland.
i AarecaN D
. San Frdncisco
Google 8o Map data ©2026 Google  Tarms - Reportamap arror

Management URL https:// | 54.218123197 443

Authorization Method  [JUESIIEUISERRERIIE]

Username admin

Password | eeeecese

Verify FAZ Certificate @

o]
Port Range Configuration
How do you plan ports in your network?
@ Al available ports: [1036, 65535] (3225 tenant slots)
Customize port ranges:
Each tenant is allocated ports in blocks of 20.The port range size must be @ multiple of 20
FEERTINET 126120

4. To add a FortiGate to a Security PoP, click +New FortiGate and proceed with the configuration steps
outlined below. If you wish to complete the initial controller onboarding without adding a FortiGate at this
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Multi-Tenancy Onboarding

stage, click Skip. FortiGate devices can be added or modified at any time after the onboarding process is
complete.

¢ FortiSASE-Sovereign @ Services @ Support o ¢ O a0-

be
3

s Monitor
Create Controller

o > o o

Management Settings FortiGate Appliance

& Asset v
Controller
Security PoP Usage

3¢ Maintenance

addi
+New FortiCate

] e

FERTINET vasia0.

5. Configure the Security Point of Presence (PoP) by providing the Security PoP Name and physical or logical
Location, then select the FortiGate device(s) to be assigned to this PoP. Each Security PoP represents a
logical enforcement point through which tenant traffic is inspected and secured. Configure the FortiGate
using the following steps:

a. Open the ADD FORTIGATE panel and verify the FortiGate Serial Number (SN) and the designated
VDOM Number to ensure the correct appliance is being registered.
b. Select the appropriate network Topology from the three available options — Direct, NAT, or Dedicated
NAT — based on your network architecture and traffic routing requirements.
c. Select the Type of Deployment that best suits your network design. Two deployment modes are
available:
» Two-Arm: Utilizes separate, dedicated interfaces for ingress and egress traffic, providing
enhanced traffic isolation and granular policy enforcement at each network boundary.
¢ One-Arm: Employs a single shared interface for both traffic directions, commonly used in
environments that require inline inspection with centralized routing separation.
d. Configure the Ingress Port by specifying the network interface parameters through which inbound
tenant traffic will enter the FortiGate appliance for inspection and policy enforcement.
e. Configure the Egress Interface by defining the outbound network interface parameters through which
processed traffic will exit the FortiGate appliance toward its destination.

f. Review the configuration, and then click Save to commit the FortiGate settings to the controller. The
system will validate the configuration before finalizing the registration.

FortiSASE-Sovereign 26.2.a Administration Guide 10
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Multi-Tenancy Onboarding

G FortiSASE-Sovereign @ Services @ Support & ¢ ®- A@- & sasemssp+gals@gmailcom v
ADD FORTIGATE x
FortiGate SN FGTO1GTK24002225
VDOM Number o
Topology @ Direct
L—m
O NAT
G NAT— BB

O Dedicated NAT

LG+—NAT— B8
L—

Type of Deployment | One-Arm [RIVCN

Ingress Port
Ingress Port port3 -

Public IP 10107180.2 - 1010718010 /23
Range/Netmask

Public IP Gateway 101071801

Egress Port

Egress Port portd. -

Egress Port IP 10107184.2 - 1010718410 /23
Range/Netmask

Egress Port Gateway 101071841

6. Review the FortiGate configuration summary presented in the confirmation dialog. Once all parameters
have been verified as correct, click OK to finalize the FortiGate registration and associate the appliance with
the designated Security PoP.

@ FortiSASE-Sovereign @ Services € Support o € @+ MA@+ & sasemssprgalS@gmail.com v
& Monitor

ADD FORTIGATE(S) TO SECURITY POP
4 Tenant -
=0 > Management Setting
&L Security PoP name PoP1 § . . §

icense Setup FortiManager, FortiAnalyzer and FortiEMS to manage Security POPs.
& Asset v Location San Jose, CA, USA
FortiGate Appliance
Controller 8

Add your FortiGate as Security PoPs, and assign instances if needed.

Security PoP Usage

3¢ Maintenance >

24008 SN
ﬁ 32 | 12z - Mep date 2026 Google ' Terms - Report @ map error

Add FortiGate o PoP please select a FortiCate v | | @ Add

# Edit || [ Delete

[m] ‘ Serial Number Virtual Instance Number

[m] FGT91GTK24002225 9

FEERTINET v260.20.

7. Review the Security PoP summary to confirm that all FortiGate appliances have been successfully
registered and are displaying an Init Deploy Status, indicating they are ready for provisioning. Once the
configuration has been verified, click Deploy to initiate the automated onboarding process and begin VDOM
generation across all registered FortiGate devices.
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Multi-Tenancy Onboarding

@ FortiSASE-Sovereign & Services @ Support & ¢ O A0- 2

ail.com v
s Monitor

. Edit Controller

4 Tenant

a av >

@ License

Management Settings  Security PoPs

& Asset v

Controller

Serial Number Topology Type of Deployment Ingress Port Egress Port Vdom Number Deploy Status Actions
Security PoP Usage

B PoP1 @ San Jose, CA, USA 1 FortiGate + New ForitGate

¢ Maintenance >
O v FGT9IGTK24002225 Direct Two-Arm port3 portd 9 init Vi
B PoP2 @ Paris, France 1FortiGate + New ForitGate
v FGT91GTK24002090 Direct One-Arm port3 port3 9 init ra

FiEATINET v26120.

8. Monitor the deployment progress on the Generating VDOMSs page. Each VDOM provisioning task will
display its current status as the system automatically configures virtual domains across all associated
FortiGate appliances. This also includes FortiManager, FortiAnalyzer and FortiClient EMS deployment. Itis
suggested do not navigate away from this page while the deployment is in progress.

) FortiSASE-Sovereign @ Services @ Support [a N SaNG}
& Moniter

# Tenant Generating VDOMs
Q am >

A License D Thank you for your patience. The configuration process is underway, and it may take a few minutes to complete. We appreciate your understanding.

& Asset v

3
Controller 3

Security PoP Usage @© Deploying FortiManager, FortiAnalyzer and FortiClient EMS

% Maintenance ’ @© FortiAnalyzer - (67%) - Verifying FortiAnalyzer instance

@© FortiManager - (34%) - Creating FortiManager instance
@© FortiClient-EMS - (50%) - Setting up FortiClient-EMS node

@ FortiGate - (0%) - Waiting FortiManager, FortiAnalyzer and FortiClient-EMS to be Deployed

FERATINET vasia0.

9. When deployment reaches 100% and the system confirms Onboard controller succeeded click Done to exit
the deployment wizard. The controller is now fully provisioned and operational within the Multi-Tenant
Instance.

FortiSASE-Sovereign 26.2.a Administration Guide
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Multi-Tenancy Onboarding

@ FortiSASE-Sovereign @ Services @ Support & C @ MA@+ & sasemssprgals@gmail.com

& Monitor
 Tenant Generating VDOMs
=0 >
& License D Thank you for your patience. The configuration process is underway, and it may take a few minutes to complete. We appreciate your understanding.
& Asset v
Controter

Security PoP Usage @ Onboard controller succeeded

3 Maitenance > @ FortiAnalyzer - (100%) - FortiAnalyzer is deployed.

© FortiManager - (100%) - FortiManager is deployed.
@ FortiClient-EMS - (100%) - FortiClient-EMS is deployed.

@ FortiGate - (100%) - FortiGate is deployed.

Done

FEZERTINET v261.2.0.

10. Return to the Asset Controller dashboard to verify that the newly provisioned controller is listed with
Deployed status. Confirm that all associated FortiGate appliances, Security PoP configurations, and VDOM
assignments are accurately reflected in the system. The Multi-Tenant Instance Controller Onboarding
process is now complete and the environment is ready for Tenant Onboarding.

@ FortiSASE-Sovereign @ Services € Support o C @+ MA@+ & sasemssprgal5@gmail.com e

& Moniter
Controller
4t Tenant
[=QEv > va: il Delete
i License Name Controller Region FortiAnalyzer ForitGates Deploy Status
2 Asset v o ~ _
Controller_10k users us-east-2  FAZ-VMTM26092669  FGT91GTK24002090 Deployed
Controller

v FGTO1GTK24002225
Security PoP Usage

3¢ Maintenance >

FEERTINET v26120.
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Multi-Tenancy Onboarding

Controller Management

1. Select the desired controller from the list, Click Edit Controller to open the configuration page, select the
Management Settings tab to view all controller related configurations.

@ FortiSASE-Sovereign & Services @ Support & C ®- A@- & sssemsspals@omail.com -

#¥ Monitor
. Edit Controller

4 Tenant

R > Management Settings  Security PoPs

& License —_—

& Asset M omralier =g

ontroller Name .
p—— Setup FortiManager, FortiAnalyzer and FortiEMS to manage Security POPS.
EMS Serial Number FEI Tl -

Security PoP Usage

3¢ Maintenance > Choose Region

Add your FortiGate as Security PoPs, and assign instances if needed

FAZ

FAZ Serial Number FAZ-VMT!

Location
o ? GaKland-

s San Frdncisco: Aemeds. =

Google _gloy Mep data ©2026 Google” Terms Report a map err
Management URL https://
Authorization Method
Username
Password  eesssees
Verify FAZ Certificate

Cancel

FEERTINET v26150.

@ FortiSASE-Sovereign @ Services @ Support & ¢ O- AO@- &sssemsspraals@omal.com -

& Monitor
. Edit Controller
4t Tenant
1AM > §
a Management Settings Security PoPs
@ License e
FAZ ement Setting
@ Asset v Setup FortiManager, FortiAnalyzer and FortiEMS to manage Security POPS,
FAZ Serial Number FAZ-UMT -
Controller FortiG plianc
Security PoP Usage Location Fi Add your FortiGate as Security PoPs, and assign instances if needed.
3¢ Maintenance > o ? GaKiarid. "
; aregan D
s San Frdncisco Ame
Google N () Map data 82026 Google. Tarms  Report map eror
Management URL https://

Authorization Method
Username
Password ~ eesesees

Verify FAZ Certificate

Port Range Configuration

How do you plan ports in your network?

Cancel
FEERTINET v26120.

2. Click Security PoPs tab to manage Security PoPs.
a. Add aNew Security PoP.
i. Click + New Security PoP to initiate the PoP creation workflow.

ii. Configure FortiGate device details, topology, deployment type, and interface mappings.
b. View Existing PoP Details

FortiSASE-Sovereign 26.2.a Administration Guide
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Multi-Tenancy Onboarding

i. Expand a PoP entry to view associated FortiGate devices.
ii. Review configuration details such as topology, ports, and VDOM assignments.
c. Verify Deployment Status
i. Ensure each PoP shows a Deployed status.
ii. A deployed state indicates successful provisioning and readiness for traffic handling.
d. Validate Interface Configuration
¢ Confirm that Ingress and Egress ports are correctly mapped based on deployment type:
« Two-Arm: Separate ingress and egress interfaces (e.g., port3 = port4).
* One-Arm: Same interface used for both directions (e.g., port3 = port3).
e. Check Multi-Region Deployment

¢ Verify PoPs across different geographic locations (e.g., San Jose, Paris) to ensure global coverage
and redundancy.

@ FortiSASE-Sovereign @ Services @ Support & ¢ @+ M@+ & sasemsspraals@gmail.com +
8 Monitor
Edit Controller
48 Tenant
1A > Management Settings ~ Security PoPs
@8 License E—
S Asset Y [+ New security PoP
Controller B
a Serial Number Topology Type of Deployment Ingress Port Egress Port Vdom Number Deploy Status Actions
Security PoP Usage
B PoP1 @ San Jose, CA, USA 1FortiGate + New ForitGate &
3¢ Maintenance >
O ¥ FGTOIGTK24002225 Direct Two-Arm port3 portd o Deployed °
B PoP2 @ Paris, France 1FortiGate + New ForitGate
[ v FGT91GTK24002090 Direct One-Arm port3 port3 9 ‘Deployed °
FEATINET 126120,
@ FortiSASE-Sovereign @ Services @ Support & ¢ O A@- & ssemssprqals@gmai.com v
VIEW FORTIGATE x
FortiGate SN FGT91GTK24002225
'VDOM Number 9
Topology @® Direct
Le—m
O NAT
[G——NAT— B8
O Dedicated NAT
[O«—NAT—E5
L—
Type of Deployment  One-Arm
Ingress Port
Ingress Port port3
Public IP 10107180.2 -/ 1010718010 /23
Range/Netmask
Public IP Gateway 101071801
Egress Port
Egress Port portd
Egress Port IP 10107184.2 -/ 1010718410 /23
Range/Netmask
Egress Port Gateway 101071841

Close

FortiSASE-Sovereign 26.2.a Administration Guide 15
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Multi-Tenancy Onboarding
Tenant Onboarding

Go to the Tenant section. The tenant list will display No results when no tenants have been provisioned.
Click Create Tenant to begin onboarding a new managed tenant environment under the MSSP controller.

@ FortiSASE-Sovereign @ Services @ Support & C O+ KO- &sasemssproals@gmail.com»
& Monitor
4 Tenant Tenant
Q 1AM > V [}
& License Name Status PoPs 1AM User EMS Users Bandwidth Dedicate Public IP License Status
& Asset >
3¢ Maintenance >
No It
Select a tenant
FEERTINET 128120

2. Fillin the basic tenant settings. Enter a descriptive Tenant Name, specify the maximum number of licensed
user seats (Max Users), and set the Tenant Expiration Date. Enable Traffic Shaping if bandwidth
management is required and configure the Max Bandwidth (per device) and Bandwidth Unit accordingly.
Select the PoPs Topology (Direct, NAT, or Dedicated NAT), choose the Service Ports allocation method
(Random or Default), and set the Security Policy Inspection Mode (Flow-base, Proxy-base, or Both Flow-
base and Proxy-base). Finally, assign the appropriate Controller. The right-hand panel provides topology

descriptions and required Virtual IP mappings for reference. Click Next to proceed to the PoPs assignment
step.

FortiSASE-Sovereign 26.2.a Administration Guide
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Multi-Tenancy Onboarding

@ FortiSASE-Sovereign

& Monitor
4 Tenant
Q am
@ License
& Asset

3¢ Maintenance

¢& Services

© Support
Create Tenant
Basic Setting

Tenant Name Tenant1_Direct_Flow-base

Max Users 100

Tenant Expiration Date 2026/04/30 (=]
Traffic Shaping ©

Max Bandwidth (per 100

device)

Bandwidth Unit Kops

PoPs Topology

NAT | Dedicated NAT

Service Ports

Security Policy
Inspection Mode

Controller Controller 10k users

Cancel

FEZERTINET v261.2.0.

[FEVEEEY Proxy-base | Both Flow-base and Proxy-base

ail.com v

PoPs Topology

Direct

Every VDOM will have its own dedicated Public IP in FortiGate

NAT

All VDOMs share one shared Public IP which is on the NAT device in front of FortiGate.
Need to add policies to map traffics to different VDOMs in NAT device

Dedicated NAT

Every VDOM will have its own dedicated Public IP in NAT device in front of FortiGate.
Need to add policies to map traffics to different VDOMs in NAT device

Service Ports

Random

Port numbers are randomly assigned from pre-defined controller port ranges
Default

Port numbers use the following values by default.

IPsec VPN user IKE SAML authentication port (TCP): 1001
IKE/IPsec traffic UDP port (UDP): 4500

IKE/IPsec traffic TCP port (TCP): 4500

Wireless controller control channel port (UDP): 5246
Wireless controller data channel port (UDP): 5247

SWG incoming HTTP port (TCP): 8080

Required Virtual IP Mappings

When using NAT or Dedicated NAT, the following ports must be mapped to allow proper
communication. Refer to the example below when configuring your Virtual IP mappings

Name Interface Mapped From Mapped To

ga9-ipsec-samil-sj port2 10/107.140.204(TCP1036) 192168.31101(TCP:1001)
qa9-ike-tcp-pop-gj port2 10/107.140.204(TCP1037) | 192.168.31101(TCP:4500)
ga9-ike-udp-pop-sj port2 10/107.140.204(UDP1037) 192.168.31101(UDP:4500)
na%-cwn-nnn-ci nnrt? 10107140 204(TCPINA) 197 1RR 211NUTCRRNRN)

3. Inthe PoPs assignment step, use the Choose FortiGate dropdown to select the FortiGate appliances to
associate with this tenant. The table displays each FortiGate Serial Number, its assigned Security PoP, and
the current initialization status. Once all desired FortiGate devices have been added, click OK to confirm the

PoP assignment and complete the tenant creation.

& FortiSASE-Sovereign

& Monitor
48 Tenant
2 1AM >
¥ License
@ Asset >
3¢ Maintenance >

FEERTINET v26120.

& Services @ Support
Edit Tenant

Basic Setting PoPs

Choose FortiGate

=1

FortiGate SN
FGT91GTK24002090

(] FGT91GTK24002225

Security PoP

Status

4. After creating tenants, the Tenant list displays all provisioned tenants showing each tenant's Name, Status,
PoPs count, IAM User count, EMS Users, Bandwidth, Dedicated Public IP assignment, and License Status.
Newly created tenants will show a Not Onboarded status, indicating they are pending deployment. Select
one or more tenants and click Deploy to initiate the automated provisioning process for the selected tenant

environments.

FortiSASE-Sovereign 26.2.a Administration Guide
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Multi-Tenancy Onboarding

@ FortiSASE-Sovereign & Services @ Support

& Monitor
Tenant
4t Tenant
Q 1AM > enant || g Edit | i Delete | [IEGINY
@ License Name Status PoPs 1AM User EMS Users Bandwidth Dedicate Public IP License Status
& Asset 4 22 Tenant1_Direct_Flow-base Not Onboarded o 0/100 100 kbps Yes [
3¢ Maintenance >
22 Tenant2_Direct_Proxy-base Not Onboarded 0 0/100 1mbps Yes [
O 2= Tenant3_Direct_Both Not Onboarded 20 0 0/100 1gbps Yes o
Tenant1_Direct_Flow-base
Basic Setting PoPs Mapping IP Service Ports License Details
Max Users 100 PoPs Topology Direct
Traffic Shaping Enabled Security Policy Inspection Mode Flow-base

FEZERTINET v261.2.0.

5. After clicking Deploy, the Deploy Configuration dialog appears and shows real-time provisioning progress.
The system sequentially deploys FortiGate, FortiAnalyzer, FortiManager, and FortiClient EMS components
for the tenant. Each component displays its current progress percentage and task description. Clicking
Close can close this dialog while provisioning is in progress background.

Deploy Configuration x

nfiguration pro
 under:

nderway, and it may take a few

© FortiGate - (0%) - Waiting FortiManager, FortiAnalyzer and FortiClient-EMS to be Deployed
© FortiAnalyzer - (
@ FortiManager - (34%) - MSSP tenant FMG Adom Creating
@ FortiClient EMS - (349

SSP tenant FAZ Adom Creating

) - MSSP tenant EMS site Creating

Close

6. When all components have reached 100% and the dialog confirms “The configuration has been completed
successfully,” click Close to dismiss the Deploy Configuration dialog. All four components — FortiGate,

FortiAnalyzer, FortiManager, and FortiClient EMS — should display a fully deployed status before
proceeding.

FortiSASE-Sovereign 26.2.a Administration Guide
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Deploy Configuration x
© The configuration has been completed successfully. Thank you for your patience!

100%

© FortiGate - 100% - FortiGate is deployed

© FortiAnalyzer - 100% - FortiAnalyzer is deployed

@ FortiManager - 100% - FortiManager is deployed

@ FortiClient EMS - 100% - FortiClient EMS is deployed

Close

7. Return to the Tenant list to verify that all deployed tenants now display an Onboarded status with a green
indicator. Confirm that each tenant’s PoP count, Bandwidth allocation, Dedicated Public IP assignment, and
License Status are accurately reflected. The tenant onboarding process is now complete and each tenant
environment is ready for end-user connectivity and policy configuration.

@ FortiSASE-Sovereign @ Sewvices @ Support o ¢ @+ A@®- & sasemssprgal5@gmail.com v
& Monitor
4 Tenant Tenant
i License Name Status PoPs 1AM User EMS Users Bandwidth Dedicate Public IP License Status
@ hsset > | O 2 Tenantl_Direct Flow-base Onboarded 2@ 0 01100 100 kbps ves °
3¢ Maintenance >

22 Tenant2_Direct_Proxy-base Onboarded 2@ 0 0/100 1 mbps Yes ]

£2 Tenant3_Direct_Both Onboarded 2@ 0 0/100 1gbps Yes ]

Select a tenant

FERTINET vasia0.
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Multi-Tenancy Onboarding

Tenant Management

The Tenant Management section allows administrators to manage tenants over tenant environments. From this
view, MSSP administrators can create new tenants, modify existing tenant configurations via the Edit action, or
permanently remove a tenant using the Delete option. Each listed tenant can be individually selected to reveal
detailed configuration tabs in the panel below.

To access a tenant’s dedicated management portal, select the tenant from the list and click Enter Portal. This
launches the tenant-scoped interface, where administrators can manage security policies, device
configurations, and monitoring dashboards specific to that tenant environment.

Select a tenant from the list to display its Basic Setting details in the lower panel. The Basic Setting tab provides
a summary of the tenant’s core configuration parameters, including the maximum licensed user count (Max
Users), Traffic Shaping status, PoPs Topology type, and the configured Security Policy Inspection Mode. This
tab serves as the primary reference for validating the tenant’'s foundational deployment parameters.

@ FortiSASE-Sovereign @ Services € Support & € @ MA@+ & sasemssprgals@gmail.com v
s Monitor
Tenant
4 Tenant
Q am > @ Create Tenant | | ¢ Edit | i Delete  [EiGIEGE]
i License Name Status PoPs AM User EMS Users Bandwidth Dedicate Public IP License Status
9 Asset >
22 Tenantl_Direct_Flow-base Onboarded 2@ 0 0/100 100 kbps Yes ©
3¢ Maintenance >
22 Tenant2_Direct_Proxy-base Onboarded 2Q 0 0/100 1 mbps Yes (]
£2 Tenant3_Direct_Both Onboarded 20 0 0/100 1gbps Yes (]
£2 Tenant4_Dedicated-NAT_Default_Flow-base Onboarded i 0 0/100 0 mbps Yes [
O 2 Tenant5_Dedicated-NAT_Default_Proxy-base Onboarded 10 0 0/100 0 mbps Yes [
Tenant1_Direct_Flow-base
Basic Setting PoPs Mapping IP Service Ports License Details
Max Users 100 PoPs Topology Direct

Traffic Shaping Enabled Security Policy Inspection Mode Flow-base

FiERTINET v2s1.20

Select a tenant and navigate to the PoPs tab to display all Security Points of Presence associated with that
tenant. The table lists each assigned FortiGate SN (Serial Number), its corresponding VDOM identifier, the
linked Security PoP name, and the current Deploy Status. A green indicator confirms that the FortiGate is
successfully deployed and actively enforcing traffic policies for the tenant.
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@ FortiSASE-Sovereign @ Services @ Support o C O A0+ &si
o Monitor
& Tenant Tenant
A 1am > enant| | ¢ Edit| | Delete
4 License Name Status PoPs IAM User EMS Users Bandwidth Dedicate Public IP License Status
& Assel 4 22 Tenant1_Direct_Flow-base Onboarded 20 0 01100 100 kbps Yes [
3¢ Maintenance >
£2 Tenant2_Direct_Proxy-base Onboarded 20 0 0/100 1mbps Yes o
22 Tenant3_Direct_Both Onboarded 2@ 0 0/100 1gbps Yes ]
22 Tenant4_Dedicated-NAT_Default_Flow- Onboarded 19 0 0/100 0 mbps Yes °
O 2= TenantS_Dedicated-NAT_Default_Proxy-base Onboarded 1Q 0 0/100 0 mbps Yes (-]

Tenant1_Direct_Flow-base

Basic Setting PoPs Mapping IP Service Ports License Details

FortiGate SN VDOM Security PoP Deploy Status
~ FGT91GTK24002225 VDOMO2 PoP1 o
 FGT91GTK24002090 VDOMO1 PoP2 o

FiERTINET v2s1.2.0

Select a tenant and navigate to the Mapping IP tab to view the IP address assignments for each FortiGate
appliance associated with that tenant. The table displays each FortiGate SN (Serial Number) alongside its
Ingress Port IP, Egress Port IP, and the assigned Public IP address. This information is essential for verifying
correct traffic routing and for configuring upstream firewall or NAT rules that direct tenant traffic to the
appropriate FortiGate interfaces.

%D FortiSASE-Sovereign < Services € Support & € -

a8 Monitor

%4 Tenant Tenant

Qv > nt| 4 Edit | @ Delete

i License Name Status PoPs IAM User EMS Users Bandwidth Dedicate Public IP License Status

@ Asset ’ £ Tenant1_Direct_Flow-base Onboarded 20 0 0f100 100 kbps Yes ()

3§ Maintenance >
22 Tenant2_Direct_Proxy-base Onboarded 20 0 0100 1 mbps Yes ]
82 Tenant3_Direct_Both Onboarded 20 0 01100 1gbps Yes ]
22 Tenantd_Dedicated-NAT_Default_Flow-base Onboarded 1@ 0 0100 0 mbps Yes ]

O 2= Tenant5_Dedicated-NAT_Default_Proxy-base Onboarded 10 0 0/100 0 mbps Yes (]

Tenant1_Direct_Flow-base

Basic Setting PoPs Mapping IP Service Ports License Details

FortiGate SN Ingress Port IP Egress Port IP Public IP
FGT91GTK24002225 10107180.3 101071843 10.107180.3
FGT21GTK24002090 1010718011 1010718011

FiERTINET v261.20.

Select a tenant and navigate to the Service Ports tab to review the port mappings that govern tenant service
connectivity. The table lists each Service Port by name (such as IPsec VPN, Wireless controller, IKE/IPsec traffic,
and SWG Incoming HTTP), its Protocol (TCP or UDP), the External Port number exposed to tenant users, and the
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internally Mapped Port number used within the FortiGate VDOM. These mappings must align with the Virtual IP
configurations applied to the FortiGate to ensure uninterrupted service delivery.

@ FortiSASE-Sovereign ¢ Services @ Support &6 C @~ AQ@- & sssemssproal
sds Monitor
4 Tenant Tenant
a v > © Create Tenant | | 4 Edit || i Delete
W License Name Status PoPs AM User EMS Users Bandwidth Dedicate Public IP License Status
B Asset > 2 Tenant!_Direct_Flow-base Onboarded 20 0 0/100 100 kbps Yes ]
38 Maintenance >
22 Tenant2_Direct_Proxy-base Onboarded 2@ 0 0/100 1 mbps Yes (]
22 Tenant3_Direct_Both Onboarded 2@ 0 0/100 1gbps Yes (]
22 Tenant4_Dedicated-NAT_Default_Flow-base Onboarded 1Q 0 0/100 0 mbps Yes [
O 22 Tenants_Dedicated-NAT_Default_Proxy-base Onboarded 10 0 0/100 0 mbps Yes []
Tenant1_Direct_Flow-base
Basic Setting  PoPs  MappingIP  Service Ports  License Details
Service Port Protocol External Port # Mapped Port #
IPsec VPN user IKE SAML authentication port TCcP 1001
Wireless contraller control channel port uop 5246
Wireless controller data channel port uopP 5247
IKE/IPsec traffic UDP port ubp 4500
IKE/IPsec traffic TCP port TCcP 4500
SWG incoming HTTP port TCcP 8080

FiERTINET v261.2.0.

Select a tenant and navigate to the License Details tab to review all active license entitlements associated with
that tenant. The tab is organized into three sub-tabs — Sovereign SASE, FortiAnalyzer, and FortiGate — each
displaying the relevant license serial numbers, contract details, assigned seat counts, validity dates, and current
activation status.

The Sovereign SASE sub-tab displays the FortiClient EMS license details provisioned for this tenant. The table
shows the License Serial Number, associated Contract Number, the number of Assigned Seats, the contract
Start Date, End Date, and current activation Status. Verify that the license status shows entitled and that the
seat count and validity period align with the tenant’s service agreement before granting end-user access.
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G FortiSASE-Sovereign & Services @ Support o ¢ ®v AQ@r 2R sasemssprgals
s Monitor
4 Tenant Tenant
a v > © Create Tenant || 4 Edit || i Delete
i License Name Status PoPs IAM User EMS Users Bandwidth Dedicate Public IP License Status
@ Asset ’ 22 Tenant]_Direct_Flow-base Onboarded 2@ 0 0/100 100 kbps Yes [}
3§ Maintenance >

22 Tenant2_Direct_Proxy-base Onboarded 2@ 0 0/100 1mbps Yes []

22 Tenant3_Direct_Both Onbearded 2@ 0 0/100 1gbps Yes ©

22 Tenant4_Dedicated-NAT_Default_Flow-base Onboarded 1@ 0 0/100 0 mbps Yes [

O 2 Tenant5_Dedicated-NAT_Default_Proxy-base Onboarded 10 o 0/100 0 mbps Yes o

Tenant1_Direct_Flow-base

Basic Setting PoPs Mapping IP Service Ports License Details

Sovereign SASE @ | | FortiAnalyzer e | | FortiGate &

License Serial Number FEMSSSTM26090146
Contract Number Assigned Seats Start Date End Date ‘Status
482518882193 100 2026-04-09 2026-05-01 entitled

FiERTINET v261.20

The FortiAnalyzer sub-tab displays the log management and analytics license associated with this tenant’s
FortiAnalyzer instance. The table lists the License Number, contract Start Date, End Date, and activation Status.
Confirm the license is entitled status and within its validity period to ensure uninterrupted log collection, event
correlation, and compliance reporting for the tenant.

4D FortiSASE-Sovereign & Services € Support o ¢ O«

s Monitor

4 Tenant Tenant

a v > © Create Tenant | | 4 Edit || Delete

B License Name Status POPS 1AM User EMS Users Bandwidth Dedicate Public IP License Status

psset ’ 22 Tenantl_Direct_Flow-base Onboarded 20 0 /100 100 kbps Yes o

3% Maintenance >
2 Tenant2_Direct_Proxy-base Onboarded 20 0 0/100 1mbps Yes o
22 Tenant3_Direct_Both Onboarded 20 0 0/100 1gbps Ves o
2z Tenant4_Dedicated-NAT_Default_Flow-base Onboarded 1 Q 0 0/100 0 mbps Yes °

O 2= Tenant5_Dedicated-NAT_Default_Proxy-base Onboarded 19 0 0/100 0 mbps Yes []

Tenant1_Direct_Flow-base

Basic Setting PoPs Mapping IP Service Ports License Details

Sovereign SASE e | | FortiAnalyzer® | | FortiGate ®

License Number Start Date End Date Status

FAZ-VMTM26092669 2026-03-30 2027-03-30 entitled

FiERTINET v261.20.

The FortiGate sub-tab lists the individual FortiGate appliance licenses assigned to this tenant. Each row displays
the License Number corresponding to a specific FortiGate Serial Number, along with the contract Start Date,
End Date, and current activation Status. Verify that all FortiGate licenses are showing an entitled status and that
their validity periods cover the full term of the tenant’s service contract.
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4D FortiSASE-Sovereign & Services @ Support

s Monitor

4 Tenant Tenant
a v > © Create Tenant | | 4 Edit || j Delete
& License Name Status PoPs
B Asset 4 2 Tenant!_Direct_Flow-base Onboarded 2@
3§ Maintenance >

22 Tenant2_Direct_Proxy-base Onboarded Py

22 Tenant3_Direct_Both Onboarded 20

22 Tenant4_Dedicated-NAT_Default_Flow-base Onboarded 1@

O | 22 Tenants_Dedicated-NAT_Default_Proxy-base Onboarded 10

Tenant1_Direct_Flow-base

BasicSetting  PoPs  MappingIP  Service Ports  License Details

Sovereign SASE @ | | FortiAnalyzer o | | FortiGate &

License Number Start Date
FGT91GTK24002090 2026-03-30
FGT91GTK24002225 2026-03-30

FiERTINET v261.2.0.

Security PoP Usage

1AM User

EMS

0/100

0/100

0/100

0/100

0/100

End Date

2027-03-30

2027-03-30

Users

Bandwidth

100 kbps

Yes

Yes

Yes

Yes

Dedicate Public IP

Status

entitled

entitled

0 0000

License Status

The Security PoP Usage dashboard, accessible from Asset > Security PoP Usage, provides a consolidated, real-
time operational view of all FortiGate appliances across every registered Security PoP. Each row represents a
FortiGate device and displays its Serial Number, online Status, assigned Security PoP name, VDOM Usage bar,
Egress Port, Ingress Port, Memory utilization, CPU load, associated Controller, and the list of Tenant VDOMs
currently hosted on that appliance. This view is the primary resource for monitoring hardware resource
consumption, validating tenant VDOM distribution across PoPs, and identifying any FortiGate appliances that

may require capacity attention.
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& FortiSASE-Sovereign

88 Monitor
4 Tenant
(=] >
¥ License
€ Asset -
Controller
Security PoP Usage

3% Maintenance >

FiZRTINET v261.2.0.

Tenant Portal Device Management

@ Services

© Support
Security PoP Usage

© Q search

FortiGate SN Status

FG9H1GTB24901931 Online

FGT91GTK24002225 Online

FGT91GTK24002090 Online

Security PoP VDOM Usage

PaP3

PoP1

PaP2

Egress Port

porta

portd”

port3

port3

Ingress Port

port3

port3

Memory

Controller

Controller_10k users

Controller_10k users

Controller_10k users

40~

& sase.mssp+qal 5@gmail.com v

Tenant

Tenant4_Dedicated-NAT_Default_Flow-base
Tenant9_Dedicated-NAT_Random_Both (VDC

D

Tenant1_Direct_Flow-base (VDOMO2)
Tenant3_Direct_Both (VDOMO3)
(vDOMO1)

Tenant2_Direct_Proxy

Tenant2_Direct_Proxy-base (VDOMO02)
Tenant3_Direct_Both (VDOMO3)
Tenant1_Direct_Flow-base (VDOMO1)

Within each tenant’s dedicated portal, the Device section provides tenant-level visibility and management of the
infrastructure components assigned to that environment. This section is divided into two sub-pages: Security
PoPs and Management Device, both accessible under Device in the tenant portal navigation.

Security PoPs Management: The Security PoPs sub-page within the tenant portal displays all Security Points of
Presence assigned to the tenant, along with their geographic Location and current operational Status. Each PoP
entry shows the Security PoP Name, its physical or logical deployment Location (e.g., San Jose, CA, USA or
Paris, France), and an Online/Offline Status indicator confirming active enforcement. Administrators can use this
view to verify that all assigned PoPs are reachable and operational before rolling out end-user connectivity.
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@ FortiSASE-Sovereign & Services @ Support

48 Tenant1_Direct_Flc

base v o C O A0~

sp+qalS@gmail.com v
8 Dashboards ? Security PoP Name Location
= Device

PoP1 @ san Jose, CA, USA © online
Monitoring

PoP2 Q Paris, France @ Online
Security PoPs
Management Device
Edge Devices
¥ Access & Authentication

-
+
@ Security
r
€

: Endpoint Management

} SDWAN

B Analytics

2
FiERTINET v2sia0.

Management Device: The Management Device sub-page displays the FortiSASE-Sovereign Controller instance
associated with the tenant. This view confirms the controller Region assignment and provides a reference point
for the management plane infrastructure serving the tenant environment. Administrators can use this page to
confirm that the tenant is associated with the expected regional controller. Ensure the displayed region matches
the intended deployment location.

@ FortiSASE-Sovereign @ Services @ Support

48 Tenant1_Direct_Flow-base v o C @ MA@~ & sasemssprgal5@gmail.com v
&8 Dashboards > | FortiSASE-Sovereign Controller
= Device 0
Region
Monitoring

Security PoPs
Management Device
& Edge Devices

F Access & Authentication
@ Security

£ Endpoint Management
@ SDWAN

o System

B Analytics

FiERTINET v261.2.0.
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Single Tenancy Onboarding

Login Landing Page

1. Login using MSSP(root) administrator account.

@ FortiSASE-Sovereign

FortiSASE Sovereign

Sign In as 1AM User

*+ Account ID

*+ Username or Email

l MSSP/ Root User Login l

F::=RTINET Copyright © 2026 Fortinet, Inc. All Rights Reserved.

2. Select the region based on your deployment location and compliance requirements, then click Submit.

@ FortiSASE-Sovereign

Choose your orchestration region

The orchestration region refers to where your orchestrators
and data reside geographically.

(@ us-east-2 - US East (N. Virginia)

+/ Submit Selection

F::ERTINET Copyright © 2026 Fortinet, Inc. Al Rights Reserved.
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3. select Dedicated Instance (Single Tenant), and click Continue.

@ FortiSASE-Sovereign

© sase.mssp+qal7@gmail.com ~

Choose Tenancy Type

The tenancy type determines how resources are isolated and managed:

Dedicated Instance (Single Tenant)
Al resources and configurations are isolated for a single organization,

Multi-Tenant Instance (Multi-Tenancy)
Multiple organizations share resources, with logical separation of data and cenfigurations.

{ Please choose your tenancy type carefully. This selection can only be made
once and cannot be updated later.

4. Click Start Onboarding to begin the onboarding process.

Entitlements

Serial Number
License Expiry
User Serial Number
Total Users

Users Expiry

FOVSAEDO00000174
3/23/2027
FEMSSSTM26090085
1,000

3/23/2027

During provisioning, it's important to choose data centers that are close to your end users. Typically,

provisioning takes around 10 minutes. Are you ready to begin the onboarding process?

Start Onboarding

5. Select the deployment region, then click Next.

FortiSASE-Sovereign 26.2.a Administration Guide
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@ FortiSASE-Sovereign Services € Support

4t Dedicated Instance Tenant

a am > o Controller ,  FortiAnalyzer

@ License Selecty

3¢ Maintenance >
Choose your favorite controller region
Region *

ap-southeast-2 (Sydney)
Cancel
FiERTINET vasza

6. FAZ Setup.

FortiSASE-Sovereign 26.2.a Administration Guide
Fortinet Inc.
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4 System Setting

What is a region?

The selected region will be used to
host your configuration controller
service and endpoint management
service

5
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Register your FortiAnalyzer
How to choose a type?

Type* On-premises instances are owned
On-premises and managed by the customer.
Customers are responsible for
Management URL* providing the necessary credentials

https:// example.faz loca 443 jand accessible URLs from the
internet.

Authorization Method*

Username & Password

API Key

Username*
Password*

Verify FAZ Certificate

CA Certificate

A

Enter the Management URL (IP address or domain name).

Enter the administrator credentials.

If certificate verification is required, paste the CA certificate content.
d. Click Next.

7. Add FortiGate.

e T

FortiSASE-Sovereign 26.2.a Administration Guide
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Register your FortiGate

While it's not mandatory to add region information to FortiGate at this moment, feel free to skip this step and finalize the
configuration later through settings. We recommend keeping the number of added regions reasonably limited to optimize
deployment speed.

Region Name Region Location Device Action

Please start with defining a new region and adding a FortiGate device.

FortiSASE-Sovereign 26.2.a Administration Guide
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a. Click + New FortiGate to add a device.

Region Name *

ADA NN L=17]
L L L \Jate'r'.'r_']_'.'

Region Location *

Enter a location

Go Q'E . | Mapdata®2026 | Terms

Add FortiGate device to this region *

¥ Add

Cancel Save

b. Select the region name and deployment location.
c. Select an available FortiGate from the Select a Device drop-down list.
d. Click Add.

Add FortiGate device to this region *
>  Add
Serial Number Egress Port Ingress Port Public IP

FGEH1GTB24801755 oDGrtE - op-:::-rﬂ - 10.107136.163 X

Cancel Save

e. Click Save.
f. Repeat this step to add additional FortiGate devices as needed.

FortiSASE-Sovereign 26.2.a Administration Guide
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+ New FortiGate

Region Name Region Location
San Jose San Jose, CA, USA
Skip

g. After adding all required FortiGate devices, click Next.

8. Select the required service ports.

Choose Your Services Ports

Decide whether to keep Fortinet's default services
ports or have the platform generate a random set
for this deployment.

Type *

Cefault

Randomly Generated

£

9. Review the configuration summary.

FortiSASE-Sovereign 26.2.a Administration Guide
Fortinet Inc.

Device Action

FGOH1GTB24901755

About the Services Ports

Default Services Ports
(Recommended)

FortiExtender Data Port: 252486,
Wireless Controller Port: 5246,
Authentication IKE SAML Port: 1001,
IKE Port: 4500,

SWG Web Proxy Port: 8080,

SWG PAC File Server Port: 8080,
SWG Captive Portal Port: 7830,
SWG Captive Portal SSL Port: 7831.

Randomly Generated Ports

The system will generate a set of
random ports for the FortiSASE-
Sovereign services, which appear on
the "System—Services setting"”
page after onboarding.
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@ FortiSASE-Sovereign

4t Dedicated Instance Tenant

Q av >
@ License
3¢ Maintenance >

FERTINET v262a

@ Services @ Support

1) Controller

Select your sovereign region

Please be aware: ForliSASE

Summary

FortiAnalyzer

Region

System Setting

Services Ports
Default

FortiGate (1)
Region Name

San Jose

5 FortiAnalyzer 5

Register analyzer

ign Controller configurations cannot be modified after deploymen

Management URL Authorization Method
209.40.105.120:443 Username & Password

Region Location

San Jose, CA, USA

FortiGate 2
Optional POPsoptional
Choose them carefuly.
Username Password

admin . eeeeeesees

Device Serials

FGT91GTK23004377

o ¢ @+ A@- & sasemssprgal7@gmail.com v

System Setting e Preview
Shared services Review and deploy

Verify FAZ Certificate
Disabled

10. Click Onboard to proceed. To make changes, click Back.
11. The system will begin deploying FortiManager, EMS, FortiAnalyzer, and FortiGate services.

Deploy Configuration

i Thank you for your patience. The configuration process is underway, and it may take a few minutes to complete. We appreciate your understanding

FortiManager 51%
FortiAnalyzer 99%
FortiClient EMS 99%
FortiGate 10%

Setting up FortiManager instance.
Setting up FortiAnalyzer instance...

Setting up FortiClient-EMS node

‘Waiting FortiManager, FortiAnalyzer and FortiClient-EMS to be Deployed...

12. Onboarding is complete when all components are successfully deployed.

Provisioning complete

Your configuration is live. Use the portal for further actions.

» Note: To verify successful onboarding, go to Device > Security PoPs and confirm that all FortiGate
devices are deployed without errors.

FortiSASE-Sovereign 26.2.a Administration Guide
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Add/Edit/Delete the Security PoPs/FGT

1. Add Security PoP/FGT.
a. Click “New Security PoP”.

+ New Security PoP || g Remove Selected

b. Enter the Security PoP name and location, then add a FortiGate device.

SECURITY POPS

Security PoP name Mew York

Location Mew York, NY, USA
TN ALy TP i — ! Garde
.ummll__:[@__r. e

20> ElmontHer
#

c_:_)o 91 A Map data ©2026 Google Terms Report a map ermor

Add FortiGate device to Select a device - () Add

this region

#E W
Serial Number Egress Port Ingress Port Public IP
L FGVYMO8TM26090215 port2 portl 10.107151.5

c. Click “OK”".
The FortiGate device deployment starts automatically

£+ Adding FortiGate. Please wait for the task to complete before proceeding.

Device Public IP Egress Port Ingress Port Memory T———— -
B New York @ New York, NY, USA 1FGTs + New FGT

0 ©FGYMOBTM26090215 10107151.5 O port2 © port! 0% 0% E Deploying(30%) s

2. Edit Security PoP.

FortiSASE-Sovereign 26.2.a Administration Guide
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B San Jose @ San Jose, CA, USA 1FGTs + New FGT H
# Edit PoP

- I
@ @FCOHIOTB24901755 10107136163 PO = o o boo

* Only the Security PoP name can be modified.

SECURITY POPS

Security PoP name San Jose

Location San Jose, CA, USA

g s B B - j‘lum";\R.EtkU‘s

| = v el =

% A b Y T
| o N @ F . b o, G i _L”p_.‘.-;..,\_o

W N ISanq__oag
Goodl N\
o g e._; \0 r ' ; ! Map data ©2026 Google Terms Report a map ermor
3. EditFGT.

a. Click the edit icon next to the entry to modify the FortiGate configuration.
B San Jose 9 San Jose, CA, USA 1FGTs + New FGT

@ FGOHIGTB24201755 10107136163 port2— A portl 28% 0% + Deployed

b. Only the public IP address can be updated.

FortiSASE-Sovereign 26.2.a Administration Guide
Fortinet Inc.
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EDIT FORTIGATE X

Security PoP Name  =an Jose

Location San Jose, CA, USA

Serial Number () -
Egress Port port?2 v
Ingress Port nort] -
Public IP | 10107136163 |
4. Delete PoP.
B San Jose @ San Jose CA, USA 1FGTs + New FGT i & Edit Pop
© FGOH1GTB24901755 10107136.163 F [ Delete PoP —

» Remove all FortiGate devices in the Security PoP before deleting the PoP.

Action Required

Before deleting the current PoP, please ensure all associated

o FortiGates are deleted.
Close
5. Delete FGT.
FortiSASE-Sovereign 26.2.a Administration Guide 37
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a. Select a FortiGate device, then click Remove Selected.

+ New Security PoP | @ Remove Selected

= Device Fublic IP

B New York @ New York, NY, USA 1FGTs + New FGT
O @ FGYM08TM26090215 10107151.5

B San Jose @ San Jose, CA, USA 1FGTs + New FGT

@ FGOH1GTB24901755 10107136.163

b. After confirmation, the selected FortiGate devices will be removed from the deployment.

Confirm

A Are you sure you want to delete the selected entries?

FortiSASE-Sovereign 26.2.a Administration Guide
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MSSP Protal

Monitor

On the Monitor page, an asset map is available which displays the geographical locations of these FortiSASE
Sovereign Controller,FortiAnalyzer and PoPs:

« FortiSASE Sovereign Controller
e Security PoPs
e FortiAnalyzer

You can filter the map using these options.

G FortiSASE-Sovereign @ Services @ Support O C @Oy A@- & sase.mssp+gal0@gmail.com v
88 Monitor )

i Tenant Monitor

Q v > a W"f . vl [ B o Resctmap | Q Search this area ; {[Q search

@ Asset > 7S h : 3 ) e

38 Maintenance > \o N ‘g . 1 © H 8

Serial Number FAZ-VMTM26092400

Status @ online

€ FortiSASE-Sovereign Controller L)

Region Name eu-central-1

Status @ onboarded
& Nar &
Location  Paris, France
¥ Status © available
4@ Direct &
Location  San Francisco, CA, USA
Status @ available
48 Dedicated NAT &

chad  Location  London, UK

Y y
Status available
nigeria [N (N °

~ Ghana
" Miap Date ©2025 Google, INEG  Terms.

FiERTINET v262a

This map helps visualize relative distances between each instance. Also, the map can be helpful with selecting
PoPs closest to the location of your agents and edge endpoints.

IAM

Users

The IAM user details can be found in the IAM - User page, including User name, Description, User Type, Tenant,
Permission Profile, Status and register date. Use this page to add and delete users, or temporarily disable a

FortiSASE-Sovereign 26.2.a Administration Guide 39
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user. Click Create to add a new IAM User. Click the user's User Name to edit their profile, update their
permission profile. Click “reset password”reset their password. After the user is created, you can update the
user's permission profile at any time from the User Permission tab.

4D FortiSASE-Sovereign & Services @ Support & C ®- A@- & sasemsspsgal2@gmail.com ~
s Monitor
Users

4 Tenant
@ v v R © QSearch Q

Users

User Name & Description & User Type & Tenant ¥ Permission Profile § Status & Register Date &
IDPs
O tenantl tenant Test_Tenant default Tenant full access Active 2026-03-24T16:46:45

Permission Profiles

& License msspl mssp default MSSP full access Active 2026-04-02T11:16:03

& Asset > tenant2 tenant Test_Tenant2 default Tenant full access Active 2026-04-03710:30:44

3§ Maintenance >

FiERTINET main-so..

Create IAM users

To create an |IAM user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Click Create. The Create User pane opens.
3. Enter the user's details and click Next.

Username Type the username with no spaces.
Full Name Type the user's name.

Email Type the user's email address.
Phone Type the user's phone number.

Description (Optional) Type a description of the user.

4. Select a Permission Profile and click confirm.
5. Click “Generate Password” to reset password.

Generating the password reset:

1. After create user, click “Generate Password”.
2. Popup a notification, click “Confirm”.
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Confirm
We will generate a password reset link and send it to the user's Email

A address. This action cannot be reverted. Are you sure you want to
contine?

3. Afterreceived reset email, click “Reset password” link.

o/ Compose
& Inbox

¥ Starred

@® snoozed
D  Important
B Sent

[ Drafts

() Purchases
&, social

@ Updates
B Forums

© Promotions
~ More
Labels

B Notes

» HE

22,560

B 0 @B & >

FortiSASE notice of password reset request Inbox x

noreply@dev.fortisase-sovereign.com

tome v

Password Reset Request

Hello test,

We received a request to reset your password. Click the button below to reset your password

If the button doesnit work, you can copy and paste the following link into your browser:

https:/fiocal dev forti Jreset RnaMTZGyTjldQbVec
YuBASM8 yoyYGOF3VK1RDA

Note: This link will expire in 24 hours for security reasons.

If you didn'trequest this password reset, please ignore this email or contact our support team

Best regards,
ForiSASE Sovereign Team

( « Reply )( ~ Forward

4. Enterthe password in the New Password and Confirm New Password fields.
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@ FortiSASE-Sovereign

FortiSASE Sovereign

* Confirm Password

Update Password

F::RTINET Copyright © 2026 Fortinet, Inc. Al Rights Reserved.

Login as IAM Users:

Users can access FortiSASE Sovereign services and support as an IAM user with their IAM user credentials.
While it is optional, all new IAM Users will auto enable Two-Factor Authentication (2FA).
Tologinas an|AM user:

1. Click FortiSASE Sovereign invitation email link.

2. Input Account ID which you can get from previous email.
3. InputIAM - Username and click Login.

4. Input credential and click Login.

IDP

FortiSASE Sovereign supports using an external identity provider with SAML 2.0 authentication. Once the setup
is complete, external users can authenticate with the desired provider and access FortiSASE Sovereign services
based on the roles defined by the administrator.

FortiSASE Sovereign supports fine grained permission profiles for external IdP users through IAM Permission
Profile. External IdP roles are authenticated with a custom login page. After the user is authenticated, they are
redirected to a page where the administrator assigned to their account.

Note: IDP will only be available in Multi Tenancy mode.
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Configuring IDP Server

To Configuring an IDP Server:

1. Click Create to add a new IDP Server.
2. Enter the IDP Server details and click Confirm.

Configuration

Settings

Name

Upload IDP
Metadata

Domains
Username Attribute
Tenant ID Attribute

Permission Profile
Attribute

Select Tenant

Select Permission
Profiles

Description

Description

Type the server name.

Import IDP Metadata profile.

Type the domains to be used for IAM User access.
Enter the value as set in your IdP configuration.
Enter the value as set in your IdP configuration.

Enter the value as set in your IdP configuration.

Enter the value as set in your IdP configuration.
If set, this value is used to match the tenant user with an onboarded tenant.

This value is used to match the Permission Profile assigned by administrator.

Type a description of the IDP Server.

3. Download the SP Metadata under “Download Metadata” column and import back to IDP Server.

4D FortiSASE-Sovereign & Services @ Support & ¢ @O~ A@- & sase.mssprgal2@gmail.cor
#% Monitor
IDPs

4 Tenant

Users

B Provider Name D Y Updated & Status & Download Metadata
IDPs
O FACIDP 2026-04-07T14:32:08 Active LSP &IDP

Permission Profiles
B License

& Asset >
3§ Maintenance >

FiERTINET main-so.
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Example of configuring Azure IDP:

To add an Azure IDP server:

1. Create an new application on Azure.

B Saarch rescurces, senices, and docs {04} l o Copilot

Create your own application

Browse Microsoft Entra App Gallery

5 Got feectack?
+ Create your cwn appication | &7 ot feedback?
pplcat oo wart 10 mntegrate
The Microscét Entra App Gablery i a catalog of Shousands of apes that make pioy and configure sing wmmleou.w:-ww-\q "Wihen deploying an app from the Microsoft Entra App Gallery, you wrw that i Aot in Ee GUBFY. YoU €30 NI 2o W SPERCIN Pt
bt your Gun appcation heve, B you ane wanting 1 pblith an appiaon you b 50 cincnone aeed use, you ¢ il et using The proce described
WHaE'S the name of your app!
£ Search applcation Single Sign-on : Al User Account Management : All Categonies | AN Fisk Scoee : Al ‘Security Risk Factors : AR Comphance Risk Factors [ Example ]
Cloud platforms What st yeu lecking 1 e with your dpphation?
() Configure Application Proxy for secure remote 30065 10 30 OF-PIOMISES Jppaton
Amazon Web Services (AWS) Google Cloud Platform Oracle SAP (O maguiter an applcation 1o integrase with Microsol Entra (D (4pp you'te deveiopng]

(8) mbagrane any cther application yoes don't find in the galéry Mos-galieny)

1

R e
Feans

adWs 3 0 SAPd prbuidrabmn it el
B

Google Cloud

On-premizes applications

Add an on-premises application On-premises application provisioning

Confgure Microsoh Encra appicatics upddating and deleting Lears in appicasons on-
socen

e SHCUE MemOe JC08SE

D) rederated 550 D Pronitioning

Featured applications
(A e g e S . ==
2. Go to SAML Configuration.
3. Input some fake data into “Entity ID” and “ACS URL”(We will update real data here later).

P Got tencack?

Upload metadats fle "7 Change single sign-cn mode Test this apphcation | &7 Got feedback?
Identifier (Entity ID) *
B Overvrn
The unique A0 that identifies your application o Micrasaft Entra ID. This volue must be unigue ocros aif applications. in your

Si
Micronalt Entrg berant, The defoul? idemtifier will be the cushmer of the SAMI reiponse for 108-initicted 5501

[} Depicymant Ptan

X i anc scbve pechlams An 550 implementation based on federation protocols improves security, reiabiity, and end user experiences and i easier 1o

et Chocie SAML g 15700 whenkve sl o e PSR 8 0 1t U CperiD Connec o A Lo Default
v PP SOcEICe s SO VA8 o 1w = eer erveee e s
1 Properties Funad the configuration gusde = for help intigrating sox-bopun-a35.
& Ow
- L T — » e
&, Rod and sdmanatiaten - Reply URL (Assertion Consumer Service URL) =
B vsersand Ideetshar (intty ) hitgegfender lortrmer-sovrsicom e T gl LIRS & e the SpiRcamion Exses 10 PR Dhe uhipeticaion saben, T i 040 referred £ o Ehe Mssertion
o3 and ot
vice" (ACS) in SAM

Fueply LRL (Assertion Contumer Servioe B3 hitp/rwvwew S Aortitae- s~ more Comumer Servioy” (ACS in SANL

D single sign-on ndex et
" it

B Provsonng

S on URL

D oo 2 SO SAS€-SOVETEIGN.COM 10 18 a3 v

B apphcation prosy [ mp— "

Logeut L (Cptonal)
G Setservice

Sign on URL (Optional)

Securny e i o0 LOBL & e f s ek i B e vice prewicie-ntiated sngle 1ign-on. Thi ket i The gn-in page LNL for

Attributes & Clad » wosmon. The fyou ware me ge-on
. tributes & Claims - your appicssion. Thes ! o wase 13 peston sgn-on
Troutheshcoting + Support Shasame umeghanrame

ematadaress usermad

ot . useruserprncipainame Relay State (Optional)

pemaion protle ame userdepantment

faskingyt L companyame LTS the pGton whert 55 1RSIECE uiers Sfter Suthertiedtan o compted dnd the value o fypeeally &

it User igengfer I, - s sers 10 0 o lahon withn the appcation

L S —

Token ugring certucate

880 et B By oo LS ABL 0 e active

4. Download IDP Metadata from SAML Certificates - Federation Metadata XML.

& e
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[ e g

Home » Erterprive apphcations | All appi

Eerepeie Apphan

B Ovrven
[} Depicyment Fan
X Diagnose and sohve problems
“ Manage
1IF Propersies
& Cwnens
&, Robes and administratorns
& Users and gronps
D single sign-n
B Provisioning
P apphation prosy
C Selfervice

> Secuity

> Acwity

3 Troublethooting + Supper

848 et St by gressing CE M E P

F upload metacata fle

o

sov-bojun-gals

sov-bojun-ga35 | SAML-based Sign-on

7 Change segle sgn-cemode 1 Test ths applcation | 57 Got fesdback?

SAML Certficates

Tolken signing certificate # e
St Ative !
Thembprin SIOSDASDOAISNMTISEEEA1 SHIEESIHROALCFT

Expiation N2/8/2028, FOLH PM

Pckfcation tmpd IbogndfornetuLoom

App Federation Metadana L hitps:/loginmicrosoftonkine com/aToodcd - Toed-.

Corsficane (Basedd) e

Cermicate (Raw)

Federation Mitadata XML

Verlfication certificates joptional) &
Fequired Mo

Ative o

Expred [

Set up sov-bojun-gaks

‘W 1 OGN th SPERCItEn 10 ik with Macrossht Entra 10
Legin URL s fogemcrosofionhne comyaTccdcss-Toed-
Micresoht Ertrs \dentier | ot mincoves et Tecocs T dbca-Phes._
Logeut LRL | hitprifoginmicrosohonbng.com/aTeodks: Toed-

Test single sign-cn with sov-b<jun-gass

L b s f singhe g i working. Liirs will ieed 10 b S 19 Usies 3 Groups efore thay €an fign in.

5. Go to MSSP Portal and create new IDP(Default username always read “Unique User Identifier (Name ID)”
when it's empty here).

D FortiSASE-Sovereign
M Monitar
& Tenant

I [ = JEEY] w

10Ps

Permission Profies

& Ucense
B Asset »
* Maimenance >

FEIATINET oo sase

a5

oL @ a@-

Create IDP

MName

Upioad ID# Met

Click to 5 or drop file here
sl Max: 477 MiB

Domains. +

Username Mtribute

Tenant ID Attribute

Permission Prafle

Attribute

Sedect Tenant

Select Permission
Profies

Description

6. Upload your downloaded Metadata file.
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T i -

M Peunein | Doc| €35 B Pomt | g | Meia | Musseit | Socket| Wasm | Other

Big requeit rows Goap by rama

iF prpanizaton

e ik
22 requests | 572 18 vacaterred | 15, ()

1 Comcle Alsmistance  Whatsnew X Astofil a =

(@) What's newin DevTools 143
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D FortiSASE-Sovereign

s Monitor
% Tenant
| 2 1AM v
Users
IDPs

Permission Profiles

@ License

& Asset »

X Maintenance >
FZERTINET -

7. Config “Select Permission Profile”( If you select any Tenant Permission Profile, you must also choose “Select

a Services @ Support

Name

Upload IDP Metadata

Entity ID

Single Sign On S
Endpoint

Single Logout Service
Endpoint

IDP Certificate
Domains
Username Attribute
Tenant D Attribute

Permission Profile
Attribute

Select Tenant

Select Permission

Profiles

Tenant” to add Tenant ID).

D FortiSASE-Sovereign

b Monitor
4 Tenant
| € 1am v
Users
ICPs.
Permission Profiles
& Lice

& Assel »

e

X Maintenance >

FE3ATINET sov-sase

@

7eed-4bcB-99e6-77541845¢9b0/

faTeeled5-Teed-4beB-99e6-

hitps:/
77541845c9b0/sami2

gin.microsoftonline.com/a7cc0c95-Toed- 4bc8-0%e6-

cer & L @ AE@- 2

com =

Hame Example

Uplcad IDP Metadata

IDP Certificate

Domains

Username Attribute

Tenant ID Attribute

Permission Profile

Attrit

Select Tenant

Profiles

jun-ga22.xmi

{fsts.windows.net/afcc0c85-7ced-4bcB-98e8-7754f84 5300/

»gin.microsoftonfine.com/afccOc95-Toed-4beB-9%e6-

9b0/sami2

softonline.comjaZec0cd5-Toed
845c800/sami2

Select Permission default MSSP full access

8. Click save and Download “SP” from “Download Metadata”.
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D FortiSASE-Sovereign

& Monitor
it Tenant
8 1AM
Users
IDPs
Permission Profiles
B License
@ Asset

% Maintenance

&) Services

IDPs

Provider Name %

FiZRATINET sov-sase...

9. Upload SP File back to Azure.
[ e Ermmmcooom

sov-bojun-ga35 | SAML-based Sign-on

il overvew
() Cepleyment Man
¥ Disgrose and scive probiems
v Manage
BIF Propertes
& Ourwry
&, Aotes and administrators
B Users and grovgs
D snglesignen
& provitioning
B Appkcation proxy

© Salf-sevice
> Seowity

3 Activity

Treublethecting » Suppen

88 et et by gresing (1P P

T upload metadans e

7 Change single sign-on mode |

€ Support

# Edit || ®@

Description ¥

& Multi-Tenant Instance

oL @ AE)~ 2 sasemssp+gaB@gmail.com

Q

Updated ¥ Status ¥ Download Metadata ¥

Active

2025-12-18T05:21:50.269929Z

& 5P

& IDP

Test this applcation | 57 Got feedback?

A 550 implermantaticn based o Sederstion pretoch impitwes security, slabiity, #nd end uter xperiences e i e 10

implemant, Chocs SAML single sign-on whinever pouible for exsting appkcations that do not use OpeniD Coanect or CAUEh, Learn

Bt the configuration usse

o

Banc SAML Canfiguraton

dentifier (Erity 10}

Riply URL {ssartion Cesummer Senvice URL
Sige o0 URL

Relay State [Optional)
Rogout L [Cptionsl)

Artribuses & Claims

gvenrame

parmitaion_profile rame
rant i
Unique User identifier

SAML Certdicater

Taken signing cevtificate
St

* dor Pefp inbegrating sov-bofun-gadh

& e

& e

wser givenname.
e aumame
seemad
useruserprncipainame
e depantment
[Err
useruserprncipainame

& e
ctive.

10. Config SP Attribute to IDP(Create new Claim in Azure, name should as same as value in Username/Tenant
ID/Permission Profile attribute name).
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Base on below config in “IDP”, we should add following new claim to Azure.

“tenant_id”: “user.companyname”

“permission_profile_name”: “user.department”

For IDP users, we need to add following config to match SP settings:
MSSP User:

Company:

(We can leave it empty here because MSSP User don’t need specific tenant ID)

Department: default MSSP full access

Tenant User:
Company: MOY7UMID
Department: default Tenant full access

D FortiSASE-Sovereign & Services € Support

FiERATINET oy sase
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Home > sov-bojun-qa3s

sov-bojun-qa35 | SAML-based Sign-on

Enterprise Application

B overview
m Deployment Plan

A Diagnose and solve problems

T Upload metadata file ol Change single sign-on mode = Test this application 57 Got feedback?

more.

Read the configuration guide o for help integrating sov-bojun-ga3s.

o Basic SAML Configuration

& et
~ Manage
Identifier (Entity 1D) hittps:/ dev2.fortisase ign.com/1947702/sp/77
11! Properties 475eT6-22%e-45d4-aec-e2 i d
Reply URL (Assertion Consumer Service URL)  hitps:/ devz.fortisase i lam/sso/accou
& Owners nts/1947702/auth/saml/77475e76-22%-4504-a1ec-e2a59
.- 1be3963/acs
&, Roles and administrators Sign on URL optional
£ Users and groups Relay State (Optional) Optionat ) ) )
Logout Url (Optional) https:/ dev2.fortisase com/iamy/ssofaccou
5) single sign-on nts/1947702/auth/saml/77475e76-229¢-4504-alec-e2a59
1be3s63/slo
> Provisioning
! application proxy e
Attributes & Claims 7 i
C self-service Edit
o givenname user.givenname
e surmame usersurmame
¥ Security emailaddress user.mail
name user.userprincipalname
> Activity permission_profile_name user.department
- tenant_id user{ompammname
hoating +
> Troubles ing + Support Unigue User Identifier user.userprincipalname
o SAML Certificates
Token signing certificate . 2 kit
Status Active
Thumbprint 5906DASDD: 7056684159 4CFC
Expiration 12/8/2028, 3:01:10 PM

Motification Email

App Federation Metadata Url

B s it Boneibas s mresing Cwel S Er Ll -

Iecjun@fortinet-us.com
ps://login.microsoftonline.com/aTcc0cd5-7eed-.. [

P Search & ednproperties [ Detete () Refresh , Resetpassword ) Revoke sessions (5 Manage view B Got feedback?
& Overview User type Member Mobile phone
B Auditlogs Creation type Email
2 sign-in logs Created cate time Dec 8, 2025, 352 PM Cther emails.
A licenses iew P
A Diagnose and solve problems. sisgred - rovy ddcresses
Preferred Langu; Fax nmber
B custom security attributes - -
Sign in sessions valid from datet.. Dec 16, 2025, 104 PM M addresses
&, Assgned roles
Last password change date ime  Dec 16, 2025, 104 PM Mad nickname qa3s-2

& Adeninstratie units

Invitation state

Parental controls <

& Greuy
" External user state change date ti..
.  growl

B applcations Password policies fasaren

* ‘Consent provided for minor

 Lcnses Password profile

. Legal age group classification

W Devices Authorization info View

¥ Azure role assignenents Settings &
Job Information &~

QO Authentication methods Account enabled s
Job tithe

B New suppon request Usage lecation
Company name No24vHE

Preferred data location

Department detault MSSP full access
Emgployee ID On-premises &
Employee type On-premises sync enabled No
Employee hire date On-premises last sync date time
Employes org dats On-premises distinguished name
Office location Extengion sttributes
Manager On-premises immutable ID
Sporsoes On-premises provisioning errors

428 0 et Sovaries by presting CHeLaShdft s

On-premises SAM account name

Permission Profiles

Permission profiles define the level of portal access and permissions a user has. Permission profiles allow you to
access portal-specific permissions for the enabled portals.
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Permissions will be role-based on the portal:

Role-based permissions can be read-only, read and write, or no-access levels with more specific permissions
available depending on the different types of portals.

Create Permission Profile

A new permission profile can be made from the Permission Profiles page.
Notes:
In Dedicate mode, will include Admin and Tenant Type permission profile

In Multi mode, will include MSSP and Tenant Type permission profile

Admin Permission will support following permission types:

Permission Category Type
IAM - Users ¢ Read Only
¢ Read & Write
¢ No Access
IAM - Permissions ¢ Read Only
¢ Read & Write
* No Access
License e Read Only

* Read & Write
* No Access

Maintenance - Upgrade ¢ Read Only
¢ Read & Write
¢ No Access

Tenant Permission will support following permission types:

Permission Category Type

Dashboard e Read Only
* Read & Write
« No Access

Device e Read Only
¢ Read & Write
« No Access

FortiSASE-Sovereign 26.2.a Administration Guide
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Permission Category Type

Edge Devices e Read Only
e Read & Write
¢ No Access

Access & Authentication e Read Only
* Read & Write
¢ No Access

Security e Read Only
¢ Read & Write
¢ No Access

Endpoint Management ¢ Read Only
e Read & Write
* No Access

SDWAN e Read Only
* Read & Write
* No Access

System ¢ Read Only
¢ Read & Write
« No Access

Analytics ¢ Read Only
¢ Read & Write
* No Access

MSSP Permission will support following permission types:

Permission Category Type

Tenant ¢ Read Only
¢ Read & Write
* No Access

Monitor ¢ Read Only
¢ Read & Write
* No Access

IAM - Users e Read Only
* Read & Write
* No Access

IAM - Permissions e Read Only
* Read & Write
¢ No Access

License e Read Only

FortiSASE-Sovereign 26.2.a Administration Guide
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Permission Category Type

Asset - Controller

Asset - PoP

Maintenance - Upgrade

Multi Mode:

4D FortiSASE-Sovereign & Services @ Support

o Monitor L )
. Permission Profiles
4 Tenant
Users
Profile Name %
IDPs

i default Tenant read only
Permission Profiles

& License default Tenant full access
£ Asset > default MSSP read only
3§ Maintenance > default MSSP full access

FiERTINET v2si20.

Dedicate Mode:

¢ Read & Write

* No Access

¢ Read Only

¢ Read & Write

* No Access

e Read Only

* Read & Write

* No Access

¢ Read Only

¢ Read & Write

« No Access

© Q Search

Description Type
Default permission profile for Tenant read only tenant
Default permission profile for Tenant full access tenant
Default permission profile for MSSP read only mssp
Default permission profile for MSSP full access mssp

FortiSASE-Sovereign 26.2.a Administration Guide

Fortinet Inc.

# of Accessible Portals ¥
9/9
9/9
19/19

19/19

o C O

Created On #
2026-03-04T14:52:47
2026-03-04T14:52:47
2026-03-04T14:52:47

2026-03-04T14:52:47

Status ¥
Active
Active
Active

Active

& sase.mssp+gal5@gmail.com v

Assigned To %

52



MSSP Protal

8 sasemssp+qa8@gmail.com »

@) FortiSASE-Sovereign @ Services @ Support o ¢ O A0~

4 Dedicated Instance Tenant
Permission Profiles

[= Q1N
Users pr ©Qsearch Q
Permission Profiles
Profile Name & Description s Type s # of Accessible Portals & Created On% Status & Assigned To &
& License
default Dedicated Admin full access Default permission profile for Dedicated Admin full access dedicated_admin 1313 2026-03-17T10:20:30 Active 1
3¢ Maintenance >
default Dedicated Admin read only Default permission profile for Dedicated Admin read only dedicated_admin 13/13 2026-03-17T10:20:30 Active
default Tenant full access Default permission profile for Tenant full access tenant 9/9 2026-02-06T16:58:48 Active 2
default Tenant read only Default permission profile for Tenant read only tenant 9/9 2026-02-06T16:58:48 Active 1

FiERTINET main-so..

Create a Permission Profile:

1. GotolAM - Permission Profile pane and click Create.
2. Select desired permission details and click Ok.

Permission Profile Name Type Permission Profile name.
Status Type desired Status.

Description Type Permission Profile description.
Type Select desired Permission Type.

Manage Permission Profile

Permission profiles are listed on the Permission Profiles page. By selecting a permission profile, you can edit
specific details of the profile.

Note: You cannot edit, disable, or delete the default permission profile

Editing a permission profile

To edit a permission profile:

1. Select Permission Profiles from the left-hand navigation menu.
2. Select the permission profile you want to edit. Click Edit. The details page is displayed.
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bo
I
3

@ FortiSASE-Sovereign @ Services € Support o ¢ @ A0~

4t Dedicated Instance Tenant

., Edit Permission Profile

Q 1AM

permission Profile [ test
Narme

> Status Active

Type Admin

Permission Details

Tenant Portal Admin Portal

Resources Read Only Read & Write No Access

FEERTINET main-s: 0.

3. Make changes can be made to all attributes.
4. Click Ok. The profile has been updated for all users assigned to it.

Note: Upon updating the permission profile, all linked IAM users will be required to re-authenticate. Please allow
a few minutes for the new permissions to propagate and become active.

Disabling a permission profile

If a permission profile is not needed at the moment, but may be required in the future, it can be temporarily
disabled. A permission profile cannot be disabled if an active IAM user is assigned to it.

To disable a permission profile:

1. Select Permission Profiles from the left-hand navigation menu. The Permission Profiles page opens.
2. Select the profile you want to disable.
3. Click Disable. The profile and any assigned users are disabled.

Deleting a permission profile

You can permanently delete a permission profile that is no longer needed. A permission profile cannot be
deleted if an active IAM user is assigned to it.

To delete a permission profile:

1. Select Permission Profiles from the left-hand navigation menu. The Permission Profiles page opens.
2. Select the profile you want to delete.
3. Click Delete.
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License

The License page provides a centralized view of entitlement status, seat usage, and contract validity across
FortiSASE-Sovereign, FortiAnalyzer, and FortiGate services.

Navigating the License Dashboard

To access the licensing overview, select License from the left-hand navigation menu. The dashboard is divided
into specific product tabs:

» Sovereign SASE: View user licensing and cloud orchestrator status.
« FortiAnalyzer: Monitor logging and analytics entitlements.
» FortiGate: Manage hardware or virtual machine licenses integrated with the sovereign stack.

Monitoring User Licensing

Under the FortiSASE Sovereign User Licensing section, you can track real-time consumption:

 License Serial Number: The unique identifier for your SASE instance (e.g., FEMSSSTM26090091).

» Users (Assigned/Total): Displays the current utilization ratio. For example, 110 / 1.5K indicates 110 seats are
currently provisioned out of a total capacity of 1,500.

» Contract Details: The table lists individual contract numbers, their specific seat counts, and the Start/End
Dates.

Cloud Orchestrator & Web Portal

The FortiSASE Sovereign Cloud Orchestrator section confirms the validity of your management interface.

» Ensure the Status is marked as Entitled to maintain access to the web portal and configuration tools.
¢ Check the End Date regularly to avoid service disruption.

Status Definitions

You can filter licenses using the Status dropdown menu:
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e Entitled:The license is active and currently within its validity period.
» Expiring:The contract is nearing its end date; renewal is recommended soon.
» Expired: The contract has ended. Services associated with this license may be restricted.

» Upcoming: A purchased license that has been registered but the start date has not yet been reached.
 Invalid:The contract has been decomissioned.

¥ Monitor
License

# Tenant

A > Sovereign SASE ®  FortiAnalyzer ¢ FortiGate ®
3 License —_—

3 Asset N Status:
FortiSASE Sovereign User Licensing Al
§ Maintenance >

© License Serial Number: FEMSSSTM26090081  Users(Assigned/Total): (T10/1.5)

Contract Number Seats Start Date End Date Status

482510801945 1500 2026/03/23 2027/03/23 Entitled

FortiSASE Sovereign Cloud Orchestrator and Web Portal

License Number Start Date End Date Status

FOVSAEQ000000172 2026/03/23 2027/03/23

Maintenance

Upgrade

System upgrades for FortiSASE-Sovereign are managed through a coordinated process between Organization

Administrators and the DevOps team. This page is used to finalize and manage the schedule once an upgrade
has been initiated on the backend.

The Upgrade Workflow

Unlike standard automated updates, the platform follows an "On-Demand" flow:

1. Request: The Administrator contacts the DevOps/Support team to request a system upgrade.
2. Trigger: DevOps triggers the upgrade notification from the backend.

3. Confirmation: A notification banner appears in the portal: "A maintenance upgrade is scheduled for
[Date/Time]."
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Finalizing the Schedule

Once the upgrade notification is active, you have the authority to adjust the maintenance window to fit your
operational needs:

» Review Proposed Time: Check the Maintenance Upgrade Scheduled card for the initial time proposed by
the system/DevOps.
» Rescheduling: If the proposed time conflicts with business hours:
a. Toggle Enable Reschedule to On.
b. Inputanew Schedule Time (Format: YYYY/MM/DD HH:MM).
c. Click Save.
* Note: The upgrade will execute automatically at the confirmed time. Ensure all stakeholders are informed.

@ FortiSASE-Sovereign @ Services @ Support & C @- A@- & sasemssprgal2@gmailcom e

/A Amaintenance upgrade is scheduled for 3/27/2026 11:11:00 AM. Learn More

¥ Monitor

¢ oo Upgrade

€ 1am >

L Maintenace Upgrade Scheduled

icense
Your system is scheduled to be upgraded at 3/27/2026 T1:11:00 AM. You may reschedule the maintenance to a more convenient time. The upgrade includes buiit-in components and Fortios.
Y Py y Pgr P
@ Asset >
3¢ Maintenance v
Upgrade Enable Reschedule @

Schedule Time

Tenant Reminder Once -

Tenant Communication

Since upgrades may involve brief service interruptions for built-in components and FortiOS, use the Tenant
Reminder tool to automate alerts:

e Setup: Select a reminder frequency (e.g., Daily or Weekly) from the dropdown menu.

» Delivery: The system will notify all sub-tenants regarding the upcoming maintenance window you have
scheduled.

@D FortiSASE-Sovereign & es @ Support o ¢ @- AQ@- & sasemsspigal2@gmailcoms

A System Maintenance in Progress. Leam More:

& Monitor

¢ oo Upgrade
Q1AM >
Maintenace Upgrade Scheduled
i License
Your system is scheduled to be upgraded at 3/26/2026 11-15:00 AM. You may reschedule the maintenance to a more convenient time. The upgrade includes buit-in components and Fortios.
@ Asset >
3¢ Maintenance ~
Upgrade System Maintenance in Progress

Thank you for your patience. The system maintenance process is currently in progress and may take some
time to complete. WWe appreciate your understanding and patience.
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IPsec Secure Internet Access

FortiSASE-Sovereign supports agent-based remote user connectivity using IPsec Version 2.
To support IPsec for remote agents:

» Remote users must install FortiClient 7.4 or higher on their endpoints, as needed. Please refer to FortiSASE-
Sovereign release note for supported platforms and FortiClient versions.

» Administrators must configure and use single sign on, RADIUS, or local authentication for user
authentication. Refer to Access & Authentication.

» Endpoints must be onboarded to receive secure tunnel configurations. This can be done by administrator
sharing FortiSASE-Sovereign invitation code to user whose endpoint is preconfigured with a supported
FortiClient Version. Local users configured on FortiSASE-Sovereign will also receive an email with the
invitation code.

@ FortiSASE-Sovereign HTiflows @ O C O~ MA@~ & sasemssprqals@gmailcom ~

88 Dashboards E ONBOARD USERS x

= Device

@ FortiClient - Disconnected

& Managed Endpoint Users Zero Trust Fabric Agent

>
>
& Edge Devices >
. FortiClient Version
T Access & Authentication v N - N
g Register with Zero Trust Fabric

745 e
Users & Groups a *®  Enter Server address or Invitation code:
al L S
PKI [ Fortictient installer = send ink o users | L_viEstzRscrnzam, imistoxiuzans JComeat] = %
LoAp Preconfigured Installer
RADIUS os & Windows (x84) v
Single Sign-On
ae = ( & Download Installer J
SWG Configuration
Q@ Security >
Manual Installer &
f: Endpoint Management > anuatinstalier =
@ SDWAN N Invitation Code I EBM2RS 5 73N 0 |
o System > os == Windows (x64) M
B Analytics >
[ X Download Installer J
Generic FortiClient [ o o J[ @08 ][ a android
Installers @
FESRTINET oo

« User will receive two tunnel configurations, IPsec VPN and IPsec VPN Prelogon. For Secure Internet Access,
connect IPsec VPN with local user, RADIUS user or single sign on user.
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@ FortiClient - Zero Trust Fabric Agent - ¥

File WView Help

Eé VPN Connection

| + Add New VPN | View: |

AllVPNs v |

2 t1_useri@test.com (2 00:00:21 Q 1006402
L4 REMOTE ACCESS & 69.07TKB + 190.75 KB
EMS [ View | %
IPsec VPN Prelogon @ Connect
EMS [ View | %

FortiSASE-Sovereign supports these features for IPsec remote agents:

» IPsec VPN auto connect. This can be enable/disable per endpoint management profile under Endpoint
Management > Profile >.

< IPsec VPN always on. This can be enable/disable per endpoint management profile under Endpoint
Management > Profile.

» VPN Split tunneling. This can be configured per endpoint management profile under Endpoint Management
> Profile.

« Security policies.

» Split DNS. This can be configured under Endpoint Management > DNS. This feature is only supported for
endpoints matched by proxy-based security policies and security profiles.

« Split DNS

Considerations

< LDAP authentication is unavailable for remote agents using IPsec.
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Policies

You must associate any traffic going through FortiSASE-Sovereign with a policy. Policies control where the
traffic goes, how FortiSASE-Sovereign processes it, and whether or not FortiSASE-Sovereign allows it to pass
through.

When a session is initiated through the VPN tunnel, FortiSASE-Sovereign analyzes the connection and performs
a VPN policy match. FortiSASE-Sovereign performs the match from top down and compares the session with
the configured VPN policy parameters. When there is a match and the action is Accept, FortiSASE-Sovereign
applies the enabled security components to the traffic. If the action is Deny, FortiSASE-Sovereign blocks the
traffic from proceeding.If the action is Isolate, FortiSASE-Sovereign isolates the traffic in a remote container
with content rendered safely to the end user.

Default Policies

FortiSASE-Sovereign is configured with the following default VPN policies:

VPN policy Description

Allow-All Allows traffic for all services for all VPN users. You can edit and delete this VPN policy.

Implicit Deny Denies access to traffic that does not match another configured VPN policy. You
cannot edit or delete this VPN policy.

With only these default VPN policies and no custom configurations, FortiSASE Sovereign allows traffic to pass
through the Allow-All VPN policy, and applies the enabled security components for scanning and processing.
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Adding policies to perform granular firewall actions and
inspection

You can add multiple policies to perform granular firewall actions and inspection. This example configures a
policy to block a set of remote users access to all Netflix-Web traffic.

The following provides instructions for configuring the described policies. You may want to configure similar
policies, modifying settings based on your environment.

To add policies to perform granular firewall actions and inspection:

1. Goto Security > Policies.
2. Create the DenyNetflix-web policy:
a. Click Create.
In the Name field, enter DenyNetflix-web.

c. For Source Scope, select Specify.
d. Click +, and select the Remote-Home-Office user group from the Select Entries pane.
e. Inthe Destination field, select Specify, then do the following:

i. Click +.
ii. Select Infrastructure.
iii. In Select Entries panel, search “Netflix-Web”.
iv. Selectit and click Close.
f. Inthe Action field, select “Deny”
g. Leave all other fields at their default values.
Click OK.

4
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< =+ P

8 Dashboards

Device

Edge Devices

Access & Authentication
Security

Palicies

Proxy Policies

Security Profile

Hosts

Services

External Feeds

Endpoint Management

©} SDWAN

- System

Analytics

>

FERTINET main-so..

EDIT POLICY

Name O DenyNetflix-web

VPN Users  Thin-Edge
User All Users

& Remote-Home-Office

Destination All Internet Traffic JEfsEleiiy

W Netilix-web

[FLELEECEWE Proxy-based
NAT
Action v Accept

Status [ R=ELN @ Disable

Source Scope

Inspection Mode

© Log Violation Traffic

Any traffic going through FortiSASE has to be associated
with a policy. Policies control where the traffic goes, how
it's processed, if it's processed and even whether or not
it's allowed to pass through the FortiGate

| Users Scope

Policies with VPN users scope control the traffic that
goes through the SSL VPN tunnel established by
FortiClient.

Thin-E pe
Policies with Thin-Edge scope control the traffic that
goes through Thin-Edge devices such as FortiExtender.

N Use

Policies can authorize users registered with FortiSASE,
LDAP, RADIUS, or Single Sign On services.

Outbound Policy
By default any traffic that is not specifically allowed is

denied. Creating an Outbound Policy allows you to permit
approved traffic to leave the netwark.

Useful Links
B Relevant Documentation [
B Online Guide [

%, FortiAnswers
{> Join the Discussion I'_.’

In VPN and secure web gateway policies, when you select an infrastructure in the Destination field, you cannot
select hosts and services, and vice-versa.

When a session is initiated through the VPN tunnel, FortiSASE Sovereign analyzes the connection and performs
a policy match. FortiSASE Sovereign performs the match from top down and compares the session with the
configured policy parameters. For example, consider that a user who belongs to the Remote-Home-Office user
group attempts to access Netflix-Web. FortiSASE Sovereign attempts to match the DenyNetflix-web, the traffic
is for *.netflix.com. Then, FortiSASE Sovereign attempts to match this policy success. FortiSASE Sovereign
denies the user access to www.netflix.com.

You can view data for access attempts on the FortiView Sources dashboard. You can view the application,
destination, and policy information.
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Security profile groups

You can create security profile groups, which allow you to group different security profile settings together. You
can then configure the profile group as part of a policy.

This topic covers the following use cases:

» Security profile groups for VPN users
» Security profile groups for SWG users

Security profile groups for VPN users

To create a security profile group and configure it in a VPN policy:

1. Go to Security > Security Profile. By default, the Internet Access tab is selected in the top right corner. (If
you have configured secure private access, you can select between the Internet Access or Private Access
tabs to select which traffic the security profile group applies to.)

From the Profile Group dropdown list in the top right corner, click +.

In the Name field, enter the desired name.

Select Feature Set, “Flow-based” used for flow type Profile, “Proxy-based” used for proxy type Profile.

In the Initial Configuration field, do one of the following:

a. Select Default to configure the new group with the same settings as the default security profile group.

b. Select Based On to configure the new group with the same settings as an existing non-default security
profile group. From the dropdown list, select the desired group.

6. Click OK.

7. Configure the profile group in a VPN policy:
a. Go to Security > Policies.
b. Select your desired policy.

c. Inthe Profile Group field, select Specify. From the dropdown list, select the created object. The Profile
Group field is only available for policies where the Action is configured as Accept.

d. Click OK.

a kwbN

Security profile groups for SWG users

For SWG users, the process for configuring a security profile group and policy is similar to the process for
configuring these settings for VPN users.

The only difference is that these steps are required if SSO authentication is used for SWG users:

» You must configure SSL inspection in Configure SSL ensuring that Deep Inspection is selected.
* You will need to download the CA certificate and install it on endpoints.
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Profile

FortiSASE-Sovereign supports multiple endpoint profiles to provide granular behavior for different user types
that belong to an Active Directory (AD) group or a non-AD group, such as:

 IT can disconnect from always-on tunnels.
« Marketing can use removable media and authenticates using LDAP.

« All other users cannot disconnect from always-on tunnels or use removable media, and authenticate using
single sign on (SSO).

Endpoint Management > Profile presents a table of profiles, with the Default profile assigned to all other users if
you have not defined custom profiles. You cannot delete the Default profile.

You can prioritize and assign endpoint profiles to on-net endpoints based on matching AD domain users and
groups or you can assign endpoint profiles based on endpoints assigned to different non-AD groups.

Viewing users and groups from an AD server requires an AD connection in Endpoint Management > Domain.

In Endpoint Management > Domain, click an AD domain card and click Sync to synchronize the AD connection
with any updates from the AD server, if necessary:

| 4+ Create = ‘ & Edit M Delete | £ Sync

Q‘ Last syneced
r[] endpoints .= User

in

When creating a new endpoint profile, you can use the Groups & AD Users tab to select which AD users/groups
or non-AD groups you will apply the profile to. To assign endpoints to different non-AD groups, see Groups & AD
Users.

To configure Profiles options:

1. Go to Endpoint management > Profile.
2. Do one of the following:

» Click Create to create a new endpoint profile. In the Name field, enter the desired name of the endpoint
profile.

» To modify an existing endpoint profile, select the profile, then click Edit.
3. Configure the options on each tab as the following topics describe:

* Access

* Protection
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» Sandbox
e ZTNA
e Groups & AD Users
4. Click OK to save the endpoint profile.

5. (Optional) Once you have configured an endpoint profile, you can clone it to quickly create additional
endpoint profiles. This feature is useful when setting up multiple profiles with slight variations while
maintaining a consistent baseline configuration. To clone an existing endpoint profile, do the following:

a. Select an existing endpoint profile and click Edit > Clone.
b. Inthe Name field, enter the desired name.
c. Click OK.

Considerations

When the FortiSASE-Sovereign Endpoint Management Service uses AD servers with Groups & AD Users for
endpoint profile assignments, these servers must use public IP addresses or publicly accessible FQDNs when

configuring the Server address in the AD connection and may require some configuration or topology changes.

Access

To configure the Access tab:

1. Create a new profile or edit an existing one:
a. Go to Endpoint management > Endpoint profiles. By default, the Profiles tab is selected.
b. Click Create or edit an existing profile.
c. If creating a new profile, in the Name field, enter the desired name of the endpoint profile.
2. Onthe Access tab:

» Enable the toggle for Show tags on FortiClient to display ZTNA tags on FortiClient profile tab for
managed endpoints, or disable the toggle to hide ZTNA tags on FortiClient.

Enable the toggle for Notify endpoint of VPN connectivity issues to allow FotiClient to pop notifications
to endpoints when the status of FortiSASE-Sovereign Cloud Security tunnel changes, or disable the
toggle to mute FortiClient notifications for tunnel events.

» To enable autoconnect to the FortiSASE-Sovereign Cloud Security tunnel, enable Auto Connect to
FortiSASE-Sovereign, or disable it to allow endpoints to connect to FortiSASE-Sovereign Cloud
Security tunnel manually.

Enable the toggle for Force Always On VPN to prevent endpoints from being able to disconnect from
the FortiSASE-Sovereign Cloud Security tunnel, or disable it to allow endpoints to disconnect using a
Disconnect button on FortiClient.

» Configure the remaining options as the following topics describe:
» Pre-logon authentication

e On/off-net Settings

» Bypass FortiSASE-Sovereign
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3. Click OK to save endpoint profile.

Pre-logon authentication

Under Advanced settings, you can enable Pre-logon authentication for a profile. See Global connection settings
for details.

On/off-net Settings

On-net rule sets determine if FortiSASE-Sovereign considers endpoints trusted or on-net, meaning they arein a
corporate network that has some level of on-premise security and do not need to automatically connect to
FortiSASE-Sovereign tunnel for security inspection. This also helps to optimize FortiSASE-Sovereign bandwidth
usage.

For example, by configuring an on-net rule set that uses your corporate network's public IP address, any
endpoints behind this corporate network do not autoconnect to the FortiSASE-Sovereign Cloud Security tunnel.
Instead, endpoints only autoconnect when their public IP addresses do not match the configured public IP
address in the on-net rule, indicating they are untrusted or off-net and enforcing security inspection via
FortiSASE-Sovereign SIA.

FortiSASE-Sovereign supports on-net rule sets with the following detection types to determine if an endpoint is
connecting from a trusted location:

Detection type Description

Connects with a In the Known public (WAN) IP addresses field, enter the desired IP address. You can
known public IP configure multiple addresses using the + button. FortiSASE-Sovereign supports
configuration of single IP addresses and IP subnets.
FortiSASE-Sovereign considers the endpoint as satisfying the rule if its public (WAN)
IP address matches the one specified.

Is connected to a In the Known server IP addresses field, configure at least one IP address for the

known DNS server desired DNS server. You can configure multiple IP addresses using the + button.
FortiSASE-Sovereign considers the endpoint as satisfying the rule if it is connected to
a DNS server that matches the specified configuration.

Is connected to a If you enable Identify servers by IP/MAC addresses, configure the IP and/or MAC

known DHCP server  address for the desired DHCP server in the Known server IP addresses and Known
MAC addresses fields, respectively. If configuring Identify servers by IP/MAC
addresses, the MAC Address field is optional.
If you enable Identify servers by DHCP option 224, configure the DHCP code for the
desired DHCP server. If the DHCP server is a FortiGate, you can use the FortiGate
serial number as the DHCP code, if desired. Otherwise, the DHCP code can be any
string configured in the DHCP server as option 224.
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Detection type Description

You can configure Identify servers by IP/MAC addresses, |dentify servers by DHCP
option 224, or both. You can configure multiple IP and MAC addresses and DHCP
codes using the + button on each tab.

Connects from a In the Known subnets field, enter an IP address range. In the Known gateway MAC
known local subnet addresses field, optionally enter the default gateway MAC address. You can configure
multiple addresses using +.
FortiSASE-Sovereign considers the endpoint as satisfying the rule if its Ethernet or
wireless IP address is within the range specified and if its default gateway MAC
address matches the one specified, if it is configured.

Can ping a known In the Known server IP addresses field, enter the server IP address. You can configure
server multiple addresses using +.

FortiSASE-Sovereign considers the endpoint as satisfying the rule if it can access the
server at the specified IP address.

Logic used for multiple rules within a rule set:

« If you configure rules of multiple detection types for a rule set, the endpoint must satisfy all configured rules
(AND logic condition) to satisfy the entire rule set.

Logic used for multiple conditions within a rule:

» For most rules, if you configure multiple conditions, then the endpoint needs to satisfy only one of them (OR
logic condition) to satisfy the rule. An exception to this is when Connects from a known local subnet is
enabled where both Known subnets and Known gateway MAC addresses are specified. In this case, only
one of the multiple known subnets specified (OR logic condition) and one of the known gateway MAC
addresses (AND logic condition) is required is satisfy the rule.

To configure on/off-net settings:
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CHEATE NEW RULE SET

Name | |

Endpoint is connecting from a trusted location when it:

@ Connects with a known public IP

D Is connected to a known DNS server
D Is connected to a known DHCP server
O Connects from a known local subnet

@ Can ping a known server
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1. Inthe desired profile, on the Access tab, under On/off-net Settings, set On/off-net detection to Enable.

To configure an on-net rule set to prevent autoconnect to the FortiSASE-Sovereign Cloud Security tunnel
when endpoints are on-net, do the following:

On-net rule sets can also be created, edited, and deleted in Endpoint management > Profile from the On-
net rule sets tab. From this tab, you can also view which profiles each rule set is used in.

Set On/off-net detection to Enable.

From the On-net rule set dropdown list, click + to create a new on-net rule set.

In the Create new rule set slide-in, select one or more detection types by toggling them.
Configure the required fields as described for each detection type.

Click OK to save the on-net rule set.

Click OK on the confirm prompt to select the newly created on-net rule set.

Enable Exempt endpoint from FortiSASE-Sovereign auto-connect when endpoint is on-net.

@ -0 20000

Considerations

Exempt endpoint from FortiSASE-Sovereign auto-connect when endpoint is on-net is designed to prevent
FortiSASE-Sovereign from automatically establishing a secure connection (SIA) when the endpoint is already
within the trusted and secured corporate network (i.e. on-net). This is useful for reducing unnecessary SIA
bandwidth usage and ensuring traffic is routed directly through corporate firewall when the endpoint is already
behind one. However, the exemption mechanism is event-driven and only takes effect after specific system-
level or network events occur on the endpoint that include: system login/logout, system power on/off, system
restart, network reset, or change in network status.

Thus, if an off-net endpoint that is already connected to FortiSASE-Sovereign via the FortiSASE-Sovereign
Cloud Security tunnel transitions to an on-net status without triggering any of the aforementioned events, the
autoconnect exemption is not immediately applied. In such cases, the endpoint continues to stay connected to
FortiSASE-Sovereign even though it is on-net.

Bypass FortiSASE-Sovereign

You can configure split tunneling destinations to optimize FortiSASE-Sovereign bandwidth by excluding trusted
traffic from flowing through the FortiSASE-Sovereign Cloud Security tunnel. Such traffic is redirected to the
endpoint's physical interface, bypassing FortiSASE-Sovereign. For example, you can add high-bandwidth
applications like Microsoft Teams or Zoom as split tunneling destinations.

To configure split tunneling destinations:

1. Go to Endpoint management > Profile.
2. Inthe desired profile, on the Access tab, under Bypass FortiSASE-Sovereign, click Create.
3. Configure the following fields:

Option  Description

Type Select Infrastructure, FQDN, Local Application, or Subnet.

Match  If you selected Infrastructure, select the desired application from the dropdown list.
» If you selected FQDN, enter or select the desired fully qualified domain name (FQDN).
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Option Description

The FQDN resolved IP address is dynamically added to the route table when in use and
removed after disconnection. For example, to exclude YouTube from the tunnel, enter
youtube.com. When endpoint users use any popular browser such as Chrome, Edge, or
Firefox to access youtube.com, this traffic does not go through the tunnel.
 If you selected Local Application, specify an application using its process name, full path,
or the directory where it is installed. When entering the directory, you must end the value
with \. You can enter file and directory paths using environment variables, such as
%LOCALAPPDATA%, %programfiles%, and %appdata%. Do not use spaces in the tail or
head, or add double quotes to full paths with spaces. You can add multiple entries by
separating them with a semicolon.
For example, to exclude Microsoft Teams and Firefox from the tunnel, enter any of the
following combinations:
e Application Name: teams.exe;firefox.exe
e Full Path:
C:\Users\<username>appData\Local\Microsoft\Teams\current\Teams.exe;C:\Progr
am Files\Mozilla Firefox\firefox.exe
e Directory:
C:\Users\<username>appData\Local\Microsoft\Teams\current\;C:\Program
Files\Mozilla Firefox\
To find a running application's full path, on the Details tab in Task Manager, add the
Image path name column.
« If you selected Subnet, enter the desired subnet. The subnet is dynamically added to the
route table when in use and removed after disconnection.
You can select host groups when using the Subnet match type. You must create host
groups in Security > Hosts before they become visible in the Create Destination dialog.
» For FortiSASE instances with SSL remote agent connectivity:

* You can select host groups when using the Subnet match type. You must create
host groups in Security > Hosts before they become visible in the Create
Destination dialog.

« You can only configure a Subnet or IP range steering bypass destination for the
Default endpoint profile. All custom endpoint profiles inherit and apply the
subnet destinations defined in the Default profile.

» For FortiSASE with IPsec remote agent connectivity:

* You can only configure the subnet using the input field in the Create Destination
dialog.

» You can configure unique Subnet steering bypass destinations for custom
profiles and the Default profile.

4. Click OK.

Considerations

» Windows FortiClient endpoints support application-based split tunneling or full tunneling with FortiSASE.
FortiClient endpoints on other platforms support full tunneling. See Supported FortiClient features.
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» FortiSASE-Sovereign does not support wildcard FQDNs when configuring an FQDN split tunneling
destination.

Protection

To configure the Protection tab:
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EMDPOINT PROFILE

Mame Profilel

Access Protection Sandbox ZTHA Groups & AD Users
Malware

Mext Generation D
Antivirus (2

Anti-Ransomware () O
Protected Folders @
& Edit || @ Delete
Path &

O %USERPROFILE*\Documents)
%USERPROFILE\Pictures),
%USERPROFILEX\Wideos\
XUSERPROFILE \Music),
%USERPROFILEX\Desktop)

RUSERPROFILEX\Favorites)

D Automatically Scan for Vulnerabilities
schedule Type Craily -

Start At 12:00 AM @

Removable Media Access Control

Default Removable WAL &) Block | @ Monitor

Media Access

Motify Endpoint of O
Blocks

Access Control Rules
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1. Create a new profile or edit an existing one:
a. Go to Endpoint management > Profile. By default, the Profiles tab is selected.
b. Click Create or edit an existing profile.
c. Inthe Name field, enter the desired name of the endpoint profile.

2. On the Protection tab, in Malware, configure the following:

a. Enable Next Generation AntiVirus. This feature includes real-time protection against viruses, as well as
cloud-based malware detection. Cloud-based malware protection protects endpoints from high risk file
types from external sources such as the internet or network drives by querying FortiGuard to determine
whether files are malicious. This feature only works for endpoints where Malware Protection was
enabled when installing FortiClient.

b. Enable Anti-Ransomware. This feature only works for endpoints where Malware Protection was
enabled when installing FortiClient. Antiransomware protects all content in the selected folders against
unauthorized changes. You can click Create to add a custom directory. To remove a folder, select it
then click the Delete button.

3. FortiClient includes a vulnerability scan component to check endpoints for known vulnerabilities and the

ability to automatically patch vulnerabilities with the configured minimum severity level. You can view a

summary of endpoint vulnerability information on the Dashboard.

On the Protection tab, in Automatically Scan for Vulnerabilities:
a. Enable Scheduled scanning and select these settings:
i. For Schedule type, select Weekly (default), Daily, or Monthly.

ii. For Scan on, select Sunday (default), or specify a day from Monday through Saturday or 1st
through 31st.

iii. For Start at, specify the desired time to start the scan.
b. On the Protection tab, in Removable Media Access Control, configure the following:

For Default Removable Media Access Control, select Allow (default), Block, or Monitor. This feature
only works for endpoints where Malware Protection was enabled when installing FortiClient.

Enable Notify Endpoint of Blocks to display a bubble notification when FortiClient takes action with a
removable media device.

In Access Control Rules, click Create to create a removal media access rule. Configure the following
fields. For the class, manufacturer, vendor ID, product ID, and revision, you can find the desired values
for the device in one of the following ways:

* Microsoft Windows Device Manager: select the device and view its properties.

e USBDeview

Option Description

Type Select Simple or Regex for the rule type.
When Simple is selected, FortiClient performs case-insensitive matching
against classes, manufacturers, vendor IDs, product IDs, and revisions.
When Regex is selected, FortiClient uses Perl Compatible Regular
Expressions (PCRE) to perform matching against classes, manufacturers,
vendor IDs, product IDs, and revisions.

Action Configure the action to take with removable media devices connected to the

endpoint that match this rule. Available options are:
» Allow: Allow access to removable media devices connected to the
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Option Description

endpoint that match this rule.

» Block: Block access to removable media devices connected to the
endpoint that match this rule.

Class Enter the device class.

Manufacturer Enter the device manufacturer.

Vendor ID Enter the device vendor ID.

Product ID Enter the device product ID.

Revision Enter the device revision number.
Click OK.

Sandbox

To configure the Sandbox tab:
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EMDPOINT PROFILE

Mame Profilel

Access Protection

Sandbox Mode

Region

Time Difset

‘Wait for FortiSandbox
Results before Allowing

File Access

Sandbox ZTHA Groups & AD Users

Dizabled Evad=tAStal=E=ls )l Standalone FortiSandbox

Global
UTC+00:00

>

File Submission Options

All Files Executed from

Removable Media

All Files Executed from

O

o]

Mapped Metwoark Drives

All'Web Downloads
All Email Downloads

Remediation Actions

Action

Sandbox Detection
Verdict Level

Exceptions
Exclude Files from
Trusted Sources (2

Exclude Specified
Folders/Files (2

©

| @]

Alert & Motify
Clean | Low Hiqh Malicious

=]

Fath ¥

Mo results

OK

FortiSASE-Sovereign 26.2.a Administration Guide

Fortinet Inc.

Cancel

76



Endpoint Management

1.

Create a new profile or edit an existing one:

a. Go to Endpoint management > Profile. By default, the Profiles tab is selected.
b. Click Create or edit an existing profile.

c. Inthe Name field, enter the desired name of the endpoint profile.

2. On the Sandbox tab, configure the following. This feature only works for endpoints where Sandbox
Detection was enabled when installing FortiClient. Configure the following options:

Sandbox mode

IP address/Hostname

Authentication

Username

Password

Region
Time Offset

Wait for FortiSandbox results
before allowing file access

File submission options

All files executed from removable
media

All files executed from mapped
network drives

All web downloads
All email downloads

Notification type

Remediation Actions

Options Description

Select FortiSASE to configure connection to FortiSASE Sandbox or
Standalone FortiSandbox to configure connection to an on-premise
standalone FortiSandbox.

For a standalone FortiSandbox, enter the FortiSandbox IP address,
FQDN, or hostname.

Optional. Enable to configure credentials to communicate with a
standalone FortiSandbox.

Optional. Enter the FortiSandbox username. This option is only
available for a standalone FortiSandbox.

Optional. Enter the FortiSandbox password. This option is only
available for a standalone FortiSandbox.

FortiSASE-Sovereign Sandbox region.
FortiSASE-Sovereign Sandbox time offset.

Have the endpoint user wait for FortiSandbox scanning results
before being allowed access to files. Set the timeout in seconds.

Submit all files executed on removable media, such as USB drives,
to FortiSandbox for analysis.

Submit all files executed from mapped network drives.

Submit all web downloads.
Submit all email downloads.

Choose one of the following notification levels:
« Lite: Displays notification balloon only when FortiSandbox
detects malware in a submitted file.
 Full: Displays a popup for every file submission sent to
FortiSandbox regardless of the result.
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Options Description

Action Choose Quarantine or Alert & Notify for infected files. Whether
FortiClient quarantines the file depends on if FortiSandbox reports
the file as malicious and the Sandbox Detection Verdict Level
setting.

Sandbox Detection Verdict Level Select the desired detection verdict level. For FortiClient to apply
the action selected in the Action field to an infected file,
FortiSandbox must detect the file as this level or higher. For
example, if Action is configured as Quarantine and FortiSandbox
Detection Verdict Level is configured as Medium, FortiClient
quarantines all infected files that FortiSandbox detects as Medium
or a higher level (High or Malicious). FortiClient does not quarantine
files for which FortiSandbox returns a verdict below this level (Low
Risk or Clean).

Exceptions

Exclude Files from Trusted Exclude files signed by trusted sources from FortiSandbox
Sources submission. Following is a list of sources that FortiSandbox trusts:
» Microsoft

e Fortinet
* Mozilla
e Windows
e Google
e Skype

e Apple

e Yahoo!
e Intel

Exclude Specified Folders/Files Click Create to exclude specified files/folders from FortiSandbox
submission. You can use wildcards to specify file/folder exclusions.

Considerations

* When enabling Sandbox in an endpoint profile, and when using a FortiSASE-Sovereign-managed endpoint
running FortiClient (macOS) and Microsoft Defender, you must enable passive mode on Microsoft
Defender.

» FortiSASE-Sovereign Sandbox uses the FortiClient Cloud Sandbox service. See the FortiClient Cloud
Sandbox (FortiSandbox SaaS) Service Description in the Fortinet Support portal.

» For each endpoint, FortiClient can send a maximum of 300 files daily to FortiClient Cloud Sandbox
(SaaS).

 If multiple files are submitted around the same time, FortiClient sends one file to FortiClient Cloud
Sandbox (SaaS), waits until it receives the verdict for that file, then sends the next file to FortiClient
Cloud Sandbox (SaaS).

* The file size limit is 100 MB.
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e When the daily limit is reached, FortiClient Cloud Sandbox (SaaS) sends a signal to the FortiClient
endpoint to stop file submission to save resources on both sides.

» For a FortiSASE-Sovereign instance expecting heavy SMB traffic patterns with its agent remote users, to
ensure optimal performance, for endpoint profiles with Sandbox mode set to FortiSASE-Sovereign, in
Profile Configuration > Sandbox ensure the File submission options > All files executed from mapped
network drives option is disabled.

» FortiSASE-Sovereign Sandbox only checks the following file types:

7z, arj, bz2, cpl, dll, doc, docm, docx, dot, dotm, dotx, exe, fla, flv, gz, jsfl, mht, mhtml, msi, ocx, odp, odt, pdf,
pot, potm, potx, ppam, pps, ppsm, ppsx, ppt, pptm, pptx, ps1, rar, rtf, swc, swf, swz, tar, thmx, xfl, xI, xlam, xls,
xlsb, xIsm, xlsx, xIt, xltm, xItx, xlw, xps, xz, z, zip

ZTNA

Zero trust network access (ZTNA) application gateways and applications are key components in the FortiSASE-
Sovereign ZTNA solution for agent-based remote users. A ZTNA application gateway serves as a secure entry
point that mediates the connection between remote users and internal ZTNA applications. A ZTNA application
represents the actual application or service that remote users attempt to access. A ZTNA application can be any
internal web or enterprise application, cloud service, or on-premise resource. A ZTNA application gateway acts
as a reverse proxy, ensuring that only authorized and compliant users can access ZTNA applications based on
security policies that the organization defines. You can configure a FortiGate to serve as the ZTNA application
gateway. See Zero Trust Network Access.

Once you configure ZTNA application gateways and applications, you can reference and use them in individual
endpoint profiles.

To configure ZTNA application gateway on FortiSASE-Sovereign:

1. Go to Endpoint Management > ZTNA Application Catalogue.
2. Selectthe ZTNA Gateways Catalogue tab.
3. Click Create and enter following details for the ZTNA application gateway:

Field Value

Alias Enter a unique alias for your application gateway.

Address Specify the IP address or FQDN of the FortiGate that is configured to
act as the ZTNA application gateway.

Port Specify the port number on the FortiGate that is designated for
ZTNA.

To configure a ZTNA application on FortiSASE-Sovereign:

1. Go to Endpoint Management > ZTNA Application Catalogue.
2. Select the ZTNA Applications Catalogue tab.
3. Click Create to configure a new ZTNA application and enter the following details:

Field Value

Application Name Enter unique name for your application.
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Field Value

Application Type Select IP, FQDN, or Wildcard FQDN.
Additionally, for instances with supported FortiClient versions,
select IP range or CIDR.

Address Based on the Type selected, specify the IP address or FQDN of the
ZTNA application.

Additionally, for instances with supported FortiClient versions,
specify the IP range, such as 192.168.1.1-192.168.1.100, or the CIDR,
such as 192.168.1.0/24.

Port Type Select Any or click Specify to enter a specific port number.

Additionally, for instances with supported FortiClient versions,
specify Port list to enter a list such as 80, 443, 8080 or Port range to
enter a range such as 1000-2000.

Gateway Click + to select the application gateway configured in earlier steps.
4. Click OK.

To use ZTNA application gateway and ZTNA application in endpoint profiles:

ENDPOINT PROFILE

Name Profilel

Access Protection Sandbox ITHNA Groups & AD Users

If you don't see the application you need, visit the ZTNA
Application Catalog to create a new one.

Add Applications

10.212134.200-10.212.134.210

Q,
adobe
] 111.0/255.255.255.0 @ Enabled © Disabled 1110
ZTHA-APP-1 @ Enabled © Disabled 1278001
2
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1. Create a new profile or edit an existing one:
a. Go to Endpoint management > Endpoint profiles. By default, the Profiles tab is selected.
b. Click Create or edit an existing profile.
c. Inthe Name field, enter the desired name of the endpoint profile.
2. Selectthe ZTNA tab.
a. User the Add Applications dropdown to select the ZTNA application.
b. Click Add to add the application into ZTNA Applications List.
c. Click OK.

Prerequisites

» For ZTNA applications, IP range and CIDR types, and Port list and Port range fields are visible in FortiSASE-
Sovereign and supported for these versions of FortiClient:

» FortiClient for Windows 7.2.8 or later

Groups & AD Users

To configure the Groups & AD Users tab:

1. Create a new profile or edit an existing one:
a. Go to Endpoint management > Endpoint profiles. By default, the Profiles tab is selected.
b. Click Create or edit an existing profile.
c. Inthe Name field, enter the desired name of the endpoint profile.
2. Onthe Groups & AD Users tab, you can select Active Directory (AD) users, non-AD groups, or AD groups to
assign the endpoint profile to.
3. Click Add and select AD Users or Groups as per your requirements:
» When selecting AD Users, a slide-in appears, which allows you to view the domains corresponding to
configured AD servers. You can select AD users from the list of AD users.
* When selecting Groups, do one of the following:

Group type Description

AD groups A slide-in appears that allows you to view the domains
corresponding to configured AD servers and select AD groups.
To select AD user groups, you can collapse the LDAP domain
using the + button and select the required AD groups from a
tree view of groups using the toggle.

Non-AD groups A slide-in appears that allows you to create nested non-AD user
groups under Non-AD Groups and assign endpoints to the
group. To configure a non-AD user group and add endpoints to
the newly created non-AD group, do the following:

Collapse Non-AD Groups using the + button.

Select the group under that you want to create a group
under and click Create sub-group.
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Group type Description

Enter the Name of the group as desired.
Select the available non-AD endpoints to add to the group.
Click Add selected. Click OK.

Only enable the toggle of the specific group to assign the
profile to.

Click OK.

Click OK.

Repeat step 3 to add more groups and AD users. If you add more groups to the list, the endpoint user
must be a part of at least one group for FortiSASE-Sovereign to assign the profile to the endpoint.
Click OK to save the endpoint profile.

To view the endpoints that are assigned to a profile, click the profile and select View Endpoints from
the toolbar.

Prerequisites

Viewing users and groups from an AD server requires configuring an AD connection in Endpoint Management >
Domain. See Domain.

Considerations

* When the FortiSASE-Sovereign Endpoint Management Service uses AD servers with Groups & AD Users for
endpoint profile assignments, these servers must use public IP addresses or publicly accessible FQDNs
when configuring the Server address in the AD connection and may require some configuration or topology
changes.

» FortiSASE-Sovereign only supports Create sub-group for non-AD groups and local AD groups. FortiSASE-
Sovereign does not support this operation for Entra ID groups.

» FortiSASE-Sovereign cannot retrieve a user's Entra ID group membership information if the user belongs to
more than 150 groups. As a workaround, you can apply an additional group filter in Entra ID to only send
relevant groups in the SAML assertion to FortiSASE-Sovereign. See Technical Tip: Understanding the
limitation of 150 assertions from Microsoft Azure as SAML IdP that may cause group mismatch in FortiGate.
Although this article refers to FortiOS, the workaround applies to FortiSASE-Sovereign as well.
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ZTNA Tagging

You can create security posture tags and tagging rules for Windows, macOS, Linux, iOS, and Android endpoints
based on their OS versions, logged in domains, running processes, and other criteria. FortiSASE-Sovereign uses

the security posture tagging rules to dynamically tag endpoints.

The following occurs when using tagging rules with FortiSASE-Sovereign and FortiClient:

1. FortiSASE-Sovereign sends tagging rules to endpoints.

. FortiClient checks endpoints using the provided rules and sends the results to FortiSASE-Sovereign.

2
3. FortiSASE-Sovereign receives the results from FortiClient.
4

. FortiSASE-Sovereign dynamically tags endpoints using the tag configured for each rule. You can view the

dynamically tagged endpoints in Endpoint management > Managed Endpoints.

See Tagging Rule Types for descriptions of all tagging rule types.

Create Security Posture Tags and Tagging Rules

NEW RULE

Rule Type Antivirus

AntiVirus Negate G0

Operating System Windows

Android |

]
To configure Security posture tags and tagging rules in FortiSASE-Sovereign:
1. Go to Endpoint management > ZTNA Tagging.
2. Create a new security posture tag and tagging rule:
a. Inthe ZTNA Tags tab, click Create.
b. Inthe Name field, enter the desired rule set name.
c. Toggle Enabled on or off to enable or disable the tag.
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d. (Optional) In the Comments field, enter any desired comments.
e. Inthe User notification message, enter a message.
f. Configure a rule under When the following rules match:
i. Click Create to create a tagging rule for the tag.
ii. Select Operation System that rule applies to.
iii. Select a suitable Rule Type, and configure its required options.
iv. To add additional security posture tagging rules, repeat steps 1-3.

v. Click OK to save the security posture tagging rule. A security posture tag with the same name will
be created and applied to any endpoints matching the rule criteria.

Rule Logic Example

The following provides an example to assign a specific tag to Windows endpoints when following conditions are
true:

EDIT RULE SET

Name ZTNA-tagl
Enabled [ &)
Comments
A~
User Notification ZTNA-tagl
Message

When the following rules match

& Edit | i Delete

= Type & Parameters Matching Criteria =

B Windows @
O Windows Security cm"u"ufirdov.-'s Firewall is enabled All parameters must pass
AntiVirus GmAV Software is installed and running  All parameters must pass

CIT AV Signature is up-to-date
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* Windows Firewall is turned off.
« Antivirus (AV) is not running.
» AV signature definitions are not up to date

FortiSASE-Sovereign applies an AND logic for tagging rules under one security posture tag.

Considerations

« Using security posture tags for Secure Internet Access policies is recommended to control granular
application access based on security posture. With this usage, it is recommended that an allow-all policy
remains in place to allow general internet traffic for all users.

Tagging Rule Types

The following table describes tagging rule types and the operating systems (OS) that they are available for. For
all rule types, you can configure multiple conditions using the + button.

Rule type (0] Description

AntiVirus e Windows From the AntiVirus dropdown list, select the desired conditions.
e macOS You can require that an endpoint have antivirus (AV) software
o (Lfrus installed and running and that the AV signature is up-to-date.

You can also use the Negate option for the rule to require that the
endpoint does not have AV software installed or running or that
the AV signature is not up-to-date. This rule applies for
FortiClient AV. For Windows endpoints, this rule type also applies
for third-party AV software that registers to the Windows
Security Center. The third-party software notifies the Windows
Security Center of the status of its signatures. FortiClient queries
the Windows Security Center to determine what third-party AV
software is installed and if the software reports signatures as up-
to-date. The endpoint must satisfy all configured conditions to
satisfy this rule.

Certificate * Windows In the Subject CN and Issuer CN fields, enter the certificate
e macOS subject and issuer. When using FortiClient 7.4, Subject CN
o (Lfrus supports simple, regular expression, and wildcard matching as
selected in the Subject Match dropdown list.
Domain * Windows In the Domain field, enter a domain name.
* macOS You can use Negate for rules to require that endpoint must not

belong to specified domain.
Click + to specify additional domains.

If you specify multiple domains, FortiSASE-Sovereign considers
the endpoint as satisfying the rule if it belongs to any specified
domain.
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Rule type (0] Description
EMS Management e Windows FortiSASE-Sovereign considers the endpoint as satisfying the
e macOS rule if the endpoint has FortiClient installed and Telemetry is
o Linlx connected.
« i0S
« Android
File e Windows In the File field, enter the file path. You can also use Negate to
e macOS indicate that the rule requires that a certain file is not present on
o LTS the endpoint.
The endpoint must satisfy all configured conditions to satisfy this
rule. For example, if the rule is configured to require file A, file B,
and NOT file C, then the endpoint must have both files A and B
and not file C.
IP Range * Windows In the IP Range field, enter the IP address, IP address range, or IP
e macOS address with subnet. If multiple IP ranges and/or addresses are
o LT configured, FortiSASE-Sovereign considers the endpoint as
. i0S satisfying the rule if its IP address matches one of the configured
ranges or addresses.
e Android
Operating System e Windows From the Operating System Version field, select the OS version. If
Version e macOS the rule is configured for multiple OS versions, FortiSASE-
o (LU Sovereign considers the endpoint as satisfying the rule if it has
. oS one of the configured OS versions installed.
. Android The following option is available for Windows:
» Enable latest update check: FortiSASE-Sovereign checks if
Windows OS updates were recently installed.

Registry Key * Windows In the Key field, enter the registry path or value name. End the
path with \ to indicate a registry path, or without \ to indicate a
registry value name. You can also use the Negate option to
indicate that the rule requires that a certain registry path or value
name is not present on the endpoint. This rule does not support
using the value data.

For example, the following shows a system where Firefox is
installed. In this example, the registry path is HKEY_LOCAL_
MACHINE\SOFTWARE\Mozilla\Mozilla Firefox\88.0 (x64 en-
US)\Main. The value name is Install Directory, and the value data
is C:\Program Files\Mozilla Firefox. You can configure a registry
key rule to match HKEY_LOCAL_
MACHINE\SOFTWARE\Mozilla\Mozilla Firefox\88.0 (x64 en-
US)\Main as the path or Install Directory as the registry value
name, but you cannot configure a rule to match C:\Program
Files\Mozilla Firefox. Do not use square brackets when
configuring this rule type.
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Rule type

Running Process

Sandbox

Severity Level

User Identity

(0153

Windows
macOS
Linux

Windows
macQOS
Linux

Windows
macOS
Linux

Windows
macOS
Linux

Description

B Registry Editor
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Maozilla\Mozilla Firefox\B8.0 (x64 en-US)\Main

@ Computer * || Name Type Data
:Eg—gbﬁiﬁ%ﬁi‘% a5) (Default) REG_SZ (value not set)
HKEY LOCAL MACHINE B install Directory [0kT4 C:\Pragram Files\Morilla Firefox
"

LOCAL | o | o

R, 5| pathTobxe REG_SZ Ci\Program Files\Mexilla Firefox firefox.exe

HARDWARE

SAM

SECURITY

v | | SOFTWARE

7-Zip
AIRWATCH Edit String X
AsID
Classes Value pame:
Clients [Install Directory |
Conexant
cusm Vslue data
DefaultUserEnvironment \Program Files\Mozila Fircfo |
Dell
Fetlog Cancel

Fortinet

Google

HaaliMioc

Icaros

IM Providers

InstalledOptions

Intel

Macromedia

Microsoft
v || Mozilla
> || Firefox
MaintenanceService
Mezilla Firefox
8.0 (x64 en-US)
Main

The endpoint must satisfy all configured conditions to satisfy this
rule. For example, if the rule is configured to require registry key
A, registry key B, and NOT registry key C, then the endpoint must
have both registry keys A and B and not registry key C.

In the Process Name field, enter the process name. You can also
use the Negate option to indicate that the rule requires that a
certain process is not running on the endpoint.

The endpoint must satisfy all configured conditions to satisfy this
rule. For example, if the rule is configured to require process A,
process B, and NOT process C, then the endpoint must have both
processes A and B running and process C not running.

From the Sandbox Detection dropdown list, select the desired
condition. You can require that Sandbox detected malware on
the endpoint in the last seven days. You can also use the Negate
option for the rule to require that Sandbox did not detect
malware on the endpoint in the last seven days.

Specify the desired vulnerability severity range using one or more
of the following levels: Any, Medium, High, or Critical. When you
select multiple severity levels, FortiSASE-Sovereign considers
the endpoint compliant if it has a vulnerability matching any of
the selected levels or higher.

Under User Identity, select the following:
» User Specified: endpoint user manually entered their
personal information in FortiClient.
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Rule type (0153

* i0OS
e Android

Windows Security e Windows

On-Net status e Windows
* macOS
e Linux
* i0S
» Android

ZTNA Fabric Device

Description

» Social Network Login: endpoint user provided their personal
information by logging in to their Google, LinkedIn, or
Salesforce account in FortiClient. You can further select one
of the following:

¢ All Accounts: all endpoints where the user logged in to
the specified social network account type.

e Specified: enter a specific Google, LinkedIn, or
Salesforce account. For example, you can enter
joanexample@gmail.com to configure the rule to apply
specifically to only that Google account. You can specify
multiple social network accounts.

FortiSASE-Sovereign considers the endpoint as satisfying the
rule if it satisfies one of the conditions.

You can also use Negate for the rule to require that the endpoint
user has not manually entered user details or logged in to a social
network account to allow FortiClient to obtain user details.
FortiClient (iOS) does not support social network login with
LinkedlIn or Salesforce. FortiClient (Android) does not support
social network login with Salesforce.

From the Windows Security dropdown list, select the desired
conditions. You can require that an endpoint have Windows
Defender, BitLocker Disk Encryption, Exploit Guard, Application
Guard, and/or Windows Firewall enabled. You can use Negate for
the rule to require that the endpoint have Windows Defender,
BitLocker Disk Encryption, Exploit Guard, Application Guard,
and/or Windows firewall disabled.

The endpoint must satisfy all configured conditions to satisfy this
rule.

You must enable On-net detection and specify an On-net rule set
under respective endpoint profiles to tag the endpoint with On-
Net status.

You can also use the Negate option to indicate that the rule
requires that the endpoint is Off-Net.

Syncing ZTNA tags between FortiSASE-Sovereign and the ZTNA
application gateway for RBAC

FortiSASE-Sovereign can share configured ZTNA tags with the ZTNA application gateway (i.e. FortiGate) to
enforce role-based access control (RBAC) for ZTNA applications. To enable this integration, the FortiGate must
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be connected to FortiClient EMS Cloud. See Configuring FortiClient EMS.

You can find EMS Cloud Domain in System > Service Settings > EMS Configuration > EMS Domain for Fabric
Connector.

Once the FortiGate is connected to FortiClient Cloud, you can deny or authorize the ZTNA application gateway.
Only authorized FortiGates can synchronize endpoint and tagging data from FortiSASE-Sovereign for access
control enforcement.

To authorize or delete the ZTNA application gateway on FortiSASE-Sovereign:

© Q searc Q
Serial Number Status Last Seen Time Last Seen IP

[m] FGVYM08TM25090823 © Authorized 2026/04/03 22:34:58 96.45.34.126

1. Go to Endpoint Management > ZTNA Fabric Device.
2. Click Authorize or Delete. The FortiGate status changes.

Considerations

 If a FortiGate ZTNA application gateway is running FortiOS 7.4.4 or later, then FortiSASE-Sovereign
automatically learns TCP forwarding and non-Web ZTNA applications previously configured on the
FortiGate.

ZTNA Application Catalogue

Zero trust network access (ZTNA) application gateways and applications are key components in the FortiSASE-
Sovereign ZTNA solution for agent-based remote users. A ZTNA application gateway serves as a secure entry
point that mediates the connection between remote users and internal ZTNA applications. A ZTNA application
represents the actual application or service that remote users attempt to access. A ZTNA application can be any
internal web or enterprise application, cloud service, or on-premise resource. A ZTNA application gateway acts
as a reverse proxy, ensuring that only authorized and compliant users can access ZTNA applications based on
security policies that the organization defines. You can configure a FortiGate to serve as the ZTNA application
gateway. See Zero Trust Network Access.

FortiSASE-Sovereign enables administrators to configure and manage ZTNA application gateways and ZTNA
application configurations for agent-based remote users in Endpoint Management > ZTNA Application
Catalogue.

Once you configure ZTNA application gateways and applications, you can reference and use them in individual
endpoint profiles on the ZTNA tab.
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To configure ZTNA application gateway on FortiSASE-Sovereign:

ZTNA Applications CREATE ZTNA CONNECTION RULE

& E Address 127.0.0.1
Fabrii Port 80
] ZINASCWE2. QDN Optional
CINESCWEE  4)igs Required
FGVMOBTM:
FGVMOBTM:

1. Go to Endpoint Management > ZTNA Application Catalogue.
2. Selectthe ZTNA Gateways Catalogue tab.
3. Click Create and enter the following details for the ZTNA application gateway:

Field Value

Address Specify IP address of the FortiGate that is configured to act as the ZTNA application
gateway.

Port Specify port number on FortiGate that is designated for ZTNA access.

FQDN Optionally, specify the FQDN of the FortiGate that is configured to act as the ZTNA

application gateway.

Alias Enter a unique name for your application gateway.
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To configure ZTNA application on FortiSASE-Sovereign:

ZTNA Applications

| <+ Create |

] 1.1.1.0/2

n
o

5.25
10.212.134.2
ZTNA-APP-1

adobe

CREATE NEW APPLICATION

Application Name l |I'4.-'_‘-::L|'|'r:-::

Application Type nIP Range | FQDN | Wildcard FQDN | CIDR

Address value could be 127.0.0.1, 127.0.0.1-127.0.0.16,
www.fortinet.com, *fortinet.com, 127.0.0.1/16 etc.

®

Address 127.0.01

n

Subnet Mask 255.255.255.0

Port Type Port

(© Port value could be empty (any port), 80, 80-100, 80,90,100 etc.

¢

Port List | Port Range

Gateway +

1. Go to Endpoint Management > ZTNA Application Catalogue.
2. Select ZTNA Applications Catalogue tab.
3. Click Create to configure new ZTNA application, and enter the following details:

Field Value

Application Name Enter unique name for your application.

Application Type Select either from IP, IP Range, FQDN, Wildcard FQDN or CIDR.

Address & Subnet Based on Type selected, specify either IP address with subnet mask or FQDN of
Mask the ZTNA application.
Port Type & Port Select Any or Port, Port List, Port Range to enter a specific port number or port
set.
Gateway Click + to select Application gateway configured in earlier steps.
4. Click OK.

ZTNA gateways and ZTNA applications created using above steps are determined as manual ZTNA gateways
and applications. Such gateways and applications can be edited or deleted later. If you authorized remote
FortiGate ZTNA gateways through ZTNA Fabric Device, FortiSASE-Sovereign will also sync ZTNA gateways and

applications previously configured on remote FortiGate ZTNA gateways, and these ZTNA gateways and
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applications are determined as auto-detected. You cannot edit or delete auto-detected ZTNA gateways and
applications. They can be removed by delete the remote ZTNA gateways from ZTNA Fabric Device.

DNS

Remote users use the DNS server in FortiSASE-Sovereign under Endpoint Management > DNS to resolve
hostnames for internal and external domains.

Agent and agentless endpoints and endpoints connected to authorized Edge devices forward their DNS traffic

to FortiSASE-Sovereign PoP FortiGates. FortiSASE-Sovereign performs transparent DNS redirection to redirect

DNS traffic conditionally as desired.

« Implicit DNS rules are predefined for agents and users connected to authorized Edge devices. FortiSASE-
Sovereign uses these rules for resolving hostnames for external domains.

* You can create split DNS or DNS redirection rules by clicking Create. FortiSASE uses these rules for
resolving hostnames for internal domains.

& Edit @ Delete {QQ\Search ‘ Q
Domains Primary DNS Server Secondary DNS Server DNS override
O an FortiGuard DNS

By default, FortiSASE-Sovereign deployments use FortiGuard DNS as the default DNS server for the All implicit
DNS rule. You can select any implicit DNS rule and click Edit to change the default DNS server.

You can configure Default DNS Server with one of the following options, then click OK to save the change:

DNS Server Description Primary and Secondary DNS Server IP
Address
FortiGuard Use FortiGuard DNS. 96.45.45.45
DNS 96.45.46.46
Other DNS Use a public DNS server other than IP addresses specific to public DNS server
FortiGuard DNS.
CloudFlare Use the CloudFlare public DNS server.  1.1.1.1
1.0.0.1
Custom Enable to specify your own custom Specify IP address of primary and secondary DNS.
primary and secondary DNS servers.
Google Use the Google public DNS server. 8.8.8.8
8.8.4.4
Quad 9 Use the Quad 9 public DNS server. 9.9.9.9

149.112.112.112

For example, you can edit the implicit DNS rule to use a custom DNS server as follows:
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To configure a custom DNS server:

1. Go to Endpoint Management > DNS, select the All implicit DNS rule, and click Edit.
2. Inthe Edit Implicit DNS Rule page, for Default DNS Server, select Other DNS.
3. Fromthe DNS Server dropdown, select Custom.

EDIT IMPLICIT DNS RULE

Default DNS Server FortiGuard DNS e Eig ey

DNS Server Cloudflare A

Cloudflare

Google
Quad 9

4. Inthe Primary DNS Server and Secondary DNS Server fields, enter the respective IP addresses for the
servers of your choice.The screenshot uses IP addresses for documentation and should not be used in a
production environment.

EDIT IMPLICIT DNS RULE

Default DNS Server FortiGuard DNS EaIGEIgRNES

DMNS Server Custom -

Sovereign SASE cannot guarantee the stability nor latency for
custom DNS servers.

Primary DNS Server 192.0.2100

Secondary DNS Server l 192.0.2.101

5. Click OK.

Using FortiGuard DNS or another public DNS service is sufficient for most secure internet access (SIA) use
cases that simply require remote users to resolve hostnames for external domains.
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Considerations

e FortiGuard DNS servers do not support DNS over TCP. If you require DNS over TCP, edit implicit DNS rules
from the default FortiGuard DNS server to other DNS servers that support DNS over TCP.

» FortiSASE-Sovereign cannot guarantee the stability nor latency for custom DNS servers. These factors
must be considered by the customer or provider maintaining the custom DNS servers.

DNS Redirection Rules

FortiSASE-Sovereign users often must resolve internal hosthames that public DNS servers cannot resolve in
scenarios where agent-based users are located within the organization’s local network, also known as being on-
net, and users must use an internal DNS server instead of a public DNS server. You can configure FortiSASE-
Sovereign DNS settings for DNS redirection using DNS redirection rules.

DNS redirection works as follows:

» Agent and agentless endpoints and endpoints connected to authorized edge devices forward all their DNS
traffic to FortiSASE-Sovereign PoP FortiGates.
« FortiSASE-Sovereign performs transparent DNS redirection to redirect DNS traffic conditionally as desired.
» Resolve all other hostnames for external domains using the implicit DNS rule.
DNS redirection is more efficient than sending all DNS requests to DNS servers defined in the implicit DNS rules

because it reduces any potential latency and downtime with using these DNS servers for resolving public
hostnames if any issues arise with these limited availability and limited resource DNS server deployments.

Configuring DNS redirection rules

To configure DNS redirection rules:

1. Go to Endpoint Management > DNS.
2. Click Create.
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CREATE DNS RULE

For optimal functionality of DNS rules, enable SSL Deep Inspection
for all profiles.

Primary DNS Server

Secondary DNS Server

Domains

3. Inthe Create DNS Rule pane, do the following:
a. Enter the Primary DNS Server, Secondary DNS Server, and one Domains.
b. (Optional) Click + to add more fields to enter in additional domains.
c. Click OK to save the DNS redirection rule.

4. The DNSredirection rule has been created and displays in the table.

Considerations

« DNS redirection requires endpoint users are managed by proxy-based security policies and security
profiles. Flow-based users will always use system DNS server for DNS resolution.
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