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Change Log

Date Change Description

2026-04-21 Initial release.
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Overview

This guide is a collection of best practices guidelines for using FortiManager. Use these best practices to help
you get the most out of your FortiManager products, maximize performance, and avoid potential problems.

Additional information

For product and feature guides, go to the Fortinet Document Library at https://docs.fortinet.com.

For procedures on how to implement these best practices, see the FortiManager Administration Guide in the
Fortinet Document Library.

For customer service and support, go to https://support.fortinet.com.

For technical notes, how-to articles, FAQs, and links to the technical forum and technical documentation, go to
the Fortinet Community at https://community.fortinet.com/.
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Installation

Plan your installation carefully and select the FortiManager model(s) that meet your requirements.
« Plan the size of your installation appropriately. Ensure you plan for future management and logging
requirements, including consideration for:
* The number of connected devices.
« If applicable, log rates and analytic and archive retention periods.
* Ensure you have remote serial console or virtual console access.
e Ensure alocal TFTP server is available on a network local to the FortiManager.
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Business Continuity

e Set up and use High Availability (HA).

» Ensure there is no power interruption. A power loss could cause the loss of a FortiManager device's
database integrity. See Maintain database integrity on page 12.

« Always shut down or reboot the FortiManager gracefully. Removing power without a graceful shutdown
might damage FortiManager databases.

» Ensure the FortiManager environment has a stable and uninterruptible power supply.
« If an unexpected power loss occurs, revert to a known good backup of the configuration.
» Ensure there are spare parts on site, such as fans, power supplies, and hard disk drives.

» Keep administrator account credentials up-to-date for each managed device. See Managed device admin
credentials on page 10.

High availability (HA)

< Implement high availability (HA) mode in FortiManager so that in the event that the Primary FortiManager
fails, a Secondary FortiManager will be promoted as the new Primary to limit service interruption. See High
Availability.

Automatic (VRRP) failover

Use automatic (VRRP) failover mode to ensure a seamless transition during failover.

* VRRP mode defines a peer interface and monitored interface for each cluster device, as well as a shared
VIP. When the monitored interface for the Primary FortiManager is down, HA failover automatically occurs
to the Secondary device using the same shared VIP, and the FGFM protocol is automatically routed to the
Secondary device's peer interface.

» Configure the Priority setting to determine which devices will be acting as the Primary and Secondary in the
HA configuration. See Configuring HA options.

« The diagram below demonstrates an example FortiManager HA configuration using VRRP mode.
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Business Continuity

FortiManager HA using VRRP mode

Primary FortiManager Secondary FortiManager
(Priority 253) (Priority 1)
Y 0
| W— ) —
POrt2 r==--===-ceeccccccmeccceccaeacca e Port 2
192.168.48.63 192.168.48.64
Monitored interface
Port 1 Port 1
10.3.106.63 10.3.106.64

Peer interface

VIP
10.3.106.65

Managed FortiGate Devices

Geographic redundancy

« Inorder to increase resiliency, implement geographic redundancy when clustering FortiManager devices by
situating your FortiManager devices in locations that are not affected by the same conditions, such as
power outages or floods.

1:1 NAT considerations

g Applies to 1:1 NAT with public, static IP addresses; does not apply to 1:1 NAT with public, dynamic IP
addresses.

Configure the management address setting on a FortiManager that is behind a NAT device so the FortiGate can
use IP port 541 to initiate an FGFM tunnel to the FortiManager.
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Business Continuity

When a FortiGate is discovered by a FortiManager that is behind a NAT device, the FortiManager does NOT
automatically set the IP Address on the FortiGate. This prevents the FortiGate from pointing to the
FortiManager's private IP address and initiating the FortiGate-FortiManager (FGFM) tunnel to the FortiManager.

By configuring the management address setting in the CLI, FortiManager knows the public IP and can configure
it on the FortiGate.

You can use the CLI to configure the management address when the NAT device in front of the FortiManager
has a static 1:1 NAT rule

To configure the management address with the CLI:

config system admin setting
set mgmt-addr "x.x.x.x"
** Detail **

Managed device admin credentials

The admin credentials of a managed FortiGate are required when FortiManager initiates a connection through
the FGFM tunnel and FortiGate does not have the FortiManager serial number recorded. If the FortiGate already
trusts the serial number of the FortiManager the credentials are not required.

The admin credentials of a managed device can be manually updated in the FortiManager Device Manager. See
Editing device information.

Keeping managed device admin credentials up-to-date is important for a number of scenarios, including:

1. Replacing (RMA) the FortiManager in the future.
2. Performing an HA failover of the FortiManager.
3. Replacing (RMA) a managed FortiGate.

In these scenarios, the serial number of the FortiManager will change or the FortiGate will no longer have the
serial number recorded and the FGFM connection will require the admin credentials.

On the FortiGate, you can view the stored serial number of the FortiManager for central management using the
following command:

get system central-management

mode : normal
type : fortimanager
serial-number : "FMGVMS0000000000"
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General Maintenance

Perform general maintenance tasks such as backup and restore so you can revert to a previous configuration if
necessary.

Backing up and restoring the configuration

Backing up your configuration:

» Perform regular backups to ensure you have a recent copy of your FortiManager configuration.
 Verify the backup by comparing the checksum in the log entry with that of the backed up file.

» Set up a backup schedule so you always have a recent backup of the configuration.
See the FortiManager Administration Guide.

 If your FortiManager is a virtual machine, you can also use VM snapshots.

If you use ADOMs, a large number of ADOMSs can significantly increase the size of configuration files which
increases backup and restore time. See ADOM considerations on page 18.

Restoring your configuration:

» Restoring a configuration must be done on a VM/appliance running the identical firmware version as where
the backup was performed. For example, if you back up a configuration on a FortiManager with firmware
version 7.6.2, the restore operation should be performed on a FortiManager running 7.6.2.

Secure password storage

Passwords, as well as the private keys used in certificates, are encrypted using a pre-defined private key when
stored on the FortiManager, and encoded when displayed in the CLI and configuration file. This ensures that the
password cannot be decrypted unless the private key is known, and the password is not displayed in clear text
anywhere.

Stored passwords are encrypted with AES-128. To further enhance your password security, you should specify
your own private key for the encryption process. This ensures that your key is unique and known only by you.
The key is also required on other FortiManagers to restore the system from a configuration file. In HA clusters,
the same key should be used on all of the units.

To enable and enter your own private encryption key:

config system global
set private-data-encryption enable
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General Maintenance

end

Please type your private data encryption key (32 hexadecimal numbers):
0123456789abcdef0123456789abcdef

Please re-enter your private data encryption key (32 hexadecimal numbers) again:
0123456789abcdef0123456789abcdef

Your private data encryption key is accepted.

This is an example. Using ©123456789abcdef0123456789abcdef as your private key is not
recommended.

Schedule maintenance tasks for off-peak hours

Fortinet recommends scheduling maintenance tasks for off-peak hours whenever possible, including tasks such
as:

» Configuration backup.
e Log deletion (if FortiAnalyzer features are enabled).
» Logrolling and related log upload (if FortiAnalyzer features are enabled).

Maintain database integrity

To maintain database integrity, never power off a FortiManager unit without a graceful shutdown. Removing
power without a proper shutdown can damage FortiManager databases.

Always use the following CLI command to shutdown the device before removing power:
execute shutdown

Fortinet highly recommends connecting FortiManager units to an uninterruptible power supply (UPS) to prevent
unexpected power issues that might damage internal databases.

FortiManager 8.0.0 Best Practices 12
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General Maintenance

Replace managed device

When you replace a standalone FortiGate device, the usual and recommended method in FortiManager is to use
execute device replace sn.

When you replace a FortiGate cluster member, you don't need to use execute device replace sn because the
cluster updates FortiManager about the new cluster member.

If the new cluster member appears in FortiManager as unregistered, delete it from the unregistered
device list so that FortiManager can discover the new device as a cluster member.

If the FortiAnalyzer feature set is used and you need to replace a standalone FortiGate device or a cluster
member, the best practice is to add the new device as a new member so as to preserve existing logs. Consider
adding the old and new FortiGate devices into a group for reporting purposes.

Replace the FortiManager device

If the FortiAnalyzer feature set is enabled and you need to move logs to a new FortiManager device, use log
aggregation. If the FortiManager being replaced is the primary, after replacing it, use execute fgfm reclaim-
dev-tunnel to force FortiGates to connect to the new FortiManager.

Upgrading firmware on managed devices

After a firmware upgrade, the FortiGate configuration may change due to syntax differences between the
versions. FortiManager will detect this and perform an auto-retrieve operation to obtain a full copy of the
FortiGate's current configuration. See FortiManager Operations in the FortiManager Administration Guide.

Whenever a retrieve or auto-retrieve operation occurs, the policy package status for that device is
automatically flagged as unknown until the next install confirms its status and FortiManager can confirm that the
package aligns with what the device database has.

To correct the policy package status after a firmware upgrade, perform an Install Policy Package, making sure
to check the Install Preview carefully prior to completing the install. In many cases, the Install Preview will show
"Nothing to Install". See Installing policy packages on page 16

Completing the install will correct the policy package status even if no configuration changes are pushed to the
FortiGate.
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Configuration Management

If there is more than one admin account per ADOM, enable workspace - either normal or workflow to control
concurrent operator usage. See Concurrent administrators on page 14.

Use FortiManager to make FortiGate changes, rather than making changes in the FortiGate GUI. If changes will
by made in the FortiGate GUI, use Backup Mode. See Normal versus Backup Mode on page 14.

When importing policy packages:

» Be careful when handling object conflicts: Choosing the FortiGate value will override the FortiManager
value and might affect other FortiGates in that ADOM. See What to do when an object conflict occurs on
page 15.

* Include unused objects if you think you might use them in the future: FortiManager will remove unused
objects on the FortiGate during the next install. Note that periodic cleanup of unused objects at the ADOM
level is recommended. See What to do with unused objects on page 16.

« Download the Import Policy Report if you need a record of the import, including any changes made to
objects to resolve object conflicts. See Import report on page 16.

When installing policy packages (see Installing policy packages on page 16):
» Each managed device should only have one policy package associated with it. This reduces the chances of

administrative error when installing a policy package.
« When installing a policy package, review the Install Preview before completing the install.

Concurrent administrators

To prevent multiple administrators from making changes to the FortiManager database at the same time and
causing conflicts, the workspace function should be enabled. This feature requires admin users to lock ADOMs
and policy packages and/or objects before making changes to the database.

Normal versus Backup Mode

Once FortiGates are managed by a FortiManager that is operating in Normal Mode, whenever possible,
configuration changes should be made on the FortiManager and not the FortiGate.

This is particularly true for changes to policies or objects that affect the Policies & Objects pane on the
FortiManager. Any such changes made directly on a FortiGate will require manual changes to resynchronize the
FortiManager with the FortiGate. Although the Device Manager pane will learn about the changes, these
changes will be overridden by the next policy package installation, unless the ADOM level Policy & Objects have
been updated.
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Configuration Management

If you intend to regularly make changes directly on the FortiGate, and only need FortiManager to act as a
configuration repository, it is recommended that you use FortiManager in Backup Mode.

When FortiManager is in Normal Mode, GUI access to managed FortiGates is restricted to Read-Only mode in
order to limit the number of changes made directly on the FortiGate. Super_User accounts have the option of
switching to Read-Write mode.

Import policy

When using the Add Device Wizard, importing policies and related objects to the Policies & Objects level is the
final step. Such an import can also be separately initiated for a device.

This step ensures that the ADOM database (Policies & Objects pane) is populated with the information needed
for managing firewall policies on managed devices in that ADOM. It also helps to ensure that interface mapping
is properly configured.

During the import, objects being imported may differ from objects of the same name that already exist in that
ADOM database.

What to do when an object conflict occurs

The admin user must choose to either keep the FortiManager version of the conflicted object, or replace it with
the FortiGate version.

If this is the first device that an import is being performed on in this ADOM, it is reasonable to choose the
FortiGate version of the object if the syntax or value of this object is typical for other devices that will be
imported.

If other devices have already been imported, choose the FortiManager version of the object so that existing
managed devices are not negatively affected.

X Shared object conflicts when auto-importing VDOMs

When adding a new FortiGate device and choosing to automatically import VDOMSs, existing
FortiGate devices that share the same objects may become in conflict.

This occurs if there are differences in the shared object's values between FortiGate and the
FortiManager, for example when the Comments section differs. FortiManager automatically imports
the object from FortiGate, overriding the existing object in the FortiManager's database which
causes existing devices using that object to display a conflict.

There are three options presented when importing from a FortiGate with multiple VDOMs:
e Import each VDOM step by step
e Automatically import one VDOM at a time
» Automatically import all VDOMs

The recommended practice when adding a new FortiGate device with shared objects is to Import
each VDOM step by step in order to override the shared object's values with FortiManager's.
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Configuration Management

What to do with unused objects

By default, FortiManager will only import objects associated with the policies being imported. The admin user is
given the opportunity to import objects not yet associated with policies.

If you anticipate using many of the unassociated objects in future policies, you can chose to import them. Note
that importing unused objects will increase the size of the database.

Periodic cleanup of unused objects at the ADOM level is recommended.

Import report

Save a copy of the import report at the end of the import process. Otherwise, these details are not saved for
reference purposes. An import policy report may be useful if contacting Fortinet technical support in the future.

Installing policy packages

Each policy package is intended to reflect the complete security policies for one or more managed FortiGates.

The following guidelines are intended to reduce the likelihood of administrative errors when installing
configuration changes to FortiGates:

« Each managed device should only have one policy package associated with it. This will help to ensure that
the wrong policy package is not mistakenly installed to a FortiGate.

» When installing a policy package, be sure to review the Install Preview before completing the installation.
This is particularly important during the initial installation of a policy package to a FortiGate.

Consolidated policy package installation

» Reduce the total number of policy packages where possible.

» Applying a shared/consolidated policy package to multiple devices can greatly simplify policy
management. As such, it is a good practice to consolidate policy packages for devices where the
policies are similar.

» Policy packages that are not in use should be deleted to reduce the chance of human error when
applying policy packages to devices.

» Manually select specific installation targets by selecting Install On and perform the installation with the
following guidelines:

» For a mix of SD-WAN and non SD-WAN devices, Install On must only reference devices with a SD-WAN
interface.

» For a mix of FortiWiFi and FortiGate devices, Install On must only reference devices with a WiFi
interface.

» When importing a new device that will use a shared policy package, it is generally recommended to first
create a new temporary policy package. After that newly added FortiGate has the shared policy package

FortiManager 8.0.0 Best Practices
Fortinet Inc.

16



Configuration Management

applied to it, you can delete the temporary policy package.

Adding Devices

When initially adding a device to a FortiManager, there are several steps that should be followed before the
FortiGate is considered synchronized.

To synchronize FortiGate with FortiManager:

1. Ensure a policy package is assigned to this device using Import Policy.
2. Perform an Install Policy Package to ensure that FortiGate and FortiManager are properly synchronized.

As a result, the Config Status and Policy Package Status will show as Synchronized.
The above procedure does not apply to the Backup Mode.

Ensuring that a FortiGate is synchronized sets a good foundation for future configuration changes to be pushed
to the FortiGate.

Reverting a FortiGate configuration

You can use FortiManager to revert the configuration of a FortiGate to a previous revision. The revert operation
does not affect the policy package stored in the FortiManager ADOM database.

In order to align the policy information stored in the ADOM database with the reverted FortiGate configuration in
the device database, you should perform the following actions after reverting the configuration:

1. Import the configuration from the managed FortiGate to synchronize the policy package stored in the
ADOM database.
2. Re-install the policy package from FortiManager.

By importing and reinstalling the policy package, the device database and policies within the ADOM database
are synchronized.

For more information, see the following topics in the FortiManager Administration Guide:

+ Device database (DB)

* Revert

» Reverting to another configuration file
« Viewing configuration revision history
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ADOM Design

Enable ADOMs to support devices other than FortiGates, upgrades of FortiGates not supported by ADOM
migration, and upgrading policy package versions. See When to enable ADOMs on page 18.

When upgrading FortiGate versions, if possible, use the same ADOM. See Upgrading the firmware of managed
devices on page 19.

Upgrade in the following order:

1. ADOM
2. FortiGate firmware version
3. Global (if used)

Before upgrading, confirm that the current FortiManager version is compatible with the new FortiGate version. If
not, upgrade the FortiManager first.

ADOM revisions (see ADOM revisions on page 19):

» Use for significant changes.
* Implement a deletion policy to limit the number of retained revisions.

Periodically clean up unused objects. See What to do with unused objects on page 16.

For more information, see the FortiManager Administration Guide.

ADOM considerations

A large number of ADOMs can significantly increase the size of configuration files which increases backup and
restore time. Do not create more ADOMSs than your business needs.

When to enable ADOMs

By default, FortiManager manages all FortiGate devices in a common ADOM called the root ADOM.
Some reasons for enabling ADOMs are:

» Support for devices other than FortiGates.
< Organizing devices by administrative group, customer, or geographic location.
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ADOM Design

Upgrading the firmware of managed devices

Each ADOM has a firmware version associated with it. ADOMs can support multiple FortiGate firmware versions
using FortiManager's configuration upgrade/downgrade capability.

When you upgrade a FortiGate, it is not necessary to move it to a new ADOM, provided that the current ADOM
supports the target FortiGate firmware version. Instead, you can upgrade the firmware of that FortiGate to the
next higher maintenance release while keeping it in the current ADOM.

Upgrading the ADOM includes the benefit of allowing you to use the latest features and improvements as
devices in the ADOM are upgraded. When upgrading the ADOM is required, the following order is
recommended:

1. ADOM

2. FortiGate firmware version

This is recommended in most scenarios because most ADOM versions are capable of managing FortiGate
devices on lower firmware versions, and it is much simpler than moving the devices to a new ADOM. Moving

devices to a new ADOM requires importing policies for each moved device, and the creation of a new policy
package in the new ADOM.

For more information on ADOM version support, see ADOM versions in the FortiManager Administration Guide.

W
<

<

You might decide to move upgraded devices to a new ADOM if you are deploying new devices in the
field anyway.

g

ADOM revisions

It is possible to keep a revision history of changes made at the policy and objects level. However, unlike at the
device level, the revision history at this level can significantly increase the overall size of your configuration
backup.

Guidelines for use of ADOM revision history:

» Use for significant changes only.
< Implement a deletion policy to limit the number of revisions retained.
« Using the install wizard does not automatically add an ADOM revision.

Restricting ADOM access

You can restrict administrator access to select ADOMs, ensuring they only have access to the devices that they
should manage.
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ADOM Design

ADOM access is defined in the administrator configuration. You can set access to all ADOMSs, or you can specify
which ADOMs should be included or excluded for the administrator. For example, you can restrict administrators
by region (east, west, central, an so on), managed device type (FortiGate, FortiProxy, FortiExtender, and so on),

or otherwise depending on your ADOM design.

You can also configure per-ADOM permissions for the administrator to further control access. The
administrator's permissions can be the same or unique across their accessible ADOMs. For example, you can
define read-only permissions for the administrator in some ADOMSs and write permissions in others.

For more information, see the FortiManager Administration Guide.

When using FortiAuthenticator 8.0 or later as the identity provider (IdP) and FortiManager as the service
provider (SP), you can assign ADOM access and Admin Profiles using SAML attributes. For more information,
see the FortiAuthenticator Examples Guide.

FortiManager 8.0.0 Best Practices
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Log Management

Set up alog management strategy that gives a good balance of redundancy and performance. Retain logs log
enough for business requirements and archive older logs for better performance.

Yl

g This is only applicable when FortiAnalyzer features are enabled. See the FortiManager
Administration Guide for details.

Set up a log backup strategy

e Set up a backup strategy for logs.

« Set up a schedule to roll and upload logs. You can use the GUI or CLI to set this up. For details, see the
System Settings > Device logs section in the FortiManager Administration Guide.

e You can also back up logs using the execute backup logs command. For details, see the FortiManager
CLI Reference.

Set up redundancy

« Forlog storage redundancy, you can set this up at the disk level by selecting an appropriate RAID level.

» Forlog delivery redundancy, set FortiGates to send log to multiple devices, provided the FortiGate models
support this function.

Set disk size and RAID level

Fortinet recommends using the default RAID level specified in the FortiManager data sheet, that is, RAID 50. If
your configuration does not meet RAID 50 requirements, consider upgrading your hardware.

When planning for disk space requirements, consider future storage needs. Adding disks to an existing RAID
array requires rebuilding the RAID array and restoring backed up logs.

The disk space available for you to set log quotas depends on the RAID level and the reserved space for
temporary files. Temporary files are needed for indexing, reporting, and file management. In your planning,

include both the disk space for the original logs FortiManager receives (Archive) and the space required to index

the logs (Analytics).
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Log Management

Fortinet recommends using the default ratio of Analytics : Archive for most deployments. If you plan to retain
archive logs for a much longer period than your analytical data, you might allocate a higher percentage to
Archive.

Disk Utilization
Maximum Allowed 200000 2 MB = Qut of Available: 196.9 GB

Analytics : Archive 70% v 20% Modify

If you need more disk space for a VM, add a virtual disk rather than change the size of an existing virtual disk.

Use the execute 1lvm extend command to add a virtual disk. See the FortiManager CLI Reference.

Set log retention and storage

Determine the logs needed to meet business
requirements

Consider carefully which types of logs to store on FortiManager. In some cases, you can be more selective

about the type and volume of logs sent from FortiGate to FortiManager. Reducing the type and volume of logs

gives FortiManager more resources to process the logs that meet your log storage, forensic, and reporting
needs.

Allocate quota and set log retention policy

Ensure your quota settings is sufficient to fulfill your log retention policy. You must keep enough log data to

meet your organization’s reporting requirements. Configure quota settings and the log retention policy to ensure

there is enough time to generate all scheduled reports.

Log View > Storage Statistics shows graphs with trends to help you with this planning.

If you are using ADOMSs, ensure the quota is sufficient for every ADOM. Allocating insufficient quota to an ADOM

might cause the following issues:

* Prevent you from meeting your log retention objective.
» Waste CPU resources enforcing quotas with log deletion and database trims.
« Adversely affect reporting when quota enforcement acts on analytical data before a report is complete.

For analytics, ensure the quota is sufficient and the retention period is long enough to complete all scheduled

reports. When reports are generated and the log retention period is past, there is no need to keep analytical
data since it can be regenerated from the original archived log data.
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W

? Archive data retention period

Itis recommended that archive data be retained for a longer period than the analytic log data. The
archive data is needed to regenerate analytic data in the event of a rebuild, such as may occur
automatically during firmware upgrade.

Use Fetcher Management for log fetching

To generate a report for a time period not covered by current analytical data:

» Use log fetching (Fetcher Management) to fetch archived logs to generate reports.
< Import log data from an external backup to generate reports.

Log fetching simplifies generating reports from log data for the following reasons:

» Log fetching allows you to specify the devices and time periods to be indexed.

* You can pullindexed logs into an ADOM with quota and log retention settings specifically set up to generate
report on older logs.

» Log fetching helps to avoid duplications that might occur with importing data from an external backup.

For information on Fetcher Management (log fetching) and importing a log file, see the FortiManager
Administration Guide.

Rebuild SQL database

Some firmware upgrades might change the SQL schema that indexes logs (analytics). If so, FortiManager
automatically rebuilds the SQL database. During the rebuild, searching and reporting functions are limited.

You rarely need to manually rebuild an SQL database. If you think there might be problems with the SQL
database, contact Customer Service & Support before considering a manual rebuild.

You might consider rebuilding the SQL database in the following situations:

» After moving a device to a new ADOM, you might need to rebuild the SQL database in the new ADOM.
« If disk space is running low, you might rebuild the SQL database to try free up disk space.
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Report Performance

g This is only applicable when FortiAnalyzer features are enabled. See the FortiManager
Administration Guide for details.

For reports that you run regularly, set up the following:

¢ Put those reportsinto a group.
» Schedule those reports. If possible, schedule reports to run at off-peak hours and do not schedule reports
to run at the same time as log maintenance tasks.

« Enable auto-cache for those reports.
Grouping reports has these advantages:

e Reduce the number of hcache tables.
e Improve auto-cache completion time.
< Improve report performance and reduce report completion time.

Consider grouping reports in these conditions:
 |f you use the same or a similar report template for different FortiGates in the same ADOM.
« If youregularly use different filters on your reports.

Other ways to improve report performance include:

» Avoid running reports at the same time as log aggregation or log transfer.
» Avoid queries to external sources such as DNS (for name resolution) or LDAP (for obtaining a user list).

For more information, see the FortiManager Administration Guide.
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Security Best Practices

For stronger security, implement the following security best practices.

Administrator access best practices

» Enable password policy and set requirements for the administrator password. The password policy lets you
specify the administrator's password minimum length, type of characters it must contain, and the number of
days to password expiry.

» Use CLI commands to configure the administrator's password lockout and retry attempts.

For example, to set the lockout duration to two attempts and set a two minute duration before the
administrator can log in again, enter the following CLI commands:

config system global
set admin-lockout-threshold 2
admin-lockout-duration 120
end

« Set alower idle timeout so that unattended workstations are logged out.

» Use multi-factor authentication authentication for administrators. For more information, see the
FortiAuthenticator Administration Guide in the Fortinet Document Library.

« Limit administrator access. For example, configure trusted hosts and allowaccess. See Restricting
GUIl access by trusted hosts.

Encryption best practices

Set a strong encryption level. Use the SSL protocol version (TLS version) that meets PCI compliance or your
organization’s security requirements.

For example:

config system global
set enc-algorithm high
set fgfm-ssl-protocol tlsvil.2
set oftp-ssl-protocol tlsvl.2
set ssl-protocol tlsvil.2
set ssl-low-encryption disable
end
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config fmupdate fds-setting
set fds-ssl-protocol tlsvil.2
end

The enc-algorithm setting allows you to specify the security levels for cipher suites.

e set enc-algorithm low uses all OpenSSL ciphers.
e set enc-algorithm medium uses high and medium OpenSSL ciphers.
* set enc-algorithm high (default) uses only high OpenSSL ciphers.

Other security best practices

 Disable unused interfaces.

» Upgrade firmware to the latest version.

« Install physical devices in a restricted area.

< By default, a FortiGate certificate containing the FortiGate serial number is required in order to establish the
tunnel between FortiGate and FortiManager when a FortiGate device connects to a FortiManager unit.
Fortinet recommends keeping this verification enabled. If this setting is disabled using the fgfm-peercert-
withoutsn command, the FortiManager should not be accessible from the internet.

Oy

‘@ fgfm-peercert-withoutsn command not supported

Starting in FortiManager 7.6.2, the fgfm-peercert-withoutsn command is no longer supported,
and the FortiManager will always check the FortiGate's certificate for the FortiGate serial
number.

» Place the FortiManager behind a firewall, such as a FortiGate, to limit attempts to access the FortiManager
device.

X FortiManager behind FortiGate

When FortiManager is behind a FortiGate, AV and IPS features can be enabled on the FortiGate
to further protect FortiManager from malware or intrusion attacks. See the FortiGate
Administration Guide.

? Firewall NAT

If the firewall in front of the FortiManager is NATing the traffic, configure the FortiManager with
the dedicated public IP (see the following Fortinet Community article). This ensures that
FortiGate devices are able to initiate communications (FGFM tunnels) to the FortiManager.
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0Ly

‘9" Access over port 541

If the public FortiGate (or internal FortiGate behind a FortiGate Firewall) needs to access this
FortiManager over port 541, you can use VPN between FortiGates to access FortiManager so the
FortiGate to FortiManager connection still uses internal subnet IPs.

If port TCP/541 of FortiManager is exposed publicly, it is recommended to enable fgfm-deny-
unknown. See Denying unknown connections to FortiManager on page 27.

e Setup NTP.
For example:

config system ntp
set status enable
set sync_interval 60
config ntpserver
edit 1
set server {<address_ipv4> | <fqdn_str>}
end
end
end

e For audit purposes:
» Use named accounts wherever possible.
» Send logs to a central log destination, like FortiAnalyzer.

Do not lose the administrator login information as there is no password recovery mechanism in
FortiManager 5.4.0 and later.

Denying unknown connections to FortiManager

Deny unknown FGFM connections

If the FortiManager is on a public network, it is recommended that you enable the fgfm-deny-unknown command
in the CLI. When this command is enabled, the FortiManager will only allow FGFM connections from Device
Manager managed devices. FortiManager will not add any devices with unknown serial numbers to the
unregistered devices list.

When this setting is enabled, new devices added to FortiManager need to be discovered from FortiManager, or
you can perform zero-touch provisioning by adding a model device for the FortiGate which includes the device
serial number.

Enabling this setting blocks zero-touch provisioning for model devices configured with a pre-shared key, and
will only accept model devices configured with a serial number.
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To deny unknown connections over FGFM:

config system global
set fgfm-deny-unknown enable
end

Q Existing unauthorized devices

Devices that are already in the Unauthorized Devices list will not be removed when this setting is
enabled.

Use a custom certificate for the FGFM connection

You can further secure the FGFM connection by using the following command to enforce the use of a custom
certificate used for the FGFM connection and prevent FortiManager from using the default certificate. The
custom certificate must be installed on all connecting FortiGates. Connections will be denied when the FortiGate
does not have the custom certificate.

config system global
set fgfm-ca-cert

set fgfm-cert-exclusive enable
end

Deny unauthorized devices connecting using syslog

When FortiAnalyzer features are enabled, you can execute the following commands to block unknown
connections via syslog:

To deny unknown connections to syslog:

config system global
set detect-unregistered-log-device disable
end

Deny unauthorized devices connecting to the FortiManager FDS

You can block unauthorized devices obtaining FortiGate update and web filtering services from the
FortiManager acting as FDS.

To deny unknown connections to FDS:

config fmupdate fds-setting
set unreg-dev-option ignore
end
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When using VMs, implement the following:

» Allocate sufficient CPU and memory resources to all VMs based on the number of devices and enabled
features.

* Ensure the VM license meets your requirements for daily log rate (GB/day) and log storage capacity.

W

g It is not possible to increase FortiManager's logging capabilities past what is included in the base
license. For additional logging, see FortiAnalyzer.

For minimum system requirements for VMs, see FortiManager Private Cloud.

Resizing VM

Because resizing a VM may require reformatting the disk and restarting the VM, it is important to plan ahead for
expansion when possible. By including extra space in your initial deployment, you can potentially avoid resizing
an active VM in the future, which would require downtime to safely backup the data and configuration as part of
the process.

The FortiManager-VM allows you to add up to fifteen virtual log disks to a deployed instance. You can use the
following CLI command to see how many log disks have been added and how much disk space is available:

execute lvm info

When adding additional disks, use the following CLI command to extend the LVM logical volume:

execute lvm extend

The execute lvm info command will also display the file-system size, which will not expand beyond the
boundary limit until the disk is reformatted. The FortiManager VM platform file system (ext4) boundary limit is
64TB.

If you are resizing beyond the boundary limit for the file system, you must reformat the disk using the following
command:

execute format disk

Executing this command will erase all device settings/images, databases, and log data on the FortiManager
system'’s hard drive. The FortiManager device’s IP address, and routing information will be preserved. If
reformatting an active VM, it is important to backup logs and config beforehand.

VM platforms may automatically restart or prompt you to restart when resizing an active VM. As a precaution to
prevent database corruption and preserve data in FortiManager, it is best to perform a graceful shutdown
before resizing.

To perform a graceful shutdown, enter the following command in the FortiManager CLI:
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execute shutdown

For more details about these commands, see the FortiManager CLI Reference on the Fortinet Document Library.
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FortiManager performance and sizing
in closed networks

Here you can find best practice information about sizing a FortiManager that is acting as a FortiGuard
Distribution Server (FDS) in closed networks.

When operating in a closed network, FortiGate devices are not connected to the Internet. This is a protective
measure that adds security, but it means that FortiGate devices cannot retrieve updates directly from
FortiGuard. FortiGate devices can instead get the latest FortiGuard updates through an Internet connected
FortiManager acting as a FDS. When FortiManager is acting is as a FDS, it will process the updates for AV/IPS,
Web Filtering database, and license checks.

A closed network configuration with a FortiManager FDS can be set up in either a cascade or air-gapped mode.

Network design and process

In the examples below, the following scenario is used:

» 24 x FortiGate 1800F devices across four data centers.
* One FortiManager cluster per data center.
» FortiGates use FortiManagers as the FDS for AV/IPS, license checks, and the Web Filtering database.

Two network design modes are demonstrated:

+ Cascade mode on page 31
« Air gap mode on page 32

Cascade mode

Design:

The following topology diagram demonstrates the network design using cascade mode where FortiManager-
Ais connected to the Internet, and FortiManager HA 1-4 are not connected to the Internet. The FortiManager
HA 1-4 clusters override to use FortiManager-A as the FDS to download package and database updates, and
provide update and rating services to FortiGate devices.

FortiManager 8.0.0 Best Practices
Fortinet Inc.

31



FortiManager performance and sizing in closed networks

Cascade Mode I—jl
FMG-A FortiGuard Server

Datacenter 1 Datacenter 2 Datacenter 3 Datacenter 4

FMG HA1 FMG HA2 FMG HA3 FMG HA4

] ] ] ]

FortiGates FortiGates FortiGates FortiGates

* FMG HA 1-4 connected with FMG-A
* FMG HA 1-4 override to FMG-A download pkg/DB

Process:

1. FortiManager-A connects to the FDS to download AV/IPS packages, contracts, and Web Filtering database.

2. FortiManager HA 1-4 have no Internet (FGD) access and override to use FortiManager-A to download the
packages and database updates.
3. FortiManager HA 1-4 provide update and rating services to the FortiGates.

Air gap mode

Design:

The following topology diagram demonstrates the network design using air-gap mode where there is no
connection between FortiManager-A and the FortiManager HA 1-4 clusters. The FortiGuard update package
must be imported on each FortiManager cluster using an internal-access only FTP server.
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Air Gap Mode Iil

FMG-A FortiGuard Server

Datacenter 1 Datacenter 2 Datacenter 3 Datacenter 4

FMG HA1 FMG HA2 FMG HA3 FMG HA4

H ] ] ]

FortiGates FortiGates FortiGates FortiGates

« No connection between FMG-A and FMG HA 1-4
* FMG-A download pkg/DB from FGD

* FMG-A export pkg/DB

* FMG HA 1-4 import pkg/DB

Process:

1. Inan air-gaped deployment mode, there is no connection between FortiManager-A and the FortiManager
cClusters.

2. FortiManager-A downloads the updates from FortiGuard.
FortiManager-A exports the downloaded packages.
4. The FortiManager cluster imports the packages. This process must use an internal-access only FTP server.

w

VM sizing guidelines

When FortiManager is configured as a FortiGuard Distribution Server (FDS), memory usage can increase
significantly when large query rating service databases are loaded into memory.

The total required memory for a FortiManager-VM is the sum of the minimum system requirements specified in
the FortiManager Private Cloud documentation plus two times the total size of all rating databases that have
preloading enabled.
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If all rating services are enabled with preload to memory, the total VM memory can be calculated using the
following formula:

VMtotal GB = FMGreq + 2 x (WFdb + IOTdb + FQdb + ASdb + AvQdb)

Were:

* VMtotal: Required minimum virtual RAM (GB).

¢ FMGreq: Minimum virtual RAM required for your FortiManager instance. See the FortiManager Private Cloud
documentation for your hypervisor (for example, VMware ESXi Administration Guide - Minimum system
requirements).

» WFdb: Size of the Web Filter database (grows in size over time as the number of websites increases).
* 10Tdb: Combined size of the three loT databases (Mapping + Range + Single).

» FQdb: Size of the File Query database.

+ ASdb: Combined size of the three Anti Spam databases (Hash + IP + URI).

» AVQdb: Size of the Anti Virus Query database.

Example:

Using the database sizes from January 2026, and assuming preload is enabled for all rating services, a
FortiManager-VM managing 100 devices requires:

VMtotal = 16 + 2 * (13 + 18 + 5 + 0.5 + 0.5) = 90 GB

Disabled services or services with preloading disabled can be excluded from the calculation.

Preloading FortiGuard services

To ensure that the hosted FortiGuard server can respond quickly to rating queries, and to preserve sufficient
disk I/0 and CPU resources for management functions, the enabled databases can be preloaded into RAM.
Enabling preload results in a significantly higher memory requirement.

When preload is disabled, the rating services use less memory but rely heavily on disk I/O to serve requests.
This can result in high 1/0 wait times, increased CPU usage, and degraded FortiManager performance.

Preload behavior can be controlled individually for each rating service using the following CLI commands:

config fmupdate fgd-setting

set
as-preload --- Enable/disable preloading antispam database to memory (default = disable).
av-preload --- Enable/disable preloading antivirus database to memory (default = disable).
av2-preload -- Enable/disable preloading outbreak prevention database to memory (default =
disable).
fg-preload --- Enable/disable preloading file query database to memory (default = disable).

iot-preload -- Enable/disable preloading IoT database to memory (default = disable).

iotv-preload - Enable/disable preloading IoT-Vulnerability database to memory (default =
disable).

wf-preload --- Enable/disable preloading the web filter database into memory (default =
disable).
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Even with all services enabled, it may not always be necessary to preload all databases into memory. This
depends on the number of requests from the devices, the specifics of the inspected traffic, and the available

storage IOPS.

[
s,

Performance testing

g Preload is enabled by default for WebFilter when memory exceeds 60GB.

r(i The performance testing below was done using FortiManager and FortiOS devices running versions

7.0.0 or later.

Web Filtering performance test case and results:

In a closed network, FortiManager will need to download the Web Filtering database and upgrade it in memory
when preload is enabled. It is recommended to allocate two times the size of the database as additional
memory. For example, if the Web Filtering database size is 14GB, the FortiManager will need an additional (14 x

2) = 28 GB RAM.

Some FortiManager units which do not meet the memory requirements, such as FortiManager 300E

which includes 8GB of memory, cannot be used for this purpose.

FortiManager

Platform
FMG3900E
FMG3700F
FMG3100G
FMG3000G
FMG3000F
FMG1000G

CPU

24
40
32
32
32
16

Memory

128G
386G
128G
128G
64G
64G

Cache

7G
7G
10.99G
7.3G
7G
10.89G

CPU usage

70.00%
72.00%
79%
74%
45.00%
57%

Max

URL rating/s

90k
90k
90K
90k
80k
90K

AV/IPS performance test case and results:

FortiManager has no concurrent connection limitation, and the bottleneck for FortiGate updates from

CPU

64-bit
64-bit
64-bit
64-bit
64-bit
64-bit

Loss
Rate <%

0.0200
0.023
0.6
0.01
0.0200
0.001

FortiManager is based on the available bandwidth for the network interface and the number of FDS workers
configured to process download requests on the FortiManager.
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The following scenarios demonstrate how various configurations of FDS workers and network ports affect the
update time per FortiGate device as well as the FortiManager CPU usage.

rd The following performance testing was completed on a FortiManager-3000G with a 32-bit CPU, 128
GB of memory, and running version 7.0.2.

[
s,

g The update package size used to calculate CPU usage below is based on the first time update to
download the full AV/IPS package.

Scenario 1

FortiManager CPU Usage

Network
Number of L!pdate FortiGuard Bandwidth Max Update
FortiGates Time Per Update 2 Concurrent Package
FortiGate S FDS Worker=1 (port Connections Size
1Gbps)
Daemon
1000 14 minutes <1% 98% 960M 1000 110M

In the first scenario, there are 1000 FortiGate devices, one FDS worker is configured to process download
requests on FortiManager, and port2 is used which supports speeds up to 1 Gbps. In this example, each
FortiGate takes approximately 14 minutes to update, and the process uses 98% of the CPU on the FortiManager.
With only one FDS worker and limited network bandwidth over port2, the AV/IPS update process becomes
resource intensive on the FortiManager. Additional resources are recommended.

Scenario 2

FortiManager CPU Usage

Ubd Network M Und
Number of P ate FortiGuard Bandwidth ax pdate
FortiGates Time Per Update 4 Concurrent Package
FortiGate Service FDS Worker=10 (port Connections Size
25Gbps)
Daemon
1000 el <1% 15% 20G 1000 110M
seconds

In the second scenario, the number of supported FortiGates remain the same, but by changing the number of
available FDS workers to 10 and using port4 which supports speeds up to 25 Gbps, each FortiGate is updated in
only 4 to 20 seconds instead of 14 minutes, and the FortiManager CPU usage is 15% instead of 98%. The
FortiManager in this scenario is suitably configured to support the AV/IPS updates for the number of FortiGates
in the closed network.

By increasing the available FDS workers and choosing a network port that supports greater speeds, the load on
the FortiManager CPU and the time to update each FortiGate is reduced.
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Scenario 3

FortiManager CPU Usage

Network
Number of _:_J pda;e FortiGuard Bandwidth
. ime Per
FortiGates | _ ' .. = Update FDS Worker=10 (port4
Service ZSGbpS)
Daemon
3000 100 -120 <10% 50-95% 20G
seconds

Max Update
Concurrent Package
Connections Size

3000 110M

The third scenario uses the same port and number of FDS workers that are used in the second scenario but the
number of FortiGate devices has been increased to 3000. The update time per FortiGate is increased to 100 -
120 seconds, and the FortiManager CPU usage is increased to between 50 and 95%.

As the number of supported FortiGate devices increases, the CPU usage and total time to update each

FortiGate also increase.

To set the maximum number of FDS workers:

config fmupdate fds-setting
set max-work {1-32}
end

max-work = The maximum number of worker processing download requests (1- 32, default = 1).

Conclusion

The following table provides recommendations about the FDS worker settings that should be configured based
on the number of FortiGate devices in your environment. You can see the expected CPU usage and time to

update each FortiGate device based on the recommended settings.

Number of FortiGate Recommended number of CPU Usage Time to updat_e all FortiGate
FDS workers devices

Use default setting

1-50 devices (1FDS Worker) 20-50%
50 - 1000 devices Change max-worker to 10 50 -90%
1000 - 3000 devices Change max-worker to 24 50-90%

Keep the max-worker set to
24.

While you can configure the
FDS worker setting up to 32,
there is no benefit to CPU load
beyond 24 in this scenario.

3000 + devices
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