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Free three-day VPN access for FortiClient

After you install FortiClient 6.2.1, you get three-day free VPN access so that you can connect to a remote EMS for
license activation. You must connect to the remote EMS to activate your license and unlock all supported FortiClient
features.

After initial FortiClient installation, if FortiClient has not registered to any EMS, all FortiClient features are disabled
except for Remote Access. You can use full FortiClient VPN functionality for three days. The FortiClient GUI shows that
it is unlicensed and indicates the time that VPN will be available in this unlicensed state.

UNLICENSED

L}, REMOTE ACCESS D
- —

Please connect to Endpoint Management Server (EMS) for license activation.
Unlicensed VPN access is available until Jul 08, 2019 5:29:23 PM

Configure VPN

You can configure and establish a VPN connection to a FortiGate. This allows the endpoint to reach an EMS behind a
FortiGate.

UNLICENSED
VPN Connected

Jm I

VPN Name corp_vpn
IP Address 11.212.134.200
Username HRR-CTully
Duration 00:00:.06
Bytes Received 859 KB
Bytes Sent 31.24 KB

L) REMOTE ACCESS

Following successful registration to EMS, FortiClient receives a full license if available from EMS. EMS enables all
FortiClient features configured on the assigned endpoint profile, which may include Remote Access.
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If FortiClient goes offline after registering to EMS, FortiClient features remain enabled for 30 days. You can still
establish a VPN connection to the FortiGate in this scenario.

If FortiClient does not register to EMS or obtain a valid Fabric Agent license during the three-day free VPN access, the
Remote Access feature becomes unavailable. At this point, the endpoint must be able to reach EMS without a VPN
connection to connect to EMS. Upon successfully receiving a license from EMS, EMS enables all FortiClient features
configured on the assigned endpoint profile.

30-day free trial support

EMS supports a 30-day free trial. After installing EMS, you can enroll for a 30-day free trial from the EMS GUI. This
makes it easier for prospective customers to try the FortiClient product. If you want to extend your trial, you must
contact Fortinet sales for an evaluation license.

To activate 30-day free trial support:

1.
2.
3.

Download an EMS installation file from the Fortinet support site or obtain the file from Fortinet sales.

Install EMS.

If you do not have a FortiCare account, create a FortiCare account. You can create a FortiCare account in one of

two ways:

a. Register directly on the FortinetOne website.

b. Register via the link on the EMS GUI. When you install and log in to EMS, EMS displays the following prompt if
EMS is unlicensed. Click the Try free for 3-days button.

We didn't find any licenses for this EMS.
If you want to evaluate this product, click below for a 30-day free trial.

Try free for 30-days

Already purchased a license? Log in here ==

Click Sign up now >>.
On the FortinetOne registration page, create an account.
In EMS, in the FortiCare Support Registration dialog, enter your FortiCare email address and password.

Click Login & Start Trial. EMS retrieves a trial license from FortiCare. The following shows the trial license
information retrieved from FortiCare.

License Information x

Trial license applied
Fabric Agent with Endp... &= Trial Expiring

Sandbox Cloud Trial Expiring
FortiClient Licenses Av...10
Chromebook Trial Expiring

Chromebook Licenses ... 10

Go to Administration > Configure License. Verify that your EMS has a 30-day trial license with ten seats for
Windows, macOS, and Linux endpoints, and ten seats for Chromebook endpoints, with all features enabled.
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FortiClient Endpoint Management Server

& Dashboard > :
Configure License
Ld Endpoints >
Serial number FCTEMS0000099291
4 Quarantine Management ¥
Hardware 1D ¥ . _0806-| ¥
& Software Inventory > 5530BD&8-E296-416F-9806-D18094E3917B-5A8C0CF7
[8 Endpoint Policy > » Fabric Agent with Endpoint Protection Trial Expiring
L& Endpoint Profiles. > » Sandbox Cloud Trial Expiring
# Manage Installers > FortiClient Licenses Used 0 out of 10
L& Profile Components > Chromebook Trial Expiring
L8 Telemetry Gateway Lists > Chromebook Licenses Used 0outof 10
L& compliance Verification %

<

& Administration

Administrators & FortiCare Support Account ledington@smartgrid ca

Admin Roles

User Servers Sync License Now | Edit Account | Delete Account

After 30 days, EMS shows that the license expired.

FortiClient Endpoint Management Server

& Dashboard > :
Configure License
Ld Endpoints >
Serial number FCTEMS0000099291
4 Quarantine Management >
Hardware ID ¥ . _0806-| ¥
& Software Inventory > 5530BD&8-E296-416F-9806-D18094E3917B-5A8C0CF7
(& Endpoint Policy > » Fabric Agent with Endpoint Protection Trial Expired
L& Endpoint Profiles > # Sandbox Cloud Trial Expired
# Manage Installers > FortiClient Licenses Used 0 out of 10
L& Profile Components > Chromebook Trial Expired
L8 Telemetry Gateway Lists > Chromebook Licenses Used 0outof 10
L& Ccompliance Verification >

& Administration

Administrators & FortiCare Support Account ledington@smartgrid ca

<

Admin Roles

User Servers Sync License Now | Edit Account | Delete Account

We didn't find any licenses for this EMS.
To purchase licenses, visit Fortinet Service & Support.

Purchase Sync License Now Remind me tomorrow

You can purchase a full license before or after the trial license expires. After upgrading to the full license using the
FortiCare account created in step 3, go to Administration > Configure License and click the Login & Sync License
Now button. EMS checks for and retrieves the full license from FortiCare.
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VPN option to enforce disclaimer acceptance

You can enforce acceptance of a disclaimer message before a remote user connects to IPsec or SSL VPN. You can use
the disclaimer message to notify the end user of important points to remember when using FortiClient VPN.

This guide assumes that you have configured SSL VPN in FortiOS and it is ready to use.

To configure enforcing disclaimer acceptance:

1. In EMS, under Endpoint Profiles, select the desired profile.
2. Onthe VPN tab, edit an existing VPN tunnel, or create a new one.

3. Onthe Advanced Settings tab, enable Enforce Acceptance of Disclaimer Message. Enter a custom message in
the text box.

Editing VPN Tunnel: test x

@ Changes to this VPN tunnel will not be saved until the profile is saved

Basic Settings Advanced Settings

Advanced Settings

On Connect Script

Enable Single User Mode
Enable Invalid Server Certificate Warning
On Disconnect Script
@ Save Usermame
Allow Non-Administrators to Use Machine Certificates
@) Enforce Acceptance of Disclaimer Message

You are about to connect to protected, monitored corporate systems.
Please abide by the company policies on computer systems. Failure
to do so may lead to suspension of privileges. Would you like to

The following features need to also be configured on FortiGate to be enabled.
@) Show "Remember Password" Option
@ Show "Always Up" Option

@) Show "Auto Connect" Option

4. Click Save Tunnel.

When a remote user establishes a VPN connection, the disclaimer message displays. If the user clicks Accept, the VPN
connection establishes successfully. If the user clicks Disconnect, the VPN connection process terminates.

VPN Legin X

*ou are sbout ta connect ta protected, monitared corporate systems. Please abids by the
campany policies on computer systems. Failure o do s may lead ta suspension of
privileges. Would you like to procesd?

s

The disclaimer message displays under the following scenarios:

« When the user attempts to connect to VPN when Auto Connect and/or Always Up are enabled.
« Before the VPN connection establishes, if the endpoint restarts.

« With resilience configuration, when FortiClient connects to the primary or secondary FortiGate.
« When you have enabled Show VPN before Logon.
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Change log

Date Change Description

2019-07-18 Initial release.

2020-02-26 Added VPN option to enforce disclaimer acceptance on page 7.
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