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Introduction

Datasets define what data is extracted from the database and represented in a report’s chart. To create a report
based on log messages in the local database, you can use either the predefined datasets or create your own
custom dataset by querying the log message in the SQL database on the FortiAnalyzer.

While FortiAnalyzer provides pre-defined datasets that address the most common queries, you must
understand Structured Query Language, also known as SQL, in order to effectively modify those datasets or
create your own.

This document describes how to create and modify datasets in FortiAnalyzer. There is some information to
explain SQL as it applies to the datasets, but it is not comprehensive.

Ly
.

g FortiAnalyzer supports local ClickHouse SQL databases for the storage of log tables.
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Creating datasets

The following procedure describes how to create datasets in FortiAnalyzer.

For additional details, see the FortiAnalyzer Administration Guide in the Fortinet Docs Library.

To create a custom dataset:

1. Goto Reports > Report Definitions > Datasets.

2. Click Create New.

3. Configure the dataset.

Create Dataset
Name

Log Type
Query

Variables

Go | Stop
Time Period

Devices

Name

Log Type

Query

Application Control -

1

@ Recommenda

Validate | Analyze

Variable

Query | | Format

Expression Description Action

Previous 7 Days

All Devices v

Enter a name for the dataset.

Select the log type to be used in the dataset.

$logis usedin the SQL query to represent the log type you select, and it is
run against all tables of this type.

If you are creating the dataset in a Fabric type ADOM, you must choose the
log type under the appropriate device type. For example, FortiGate or
FortiMail.

Enter the SQL query used for the dataset. An easy way to build a custom
query is to clone and edit a predefined dataset.
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Creating datasets

Recommendations

Validate

Analyze Query

Format

Variables

Go
Time Period
Devices

While entering the SQL query in this field, automatic suggestions display a
list of possible commands, table names, log fields, and more to use in your
query where applicable. You can also mouse over related areas in the Query
field to view the log fields available in the table. For example, you can
mouse over from $log to view the log fields in that table.

Check for similar predefined dataset queries. The Dataset Query
Recommendations pane displays the datasets in order of rating by
similarity. You can expand the recommended dataset queries and Copy or
Format the query, as needed. For an example, see Dataset
recommendations on page 10.

Validate the entered SQL query. If any errors are present in the query, the
details of the error are displayed below the query. If there are no errors in
the query, the message will display OK.

For an example, see Dataset validation on page 8.

Perform a detailed analysis on the SQL query. Analyze Query displays the
original SQL query, the transformed SQL query (if applicable), and the

SQL validation results. For an example, see Analyzing a query on page 9.
This function also allows users to view the hcache query that is used when
a report using this dataset has enabled the auto-cache option for faster
report generation. For more information on hcache, see Hcache on page 19.

Automatically format the entered SQL query, making it easier to read,
update, and detect errors.

Click the + to add variable, expression, and description information.

If added, the expression for the variable will be used when configuring
filters for reports that use this dataset. For example, if Variable = User
(user) and Expression = coalesce(nullifna( user ), ipstr( srcip *)), then the
expression will be used when User (user) is selected as the Log Field in a
report's filter. See Filtering report output in the FortiAnalyzer Administration
Guide.

Test the SQL query before saving the dataset configuration.
Click Stop to end a test in progress.

From the dropdown, select a time period to run the SQL query against.
When selecting Custom, enter the start date and time, and the end date and
time.

From the dropdown, select devices to run the SQL query against.

The SQL dataset test function (Go) can be used to determine if any errors are present in the SQL
format. It should not be used to test returned values as those may be different than the ones

used in reports.

4. Click OK to save.
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Creating datasets

To add a dataset to a chart:

1. Goto Reports > Report Definitions > Chart Library, and click Create New or edit an existing chart.
2. From the Dataset dropdown, select your custom dataset.

3. Configure the remaining chart details, and click OK.
The chart based on your custom dataset is now available for use in reports.

To use a chart in reports:

1. Goto Reports > Report Definitions > All Reports.

2. From the Report dropdown, click Create New.
You can also edit an existing report to add the chart.

3. Inthe Create Report dialog, configure the options and click OK.

4. Name Enter a name for the report.

Create from Select Blank or Template.
If Template is selected, select a template for the report from the Select
Template dropdown.

Save to Folder From the dropdown, select a folder to save the reportin.
You can click the Add button to save the report to multiple locations.

5. Go to the Editor tab for the report, and click Insert Chart.
6. From the Chart dropdown, select the chart that you created.

7. Click OK.
Chart Properties x
Chart
All ~
[ Packet Denied by UTM or Destination -
Edit Chart |~ Clone Chart
Title
fdefault}
Width (px / %)
100%
Filters
Log Field Match Criteria Value
Click here to add a new filter
E3d ce

8. Configure the remaining report settings, and save your changes.

For more information, about creating charts and creating reports, see the FortiAnalyzer Administration Guide.

Dataset validation

Once a dataset has been created, you can validate the dataset query to confirm it works as intended.

When creating or editing a dataset, click Validate to validate the dataset query.

FortiAnalyzer 8.0.0 SQL Query Documentation
Fortinet Inc.


https://docs.fortinet.com/document/fortianalyzer/8.0.0/administration-guide

Creating datasets

If there is any warning or error message in the validation result, click Show Examples to review query examples
on how to correct the issues.

Create Dataset x
Name
Log Type Application Control -
Query 1 select appcat, app_group, bandwidth, sum(bandwidth) over (partition by appcat) as total bandwidth from (select appcat, app_group_name{app)
as app group, sum(bandwidth) as bandwidth from ###(select app, appcat, user src, sum(bandwidth) as bandwidth, sum(sessions) as sessions
from ###base(/*tag:rpt_base t top app*/select $flex_timestamp as timestamp, dvid, srcip, dstip, epid, euid, coalesce(nullifna('user'),
nullifna( unauthuser”), ipstr(’srcip’)) as user src, service, appid, app, appcat, apprisk, hostname, sum(coalesce(rcvddelta, rcvdbyte, 0))
as traffic_in, sum(coalesce(sentdelta, sentbyte, 8)) as traffic_out, sum(coalesce(sentdelta, sentbyte, ©)+coalesce(rcvddelta, rcvdbyte, 8)
as bandwidth, sum(CASE WHEN (logflag&l>0) THEN 1 ELSE © END) as sessions from $log-traffic where $filter and (logflag&(1]32)>0) and
nullifna(app) is not null group by timestamp, dvid, srcip, dstip, epid, euid, user src, service, appid, app, appcat, apprisk, hostname
order by bandwidth desc, sessions desc)base### t where nullifnalappcat) is not null group by app, appcat, user src)### t where $filter-
drilldown and app is not null group by appcat, app _group) t order by total bandwidth desc, appcat
@ Recommendations
Analyze Query | Format
A Validate Result
WARNING: ‘order by’ clause is expected in hcache
Show Examples
Variables Variable Expression Description Action

Analyzing a query

When creating or editing a dataset, click Analyze Query to review details of the dataset query.

Create Dataset x
Name
Log Type Application Control =
Query 1 select srcip, dstip, coalesce(nullifnal‘user'), nullifnal unauthuser®), ipstr(‘srcip')) as user_src, sum(CASE WHEN (logflag&l>) THEN 1
ELSE © END) as sessions from $log-traffic where $filter group by srcip, dstip, user src
@ Recommendations
Validate Format
A Validate Result
WARNING: ‘order by’ clause is expected in hcache.
Show Examples
Variables Variable Expression Description Action
+
Go
Time Period Previous 7 Days
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Creating datasets

Analyze Query %
SQL Validation Result

WARNING | ‘order by' clause is expected in heache.

SQL Query Information

Original SQL Query

select srcip, dstip, coalesce(nullifna(’user’), nullifna( unauthuser’), ipstr(’srcip’)) as user_src, sum(CASE WHEN (logflag&l>8) THEN 1 ELSE @ END) as
sessions from $log-traffic where $filter group by srcip, dstip, user src

Transformed SQL Query v

select “srcip’, “dstip’, “user src’, sum(’sessions’) as 'sessions’ from ###(select srcip, dstip, coalesce(nullifna( user’), nullifna( unauthuser’),
ipstr( srcip')) as user src, sum(CASE WHEN (logflag&1>0) THEN 1 ELSE @ END) as sessions from $log-traffic where $filter group by srcip, dstip, user src)### t
group by ‘srcip', ‘dstip’, “user src'

Heaches Query List v
hcache #1

Heache SQL Query v

select srcip, dstip, coalesce(nullifna('user'), nullifna(’unauthuser'), ipstr('srcip')) as user_src, sum(CASE WHEN (logflaghl>8) THEN 1 ELSE @ END) as
sessions from $log-traffic where $filter group by srcip, dstip, user src

Heache Aggregation

select “srcip’, “dstip’, ‘user_src’, sum('sessions’) as ‘sessions® from ###(select srcip, dstip, coalesce(nullifna( user’), nullifna( unauthuser’),
SQL Validation Result The validation results of the query.

SQL Query Information
Original Query The original input query.

Transformed SQL Query The whole dataset query after transformation.

If the original query has hcache signs “###(“ and “) ###”, then no
transformation is needed for the original query.

If the original query has a log macro (for example, $1log, $log-traffic)
and does not have hcache signs “###(“ and “) ###”, the whole original
query will be the hcache query. The report engine will automatically
add hcache signs and the rest of the transformed query outside the
hcache part for this dataset.

Hcache Query List Every hcache query in this dataset will be listed.
Hcache SQL Query The hcache query that is used for creating hcache tables.

Hcache Aggregation  The query used in hcache aggregation.

Dataset recommendations

When creating or editing a dataset, click Recommendations to check similar predefined dataset queries.

The query does not have to be complete or validated. FortiAnalyzer will try to extract log fields and function
names from the input query string to find similar predefined datasets. If the dataset Name is not empty, it will be
considered in the process as well. The matched keywords from your input and the predefined datasets will be
highlighted in the results.
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Creating datasets

Dataset Query Recommendations x
Top: 10 v

a2 Top SVERE Appiication EEEEE S

select app as appname, sumitotal_num) s total_num from ###(select $flex_timestamp as timestamp, app, appcat. appid,
apprisk, (CASE WHEN direction=incoming THEN [EEaz] ELSE| END) as source, (CASE WHEN direction=incoming'
THEN ELSE END) as victim, count{*) as total_num from $log-app-ctrl where $filter and nullifna(app) Is not null
group by timestamp, app. appcat, appid, apprisk, source, victim order by total_num desc)### t group by app order by
total_num desc

i aware-JETiJ Maiware-By-Count EEE 41 )
 CTAP-Totsl Malware-Botnet Detected EEEE 37 >7
7Tntz}-Re\:ommended»Acnons-by-Cuunt EmEE 37 >
security-Malware-Botnet mmmE 37 )
CTAP-Malware-Botnet-Spyware-Timeline EEEE 37 )
security-[T-Visibility-Control-Summary [ ] 155
appetr-IRTY Blocked-SIP-Callers a 155
apprisk-ctrl-File-Transferred-By-[YTaIETm] [ ] 15>
Botnet-and-Malware-Infections [ ] 115

Troubleshooting SQL test queries

When creating or editing a dataset, click Go to test the query. This will display any errors that are present in the

SQL query.

X You can click Format to automatically format the entered SQL query in a dataset, making it easier to
read, update, and detect errors.

To test a dataset query:

PN

5.

Follow the procedures in Creating datasets on page 6 or clone an existing dataset.
From the Time Period dropdown, select a time period to use for the test.

From the Devices dropdown, select the devices to use for the test.

Click Go.

Once the test is finished, the query results are displayed.

Click OK.

If the SQL test is unsuccessful, an error message is displayed to indicate the cause of the problem in the query.

Following are some example error messages and possible causes:

ERROR: syntax error at or near...

« Check that SQL keywords are spelled correctly and that the query is well-formed. Table and column names

are demarked by grave accent (") characters. Single (') and double (") quotation marks will cause an error.

No Data
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Creating datasets

» The query is correctly formed, but no data has been logged for the specified log type. Check that you have
configured and authorized a logging device of that type on the FortiAnalyzer.

Macros

Macros are translated to expressions in the query. For example, ${REPORT_SESSION} is converted to
(logflag&l>@). Note that this macro is only available as of FortiAnalyzer 7.4.2.

logflag&1>0 means to filter out other logs than report sessions; logflag&(1]|32)>0 means to keep report
sessions as well as long live sessions. You can use ${REPORT_SESSION} or ${REPORT_SESSION_WITH_LONGLIVE}
instead of the logflag&1l or 32.

More logflag related macros are as follows:

'${FGTLOG_F_REPORT_SESSION}': '1',

'${FGTLOG_F_BLOCKED_ACTION}': '2',

'¢{FGTLOG_F_CLOUD_APP}' : '4',

"${FGTLOG_F_FCT_SYSUSR}' : '8',

'${FGTLOG_F_BOTNET}' :'16',

'¢${FGTLOG_F_LONGLIVE_SESSION}' :'32',

'¢{FGTLOG_F_DNS_QNAME}' :'64",

'${REPORT_SESSION}': '''(logflag&${FGTLOG_F_REPORT_SESSION}>@)''"',

'${REPORT_BLOCK_SESSION}': '''(logflag&(${FGTLOG_F_REPORT_SESSION}|${FGTLOG_F_BLOCKED_ACTION})=
(${FGTL OG_F_REPORT_SESSION}|${FGTLOG_F_BLOCKED_ACTION}))''",

'${BLOCKED_ACTION}': '''(logflag&${FGTLOG_F_BLOCKED ACTION}>@)''"’,

"${IS_CLOUDAPP}': '''(logflag&${FGTLOG_F_CLOUD_APP}>0)''",

"${IS_FCT_ENDUSER}': '''(logflag IS NULL OR logflag&${FGTLOG_F_FCT_SYSUSR}=@)''"',

"¢${IS_BOTNET}': '''(logflag&${FGTLOG_F_BOTNET}>@)'"'",

'¢${REPORT_SESSION_WITH_LONGLIVE}': '''(logflag&(${FGTLOG_F_REPORT_SESSION}|${FGTLOG_F_LONGLIVE_
SESSION})>e)''',

"¢{DNS_QNAME}': '''(logflag&${FGTLOG_F_DNS_QNAME}>@)''",
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SQL tables

SQL is the database language that FortiAnalyzer uses for logging and reporting. Log data is inserted into the
SQL database for log view and report generation. FortiAnalyzer uses a ClickHouse SQL database.

In an SQL database all information is represented as tables, and each table consists of a set of rows and
columns. There are two types of tables:

» User tables, which contain information that is in the database, and
« System tables, which contain the database description.

Once a log table is matured, FortiAnalyzer will add a timestamp to the table number, and then start running
hcache queries. When the table matures depends on the platforms. Most tables will be rolled around five million
rows. If the table size is too big, it will cause issues such as out of memory. There is one table called “table_ref”
to store the log table info.

FortiAnalyzer has master tables and child tables. A child table has "ALLELSE" in its name, and its master table
can be found in column "tbl_master"in the table "table_ref".

You can use information from SQL tables to create custom datasets for use in report charts.

For example, below are some of the available tables:

$ADOM_ENDPOINT and $ADOM _ FortiAnalyzer will learn UEBA for logs, and try to identify endpoints,
EPEU_DEVMAP endusers, device mappings.

$ADOMTBL_PLHD_AUDIT_HST Used for security rating data.

devtable_ext Used for device id mapping in the interface table.

intfinfo Used for FortiGate interface data from RESTAPI.

Log types and subtypes

Log types each have a SQL table that can be specified when creating datasets. The available log types are
visible when selecting the Log Type for the dataset.

Log types also include log subtypes, which are types of log messages that are within the main log type. For
more information on log types and subtypes, see the FortiAnalyzer and FortiGate Log Message Reference
guides on the Fortinet Document Library.

If you are combining data from multiple log types in a custom dataset, you must use the appropriate type name
(s) in the SQL statement.
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SQL tables

Log types available in FortiAnalyzer datasets

Device type Log type
Application Control
Intrusion Prevention
Content
Data Leak Prevention
DNS
Email Filter
Event
File Filter
GTP
FortiGate Vulnerability Scan
Protocol
SSH
SSL
Traffic
Antivirus
VolP
Web Application Firewall
Web Filter
Local Event
Email Filter
Event
FortiMail
History
Antivirus
Application Control
FortiAnalyzer
Event
Attack
FortiWeb Event

Traffic

FortiAnalyzer 8.0.0 SQL Query Documentation
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Name in SQL
$log-app-ctrl
$log-attack
$log-content
$log-dip
$log-dns
$log-emailfilter
$log-event
$log-file-filter
$log-gtp
$log-netscan
$log-protocol
$log-ssh
$log-ssl
$log-traffic
$log-virus
$log-voip
$log-waf
$log-webfilter
$log-local-event
$log-emailfilter
$log-event
$log-history
$log-virus
$log-appevent
$log-event
$log-attack
$log-event

$log-traffic
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SQL tables

Device type

FortiCache

FortiClient

Syslog

FortiManager

FortiSandbox

FortiDDoS

FortiAuthenticator

Log type
Application Control
Intrusion Prevention
Content

Data Leak Prevention
Event

Vulnerability Scan
Traffic

Antivirus

VolP

Web Filter

FortiClient System Event
FortiClient Security Event
FortiClient Traffic
Syslog

Application Control
Event

Event

Vulnerability Scan
Antivirus

Intrusion Prevention
Event

Event

FortiAnalyzer 8.0.0 SQL Query Documentation
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$log-app-ctrl
$log-ips
$log-content
$log-dip
$log-event
$log-netscan
$log-traffic
$log-virus
$log-voip
$log-webfilter
$log-fct-event
$log-fct-netscan

$log-fect-traffic

$log-appevent
$log-event
$log-event
$log-netscan
$log-virus
$log-ips
$log-event

$log-event
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SQL tables

Device type Log type
Application Control
Intrusion Prevention
Data Leak Prevention
DNS
Email Filter
Event
File Filter
FortiProxy Protocol
SSH
SSL
Traffic
Antivirus
VolP
Web Application Firewall
Web Filter
Asset
FortiNAC
Event
DNS
Event
File Filter
FortiFirewall GTP
SSH
SSL
Traffic
FortiSOAR Event
Intrusion Prevention
FortiADC Event
Traffic

FortiDeceptor Event

FortiAnalyzer 8.0.0 SQL Query Documentation
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$log-app-ctrl
$log-ips
$log-dip
$log-dns
$log-emailfilter
$log-event
$log-file-filter
$log-protocol
$log-ssh
$log-ssl
$log-traffic
$log-virus
$log-voip
$log-waf
$log-webfilter
$log-asset
$log-event
$log-dns
$log-event
$log-file-filter
$log-gtp
$log-ssh
$log-ssl
$log-traffic
$log-event
$log-ips
$log-event
$log-traffic

$log-event
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SQL tables

Device type Log type Name in SQL
Attack $log-attack
FortiNDR Event $log-event
NDR $log-netscan
Event $log-event
Fortilsolator
Traffic $log-traffic
FortiEDR Event $log-event
Data Leak Prevention $log-dip
Event $log-event
Protocol $log-protocol
FortiPAM Secret $log-security
SSH $log-ssh
Traffic $log-traffic
Antivirus $log-virus
FortiCASB Data Leak Prevention $log-dip
FortiToken Event $log-event
Fabric Normalized

Log severity levels

Each log entry contains a level field that indicates the estimated severity of the event that caused the log entry.
When a logging severity level is defined, the FortiAnalyzer unit logs all messages at and above the selected
severity level. For example, if you select Error, FortiAnalyzer logs Error, Critical, Alert, and Emergency level
messages.

The Debug log severity level is rarely used. Debug log messages are useful when the FortiAnalyzer unit is not
functioning properly. Debug log messages are only generated if the log severity level is set to Debug. Debug log
messages are generated by all subtypes of the event log.

To view information about log severity levels, see the FortiAnalyzer Log Message Reference.
Each log table stored in an SQL database contains log fields that can be used in datasets.
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SQL tables

You can view a full list of the fields available for each log type in the FortiAnalyzer ClickHouse Schema file
available from the FortiCloud Support page.
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Hcache

The hcache is a proprietary FortiAnalyzer report caching system. The hcache runs Report/FortiView queries on
the matured DB log tables in advance and stores the results in the DB “hcache tables”. When a report or
FortiView is running, it will search the pre-built hcache results first instead of running the whole dataset query
based on the log tables. This significantly decreases the time for running queries.

In datasets, “###(“ and “)###” are the start and end hcache tags; the query between them is called an hcache
query. These are used for creating hcache tables. The query outside the three hash signs will use the results in
the hcache table.

The hcache tags are optional. If a dataset query does not use three hashes but has a log table macro, "$log",
the whole query will be an hcache query. In this case, the report engine will automatically add three hashes and
the rest of the query outside the hcache query. The whole query can be found by clicking Analyze when
creating or editing the dataset.

Hcache base queries are between "#it#tbase (" and ")base###". Some hcache queries share the same hcache
base queries.

Both Fortiview and dataset queries may have /*tag:rpt_base_t_top_app*/ tags. Those tags are for naming the
hcache, for example, “rpt_base_t_top_app” is a report top-application hcache base on traffic logs.

Filter-drilldown

The filter-drilldown, "where $filter-drilldown", comes outside the hcache query. When the filter values vary,
the hcache query will not be affected, so the hcache table does not need to be rebuilt. Normally, you do not
need to add the filter-drilldown to the query as it's automatically added by the report engine where applicable.

Group by and order by clauses

Due to performance concerns, the number of rows in hcache tables are limited. An hcache table will be trimmed
if its length exceeds the maximum limit. Group by and order by clauses are needed in the hcache query to
aggregate and select the significant results.

Note that "/*skipSTART*/" and "/*SkipEND*/" are usually used around the order by clauses. The auto-cache
engine will monitor if the data trimming happens while running the hcache. If there is no data trimming, then the
order by is not necessary for the hcache. In this case, the order by clause inside the tags will be removed for
better query performance.

The /*fabricStart*/ and /*fabricEnd*/ are for FortiAnalyzer fabric cases in the supervisor.

Grouping by itime or dtime

If aresultis grouped by "itime" or "dtime", the important results may be trimmed and lost.

The dtime is the device time when FortiGate creates logs, and the itime is the timestamp when logs come to
FortiAnalyzer.

If dtime does not exist, FortiAnalyzer will add it into logs. In fact, there is a special handling on FortiAnalyzer
dtime:

dtime = the timestamp (epoch time) when the log was created + the timezone offset in seconds.
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Hcache

In such a way, it's easy to get the FortiGate log local time with from_dtime(dtime) in SQL.

As there are often FortiGates from various time zones registered in FortiAnalyzer, the best practice is to use
itime, whichis in UTC timestamp and timezone independent. The dtime is mainly used when showing FortiGate
local time or calculating time duration; for example, max(dtime) - min(dtime).

Regarding time accuracy, as the default FortiGate config to send logs is near real-time, the itime timestamp
created by FortiAnalyzer when it receives FortiGate logs is acceptable as opposed to the timestamp when
FortiGate sends the log. When there is a very strict requirement on time accuracy, we can use eventtime, which
is in nanoseconds when the FortiGate log is generated.

The "$flex_timescale(timestamp)" will give data points based on report range. For example, one data point
per hour for a seven-day report, and one data point per five minutes for a one-day report.

Grouping hcache queries

For each report, you can use the Enable Auto-cache setting to reduce the time for generating reports. All the
charts and datasets of this report will be auto-cached, and their hcache tables will be created automatically
when new logs come in and log tables are matured.

Edit: 00 All_chart_types

Path
Name
Time Zone

Time Period

Devices

Subnets

Include Subnets

Exclude Subnets

All Reports

00 All_chart_types
Default

Today

(L]
O Al Devices
@ Specify
BAIl_FortiGate
Select Device
O All Subnets
@ Specify

Click here to select

1 Entry Selected

@ Generate separate report per-device/VDOM

Enable Schedule

Enable Auto-cache@
Extended Log Fitering @

Details of auto-cached reports/charts/datasets can be found using the following CLI command:

m}
0
a

v

diagnose test app sqlrptcached 5
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diag test app sqirpt... W e ® 3% §Morev [ %

es rpt -need-re loag

cha

Too many auto-cache tasks will take a lot of resources and affect the performance of FortiAnalyzer.
Ideally, we would like to combine similar hcache queries into one query, so fewer hcache tables need
to be created for the auto-cached reports. Datasets that contain those hcache queries need to be
adjusted accordingly.

The following CLI commands will show the results of grouping hcache queries in auto-cached datasets:
diagnose test application sqlrptcached 6
diagnose test application sqlrptcached 7

diagnose test application sqlrptcached 8
diagnose test application sqlrptcached 9

g These CLI commands were added as of FortiAnalyzer 7.4.2.

diag test app sqirpt... B @& iMorev o[ %

and group 10

name
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Show grouping results

The following CLI command will show the grouping results of hcache queries from auto-cached datasets:
diagnose test application sqlrptcached 6

Use help to show the usage information for the command:
diagnose test application sqlrptcached 6 help

Include an ADOM name to show auto-cache SQL grouping summary for the specified ADOM:
diagnose test application sqlrptcached 6 <adom>

diag test app sqirpt... N e@® 3 iMorev .M X

me and group ID

Use detail to show all auto-cache SQL grouping details for the specified ADOM name:
diagnose test application sqlrptcached 6 <adom> detail

diag test app sqlrpt... W@ Moy [ x

detail

it in ('webfilter’, 'bannec d', 'web-content', wd-block', "script-filter')

heache 1/1:

Dataset name: 13cABage5dabd8f3a7f122624e15eeab

Dimensions:

Include a group ID to show auto-cache SQL grouping details for the specified ADOM name and group ID:

diagnose test application sqlrptcached 6 <adom> <group-id>
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diag test app sqlrpt... @3 §Moev [ %

Group ID: FGT-traffic-0002

erou

utmevent

, 'script-filter')

Upload grouping results

The following CLI command will upload the grouping results of hcache queries to an ftp/sftp/scp server:
diagnose test application sqlrptcached 7

Use help to show the usage information for the command:
diagnose test application sqlrptcached 7 help

diag test app sqlrpt... o e® 3 Morev M x

ecified ADOM name

FAZVMG4 4

Show recommendation results

The following CLI command will show the grouping results of hcache queries from both auto-cached datasets
and predefined datasets. In each group, there will be Input details which are hcache queries from auto-
cached datasets.

diagnose test application sqlrptcached 8

The Recommendation queries are from predefined datasets, so you can check if your auto-cached hcache
queries can be replaced by one of the predefined hcache queries.

Use help to show the usage information for the command:

diagnose test application sqlrptcached 8 help
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diag test app sqlrpt... W m@® 3 Moev [ x

Inp

hcache 1/:

Dataset name: aware-Threats-By-Day-Radar

p-ctrl where Sfilter an

hcache 1/2:

Upload recommendation results

The following CLI command will upload the recommendation results of hcache query groups to a ftp/sftp/scp
server:

diagnose test application sqlrptcached 9
Use help to show the usage information for the command:
diagnose test application sqlrptcached 9 help

diag test app sqlrpt... Wwe@® &L Moey o M %

Connected
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Examples of datasets

For examples, you can review the SQL queries for predefined datasets in the FortiAnalyzer Dataset Reference.
These datasets can be cloned and edited in the FortiAnalyzer GUI to create custom datasets.

After you create the datasets, you can use them when you configure charts under Reports > Report Definitions
> Chart Library. Configured charts can be selected when creating or modifying reports. For more information on
creating charts and reports, see the FortiAnalyzer Administration Guide.
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https://docs.fortinet.com/document/fortianalyzer/8.0.99/dataset-reference/398203/introduction
https://docs.fortinet.com/document/fortianalyzer/8.0.0/administration-guide
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