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Introduction

Introduction

This document includes the following information:

« Regular FortiDDoS KVM Deployment on page 6
¢ SR-I0V FortiDDoS KVM Deployment on page 13

vNIC Support
VNIC Type FortiDDoS Version Support Number
virtio 6.1.2 and later 8; default 8
140e-vf 6.1.2 and later 2-8
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KVM DDoS default

KVM DDoS for SR-IOV
support offers best
performance



Regular FortiDDoS KVM Deployment

Regular FortiDDoS KVM Deployment

Before you begin:

SSH to your KVM host server and copy the FortiDDoS KVM image(.zip) file to this server and unzip it to one path. There
will be two files, displayed similar to the following:

root@KVMDDOS :~/Images f
total 216M
-mw-r--r-- 1 root root 187M Apr 15 19:47| boot.qcow2

-Mw-r--r-- 1 root root 36M Jun 9 2815 data.qcow2
root@KVMDDOS : ~/Images /ddos /buildea71# |

To deploy the FortiDDoS-VM virtual machine:

1. Onthe KVM host server, launch the Virtual Machine Manager (virt-manager), and then select Create a new virtual
machine.

2. Select Import existing disk image and click Forward.
3. Click Browse select boot . gcow?2.
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Regular FortiDDoS KVM Deployment

4. Keep the default value for the operating system type and click Forward.

W MNew VM@EVMDODOS >

m Create a new virtual machine

Provide the existing storage path:

frootfimages/ddos/build0071/boot.gcow2 Browse...

Choose the operating system you are installing:

() Generic default ()

Cancel Back Forward

5. Specify the amount of memory and number of CPUs to allocate to the virtual machine. Ensure the values do not
exceed the maximums for your license. Click Forward.

Ny Recommendations:
‘9' « KVMO04 -4 CPUs, 16G memory
- +« KVMO8 -8 CPUs, 16G memory

« KVM16 - 16 CPUs, 42G memory

6. Enter a name for the VM (for example, FortiDDoS-KVM) and select Customize configuration before install. Click
Finish.
7. Create Disk2 and VirtlO adapters.
a. Click IDE Disk 1 and under Advanced options, select Virt/O for Disk bus and select gcow?2 for Storage format.
Click Apply.
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Regular FortiDDoS KVM Deployment

Y& FortiDDo5-KVIM en QEMU/KVM@KVMDDOS X
Qj’ Begin Installation 6 Cancel Installation
L] overview Details XML
|:| 0s information - -
-_— Virtual Disk
£} crus _
Source path: jrootfimages/ddos/build0071/boot.qcow?2
=5 Memory Device type: IDE Disk 1
“'=. Boot Options Storage size: 896.58 MIB

i

(& 1pEDisk1 Readonly:
Shareable:

CD NIC :12:8d:ea

@ Tablet « Advanced options

C] Display Spice Disk bus: | Virtlo - ‘
sound ich6 Serial number:

CE“D Console

. Storage format: | geowz
c= Channel spice

Q Video QXL » Performance options
m Controller USB 0
USB Redirector 1
USB Redirector 2

1

Add Hardware Remove Cancel Apply
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Regular FortiDDoS KVM Deployment

b. On the Storage Details page, click Add Hardware to add another disk. Select Virt/O for Bus type and input the
full path of data . gcow2 (same path as boot.qcow?2), click Finish.

W Add Mew Virtual Hardware@kKVMDDOS *
B controller
" Network Details XML
) Input —
O Graphics Create a disk image for the virtual machine
Sound 20.0 - + GiB
| serial 4541.8 GiB available in the default location
4' Parallel Colort o croobo clctor ctoro oo
=| console N
< channel Manage... | jroot/images/ddos/buildo071/data.qcow?]
-1 USB Host Device
~4 PCl Host Device Device type: | [ Disk device -
) video
B Watchdog Bus type: VIrtlo -
B Filesystem
2 smartcard b Advanced options
@ uUsB Redirection
o TEM
RNG

4 Panic Motifier
' Virtio VSOCK

Cancel Finish

c. Onthe NIC Details page, select virtio for the Device model.
d. Click Add Hardware to add a new VirtlO NIC. On the Network Details page, select virtio as the Device model.
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e. Repeat to add 8 NICs for FortiDDoS Data ports. (The first two NICs are mapped to mgmt1 and mgmt2; the
additional 8 ports will be data ports.)

¥R FortiDDoS-KVM on QEMU/KVM@EKVIMDDOS

Begin Installation @ Cancel Installation

I:I Overview Details
|:| 05 information

é::} CPUs

== Memory

Virtual Network Interface

Network source; Bridge br0: Host device enp2s0 -

Boot Options Device model: | virtio -

[Z] virtio pisk 1
|§| Virtlo Disk 2 MAC address: | 52:54:00:12:8d:ea
Jff NIC :12:8d:ea
J\;Li‘ MIC :3c:68:c5

~ Link state: active
417 NIC :f4:3¢:56
J\}i‘ MIC :95:e0:ae

4t NI :bb:og:al

IP address: Unknown | &

F NIC :4a:83:00
At NIC:3deT:er
4T NIC :c3:58:4¢
J\}i‘ MIC :fc:9e:be

T NIC :88:d3:a5
W
|:_| Display Spice
Sound iché

Add Hardware Remove Cancel Apply

8. Click Apply and Begin Installation.
9. After FortiDDoS VM boots up, extend the disk size according to the following steps:
a. Navigate to the power drop-down menu and select the Force Off option to close the KVM.

File Virtual Machine View Send Key

=- @ o~ =

Reboot

Shut Down

Eorce Bocopt

Force Off

Save
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b. Openthe KVM server and go to thei |mage path.
root@KVMDDOS @~/
total 216M
-rw-r--r-- 1 root root 187M Apr 15 19:47| boot.qgcow2

-w-r--r-- 1 root root 36M Jun 9 2015 data.qgcow2
root@KVMDDOS : ~/Images /ddos /buildea71# |j

c. Confirm that the VM is off with the command virsh 1list. The list output should not contain FortiDDoS-
VM.
d. Enterthe command gemu-img resize /root/Images/ddos/build0071/boot.gcow2 +1.5Gto

extend the disk S|ze of boot. qcow2 by 1.5G.
/ bu11d00;1#

LRGP TR T IRl root /Images /ddos /buildoo7l/boot . goow? JRETE

‘buildee71# gemu-img info /root/Images/ddos/buildee7l/boot.qcow2
buildee7l/boot.qcow2

e. Enterthe command gemu-img resize /root/Images/ddos/build0071/data.gcow?2 +170Gto
extend the disk size of data.qcow2 by 170G.
@KVMDDOS : ~/ s/ s/ LdBE71# dee71/data.qcow2 +170G

uildee71# gemu-img info /root/Images/ddos/buildee7l/data.qcow2
1ldee71l/data.gcow2

lazy refcounts
refcount

f. After the disk size has been extended, start the VM.
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Regular FortiDDoS KVM Deployment

10. Once FortiDDoS Vm is booted up, execute formatlogdisk.

¥ Press Control_L+Al_L to release peinter. FortiDDoS-KVM on QEMU/KVM@KVYMDDOS — O X

File virtual Machine View Send Key

- @ O - &

System is started.

FortiDDo3 login: admin
Password:

This account is using the default password.

You must change the password now.

Hew password for user "admin’: sssessssnsx

Confirm new password for user ’admin’ : sesessmsesxx

Password change succeeded.
Please login with new credentials.

FortiDDoS login: admin
Password: s
Welcomet

FortiDDo3S #) execute formatlogdisk
This operationm wWiTI erase all datd on the log disk?

Do you want to continue? (y-smly

formatting disk, Please wait a few seconds?

The regular FortiDDoS VM installation is now complete.
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SR-IOV FortiDDoS KVM Deployment

Before you begin:

« Have an SR-IOV-compatible network interface card (NIC) installed.
« Enable the Intel Virtualization Technology (VT-x) and VT-d features in BIOS of the KVM Host server.

« Make sure that the physical interface is in the UP state. Verify with i fconfig <ethname>. Aminimum of 2
interfaces need to be in the UP state.

To deploy the SR-IOV FortiDDoS KVM:

1. SSH to KVM host server with root.

2. Activate Intel VT-d in the kernel by appending the intel iommu=on parametertothe GRUB CMDLINE LINUX
entryinthe /etc/default/grub configuration file. This setting will allow you to assign SR-IOVVF to
FortiDDoS VM.

3. Create VFs by writing an appropriate value to the sriov_numvfs parameter via the sysfs interface using the

following format:

echo 1 > /sys/class/net/enp27s0f2/device/sriov_numvfs

echo 1 > /sys/class/net/enpl01s0£f3/device/sriov_numvfs
echo 1 > /sys/class/net/enp27s0£f0/device/sriov_numvfs

Note: Only 1 VF is supported per interface

4. Verify that the VFs have been created using 1spci, which lists all available Virtual Functions
root@KVMDDOS @ ~#
root@KVMDD # lspci|grep Vir
Ethernet controller: Intel Corporation Ethernet Virtual Function
Ethernet controller: Intel Corporation Ethernet rtual Function
Ethernet controller: Intel Corporation Ethernet rtual Function

Ethernet controller: Intel Corporation Ethernet rtual Function
Ethernet controller: Intel Corporation Ethernet rtual Function
Ethernet controller: Intel Corporation Ethernet rtual Function
Ethernet controller: Intel Corporation Ethernet Virtual Function
Ethernet controller: Intel Corporation Ethernet Virtual Function

5. Set every VF as trusted and disable spoof checking.

Use the following command: ip link set {interface name} vf 0 trust on spoof off

root@KVMDDO 1 enp27s0fe wf 0 trust on spoof off
root@KVMDDOS 1 1 enp27s0fl wf 0 trust on spoof off
1 1 enp27s0f2 wf 0 trust on spoof off

enp27s0f3 wf 0 trust on spoof off

enplelsefe vf @ trust on spoof off

enpl0lsefl vf @ trust on spoof off

enpl@lsef2 vf @ trust on spoof off

enplOlse vf @ trust on spoof off

« show enp27sefe
: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mg state UP mode DEFAULT group default glen 1000
link/ether 06:0d: fe brd ff:ff:ff:ff.ff:ff
vf 8 link/ether a2:7a:8e:34:9b:16 brd ff:ff:ff:ff:ff:ff, |spoof checking off, link ate auto, trust on
root@VMDDOS : ~# i
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SR-IOV FortiDDoS KVM Deployment

To assign PCl devices to the FortiDDoS VM:

1. Close the FortiDDoS-VM and then Click VM Detail icon 0 to edit.
2. Delete the last 8 NICs.

¥ FortiDDo5-KVM on QEMU/EVME@EEKVMDDOS
File Virtual Machine View Send Key
= |
= @ W o - =
Details XL
D 0Ss information - .
f— Basic Details
e Performance
{:} CPUSs MName: FortiDDoS-KVM
== Memory UuID: efdeed43-54ed-42f0-bob6-81a57chds26a
j\.?“a Boot Options Status: |53 Running (Booted)
(&) virtio pisk 1 Title:
[ virtio pisk 2 -
— Descrniption:
A% Nic 12:8dea
At NIC :3c:68:c5
At wic fai3cise
{j} NIC :85:e0:ae Hypervisor Details
{f} NIC :bb:08:a1 Hypervisor: KVM
J} NIC :44:83:0e Architecture: x86_64
J} NIC :3d:e7:e7 Emulator: Jusrfbinjgemu-system-x86_64
Chi t: 1440FX
b NI eais8iac pes '
Firmware: BIOS
{j} NIC :fc:9e:bc
4t nic :88:d3:as
Z‘l Tablet
[} Mouse
Add Hardware

Cance

3. Click Add Hardware.
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SR-IOV FortiDDoS KVM Deployment

4. Navigate to the PCI Host Device Details page. Select the VF based on the VF id in the output of 1spci and then

click Finish.
@ Add Mew Virtual Hardware@KVMDDOS x
B controller
At Network Details XML
: Input ]
. Host Device:
[ Graphics U 1 & T A T B 15 R T TS TS IS ST
(2] Sound 0000:17:00:2 Intel Corporation 1350 Gigabit Fiber Network Connection (Intert
=d serial 0000:17:00:3 Intel Corporation 1350 Gigabit Fiber Network Connection (Inter
d Parallel 0000:19:00:0 Intel Corporation 1350 Gigabit Fiber Network Connection (Intert
=i console 0000:19:00:1 Intel Corporation 1350 Gigabit Fiber Network Connection {Intert
< channel 0000:19:00:2 Intel Corporation 1350 Gigabit Fiber Network Connection (Intert
.. USB Host Device __  0ppo0:19:00:3 Intel Corporation 1350 Gigabit Fiber Network Connection (Inter
0000:1B:00:0 Intel Corporation Ethernet Controller X710 for 10GbE SFP+ (Int
e 0000:1B:00:1 Intel Corporation Ethernet Controller X710 for 10GbE SFP+ (Int
M watchdog 0000:1B:00:2 Intel Corporation Ethernet Controller X710 for 10GbE SFP+ {Int
@ Filesystem 0000:1B:00:3 Intel Corporation Ethernet Controller X710 for 10GbE SFP+ (Int
& Smartcard 0000:1B:02:0 Intel Corporation Ethernet Virtual Function 700 Series
@ UsB Redirection 0000:1B:06:0 Intel Corporation Ethernet Virtual Function 700 Series
& Tem 0000:1B:0A:0 Intel Corporation Ethernet Virtual Function 700 Series
RNG 0000:1B:0E:0 Intel Corporation Ethernet Virtual Function 700 Series
Panic Notifier 0000:64:05:0 Intel Corporation Sky Lake-E vT-d
4" Virtio VSOCK 0000:64:05:2 Intel Corporation Sky 1 ake E RAS Configuration Registers
Cancel Finish

T T — T

5. Repeat to add the other VFs to the VM.
6. Start the VM.

added in CLI execute dataplane show interfaces, please execute the following
command:

‘ After FortiDDoS starts up, if the number data ports does not match the number of VFs you

execute port-remap
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