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Introduction

This guide provides a practical, example-driven overview of how to deploy and operate an SD-WAN service
bundle using FortiOS 7.6. It brings together key capabilities across SD-WAN underlay provisioning, performance
measurement, application-aware steering, and cloud-integrated services to demonstrate how organizations
can build a resilient, performance-optimized WAN architecture. Rather than focusing on isolated features, the
document shows how these components work together to simplify initial deployment, improve visibility, and
enable data-driven traffic steering decisions.

In addition to core SD-WAN configuration, this guide extends into adjacent service domains (SASE onboarding,
FortiGate Cloud provisioning, Overlay-as-a-Service (OaaS), Security Rating, and FortiTelemetry) to illustrate a
broader operational model that combines networking, security, and analytics. The included procedures,
examples, and validation steps are designed to help administrators move from initial setup to ongoing
optimization, ensuring consistent application performance and a scalable foundation for modern distributed
environments.

SD-WAN Services Bundle vs Add-on

FortiGate 60F FortiGate 60F and | FortiGate 60G+ FortiGate 60G+

and smaller smaller Bundle (1329) Add-on (1389)
Bundle (1337) | Add-on (1387)

FortiGuard Speed Testing

Service = L o =

SD-WAN Setup Assistance v ~ v v

FortiGuard SLA Database v v v v

Application Performance

Monitoring (APM) = - & =

FortiTelemetry (SaaS

Monitoring) ~ L L ~

FortiGate Cloud Standard v ~ v v

FortiSASE User Starter Kit v v

FortiSASE Secure Private

Access (SPA) Connector > L L >

FortiCare Premium Support v v

loT Security & Security

Ratings > L

Recommended Use Case Standalone SD- Add-on to UTP or Standalone SD-WAN Add-on to UTP or
WAN deployment Enterprise bundle deployment Enterprise bundle
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SD-WAN Configuration

Software-Defined Wide Area Networking (SD-WAN) in FortiOS simplifies deployment and enhances operational
visibility by combining guided provisioning, intelligent path selection, and performance-driven insights. The
Underlay Setup Wizard accelerates initial configuration by converting WAN interfaces into SD-WAN members,
building zones, and establishing baseline traffic steering with minimal effort. Ongoing link evaluation is
strengthened by the FortiGuard SLA Database, which provides curated, continuously updated targets for
reliable health-check monitoring.

Complementing this, the FortiGuard Speed Test enables both scheduled and on-demand bandwidth validation,
allowing administrators to align SD-WAN decisions with real-world link capacity. Finally, Application
Performance Monitoring (APM) delivers deep, application-level visibility by measuring metrics such as latency,
jitter, and packet loss across live traffic, enabling informed troubleshooting and ensuring that steering policies
consistently deliver optimal end-user experience.

Underlay Setup Wizard

The SD-WAN Setup Wizard is intended to bootstrap an SD-WAN underlay quickly by converting one or more
WAN interfaces into SD-WAN members, creating a default SD-WAN zone, and guiding you through initial
performance monitoring and traffic steering.

Example: Two-ISP underlay with a default internet rule

1. Inthe GUI, go to Network > SD-WAN and launch the SD-WAN Setup Wizard.

SD-WANZones ~ SD-WANRule  Performance SLAs

SD-WAN Setup

The SD-WAN setup wizard is included with your SD-WAN Underlay
) Quality Monitoring Service entitlement. With a few clicks, a basic SD-
"~ WAN configuration can be generated. Further SLA and rule
customization can be made after the initial setup.

RN ESISSEN  Configure SD-WAN manually

2. Select wan1and wan2 as members. Provide each interface’s gateway (or enable DHCP where appropriate).
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SD-WAN Configuration

5D-WAN Zones SD-WAN Rule Performance SLAs

+ Createnew » | | @ Cl Search

SD-WAN Member oo Gateway = IPv6 Gateway =
- SD-WAN Zone 1
wvan-link

" SD-WAN Wizard

3. Accept the default SD-WAN zone (commonly virtual-wan-link) or create a new SD-WAN zone.

SD-WAN Setup Wizard

Interface Networking Performance SLA Rule Review

I|| DMZ WaN1 HAL 1 3 5 7 9 11 X111 13 15 17 19
B# FortiGate - 100F B WM HEEEEN = EEH®N
- T T N O R A ]
2 4

MGMT WANZ HAZ 6 & 10 12 X112 14 16 18 20

SD-WAN Zone () | Use Existing

Test

Interface Selection

Add a new WAN underlay

4. Click Add a new WAN underlay, select an interface, and click Apply.
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SD-WAN Configuration

SD-WAN Setup Wizard

Interface

- ea = - -

Networking Performance SLA Rule

&7 FortiGate - 100F

DMZ WAM1 HAL 1 3 3 7 9 11 X111 13 15 17 19

M M B HEEEEE = =EHE
M M B HEMEEE = =EHE

MGMT WAM2 HAZ 2 4 6 8 10 12 X12 14 16 18 20

SD-WAN Zone (D | Use Existing

Test

Interface Selection

8o aggl

Interface

Link

Port Speed
Type

IPv4 Addresses
IPvé Addresses

Members

o aggl ]
o ° Add a new WAN underlay

Auto-Negotiation

He 202.3ad Aggregate
172.16.203.1/24
2000:172:16:203::1/126

] port4

Security Fabric Connection 1]

5. Repeat to add the second interface, then select Next when added.
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SD-WAN Configuration

SD-WAN Setup Wizard

||| DMZ WAMN1 HAL 1 3 53 7 9 11 X1 13 15 17 1%
s rotctecr B B 0 BARAAE & SEEH
- W e N AEEEEE & SEEE

MGMT WAMNZ HAZ 2 4 6 8 10 12 x12 14 16 18 20

SD-WAN Zone (D) | Use Existing

Test
Interface Selection

a'aggl X 2 vlan100 X
Interface e aggl Interface 2 vlan100
Link (1] Link (1]
Port Speed Auto-Negotiation Port Speed Auto-Negotiation
Type He 802.3ad Aggregate Type M VLAN
IPv4 Addresses 172.16.203.1/24 Role WAN
IPvé Addresses 2000:172:16:203::1/126 IPv4 Addresses 172.16.206.1/24
Members __E__p_)g(_t_zl_ IPv6 Addresses 2000:172:16:206::1/126
Security Fabric Connection @ VLANID 100

VLAN protocol 802.1Q
Base Interface  He aggl

6. For the Networking step, set the gateway and priority for each interface, and click Next:

SD-WAN Setup Wizard
Interface Networking Performance SLA Rule Review
e aggl

Gateway Dynamic

172.16.203.2
1Pv6 Gateway
via via
Cost 0 172.16.203.2 172.16.206.2
Fallback priority & PEETE Specify - "

e aggl
|

3§ vlan100
@ Test
Gateway Dynamic e @ e ©
172.16.206.2 Cost: 0O Cost: O
Priority: 1 Priority: 1
IPv6 Gateway
Cost 0

Fallback priority ©  [BEZ0LY Specify

7. Add a basic Performance SLA (health check) such as DNS/HTTPS toward a reliable target and include both
WAN members. FortiGuard SLA Database includes a large variety of pre-defined Performance SLAs that are
monitored and dynamically updated as necessary.
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SD-WAN Configuration

SD-WAN Setup Wizard
Interface Networking Performance SLA Rule
Performance SLA  FortiGuard m
Name test
IP version IPv6
Probe mode (& Passive | Prefer passive
Protocol m HTTP  DNS
Server www.google.com
5
SLA Target
Latency threshold 5 ms
Jitter threshold 5 ms
Packet Loss threshold | 5 %
Link Status

Checkinterval & 500 ms

Review

Ping

He agg1  [3 vian100
[

@ test

8. Create a default SD-WAN rule that matches internet-bound traffic (0.0.0.0/0) and uses a strategy such as

Best Quality or Lowest Cost with SLA.

SD-WAN Setup Wizard
Interface Networking Performance SLA Rule

Skip creation of SD-WAN rule and use implicit rule G

Interface selection strategy () Best quality
The interface with the best measured performance is selected.

® Lowestcost (SLA)

Review

The interface that meets SLA targets is selected. When there is a tie, the interface with the lowest assigned cost is

selected.

) Maximize bandwidth (SLA)
Traffic is load balanced among interfaces that meet SLA targets.

9. Create a static route for the SD-WAN interface (that is the SD-WAN zone):
a. Goto Network > Static Routes, and click Create new.

b. Complete the options, and click OK.

SD-WAN 7.6 Service Bundle Example Guide
Fortinet Inc.

Priority: 1 Priority: 1




SD-WAN Configuration

New Static Route

Destination Named Address | Internet Service |

£ 0.0.0.0/0.0.0.0 |

Interface ‘ @ test x

n

Comments | Write acomment...

Status © Disabled |

4'0;255

oK . Cancel |
10. Review the SD-WAN configuration:

a. Goto Network > SD-WAN > SD-WAN Zones, and view the zone and members that you created.

SD-WAN Zones  SD-WAN Rule Performance SLAs

[ + Create new -] | @ Q search

[a]
m] Interface % Gateway & IPv6 Gateway + Cost® Download & Upload Active Sessions & Bytes Received & Bytes Sent Priority % Status &
‘ =] & virtual-wan-link ‘
om @ test
oi o agg1 172162032 E 0 1.76 kbps 962 bps 9 7699 MB 3008 MB 1 © Enable
Ol 172162062 : 0 Obps Obps 0 3.49 MB 3.92MB 1 @ Enable

b. Onthe SD-WAN Rule tab, view the rule that you created.

SD-WANZones ~ SD-WANRule  Performance SLAs

& Edit| (2 Clone | I Delete | SetStatus » |@ Q Search |Q\ SD-WAN routes
[T} Name Source  Destination Members

Selected members  Criteria  PerformanceSLA  Protocol Port HitCount  LastUsed Status Con
[ 1 test_rule Bal Bal Ho aggl Fo aggl test_check Any 1 2024/11/25... @ Enable This rule wa
28 vlan100
i0 Implicit (sd-wan) I3 all Ball O any O any SourceIP Any Any
Ba Bl
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SD-WAN Configuration

c. Onthe Performance SLAs tab, view the SLA configuration that you created.

SD-WAN Zones SD-WAN Rule Performance SLAs

100% Port (SR FEAREN |~ Latency | [~ Jitter
80% © aggl 0% 12.65ms | 0.08ms
60% @ vian100 |0% 12.63ms | 0.07ms
40%
20%
0% ——————————
50 seconds 2z 40 seconds 2 30 seconds 20 seconds ag: 10 second Now
[ + Createnew | | @ Q Search Q
Name ¢ Detect Server & Packet Loss & Latency Jitter & Protocol ¥ Failure Threshold ¥ Recovery Threshold IP Version &
test check 8x8.com agg1:@ 0% 2gg1:Q 1265ms  agsl:@ 0.08ms 5 5 1Pv4
vian100:@ 0% vlan100:@ 1263.. vian100:@® 0.07ms
£ Edit | [ Delete

11. Update or create an outbound firewall policy to use the SD-WAN zone as the outgoing interface.

FortiGuard SLA Database

The FortiGuard SLA Database provides a curated list of common SaaS and internet destinations (and
recommended probe settings) that can be used as SD-WAN Performance SLA targets.

Example: Use the FortiGuard SLA database target ‘Amazon’in a
health-check

1. Goto Network > SD-WAN > Performance SLA, and click Create New. The New Performance SLA pane is
displayed.

2. Set Performance SLA to FortiGuard to select the database, and set SLA Target to the www.amazon.com
target from the database.

SD-WAN 7.6 Service Bundle Example Guide 13
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SD-WAN Configuration

SD-WAN Zones New Performance SLA

Name test

Performance SLA QEQeelElGl Manual

SLA Target [ WWwW.amazon.com VJ

Protocol Ping

( Create new | [+] Participants All SD-WAN Members ISl

Name &
SLATarget @

Latency threshold @ 5 ms
Jitter threshold © 5 ms

Packet Loss threshold €0 0 %

Link Status
Check interval 500 ms
Failures before inactive & | 5

Restore link after @ 5 check(s)

Actions when Inactive

Update staticroute © @

3. Complete the remaining options, and click OK. The configuration is displayed on the Performance SLAs
pane.

4. Onthe Performance SLAs pane, select the configuration to view the health-check status.

SD-WANZones ~ SD-WAN Rule Performance SLAs

100% Port (EAFETEESY |~ Latency | | Jitter

80% @ aggl 0% 4.49ms 0.05ms

0% @ vian100 |0% 151ms  |0.16ms

40%

20%

0%
50seconds ago 40seconds ago 30 seconds ago 20 seconds ago 10 seconds ago Now
[+ Createnew | |@ Q search Q
Name & Detect Server & Packet Loss & Latency & Jitter & Protocol & Failure Threshold & Recovery Threshold & P Version &
O  test 2gs1:@ 0% 2gg1:@ 4.52ms agg1:@ 0.07ms 5 5 1Pv4
Vvlan100:@ 0% VIan100:@ 147ms  vian100:@® 0.09ms

FortiGuard Speed Test

FortiGuard Speed Test provides a mechanism to measure the real-world bandwidth capacity of WAN interfaces.
These measurements can be used to inform SD-WAN decision-making, traffic shaping policies, and overall link
utilization strategies. This section covers both scheduled and on-demand speed testing, along with best
practices for interpreting results.

Yl
~

<

.

The FortiGate must be able to reach FortiGuard/FortiCloud speed test servers.

g

e

g’ Use a maintenance window if you expect the test to consume significant bandwidth.

‘.
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SD-WAN Configuration

Scheduled

In this example, a speed test is configured to occur within a three hour window, with a specific server group
selected to prioritize that server (the default is FTNT_Auto). A retry mechanism is configured for failed speed
tests, and minimum in and out bandwidths are specified for the speed test results. The results of the speed test
are then applied to the in and out bandwidths in memory so that QoS can use them.

Example: Execute the speed test according to a schedule

1. Configure the recurring schedule:

config firewall schedule recurring
edit "speedtest_recurring”
set start 17:07
set day sunday monday tuesday wednesday thursday friday saturday
set label-day midday
next
end

Midday is configured as the three hour window to run the speed test. The test will be initiated between 10
AM and 1 PM.

2. Configure the speed test schedule:

config system speed-test-schedule
edit "portl"
set server-name “FTNT_CA_Burnaby”
set schedules "speedtest_recurring"
set retries 2
set retry-pause 60
set update-interface-shaping enable
set update-inbandwidth-minimum 80000
set update-outbandwidth-minimum 400000
next
end

The speed test server FTNT_CA_Burnaby is configured as the first server that the speed test will be
performed against.

The speed test will attempt 2 connections (retries), then wait 60 seconds (retry-pause). This repeats 3
times for a total of 6 connection attempts. If all 6 connections fail, select the next server from the list and
repeat the 6 attempts, then continue to the next server if that server fails all tests.

3. Check the results of the speed test applied to the interface:

# show sys interface portl
config system interface
edit "portl"

set measured-upstream-bandwidth 425252
set measured-downstream-bandwidth 97319
set bandwidth-measure-time 1689811759

SD-WAN 7.6 Service Bundle Example Guide 15
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SD-WAN Configuration

next
end

The interface reflects the results of the speed test. The actual test results are applied because they are
more than the minimum considered downloading/uploading bandwidth.

4. Verify that the bandwidth is applied in memory so that QoS can utilize the values:

# diagnose netlink interface list portl

inbandwidth=97319(kbps) total_bytes=587645K drop_bytes=522341K
outbandwidth=425252(kbps)

priority=0 allocated-bandwidth=13(kbps) total_bytes=517765K drop_
bytes=235786K

priority=1 allocated-bandwidth=0(kbps) total_bytes=0  drop_bytes=0

priority=2 allocated-bandwidth=0(kbps) total_bytes=0  drop_bytes=0

priority=3 allocated-bandwidth=0(kbps) total_bytes=1330 drop_bytes=0

priority=4 allocated-bandwidth=425238(kbps) total_bytes=0 drop_bytes=0

Recommendations:

« We recommend recurring scheduled tests to validate connectivity meets the needs of your users. Each
device is limited to 10 tests per day.

« Consider what time the speed test will run. Different times will provide different insight:

Pro Con
Peak hours » Captures congestion at ISP. » Can be noisy
e Results can vary from day to
day

» Captured issues can be difficult
to reproduce

Off-peak hours » No contention with business » Can be overly optimistic which
traffic. may not reflect user experience.

* Provides an accurate technical
capacity of the path.

During times of known issues e Can be scheduled if the issue » Activity may be unrelated but
has a pattern could provide additional
troubleshooting context

GUI Speed Test

A manual interface speed test provides an immediate bandwidth baseline for a WAN link. You can optionally
apply the measured bandwidth to the interface’s estimated bandwidth values so shaping and SD-WAN logic can
reference more accurate numbers.

SD-WAN 7.6 Service Bundle Example Guide
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SD-WAN Configuration

Example: Run a manual speed test and apply the results

1. Goto Network > Interfaces.

2. Edit a WAN interface. The interfaces can be grouped by role using the grouping dropdown on the right side
of the toolbar.

3. Click Execute speed test in the right pane.

Edit Interface
Name il portl FortiGate
5, FGD«
Alias 2
Type [ Physical Interface
Active Administrator Sessions
VRFID @ 0 @HTTPS
Role @ WAN -
Estimated bandwidth @ 145817 < kbps Upstream SO[A(L‘IZD
236602 %  kbps Downstream
MAC address
Address 00:0¢:00:00:3e:00
Addressing mode m DHCP | Auto-managed by FortilPAM
IP/Netmask 1.1.1.1/255.255.255.0
Secondary IP address (B 96.92 Mbps
Administrative Access 263.05 Mbps
1Pv4 HTTPS HTTP & PING e
FMG-Access SSH SNMP 2021/05/05 10:01:33
] ] i
% TELNET =] gTM . % RADIUS Accounting Execute specd test
ecurity Fabric
[
@ Probe Response U Connection @ Apply results to estimated bandwidth
Receive LLDP @& LENYB I (iig Enable | Disable
Transmit LLDP @  JUERUTS]VEEETiT-Y Enable  Disable Additional Information
@ API Preview
Network
% References
Explicit web proxy (B s EditinCLl

4. When the test completes, select Apply results to estimated bandwidth (if you want to update the interface
values).

5. Click OK to save.

CLI Speed Test

The CLI speed test can be used when GUI access is unavailable, or when you want to script repeatable tests.
The FortiGate first downloads a server list, then runs a test using Auto/TCP/UDP modes.

Example: Download servers and run an Auto speed test

1. Configure the speed test settings:
config system speed-test-setting
set latency-threshold 60

set multiple-tcp-stream 4
end

2. Download the server list from FortiCloud:
execute speed-test-server download

3. Verify the list:

SD-WAN 7.6 Service Bundle Example Guide
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SD-WAN Configuration

execute speed-test-server list

4. Run the speed test:

Oy

Q A speed test can be run with or without specifying a server. The system will automatically
choose one server from the list and run the speed test. The test results are shown in the
command terminal.

execute speed-test <interface> <server> {Auto | TCP | UDP}

5. Verify the results:

show system interface wanl | grep measured

Application Performance Monitoring

Application Performance Monitoring (APM) provides application-level visibility into network performance by
passively measuring metrics such as latency, jitter, and packet loss across live traffic. This enables
administrators to correlate SD-WAN steering decisions with actual end-user experience. This section
demonstrates how to enable APM and interpret its outputs.

Example: Enable APM and review metrics for Telnet

In this example, SD-WAN is configured with a zone named virtual-wan-link, and it contains two members
(vlan100 and vd1-p1). A firewall policy is configured for the SD-WAN zone with application performance
monitoring from the PC to a server.

Servers
vlan100 vd1-p1
FortiGate —”I—
(FGT_A) [— "1+

|
PC
172.16.205.100

SD-WAN 7.6 Service Bundle Example Guide
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SD-WAN Configuration

1. Configure SD-WAN:

config system sdwan
set status enable
config zone
edit "virtual-wan-link"

next
end
config members
edit 1
set interface "vdl-pl"
next
edit 2
set interface "vlanlee"
set gateway 172.16.206.2
next
end
config service
edit 1
set name "1"
set dst "all"
set src "172.16.205.0"
set priority-members 1 2
next
end
end

2. Identify the preferred interface:
In this example vd1-plis the preferred SD-WAN member.

# diagnose sys sdwan service4

Service(1l): Address Mode(IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(1), TOS(0x0/0x0), Protocol(®): src(1->65535):dst(1->65535), Mode(manual)
Members(2):
1: Seq_num(1l vdil-pl virtual-wan-link), alive, selected
2: Seq_num(2 vlan100 virtual-wan-1link), alive, selected
Src address(1):
172.16.205.0-172.16.205.255
Dst address(1):
0.0.0.0-255.255.255.255

3. Configure a firewall policy for the SD-WAN zone to monitor traffic from the PC:

In this example, the dstintf option is set to the SD-WAN zone (virtual-wan-link), the srcaddr option identifies
the PC (172.16.205.0), and application performance monitoring is enabled.

config firewall policy
edit 1
set name "APM"
set srcintf "any

SD-WAN 7.6 Service Bundle Example Guide 19
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SD-WAN Configuration

set dstintf "virtual-wan-link"
set action accept
set srcaddr "172.16.205.0"
set dstaddr "all"
set schedule "always"
set service "ALL"
set app-monitor enable
set passive-wan-health-measurement enable
set utm-status enable
set ssl-ssh-profile "certificate-inspection”
set application-list "g-default”
set logtraffic all
set auto-asic-offload disable
next
end

4. As traffic passes from the PC through FortiGate to the server, TCP traffic is measured and logged, and you
can view a session list:

# diagnose sys session list

(...)

hook=pre dir=org act=noop 172.16.205.100:51128->172.16.202.2:22(0.0.0.0:0)
hook=post dir=reply act=noop 172.16.202.2:22->172.16.205.100:51128(0.0.0.0:0)
pos/(before,after) 0/(0,0), 0/(0,0)

misc=0 policy_id=1 pol uuid_idx=843 auth_info=0 chk_client_info=0 vd=0
serial=00006eb8 tos=ff/ff app_list=6000 app=16060 url cat=0

sdwan_mbr_seg=1 sdwan_service_id=1

rpdb_link_id=ff@00001 ngfwid=n/a

tcp_srt=240 tcp_nrt=0 tcp_org rtrs=17 tcp_rpl_rtrs=273 tcp_syn_rtrs=0 tcp_syn_ack_rtrs=0 tcp_
rst=00

npu_state=0x1041001 no_offload

no_ofld_reason: disabled-by-policy non-npu-intf

total session: 1

5. View detailed application performance metrics in SD-WAN logs:
# execute log display

1: date=2025-03-06 time=09:40:33 eventtime=1741210833244790449 tz="+1200" logid="0113022941"
type="event" subtype="sdwan" level="information" vd="root" logdesc="SDWAN application
performance metrics via kernel" eventtype="Application Performance Metrics" appid=16091
interface="vd1l-p1" serverresponsetime="162.0" networktransfertime="0.0" latency="162.0"
rttsample=5 originjitter="0" replyjitter="100" jitter="100.0" originpktloss="21.8"
replypktloss="2.6" packetloss="3.7" retransample=6 originretransmission=13
replyretransmission=17 synretransmission=0 synackretransmission=0 originreset=0 replyreset=0
msg="Application Performance Metrics via kernel"

To interpret this log: the application 16091 - Telnet is experiencing a latency of 162 ms on 5 session
samples. Some packet losses were experienced in both origin and reply directions, leading to some
retransmissions. Details are listed in the table.

SD-WAN 7.6 Service Bundle Example Guide
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SD-WAN Configuration

Metric Value

Server Response Time (ms) 162.0
Network Transfer Time (ms) 0.0
Latency (ms) 162.0
RTT Sample 5
Origin Jitter (ms) 0
Reply Jitter (ms) 100
Jitter (ms) 100.0
Origin Packet Loss (%) 21.8
Reply Packet Loss (%) 2.6
Packet Loss (%) 3.7
Retransmission Sample 6
Origin Retransmission 13
Reply Retransmission 17
SYN Retransmission 0
SYN-ACK Retransmission 0
Origin Reset 0
Reply Reset 0

FortiAnalyzer FortiView for analyzing application steering

Although this deployment brief is not FortiAnalyzer-focused, FortiAnalyzer FortiView can be a useful validation
and troubleshooting aid once SD-WAN is in place. In particular, the SD-WAN > Application FortiView monitor in
FortiAnalyzer consolidates SD-WAN application experience and utilization into a single view, combining key
performance indicators such as latency, jitter, packet loss, and retransmissions with traffic utilization insights.

W

g The following examples are taken from a FortiManager which is managing a FortiAnalyzer. See the
FortiAnalyzer Admin Guide for more details.
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B Policy & Objects » Network [EEIWVIENTIM Summary

B SD-WAN Manager > ‘ + Add Widget | | [ Edit Layout | Branchl-1v @ Last1Hour v 2026-06-03 12:05:00 - 2026-06-03 13:05:00 | & Create Custom V\ew‘ \ & Refresh \
&4 VPN Manager ? Application Performance Qverview
B AP Manager >
FortiSwitch Manager > Application Name = Latency (ms) = Jitter (ms) = Packet Loss (%) = TCP Retransmission = SYN/ACK Retransmission
Extender Manager > Zoom 26.57 19.82 0 0 0
YouTube 31.55 24.66 0.77 0.04 0
K& FortiView ~
Yahoo.Services 225.58 24.16 0 0 0
Threats
Twitter 27.07 20.19 0 0 0
Traffic
Shadow IT Salesforce 2639 17.41 0 0 0
Applications & Websit... SSL_TLSv1.3 26.57 16.66 0.5 0.01 0
VPN - SN e - - -
Systemn
Threats & Events SD-WAN Rules Utilization 1 =Ev
Traffic Analysis

SD-WAN N

Fabric Devices

YouTube

Device Status

Rule:Non_Critical_Routing
Local System Perform...
Pinterest

Custom Views port3

m Log View > . Facebook
M.

It provides an Application Performance Overview table (with drill-down views for latency, connection stability,
retransmissions, and reliability), alongside widgets that show SD-WAN rule utilization, utilization by application
per WAN link, and application bandwidth utilization.
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B Policy & Objects > Network (SN Summary

Eé; SD-WAN Manager » Application Performance Overview > YouTube @
L4 VPN Manager » Latency Overview 03
B AP Manager > %0
FortiSwitch Manager 3 40
Extender Manager > 30 —p———— T —
2 Fortiview v 20
Threats -
Traffic
Shadow IT

0
16-0312:05 06-0312:13 06-0312:21 06-0312:30 06-0312:38 06-0312:46 06-0312:55 06-0313:03
Applications & Websit...

W Total Response Time [ Server Response Time [l Network Response Time

VPN
System
Threats & Events Connection Stability 0
Traffic Analysis
140 —

SD-WAN
120

Fabric Devices

Device Status 100

Local System Perform... 80
Custom Views : 60 —
ﬂ] Log View > 40
FSIATINET T e

Used in this context, the page is best treated as a quick way to confirm that SD-WAN steering is producing the
expected end-user experience and to accelerate root-cause analysis when an application’s performance
degrades.

ASIC Offload Disable

When app-monitor is enabled in a firewall policy, NPU offloading for the firewall policy is automatically disabled.
This is required for session-level inspection, which enables Application Performance Monitoring. This can
provide unexpected additional overhead on the CPU of an appliance, so APM should be enabled intelligently,
and for specific firewall use cases.

In general, avoid enabling app-monitor on firewall policies that:

» Handle high-throughput traffic or very high concurrent session counts
« Are broad in scope and could impact many or most users
» Function as catch-all or last-resort rule

To get the most value from application monitoring:
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« Create dedicated monitoring policies and scope them to:
» Specific sources (users/subnets) and/or
» Specific destinations (applications/servers)

FortiTelemetry

FortiTelemetry provides end-to-end application telemetry monitoring using one FortiGate acting as a
FortiTelemetry Controller and one or more FortiTelemetry agents. The controller onboards agents into the
Security Fabric, manages telemetry profiles and policies, and provides monitors for viewing application metrics
and statistics. Agents continuously emulate and monitor SaaS application experience to generate application-
level and network-level performance metrics.
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Requirements

FortiTelemetry Controller (FortiGate)

Saa$ Applications

FortiTelemetry Cloud

Internet
FortiTelemetry Controller
(FortiGate) I I I T
anm e ——
I £ | £ Y
FortiTelemetry-100G FortiTelemetry FortiTelemetry
Windows Agent Windows Agent

* On-premise, hardware-based FortiGate used as the FortiTelemetry Controller.

e FortiOS 7.6.3 or later.

» Atleast 4 GB of memory on the hardware FortiGate.

» Network access from the controller to reach FortiTelemetry Cloud.

» Security Fabric Connection access (fabric) enabled on the interface used to connect to agents.
e FortiTelemetry Discovery enabled.
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e Controller must be in the same Layer 2 network segment as the agents.

FortiTelemetry agents (hardware and Windows)

» One or more FortiTelemetry agents are required.

» Supported agent types: FortiTelemetry-100G hardware agent and Windows-based software agent.

« Agents must be deployed in the same Layer 2 segment/subnet as the controller’s internal/agent-facing
interface.

« Windows agent host sizing: at least 4 CPUs and 8 GB RAM (see Release Notes for additional details).

Configure a FortiGate as the Telemetry Controller

Enable the controller (CLI)

config system global
set telemetry-controller enable
end

Configure the agent-facing interface (CLI example)

Use the internal/LAN interface that is on the same L2 segment as the agents (example uses port2):

config system interface
edit port2
set allowaccess ping fabric
set telemetry-discover enable
set auto-auth-extension-device disable
next
end

After agent deployment, consider disabling telemetry-discover to reduce exposure to CAPWAP discovery
traffic.

Register to a Cloud region and configure certificates

Register the controller to FortiTelemetry Cloud (CLI)

Configure the FortiTelemetry Cloud region and retry interval (current release supports the Global region):

config telemetry-controller global
set region global
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set retry-interval 120
end

Configure certificates (Windows agent only)

A CA certificate must be configured on the controller and a corresponding user certificate must be installed on

each Windows agent. This is not required for the FortiTelemetry-100G hardware agent.

1. Create a certificate authority (CA) certificate using your chosen PKI tooling.

2. Upload the CA certificate to the controller FortiGate: System > Certificates > Create/Import > CA Certificate
(Type: File).

3. Configure the controller to use the CA certificate (CLI):

config telemetry-controller global
set telemetry-ca-certificate "CA_Cert_1"
end

4. Create a user certificate for the Windows host (must include the private key) and export it as PFX/p12.

5. Onthe FortiTelemetry Windows Agent GUI, go to Settings > Agent Management Certificate and
import/select the certificate.

FortiTelemetry Windows Software Agent

Windows host prerequisite configuration

1. Disable sleep: Windows System Settings > Power & Sleep; set Sleep to Never.

2. Disable NIC power savings: Windows Settings > Network & Internet > Ethernet > Change adapter options;
adapter Properties > Configure > Power Management; uncheck “Allow the computer to turn off this device
to save power”.

3. Ensure the controller CA is configured and the Windows agent certificate is installed/selected prior to
operation.

Install the agent (MSI)

1. Copy the FortiTelemetry agent installer (.msi) to the Windows host.
2. Runthe installer and complete the setup wizard (accept license, choose path, Install, Finish).

Validate agent operation

» Use Task Manager to confirm FortiTelemetry agent processes are running; the daemon starts automatically
after installation or reboot.

» Default log path: C:\Program Files\Fortinet\FortiTelemetry\output\log
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Windows agent GUI overview (for operations)

» Monitor tab: shows assigned monitoring tasks when connected and configured.

» Settings tab: select the network interface used to connect to the controller and the Agent Management
Certificate used for DTLS client authentication.

» About tab: shows agent version/serial and controller connectivity details.

GH FortiTelemetry Agent - X

° B Monitor #1

Application Name: Salesforce
Monitar ID: FTLWIN

nterval: 300

Controller Policy Name:  FTLPolicyWin136

[ M™onitors

Controller Palicy ID: 3

Deploy and authorize the FortiTelemetry agent

Discovery method (CAPWAP discovery; manual authorization)

The controller discovers agents using CAPWAP and lists them under the Telemetry fabric connector.
Discovered agents must be authorized before use.

Authorize via GUI:

1. Go to Security Fabric > Fabric Connectors.
2. Select the Telemetry connector and click Edit.
3. Select the agent, then choose More > Set Status > Authorize.

Authorize via CLI:

config telemetry-controller agent
edit "FT100GTK24000002"
set authz authorize
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next

end

Pre-configuration method (pre-authorize by serial number)

Pre-create an agent entry using the agent serial number as the name and set authorization to Authorized. When
the real agent appears online, it will be auto-authorized.

Pre-authorize via GUI:

1.
2.

3.

Go to Security Fabric > Fabric Connectors > Telemetry > Edit.

Click Create New and set Name to the agent serial number (Windows agents typically start with FTLWIN;
hardware agents start with FT100G).

Set Authorization to Authorize and select an Agent Profile matching the agent model (WINDOWS or
FTL100G).

Pre-authorize via CLI (example):

config telemetry-controller agent

edit "FTLWIN8660000001"

set alias "WINDOWS-108"

set authz authorized

set agent-profile "WINDOWS-pre-auth"
next

end

Recommended end-to-end sequence

P WODN A

o

Validate requirements (controller hardware/software, L2 adjacency, cloud reachability).

Configure the FortiGate as FortiTelemetry Controller and enable FortiTelemetry visibility in the GUI.
Register the controller to the FortiTelemetry Cloud region (Global) and set the retry interval.

If using Windows agents: configure CA on the controller and install/import the PFX/p12 certificate on each
Windows agent.

Install the Windows agent and confirm it is running and able to reach the controller over the L2 segment.

Authorize agents (manual authorization after discovery, or pre-authorize by serial number).
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FortiGate Cloud provides cloud-based onboarding, centralized visibility, and lightweight management
workflows for FortiGate devices, including configuration/logging enablement, inventory views, and optional SD-
WAN overlay provisioning. Cloud provisioning is the mechanism used to connect a FortiGate to FortiGate Cloud
for cloud management and logging, after which you typically enable logging on relevant firewall policies and
confirm log upload to FortiGate Cloud.

As the services provided by FortiGate Cloud overlap with the functionality of FortiManager and FortiAnalyzer,
administrators should select only one solution to manage their FortiGate deployment, continued configuration
(including SD-WAN deployment), and logging.

Cloud Provisioning

Use cloud provisioning to register and connect devices to FortiGate Cloud for ongoing monitoring and
management. FortiGate Cloud supports multiple provisioning methods, including FortiCloud key, FortiCloud
inventory, and the FortiOS GUI workflow.

@ FortiGate Cloud = @ Services > % Support ¥ @ Region: Global + @ ~ & @ ceighiey@fortinet.com ~
BB Cloud -
) Device Status 2 Provisioning Target &
@ Dashboard > @ FortiGate [ @ Provisioned o @FortiGate Cloud @
Devices and Provisioning  ~ @ Unprovisioned o FortiManager (FM... €
Device List
Device Map
Provisioning
Provisioning Target + Add Status I= Hidden X ) @ Q Search x Q
| © Firmware Management > Device Model Serial # ¥ Name Folder & Staws$ YV Provisioning Target & Provisioning Date Provisioning Completion Di
B Configuration > ER FortiGate FortiGate -120G FG120GTK25018246 FG120GTK25018246 ® unprovisioned
< SD-WAN Overlay B3 FortiGate FortiGate VMO01 FGVM01TM23005332 FGVMO1TM23005332 4% Provisioned  FortiManager (FMG-VMTM23016937/ckei.ddns.net) 2023/11/03 16:21:00  2024/02/09 10:18:00
= Analytics > B3 Forticate FortiGate VMO01 FGVYM01TM23005333  fgtl 2% Provisioned FortiGate Cloud 2024/02/21 09:54:00  2024/02/21 09:54:00
|
& Sandbox 7 B3 FortiGate FortiGate VMO1 FGYMO01TM23005334  fgt2 % Provisioned  FortiGate Cloud 2024/02/21 11:32:00  2024/02/21 11:32:00
LI script > R § y i
- cripts 2 FortiGate FortiGate VM02V  FGVM2VTM23005223 FGVM2VTM23005223 % Provisioned  FortiGate Cloud 2023/11/07 11:21:00  2023/11/07 11:21:00
@ FortiConverter > - ) ) ) o
i O B Forticate FortiGate-VM-Trial FGVMEVTUXV3QR769 FGVMEVTUXV3QR769 @® Unprovisioned
| 2 Settings >
B Audit >

Example: Provision a FortiGate to FortiGate Cloud using the
FortiCloud key

Log in to FortiGate Cloud.

Go to Devices and Provisioning > Provisioning, then click Add.

In the FortiCloud or FortiDeploy key field, enter your key value.

For End user type, select A non-government user or A government user as required.
From the Partner dropdown list, select the affiliated Fortinet partner.

To provision your FortiGate to FortiGate Cloud after import, enable Provision after import.

o h WDN
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[
she,

? Scripts may be included as part of provisioning. If utilized, the selected script is executed
automatically once the FortiGate establishes a management tunnel with its management server.

7. Click OK.

After the device is successfully provisioned, the device key becomes invalid. You can only use the key once
to provision a device.

Example: Provision a FortiGate to FortiGate Cloud using the
inventory

1. Loginto the FortiGate Cloud.
2. Goto Devices and Provisioning > Provisioning , then click Add.

3. Select the desired device from the displayed inventory. This displays all assets from the logged-in
FortiCloud account. Click Provision > Provision to FortiGate Cloud.

4. From the Select Display Timezone for Device dropdown list, select the desired time zone.
5. Click Submit.

Example: Provision a FortiGate to FortiGate Cloud in the FortiOS
GUI

1. Inthe FortiCloud portal, ensure that you have a product entitlement for FortiGate Cloud for the desired
FortiGate or FortiWifi.

2. InFortiOS, in the Dashboard, in the FortiGate Cloud widget, the Status displays as Not Activated. Click Not
Activated.

3. Click the Activate button.

4. Inthe Activate FortiGate Cloud panel, the Email field is already populated with the FortiCloud account that
this FortiGate is registered to.

5. Inthe Password field, enter the password associated with the FortiCloud account.
6. Enable Send logs to FortiGate Cloud. Click OK.

= Eroms L me L = Activate FortiGate Cloud X
FortiGate [ BN ‘Elesms ol B g
Email | @fortinet.com
Password
Domain Global -

€O Send logs to FortiGate Cloud

7. This should have automatically enabled Cloud Logging. Ensure that Cloud Logging was enabled. If it was
not enabled, go to Security Fabric > Fabric Connectors > Cloud Logging, enable it, then set Type to
FortiGate Cloud.

8. You must set the central management setting to FortiCloud, as this is the initial requirement for enabling
device management features.
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Example: Configure a FortiGate-VM for FortiGate Cloud

FortiGate-VMs require additional configuration to ensure that they function with FortiGate Cloud. Run the
following commands in the FortiOS CLI:

config system fortiguard
unset update-server-location
end

Example: Provision Fabric Devices (FortiAP, FortiSwitch, and
FortiExtender)

1. Loginto the FortiGate Cloud.

2. Goto Devices and Provisioning > Provisioning. All FortiAP (FAP), FortiSwitch (FSW), and FortiExtender
(FEXT) devices registered in the account’'s Asset Management portal are displayed on the Provisioning
page.

3. Select the device(s) to provision and click Provision.

4. Inthe Provision Device pane, configure the device and click OK.

When a FortiGate is deprovisioned, its connected fabric devices will also be deprovisioned.

If multiple provisioning targets are detected for a Fabric device, a Conflict Target pop-up window is displayed,
where you can select the intended provisioning target.

When a Fabric device is deprovisioned from its root FortiGate, it is also deauthorized on the FortiGate.

Logging and Analysis

One year of log retention is included for licensed FortiGates, enabling FortiGate Cloud to centrally store and
analyze unified threat management (UTM) logs and activity. Advanced analytics are delivered through more
than 30 pre-defined reports, alongside real-time log processing that correlates incoming data against a
comprehensive database of known threats and malicious patterns. By applying this continuous, contextual
analysis, FortiGate Cloud can identify and flag potentially infected endpoints for further investigation. When
integrated with Incidents & Events, this capability can also support automated alerting and response, helping
streamline detection and remediation workflows.

Example: Scheduled Pre-defined reports

Reports can be run on a defined schedule as well as on-demand. Once the report finishes, it can be sent via
Email to one or more email addresses.
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To schedule a report:

Go to Analytics > Reports > Scheduled reports.

Select the desired report.

Click Customize.

In the Select FortiGate field, select the desired FortiGates to run the report for.

If desired, in Custom report logo, upload an image as the custom logo for the report.

In the Schedule type field, configure the desired schedule for the report.

If desired, enable Send report to and select an email address or email group to send the report to.

Click OK. FortiGate Cloud generates the report as per the configured schedule. You can view these reports
in Analytics > Generated reports.

®NO AL WD

To configure an email group to send a report to:

1. Create an email group:

Go to Analytics > Reports > Scheduled reports.
Click Manage email groups.

Click Create.

In the Name field, enter the email group name.

In the Subject field, enter the email subject line.

In the Body field, enter the email body content.

In the Description field, enter the email description.

Qe -0 200D

In the To field, enter the email addresses to send the email to.

NEW EMAIL GROUP

i MName
Subject

Body

P
/1024

Description
Recipients

To

i. Click OK.
2. Select the desired report, then click Customize.
3. Enable the Send report to toggle. From the Send report to dropdown list, select the desired email group.
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CUSTOMIZE SCHEDULE X
Name 360 Degree Activities Report
Description Overview of user browsing activity.
Select FortiGate = R FortiGate-61F X

Status [R5V EWE @) Disabled

Selected devices won't be saved if Status is set as Disabled.

Custom report logo

&

Upload File

Click to select or drop
file here
.jpg Max: 512 KiB

Mo custom image in use.

Schedule type ETEN Week(s)  Monthis)
Output
Send report to @0 | ®& Email Security Team -

4. Click OK.

Example: loC

loC detects the following threat types, based on the evolving FortiGuard database:

Threat type Description

Malware Malicious programs residing on infected endpoints
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Threat type Description
Potentially unwanted e Spyware
programs e Adware
» Toolbars
Unknown Threats that the signature detected but does not associate with any known

To access loC:

malware

Go to Analytics > loC > Threats. This page displays a table of data for any detected threats.

Indicator of Compromise

© QO Search Q. | B FGTBOFTK ¥ @Hlast30daysw [ Exportw
Source (IP/User) Last Detected ¥ Rescanned % Host Name % 0s% Log Types ¥ Security Actions % Verdict $ # of Threats Device Name &
172.16.15.105 2025/02/27 18:20:33 No 172.16.15.105 dns pass [ Infected| 1 FGTBOFTK =
172.16.68.121/Tom 2025/02/27 18:20:24 No Lab-PC1 A Linux traffic accept [Infected] 1 FGTEOFTK
172.16.68.122/Jack  2025/02/27 18:20:15 No Office-PC2 & Windows traffic accept [Infected] 1 FGTBOFTK
172.16.95.121 2025/02/27 18:19:29 No 172.16.95.121 web filter passthrough [Infected] 1 FGTBOFTK
172.16.95.182/Jane 2025/02/27 18:19:26 No 172.16.95.182 web filter passthrough m 1 FGTBOFTK
172.16.85.182/Jane  2025/02/27 18:19:27 No 172.16.95.182 web filter allow m 1 FGTGOFTK
172.16.95.23 2025/02/27 18:19:30 No 172.16.95.23 web filter passthrough [Infected] 1 FGTBOFTK
172.16.95.232 2025/02/27 18:19:28 No 172.16.95.232 web filter passthrough [Infected] 1 FGTBOFTK
172.16.95.24 2025/02/27 18:19:31 No 172.16.95.24 web filter passthrough [Infected] 1 FGTBOFTK
172.16.95.25 2025/02/27 18:19:22  No 172.16.95.25 web filter passthrough [Infected] 1 FGTBOFTK

Events can be reviewed in this menu, and they may be exported to a CSV or JSON file.

You can configure trigger-based automated alerts for IoC events. See Example: Incidents & Events.

Example: Incidents & Events

In Incidents & Events, you can generate, monitor, and manage alerts and events from logs.

Incidents View, edit, and analyze incidents created for events.

Event Monitor View and monitor events generated by event handlers, and create

incidents.

Event Handler View predefined event handlers and create notification profiles.

Automation Create event handler stitches for FortiGates. Each stitch specifies what

action to automatically take for an event handler on a FortiGate.

Following is a summary of the workflow:

1. Create a notification profile.
2. Create an event handler stitch to combine an event handler with an action.
3. Review events and create incidents.
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4. Assign and track incidents.

To create a notification profile:

1. Goto Analytics > Incidents & Events > Event Handler.
2. Onthe Notification Profile tab, click Create New.
3. Enter a name for the profile.
4. |f desired, enable Email.
a. Configure the desired email addresses to send the notification to.
b. Configure the Subject field as desired, then click OK.

To create an Event Handler:

1. Goto Analytics > Incidents & Events > Event Handler.
2. Inthe Event Handler tab, click Create.
3. Configure the Event Handler details:
Field Description
Name Enter the event handler name.
Event Type Select and event type from the dropdown.
Description (Optional) Enter a description of the event handler.
4. Configure the event Rules.

a. Click Create.
b. Select the event Severity from the dropdown.

c. Choose Your Logs: Select the Log Type and Log Subtype that you want to monitor for events. Select
the Log Field to categorize logs into smaller groups based on the chosen log fields.

d. Refine Your Logs: Once logs are grouped, you can refine the data within each group by applying filters
with other log fields. Logs that match the filters will be retained within each group.

e. Define Event Conditions: Once you have organized and filtered the logs, set up criteria that enables the
system to automatically initiate events when log records reoccur within each group.

5. Click OK.

To review events:

After event handlers start generating events, the events display on Event Monitor.
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Event Monitor

| @™ & Actions ~

Event Time

2025/11/05 14:29:12 i 100041001

2025/11/05 14:29:12 i 100022802

2025/11/05 14:29:12  attack=GhOst.Rat.Botnet|src=N/A
2025/11/05 14:29:12  attack=GhOst.Rat.Botnet|src=66.240.205.34
2025/11/05 14:29:12  logid=0100020102

2025/11/05 14:29:12  attack=GhOst.Rat.Botnet|dst=N/A
2025/11/05 14:29:12  logid=0101037139

2025/11/05 14:29:12  attack=Bladabindi.ActionPassSession.Botnet|dst=1...

2025/11/05 14:29:12

virus=N/A|src=10.70.5.5

Device

FGVMO01TM25090471

FGVM01TM25090471

FGVMO01TM25090471

FGVM01TM25090471

FGVM01TM25090471

FGVMO01TM25090471

FGVM01TM25090471

FGVMO01TM25090471

w
o
<
)
<

FGVMO01TM25090471

i Last 60 minutes v | P Not Acknowledged Only

Event Type
System
System
UTM

UT™
System
UTM

System

Handler

High Frequent Critical Event

High Frequent Critical Event
Botnet Communication Detection |
Botnet Communication Detection |
Default-NOC-Fabric-Events
Botnet Communication Detection |
Default-NOC-VPN-Events

Botnet Communication Detection |

Botnet Communication Detection |

Select an incident and click Analysis.

A summary of the incident is displayed as well as the associated event(s).

To create an incident (or add to an existing incident):

1. Goto Analytics > Incidents & Events > Event Monitor.
2. Select one or more incidents, and click Actions.
3. Choose one of the following options:

« Create New Incident

» Add to Existing Incident

To assign and track incidents:

1. Goto Analytics > Incidents & Events > Incidents to display all incidents created.

Severity Status Category

Low (2] Analysis (3] Uncategorized @
@ High (2] @ Closed(False... @ @ Denial of Ser... @
Medium (1] New (1] = Malicious Code (@

@ Improper Usa... @

Ll Analysis | |

Name Severity Status Incident Number Category Incident Date Incident Last Update Date
Database outage  High Analysis 4 Uncategorized 10/14/2025, 6:24:08 PM 11/5/2025, 2:13:56 PM
Database outage  Low Analysis 5 Improper Usage 10/15/2025, 10:49:14 AM 10/30/2025, 11:42:30 AM

string Low Closed(False Positive) Denial of Service 11/5/2025, 10:56:54 AM

test incident Medium New Uncategorized 10/30/2025, 3:32:41 PM

2. Select anincident and click Edit.
3. Edit the following options, and click OK:

a. Name

b. Incident Category
c. Severity

d. Status

e. Description
f. Assigned To
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Device List and Device Map

Inventory, Health, and Operations

The FortiGate device list is your primary inventory view and operational cockpit. It provides:

» At-a-glance charts for management connectivity, firmware distribution, and subscription status (including
Standard).

+ Common actions such as Cloud Access, Export to CSV, and device actions (for example,
configuration/diagnostics operations and backup/timezone options).

» Useful operational columns such as firmware/build, connectivity status, resource diagnostics, and
timestamps for last backup and last log upload.

FortiGate Firmware Management Co Current Diagnostics | Subscription Configuration Save Mo rovisioned tc Folder Name
FortiGate Cloud Standard Subscription €9
v7.6.6 build3652 Active I cp Standard Manual (revert afte nds) FortiGateCloud

SD-WAN Overlay

© v7.65 build3651 % Standard Automatic FortiGateCloud 2026/02/10 14:
SD-WAN Overlay

FortiGate - 40F v7.0.19 build0696 3 cP Standard Automatic FortiGateCloud 2026/02/10 14:
FGTA40F

;gf{.i;":ﬂaée-iﬂE © v6.2.14bud1264 %00 cp Standard Automatic FortiGateCloud 2026/02/10 14:

FortiWiFi-60E © v6.4.14 build2093 A 3 CP Standard Automatic FortiGateCloud 2026/02/10 14:
FWFGOE'

FGT30E v6.2.17 build1405 - e % A Expi $0C Automatic FortiGateCloud

Memory

FortiAP, FortiSwitch, and FortiExtender device lists provide similar details on respective devices managed by a
FortiGate with a FortiGate Cloud Standard subscription.

Device Map (Geographic View & Topology Awareness)

Use Device Map when you need a geographic representation of your deployed devices:

« Shows provisioned devices by geolocation, with a side panel that mirrors key device-list details.
< Lets you zoom/locate devices quickly and reset to a global view.

» For subscribed devices, you can adjust geolocation by dragging a device icon to the correct location; filters
allow focusing on specific device types.
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SD-WAN Overlay as a service (OaaS)

FortiCloud Overlay-as-a-Service (OaaS) enables centralized orchestration and rapid provisioning of SD-WAN
overlays across FortiGate devices using FortiGate Cloud. It provides a simplified, GUI-driven workflow that
allows administrators to deploy SD-WAN overlays within a region with minimal manual configuration. The
solution leverages FortiCloud-managed overlay hubs and supports a geo-redundant dual-hub architecture,
while branch and datacenter FortiGates operate as spokes. Using ADVPN, the overlay dynamically establishes
spoke-to-spoke shortcut tunnels when optimal paths are available, reducing unnecessary hub hairpinning and
improving traffic efficiency.

During deployment, OaaS automates the configuration of core SD-WAN and overlay components, including
IPsec ADVPN tunnels, BGP routing, SD-WAN zones and rules, performance SLAs, policy routes, and required
firewall policies. Administrators are guided through prerequisites, topology definition, and provisioning steps via
a wizard, with full task visibility in FortiGate Cloud. Access to the feature requires appropriate IAM RBAC
permissions and is region-dependent. Once deployment completes, configurations can be validated on the
devices, allowing administrators to test connectivity and confirm successful overlay provisioning.

Deployment prerequisites

1. Confirm all site/spoke FortiGates meet the supported baseline (FortiOS 7.4.4 or later).

2. Register and apply an OaaS license for every FortiGate used as a site/spoke (VM or hardware) under the
FortiCloud account used for OaaS.

3. Prepare underlay connectivity on every site/spoke: configure WAN IP and default gateway, verify internet
reachability, and configure LAN interfaces/subnets.
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4. Ensure intended WAN/LAN interfaces are not referenced by existing firewall policies, are not part of
existing zones, and the WAN interface is not already bound to an SD-WAN zone.

5. Register each FortiGate with FortiCare and activate FortiGate Cloud so the FortiCloud management tunnel
is available for OaaS orchestration.

Planning

1. Overlay network space: validate the reserved overlay subnet does not conflict with existing WAN/LAN
addressing; plan an alternate reserved subnet in OaaS Settings if needed.

2. Loopback IP space: define loopback addressing used for performance SLAs, router IDs, and administrative
operations.

3. BGP ASN: select a private ASN dedicated to this SD-WAN region and keep it exclusive to this overlay
deployment.

4. SLA criteria: define performance objectives and thresholds (for example, steering mode and
latency/jitter/loss targets) that will drive SD-WAN behavior.

5. Hub locations: select primary and secondary FortiCloud hub locations to support geo-redundant dual-hub
operation.

Firewall policies

1. Understand the default policy posture: OaaS can generate baseline spoke firewall policies that allow
overlay traffic using broad/wildcard objects and services.

2. If production segmentation is required, plan to implement Centralized OaaS policies in the portal to restrict
traffic to approved subnets/hosts and services.

Configuration steps

1. Register FortiCloud OaaS licenses (and any optional monitoring licenses) and verify each site/spoke
FortiGate is entitled.

2. Prepare each site/spoke FortiGate for OaaS: confirm FortiGate Cloud activation, verify WAN/LAN
addressing, and re-check interface/policy/zone prerequisites.

3. Access the OaaS portal using the FortiCloud account associated with the licensed devices.
4. Define the SD-WAN hub region by choosing primary and secondary hub locations in the Topology workflow.

5. For each site/spoke: add the site, add the ISP/underlay link, add the LAN/subnet definition, then deploy the
SD-WAN configuration and confirm Task Status is successful.

6. Monitor link performance and quality across sites after deployment to validate underlay health and SLA
compliance.
7. Apply centralized OaaS policies (if required) to enforce the desired security/segmentation posture.

8. Test and verify connectivity between sites and confirm the expected SD-WAN behavior; remediate any
policy or reachability gaps discovered during validation.
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Post-deploy validation focus

» Overlay: hub-and-spoke IPsec/ADVPN tunnels to the hubs (and optional shortcuts where applicable).
» Routing: BGP is established and exchanging the expected routes for site LANs.

« SD-WAN: an SD-WAN zone, performance SLAs, and SD-WAN rules are present and selecting links as
intended.

» Policy: baseline firewall objects/policies exist; centralized policies are applied if you require restricted traffic
flows.
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FortiSASE is a cloud-delivered service that allows clients to securely access the internet with the protection
from FortiOS. With FortiSASE, you can ensure to protect remote off-net endpoints and users with the same
security policies as when they are on-net, no matter their location. This section demonstrates two common use
cases:

» Agent-based SIA, or SIA basic endpoint: Endpoints connect to a FortiSASE tunnel to secure their traffic.
» Once provisioned, clients are connected through an always-up tunnel connection to ensure FortiSASE
scans traffic to the internet.
» For details, see SIA Agent-based Deployment Guide.

« SPA using FortiGate hub configured for BGP per overlay: FortiSASE remote users access private resources
behind FortiGate hub(s) directly through FortiSASE to hub(s) IPsec tunnels.

» The security points of presence (PoPs) act as spokes to the FortiGate hub (FortiGate SD-WAN hub or
FortiSASE SPA hub), relying on IPsec overlays and BGP to secure and route traffic between security
PoPs and the networks behind the organization's FortiGate hub.

» For details, see SPA Deployment Guide using BGP per overlay.

SIA basic endpoint deployment example

[
&

<

.

Start with a small pilot group and a minimal policy set (logging enabled) before expanding to larger
populations.

d

FortiSASE Secure Internet Access (SIA) enforces a common security policy for remote users, covering IPS,
application control, web/DNS filtering, antimalware, sandboxing, and anti-botnet/C2 protection.

Agent-based SIA is the most common deployment model. FortiClient is installed on Windows or macOS
endpoints and establishes a full IPsec tunnel with the FortiSASE FWaaS (Firewall-as-a-Service). All internet
traffic and protocols are inspected inline before reaching the internet. Each endpoint connects to the nearest
security PoP.

The following deployment example using Entra ID for SAML SSO authentication.
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Supported authentication sources:

Active Directory / LDAP Access & authentication > Authentication Sources > LDAP
RADIUS Access & authentication > Authentication Sources > RADIUS
SAML IdP (e.g. Entra ID) Access & authentication > Authentication Sources > SSO

[
s,

g Enabling SAML SSO disables other authentication methods (LDAP/RADIUS).

Deployment procedures:

Step Task

1 Provision FortiSASE instance; select geographic PoP regions; input licenses. See
Getting Started.

Configure remote authentication (this example uses Entra ID SAML SSO)
Configure security policies and profiles
Configure DNS settings (default DNS, custom DNS, or split DNS rules)

Download and install FortiClient on Windows endpoints

o g b~ W N

Connect FortiClient to FortiSASE using the invitation code
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Step Task

7 Users log in to the FortiSASE tunnel via SAML Login in FortiClient

8 Test and verify internet access and policy enforcement

Configuring Entra ID SAML SSO

1. In FortiSASE, go to Access & authentication > Authentication Sources > SSO > Agent and copy the Entity ID,
SSO URL, and Single Logout URL.

2. In Azure portal, go to Entra ID > Enterprise Applications > New Application, search for FortiSASE, create and
assign users/groups.

3. Configure SAML by pasting FortiSASE SP values into the Azure Basic SAML Configuration fields.

4. From Azure, copy the Login URL, Entra ID Identifier, and Logout URL back into the FortiSASE SSO wizard.
Upload the SAML signing certificate.

5. Set Digest Method to SHA-256. Use FortiSASE Default Certificate for SP (or upload your own to avoid
frequent renewals).

6. Send onboarding emails to users via Onboard Users. They receive a FortiClient download link and invitation
code that can be used for endpoint onboarding.

Configuring Security Profiles

FortiSASE security components are configured at Security > Traffic > Security profiles and applied to every
Allow policy, by default.

Available security features:

Feature Notes

Antivirus Enabled via toggle

Web Filter Customizable categories and overrides
DNS Filter Domain-level filtering

Intrusion Prevention IPS signatures

File Filter Block/allow by file type

Data Loss Prevention DLP rules

Application Control with Inline-  Requires SSL deep inspection for cloud apps
CASB

SSL Inspection Certificate inspection (default) or deep inspection
SSL Deep Inspection is strongly recommended because it enables FortiSASE to decrypt and inspect HTTPS

traffic for malware, phishing, and C2 exfiltration. FortiSASE automatically installs the CA certificate on
endpoints, so end users see no browser warnings.

Example granular policy setup (Remote-Home-Office user group): Add these policies via Security > Traffic >
Policies:
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Policy Name Action Destination
RemoteHomeOffice-DenyNetflix Block * netflix.com
RemoteHomeOffice-AllowFortinet Accept * fortinet.com
Allow-All Accept All

By default, the Allow-All policy is already available pre-defined.

Policies are matched top-down. Order matters: Deny rules must precede the catch-all Allow-All policy.

Configuring a Security Profile Group and Applying It to a Policy

Security profile groups let you apply different security settings per policy, rather than globally. This is useful
when you want a specific security posture for one user group without affecting others.

Example: The Remote-Home-Office user group can access *.fortinet.com via the RemoteHomeOffice-
AllowFortinet policy. You want to monitor their Cloud/IT application access using Application Control but without
enabling Application Control for all other users.

« Before creating a profile group with Application Control enabled, disable Application Control on the default
profile group first — otherwise the per-policy override has no effect, since Application Control would
already be active globally.

Profile Group Application Control Applied To

Default Disabled (after prerequisite All other policies
step)

Cloud IT Enabled (Monitor mode) RemoteHomeOffice-

AllowFortinet

» The Profile Group field only appears on policies where Action is set to Accept.

Steps:

1. Go to Security > Traffic > Security profiles.
2. From the Profile Group dropdown (top right), click Create.
3. Name the group (e.g., Cloud IT). For Initial Configuration, choose:
a. Basic starts with File Filter, DLP, and Application Control disabled; other features enabled.
b. Based On copies settings from an existing profile group.
4. Enable Application Control in the new group. By default, this monitors Cloud/IT application access.
5. Apply the profile group to a policy:
a. Goto Security > Traffic > Policies
b. Select RemoteHomeOffice-AllowFortinet
c. Set Profile Group to Specify and select Cloud IT.

Connecting FortiClient to FortiSASE and provisioning the FortiSASE tunnel

These steps can be followed to onboard end users to FortiSASE. For details, see Getting Started for End Users.
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1. Administrator sends an invitation email via Onboard Users button from SSO page or Status dashboard.
Email includes download links for Windows/macOS and a unique invitation code.

2. Userinstalls FortiClient and registers to FortiSASE as follows:
a. Goto Zero Trust Telemetry > Register with Zero Trust Fabric and paste the invitation code
b. Click Connect

3. Under Remote Access, the tunnel appears as Secure Internet Access. User clicks SAML Login,
authenticates with Entra ID credentials, and if successfully authenticated then the tunnel is established.

Testing Application Control (YouTube Blocking) on user endpoint

Once Application Control is configured to block YouTube either via the default profile or a custom profile group
like Cloud IT then the end user can verify enforcement from a managed FortiClient endpoint.

Scenario Configuration used

User in Remote-Home-Office group with Cloud IT Per-policy Application Control (profile group method)
profile applied to their policy

Application Control defined and enabled on the Global Application Control
Default Profile

Test steps:

1. Connect the endpoint to the FortiSASE tunnel via SAML Login in FortiClient.

2. Open a browser and navigate to youtube.com.

3. FortiSASE matches the session against the active policy, detects YouTube traffic via Application Control
signature matching (IPS protocol decoders), and blocks the connection. This is evident by the browser
session timing out.

4. Verify the block in FortiSASE at Monitoring > Monitors > FortiView Inline-CASB which lists the cloud traffic
detected by SSL deep inspection and Application Control is listed here.

Q YouTube is a cloud application and requires SSL deep inspection to be detected by Application
" Control. Without deep inspection enabled, YouTube traffic will not match cloud application
signatures.

Verifying Connectivity in FortiSASE

The administrator can confirm the end user endpoint connectivity from the FortiSASE portal via the following
verification steps:

Verification step Location in FortiSASE

User online status Monitoring > Dashboards > Status > User connection monitor
Endpoint online status Monitoring > Dashboards > Status > Endpoints

Traffic logs Operations > Logs > Traffic > Internet Access Traffic

Cloud app access (CASB) Monitoring > Monitors > FortiView Inline-CASB

FortiView sources FortiView Sources dashboard
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SPA using BGP per overlay deployment example

Organizations with resources behind a FortiGate secure private access (SPA) hub can give FortiSASE endpoints
access to private TCP- and UDP-based applications. The FortiSASE security PoPs act as spokes in a hub-and-
spoke ADVPN topology, using IPsec overlays and iBGP to route traffic.

FortiSASE

.
L .
.t .,

R e FortiGate SPA
R Secure Private *, t?ubl nae:nork =
‘ Access (SPA)
Dynamic Routing and E !

ADVPN

Internal Servers,
Private Applications

Dala Center

Supported traffic directions for SPA:

From To
Remote agents / edge devices FortiGate hubs (or connected spokes)
FortiGate hubs (or connected spokes) Remote agents

This example covers the first traffic pairing from remote users to FortiGate hubs, which is the most typical use
case.

By default, each FortiSASE PoP allows up to 300 Mbps of aggregate SPA throughput to account for baseline
customer SPA hub capacity. If additional traffic is expected in a given region and the customer SPA hub has
available bandwidth, you can open a FortiCare Support ticket to increase this SPA throughput.

This example covers the BGP per overlay routing design only (not BGP on loopback) across three hub

implementation use cases:

1. SPA with a FortiGate SD-WAN deployment for new or existing SD-WAN hubs managed by FortiManager.

2. FortiGate NGFW to FortiSASE SPA hub conversion for standalone NGFW sites not running SD-WAN.

3. FortiGate NGFW to SPA hub conversion using Fabric Overlay Orchestrator (FOO) for FortiOS 7.2.4+
deployments using the self-orchestrated Security Fabric wizard.

For deployment details for each of these hub implementation use cases, see SPA Deployment Guide using BGP
per overlay.
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This example demonstrates the FortiGate hub configuration settings required to support SPA in FortiSASE and
these settings typically apply to all hub implementation use cases.

FortiGate hub configuration

Ly
.

'@ Example values for FortiGate network configuration settings are for illustrative purposes only. Do not
consider them as recommended settings. You must customize values to match those in your network
environment

IPsec settings:

« IKEv2, dialup server mode, mode-cfg enabled

e auto-discovery-sender enable (ADVPN)

e network-overlay enable with a unique network-id per hub

¢ Pre-shared key per overlay

e Supported Phase 1 proposals: aes128/256-shal/sha256, DH groups 14 and 5

» Supported Phase 2 proposals: aes128/256-shal/sha256 plus aes128/256gcm, chacha20poly1305
* Mode-cfg IP range: minimum /24 (e.g., 16.251.1.1-10.251.1.252/24); size to customer scale

Sample IPsec CLI configuration

config vpn ipsec phasel-interface
edit VPN1
set type dynamic
set interface portl
set ike-version 2
set peertype any
set mode-cfg enable
set proposal aes256-sha256
set add-route disable
set dpd on-idle
set auto-discovery-sender enable
set network-overlay enable
set network-id 1
set ipv4-start-ip 10.251.1.35
set ipv4-end-ip 10.251.1.251
set ipv4-netmask 255.255.255.0
set psksecret <pre-shared key>
set dpd-retryinterval 60
next
end

Tunnel Interface

Assign a static IP to the tunnel interface so FortiSASE PoPs can establish BGP peering:
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config system interface
edit "VPN1"
set ip 10.251.1.253 255.255.255.255
set allowaccess ping
set type tunnel
set remote-ip 10.251.1.254 255.255.255.0
set interface "portl"
next
end

Loopback Interfaces

Two loopbacks are required:

e Lo-BGP-RID — BGP router ID for iBGP peering with FortiSASE PoPs (e.g. 10.1.0.254/32)

config system interface
edit "Lo-BGP-RID"
set vdom "root"
set ip 10.1.0.254 255.255.255.255
set allowaccess ping
set type loopback
next
end

For the BGP per overlay routing design, this loopback configuration is essentially used for its IP address as
BGP router ID only. The iBGP peering is not formed on the loopback as in the BGP on loopback routing
design.

* Lo-HC — Health check target IP for FortiSASE SD-WAN performance SLA (e.g., 10.11.11.11/32)

config system interface
edit "Lo-HC"
set vdom "root"
set ip 10.11.11.11 255.255.255.255
set allowaccess ping
set type loopback
next
end

BGP Configuration

iBGP peering using neighbor groups and neighbor ranges (matching the mode-cfg IP pool):

config router bgp
set as 65001
set router-id 10.1.0.254
set keepalive-timer 5
set holdtime-timer 15
set ibgp-multipath enable
set additional-path enable
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set cluster-id 10.1.0.254
set graceful-restart enable
set additional-path-select 4
config neighbor-group
edit "VPN1"
set capability-graceful-restart enable
set soft-reconfiguration enable
set interface "VPN1"
set next-hop-self enable
set remote-as 65001
set additional-path both
set adv-additional-path 4
set route-reflector-client enable
next
end
config neighbor-range
edit 1
set prefix 10.251.1.0 255.255.255.0
set neighbor-group "VPN1"
next
end
config network
edit 1
set prefix 192.168.111.0 255.255.255.0
next
end
end

Firewall Policies

Two policies minimum are required to support the IPsec and BGP configuration:

* BGP: Allows ICMP PING from the PoP tunnel IP range to the protected LAN.

» Spoke-to-Hub: Allows HTTP/HTTPS/SMB/SSH/RDP from the PoP tunnel IP range to protected resources. In
example below, no restrictions from specific PoP tunnel IP range has been applied.

config firewall policy

edit 1
set name "Spoke-to-Hub"
set srcintf "VPN1"
set dstintf "port4"
set action accept
set srcaddr "all"
set dstaddr "all"
set schedule "always"
set service "ALL”
set logtraffic all

next

edit 3
set name "BGP"
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set srcintf "VPN1"
set dstintf "Lo-BGP-RID" "Lo-HC"
set action accept
set srcaddr "all"
set dstaddr "all"
set schedule "always"
set service "ALL"
set logtraffic all
next
end

FortiSASE Configuration

Configuration Workflow

1. Network > BGP: Configure common SPA BGP settings required before creating service connections.

2. Operations > Connectivity > Secure private access: Create one service connection (hub) per FortiGate hub.

Configuring BGP

Go to Network > BGP.
Key fields:
Field Description
BGP Routing Design Must be BGP per overlay for this guide
BGP Router ID Subnet Unused /28+ subnet for PoP loopback
BGP router IDs
SPA hubs belong to FortiSASE autonomous system (iBGP) or
Different autonomous systems (mixed
iBGP/eBGP)
FortiSASE ASN BGP AS number of the hubs
Hub Selection Method Hub health and priority (default) or BGP
MED
Health Check IP Loopback IP on the hub used for SD-WAN
SLA health checks
BGP Recursive Routing Enables interhub redundancy when a PoP

loses connectivity to its primary hub

Configuring Service Connections

Go to Operations > Connectivity > Secure private access.

SD-WAN 7.6 Service Bundle Example Guide
Fortinet Inc.

Example
BGP per overlay
10.251.1.0/27

FortiSASE autonomous system

65001

Hub health and priority

10.11.11.11

Enabled

51



SASE

Key fields per hub:
Field Description Example
Name Hub alias (max 25 chars, alphanumeric + Datacenter 1

dashes)

Remote Gateway Hub public IP (WAN) 1.2.3.4
Authentication Method Pre-shared Key or Certificate Pre-shared key
BGP Peer IP Hub BGP peer IP (tunnel interface IP) 10.20.1.253
Network overlay ID Unique per hub; mismatched IDs break 2

ADVPN shortcut failover

Up to 12 service connections (hubs) are supported per FortiSASE instance.

Additional Operations

» Health & Tunnel Status: View per-hub IPsec, BGP, and health check status from the Health button.

» Editing SLA Thresholds: Customize latency (default 120 ms), jitter (55 ms), and packet loss (1%) per PoP per
hub.

« Service Connection Priorities: Assign P1 (highest) or P2 priority per hub per security PoP. Lower cost =
higher priority in the SD-WAN rule.

* Monitoring: Private access widgets available at Monitoring > Dashboards > Private access.

Private Access Security Profile

Configure at Security > Traffic > Security profiles. The security settings for private access are identical to
internet access profile options.

Verifying SPA traffic flow

Verifying IPsec Tunnels from FortiGate hub:

diagnose vpn ike gateway list # Verify Phase 1 IKE SAs (created/established: 1/1)
diagnose vpn tunnel list # Verify Phase 2 IPsec SAs
get vpn ipsec tunnel summary # Confirm selectors up and traffic flowing (non-zero rx/tx)

Verifying BGP Routing from FortiGate hub:

get router info bgp summary
get router info bgp neighbors <x.x.x.x> advertised-routes

Or in the GUI: Dashboard > Networks > Static & Dynamic Routing widget > BGP Neighbors.

SD-WAN 7.6 Service Bundle Example Guide
Fortinet Inc.



SASE

Verifying Private Access connectivity

By using ping, you can verify access to the FortiGate hub network from FortiSASE remote users, namely,
FortiClient users connected to FortiSASE in FortiClient agent-based mode and users behind FortiSASE edge
devices.

ping <hub-internal-IP> from a FortiClient-connected Windows endpoint.

Verifying Traffic in FortiSASE Portal

* Logs: Operations > Logs > Traffic > All Internet & Private Access Traffic / Private Access Traffic (To Hubs)

» FortiView: Monitoring > Monitors > FortiView Sources / Destinations / Policies, filter by private access
destination IP

» Asset Map: Operations > Connectivity > Asset Map, filter on Private Access Hub to see hub status and
location

Restricting Access via FortiGate Hub Firewall Policy

As a best practice, access to the FortiGate hub should be restricted to:

» Security PoPs
« Remote users (agent tunnels and edge devices)

To restrict SPA access to security PoPs, update the hub firewall policy to include the IKEv2 mode-cfg address
range as a source address object.

1. Confirm the mode-cfg range on the hub:
show vpn ipsec phasel-interface | grep ipv4-
2. Create an address object (e.g., SPA-BGP-Spoke-Range) for the IP range.

3. Add the address object as a source in the existing IPsec-to-LAN firewall policy.

To restrict SPA access to remote users (agent tunnels or edge devices), update the hub firewall policy to include
the IKEv2 mode-cfg address range as a source address object.

1. Confirm the IPAM subnet from Network > IP management > IPAM > IP pools for tunnel and edge devices.

2. Create an address object (e.g., IPAM-Subnet) for the IPAM subnet.

3. Add the address object as a source in the existing IPsec-to-LAN firewall policy.
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Attack Surface Security Rating (Security Rating) assesses security posture and highlights configuration
weaknesses. When combined with loT detection and vulnerability lookups, it can help identify unmanaged or
high-risk devices and guide remediation.

loT detection service

This service is part of the Attack Surface Security Rating service that allows FortiGate to accurately detect and
identify connected loT devices and to identify vulnerabilities that apply to these devices.

How the service works

1. Enable Device Detection on an interface.
a. Goto Network > Interfaces and edit a LAN interface.
b. Enable Device detection.
c. Click OK.

2. FortiGate uses the interface to detect device traffic flow.

3. Upon detecting traffic from an unknown device, FortiGate sends the device data to the FortiGuard
collection server.

4. The collection server returns data about the new device to the FortiGuard query server.

5. If the device signature does not appear in the local Device Database (CIDB) or some fields are not complete,
FortiGate queries FortiGuard for more information about the device.
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m all_registered_clients
m Corporate Linux Endpoints
m Corporate Linux Endpoints
@ Jordan Garrison PC macOS 10.1.0.18 @l Jordan Garrison O @@ @ Registered - Online - On-Net [ ENXC all_registered_clients
m all_registered_clients
A LeeKhanPC Linux 10.1.08 B Lee Khan 06 14 @ Registered - Online - On-Net m all_registered_clients

m all_registered_clients
m Corporate Linux Endpoints
m Corporate Linux Endnoints
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Virtual patching

Virtual patching is a method for mitigating vulnerability exploits against loT devices by applying patches virtually
on the FortiGate. This is done in several steps:

1. AFortiGate uses the Detection Signatures and Service to collect device information from loT devices that
are connected to an interface.

2. The device information is used to perform a vulnerability lookup by querying FortiGuard for device-specific
vulnerabilities and mitigation rules.

3. FortiGuard returns virtual patching signatures and IPS signatures.

4. The FortiGate caches the applicable signatures and mitigation rules that apply to each device. The
signatures and rules are mapped to the MAC address of the device.

5. When a virtual patching profile is applied to a firewall policy, traffic that enters the firewall policy is subject
to signature matching on a per-device basis.

. The IPS engine uses the MAC address of the device to match any mitigation rules that should apply.
. If the MAC address is in the exempted list, then patching is exempted or skipped.

. If the signature rule is in the exempted list, then patching is also exempted or skipped for that
signature.

Otherwise, all applicable rules for the device will be applied.

O T o

e
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Example: Applying virtual patching to a vulnerable legacy loT
device

1. Enable device detection on port1(LAN):
a. Goto Network > Interfaces and edit port2.
b. Inthe Network section, enable Device detection.
c. Click OK.

Network

Device detection © €@©
Explicit web proxy B
Security mode »

2. Configure the virtual patching profile:
a. Goto Security Profiles > Virtual Patching and click Create New.

If Virtual Patching is not present, you must enable the feature visibility under System > Feature
Visibility.
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FortiGate-VM64-KVM
9 Dashboard
+ Network

Palicy & Objects

) Security Profiles

Feature Visibility

Core Features

Security Features

[ © Advanced Routing [+ ] [ Advanced DLP Features (& [+ ]
1 VPN
User & Authentication [ © Agentless VPN ® ] [ © AntiVirus ® ]
= WiFi Controller [ © IPsec VPN [+ ] [ @ Application Control [+ ]
System
L [ > IPvé [+ ] [ (» Data Loss Prevention [+ ]
Administrators
Admin Profiles [ Switch Controller [+ ] [ & DNS Filter [+ ]
Firmware & Registration [ © WiFi Controller = ] [ » Email Filter = ]
Settings
[ @© Explicit Proxy [+ ]
HA Additional Features
. © FileFilter £ ]
SNMP [ Advanced Switching Features @ [+ ] [
Replacement Messages [ © Inline-CASB = ]
P [ » Advanced Wireless Features [+ ]
FortiGuard
[ & Intrusion Prevention [+ ]
Feature Visibility » Agentless VPN Personal [+ ‘
Bookmark i i
Certificates ookmar [ © Video Filter = ]
Security Fabric [ @ Agentless VPN Realms (= ] [ @ Virtual Patching = ]
= Log& Report L
[ O Allow Unnamed Policies -+ ] [ (® Web Application Firewall = ]
» Application Detection-Based SD- [+] [ &© Web Filter [+ ]
WAN —
[ @ Zero Trust Metwork Access [:I ]
[ © Certificates [+ ]
[ » ZTNA Reverse Proxy Connector [+ ]
[ © DNS Database 3 ]

b. Configure the following settings:

Severity Select Info, Low, Medium, High, and Critical
Action Block
Logging Enable

c. Click OK.
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New Virtual Patching Profile

Name test
Severity Information M Low HNE
Medium High mmmm

Critical HEEEN

Action + Allow NG

Logging [ 2=Vl € Disable

Comments

Virtual Patching Exemptions

© . Search Q,

Status = Device (MAC Address) = Virtual Patch Signature &

[ Createnew] & Edit i Delete

Mo results

3. Apply the virtual patching profile to a firewall policy for traffic from port2 to port1:
a. Goto Policy & Objects > Firewall Policy and click Create New.
b. Inthe Security Profiles section, enable Virtual Patching and select the virtual patch profile (test).
Set SSL Inspection to a profile that uses deep inspection profile in order to scan SSL encrypted traffic.
Configure the other settings as needed.
Click OK.

o a0
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Create New Policy
Name (@) Virtual Patching Policy

Schedule (O always

Action ~" ACCEPT

Type Standard AN

Incoming interface | [M] Clients_LAN (port1)

4

Outgoing interface ||EWAN{pnrt3] |

Source & Destination | Show logic

Source B L AN-net

User/group

Security posture tag (@

Destination 4 E

Service [g] ALL

Security Profiles

AntiVirus
Web filter
DMS filter

Application control
SD-WAN 7.6 Service Bundle Example Guide
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Virus Outbreak Prevention

FortiGuard VOS allows the FortiGate antivirus database to be supplemented with third-party malware hash
signatures curated by FortiGuard. This allows VOS to manage zero-day threats effectively. The hash signatures
are obtained from FortiGuard's Global Threat Intelligence database. Any signature that is added to FortiGuard
becomes immediately active, eliminating the need to wait for AVDB (antivirus database) update. The AVDB
queries FortiGuard with the hash of a scanned file. If FortiGuard returns a match, the scanned file is deemed to
be malicious. Enabling the AV engine scan is not required to use this feature.

FortiGuard VOS can be used in both proxy-based and flow-based policy inspections across all supported
protocols.

Example: Enable FortiGuard outbreak prevention

1. Go to Security Profiles > AntiVirus.
2. Edit an antivirus profile, or create a new one.
3. Under Virus Outbreak Prevention, enable Use FortiGuard outbreak prevention database and select Block or

Monitor.
New AntiVirus Profile
Use FortiSandbox database € e ]
Include mobile malware protection [ 8]
Quarantine €@ e ]

Virus Qutbreak Prevention €

Use FortiGuard outbreak prevention database @ m Monitor
Use external malware block list e ]

Use EMS threat feed @

4. Click OK.

Security Rating

The security rating uses real-time monitoring to analyze your Security Fabric deployment, identify potential
vulnerabilities, highlight best practices that can be used to improve the security and performance of your
network, and calculate Security Fabric scores.

Security Controls

The Security Controls page provides a quick roll-up of how many checks passed, failed, or were exempt, and
breaks results down by category (for example, Audit Logging & Monitoring, Data Protection, and others) with an
assigned letter grade for each. Grades are calculated from the percentage of tests passed within that category,
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using a standard scale (A = 90%, B = 80-<90%, C = 70-<80%, D = 60-<70%, E = 50-<60%, F < 50%); for
example, passing 8 of 10 tests yields an 80% score and a B.

Security Controls  Vulnerabilities BA Al FortiGates +
Q search
Result Uncategorized .FbS ity Hard .Prf Optimizati
u ncategorize B F-oric security Hardening PN Frtormance Optimization eyrr—
@ Passed [::
@ Failed o u Audit Logging & Monitoring Firmware & Subscriptions FortiGuard Outbreak Detection ® FGT-98-vdom-208 (Fabric Root)
@ Bxempt e
B FGT-192-Levell
u Data Protection E Network Design & Policies ® o
@ FGT-193-Level2
u Endpoint Management Threat & Vulnerability Management
© Q Search Q[ Export~ | FSEP v | [ Details
Security control & Device & Scope & Result & Compliance & Category & Lastran & Severity & Test details
[E] Optimization @ -
Info & Compliances
Uniquely Named Policies © Devices © Scopes FSBP ND03.2 Network Design & Policies ~ 2024/06/21 16:10:05 Medium —
Verty s palcies s mausly namas Uniquely Named Policies
Verify thatall poli I d,
Policy Inspection Mode © Devices @ Scopes FSBPPO01.10 Performance Optimization  2024/06/2116:10:05 erify that all polictes are uniquely names
Poiie hosld ot comsing roxy andflow nspection modes.
Category
Explicit Interface Policies © Devices © Scopes FSBPND10.1 Network Design & Policies  2024/06/21 16:10:05 Network Design & Policies (ND)
oz thet sl rsfhc e o o uing th syt
Compliances
Anti-Spam © Devices © Scopes FSBPFS02.6 Firmware & Subscriptions 2024/06/21 16:10:05 Medium
Anti-Spamsubscrition should b vaid [@ FsBPND032
Anti © Devices © Scopes FSBPFS02.3 Firmware & Subscriptions 2024/06/21 16:10:05 Medium ® pci117
e e
® cis33
Firmware & General Updates © Devices © Scopes FSBPFS02.10 Firmware & Subscriptions 2024/06/21 16:10:05 Medium
Firmars & Genars Updates suseerption 50wl e A
® cis122
Industrial DB © Devices © Scopes FSBPFS02.8 Firmware & Subscriptions 2024/06/21 16:10:05 Medium v
0% 173

Example: View security controls

1. Ontheroot FortiGate, go to Security Fabric > Security Rating. The Security Controls pane opens.
2. Forthe graded test categories, hover the cursor over a test category to view the calculation breakdown.

3. For the summary chart, click the Passed, Failed, or Exempt words or associated colors in the chart to filter
the report results.

For example, click Failed to display only failed tests in the report.
Click Result to remove the filter, or click the X beside the filter in the Search bar
4. Expand each security rating category in the report to view its details.

[ Category == Network Design & Policies X | @ O, Search X ‘ Q [® Export~ FSBP » f Details
Security control ¥ Device Scope ¥ Result ¥ Severity ¥ Compliance
:
g Unauthorized FortiSwitches e Devices e Scopes Low FSBPND01.1

All discovered FortiSwitches should be autharized or disabled.

e Unauthorized FortiSwitches ¢ S108DV¥y

Alldiscovered Fortiswitches should be authorized or disabled.

B3 Device FSBPNDO1.1

'''' ® Unauthorized FortiSwitches X S108DVE#3 3N

All discovered Fortiswitches should be autharized or disabled.

2 Device FSBPNDO1.1

“--e  Unauthorized FortiSwitches ¢ S108DVhe e

Alldiscovered Fortiswitches should be authorized or disabled.

Optimization
Security Posture
= ____________________________________________________________________|

B3 Device Low FSBPNDO1.1

0% 76
5. Inthereport, click each row to view its Test details pane, which includes two tabs: Results and Info &
Compliance.
Click Details to hide and display the Test details pane for a selected row in the report.

If a test category failed, the Results section includes a link to the GUI page where you can resolve the
problem.

The Info & Compliance tab includes the security controls used for the test and links to specific FSBP, PCI, or
CIS compliance policies.
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Category == Fabric Security Hardening x ' @ O, Search

Security control &

[E] Security Posture i

© Devices

-] Administrative Access
Interfaces which are classified 2s "WAN" should have
administrative access disabled.

~-®  Administrative Access
re classified as "WAN- should have
access disabled

Administrative Access
re classified as "WAN- should have
es5 disabled

~-®  Administrative Access
re classified 25 "WAN" should have
s disabled.

administrat]

[-] USB Auto Configuration
Automatic USE firmware and configuration provisioning features
should be dizabled during normal operstion.

~-®  USB Auto Configuration

Automatic ware and prov

Device &

® Enterprise_Second_Floor

(@ Enterprise_First_Floor

9 Devices

wafvsri-fortidocs

X Q| B Export~ FSBP v
Scope & Result & Severity & Compliance & Test details
Results Info & Compliances
© Scopes FSBPSHOL9 =] ortidocs @ Global
Disable IPv4 administrative access on the
® Global FSBPSHOLO following WAN interfaces:
portl
port5
& Global FSBP SHOLY
Visit the following page(s) to remediate:
Network > Interfaces
& Global FSBPSHO1.9
2 @ Enterprise_Second_Floor & Global
© scopes FSBRSHIS1 Disable [Pv4 administrative access on the
following WAN interfaces:
& Global FSBPSH15.1 portl

0% 60 | Visit the following pagels) to remediate:

6. Select FSBP, PCI, or CIS to filter the report for the selected compliance policy.

7. Click Export to export the report to a CSV or JSON file.

Category == Firmware & Subscriptions X | €@ Q. Search

Security control &

Anti-Spam

Anti-Spam subscription should be valid.

© Devices

Anti-Spam

Anti-Spam subscription should be valid.

Anti-Spam

Anti-Spam subscription should be valid.

Device ¢

& Iwoodward-fortidocs.

Branch_Office_02

e Scopes

Scope &

& Global

& Global

Result &

Severity &

Fabric Coverage i

Medium
Medium

Medium

Compliance

FSBPFS02.6

FSBPFS02.6

FSBP FS02.6

X Q| [ Exporte  FSBP w [ Details
csv
Test detai 1SON

Results Info & Compliances

ranch Office 02 © Global
Disable IPv4 administrative access on the
following WAN interfaces:

portl

port2

Visit the following page(s) to remediate:
Network > Interfaces

8. Click the gearicon to customize the report table by adding more columns.

P . . _
B i Best Fit Columns

D Reset Table

[ Export

~ Security control

~ Device

~ Scope

~ Result

~ Severity

~ Compliance
Category

Lastran

-

Cancel

Vulnerabilities

On the Security Fabric > Security Rating page, the Vulnerabilities tab displays PSIRT advisory and Outbreak

S Scope ¥

Result &

Severity &

' _
SEIECt COIUI“nS _

Compliance &

75

detection entries that are included in the downloaded Security Rating package:
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Security Controls  Vulnerabilities

2B All FortiGates v

-

Q search
PSIRT advisory Show all entries - Outbreak detection Show latest entries v
0 BranchScope: New CPU Side-Channel Attack a 1 3CX Supply Chain Attack -]
Devices Devices
Info Info  Recommendations
© PSIRT Advisory Report
Anewside-channel attack that tion feature of modern pr. s to recover Upgrade Web filter toversion 27.21239.
data from targeted users' CPUs has been disclosed (http://www.cs.ucr.edu/~nael/pubs/asplos18.pdf). It targets the
"branch prediction” operations —whichis the same part of a CPU speculative execution process as the one targeted by © Web filter update details
"Spectre variant 2", However, while "Spectre 2" exploits the Branch Target Buffer (BTB), BranchScope exploits the
Directional Branch Predictor (DBP). Visit the following page(s) to remediate:
System > FortiGuard
[ 110 sttack on WPANPA2 WiFi networks 1
Devices Hikvision IP Cameras Command Injection Vulnerability
Devices
0 [ 1
Devices Microsoft Exchange ProxyNotShell Vulnerabilities
Devices
Slow HTTP DoS Attacks Mitigation 1
Devices Prestige Ransomware
Devices
LS e i request forgery on fortiview top threats report generation feature. 1
Devices SolarWinds Orion Attack v

FortiGuard loT vulnerability-related checks

There are two rating checks in the Security Posture report related to IoT vulnerabilities:

e The FortiGuard loT Detection Subscription rating check will pass if the System > FortiGuard page shows
that the loT Detection Definitions (under the Attack Surface Security Rating entitlement) is licensed. In this
example, the result is marked as Passed because the license is valid.

Security Controls Vulnerabilities 5 All FortiGates ~
Result Uncategorized Fabric Security Hardening
@ Passed 0o
u Audit Logging & Monitoring Firmware & Subscriptions
Data Protection C Network Design & Policies
u Endpoint Management
Category == Firmware & Subscriptions X [ Security control = FortiGuard loT Detection Subscription X | @ a [® Export~ FSBP = [ Details
Q bearch x
Security control & ¥ Device $ Scope $ Result & Severity $ Compl Test details
[E] Optimization i ——
Info & Compliances
a FortiGuard loT Detection Subscrip... @ Devices © Scopes Medium N
16T Detection subscription should be valid. Anti-Spam
~-®  FortiGuard loT Detection Subscrip... [@ Iwoodward-fertidocs € Global Medium FSE Anti-Spam subscription should be valid.
10T Detection subscription should be valid.
Category
—-®  FortiGuard loT Detection Subscrip... [@ Branch_Office_02 € Global Medium FSE Firmware & Subscriptions (FS)
10T Detection subscription should be valid.
Compliances
—-®  FortiGuard loT Detection Subscrip... (@ Branch_Office 01 & Global Medium FSE
16T Detection subscription should be valid. FSBPFS02.6
- FortiGuard loT Detection Subscrip... (@ Enterprise_Second_Floor & Global Medium FSE PCI5.1
10T Detection subscription should be valid. -
« :
PCI5.1.1
0% V' 6/289 -

» The FortiGuard loT Vulnerability rating check will fail if any loT vulnerabilities are found.

Hover over the device name to display the tooltip, which includes an option to View IoT Vulnerabilities.
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Logging the security rating

The results of past security checks are available on the Log & Report > System Events page
Rating Events card to see the detailed log.

Summary Logs

2k | & Security Rating Events v\‘ @ FortiAnalyzer ~ custom v ‘/Ej Detai\s\l
Date/Time 2024-07-19 12:00:17 -> 2024-07-19 13:00:... X @ Q Search x| Q
Date/Time </ Level Log Description Test Result S Log Details X
[ ] Notice Security Rating checkresult UnsecureProtocolHttp () General
[ | Notice Security Rating checkresult DefaultPortHttps VDOM root
[ ] Notice Security Rating checkresult = LoginAttempts Log Description Security Rating check result
[ [ | Notice Security Rating checkresult DefaultPortSsh Bl
[ | Notice Security Rating checkresult ~ Fortigateldentification
Device ID FGVM02TM24008948
[ ] Notice Security Rating checkresult IdleTimeout
=) Data
Message Security Rating check completed.

. Click the Security

An event filter subtype can be created for the Security Fabric rating so event logs are created on the root

FortiGate that summarize the results and show detailed information for the individual tests.
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