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Overview

This document provides guidance on how to access the FortiNAC REST API. For documentation
on the full FortiNAC REST API Schema, refer to the to the REST API v2 reference manual in the
Fortinet Document Library.

What it Does

FortiNAC's REST APl is a standardized method for other systems to interact with FortiNAC to
perform configuration and monitoring operations.

How it Works

Each resource in the REST API is identified by a named URL, and is accessed using standard HTTP
methods (HEAD, GET, POST, PATCH, DELETE).

Accessing the API is accomplished using curl or another API testing application suite (such as
Postman). Each REST API request requires an API token to be authenticated. An API token is
generated by creating a REST API admin user in FortiNAC.

Distributed Deployments: API requests can be sent to the Control Manager (FNC-M) to retrieve
information for all managed pods.

Procedure Overview
1. Determine source address(es) from which API requests will be issued: This is required in

order to ensure the API token is being used by a trusted source. This can be either
individual addresses or networks.

2. Configure an administrator account in FortiNAC to allow REST API access.
Connect to the FortiNAC Server Administrator Interface and issue the desired API request.

Requirements
FortiNAC 8.7 or higher


https://docs.fortinet.com/document/fortinac/8.7.0/rest-api-v2

Configuration
Determine API Request Source Address(es)

Identify the individual addresses or networks from which admin users will be sending API
requests. Record this information for use in creating the administrator account.

Configure Administrator Account

Modify or create an administrator account to allow REST API access.

7.
8.

In the FortiNAC Administration UI, navigate to Users > Admin Users.

Click Add or select an existing user and click Modify.

Click Allow REST API Access for this Admin User. The Token value will appear below.

[v] Allow REST AP| Access for this Admin User

REST AP| Access
Token

Allowed Subnets

Abc123xxxZYFbbbbbbbcccccceece

Add
Modify
Delete

Copy the API Token value for use in the API queries. Note: Token value does not display

again after leaving the screen.

Specify one or more subnets from which requests to the REST API are allowed. Under

Allowed Subnets, click Add.

Enter the subnet and mask of the allowed network. To allow all subnets, enter 0.0.0.0/0.

IP Address:

CIDR/Netmask: |32

Modify IP Subnet

>

1.2.3.4

OK Cancel

Click OK.

Click OK again to save user record.

Note: If the API Token is lost or forgotten, it can be regenerated by modifying the Admin User and
clicking the Regenerate Token button. See Regenerate API Token in the Appendix.




Issue API Request

Curl or another API testing application suite (such as Postman) can be used to issue API requests.
All requests require the API token value previously recorded (Authorization: Bearer token) to be
included in the header. Postman examples are listed in the Appendix.

URI:
https://<FortiNAC address>/api/v2/<database resource path>

To view the available API resources that can be accessed (REST API schema), refer to the REST
API v2 reference manual in the Fortinet Document Library.

Example: Retrieve the total number of devices in Topology.
URI: https://<FortiNAC address>/api/v2/device/count/all

Curl command:

curl -k --location --request GET
'https://myserver.company.com:8443/api/v2/device/count/all' --header 'Authorization:
Bearer 3abcfdethgsdybbbbcccccce!

Result:

{"status":"success", "errorMessage":null, "results":[], "total":37}

See Appendix for the following examples:

Retrieve the list of devices in Topology

Retrieve information for all groups in the database

Retrieve information for a specific host record via MAC address
Create host group

Add Host to Host Group

Disable Host

Enable Host



https://docs.fortinet.com/document/fortinac/8.7.0/rest-api-v2
https://docs.fortinet.com/document/fortinac/8.7.0/rest-api-v2

Appendix
Regenerate API Token

If the API Token is lost or forgotten, it can be regenerated in the Admin User record.

1. Navigate to Users > Admin Users.
2. Double click on the user or right click and select Modify.
3. Click the Regenerate Token button.
Allow REST API Access for this Admin User
?EkSeL R KR Regenerate Token
4. Copy the API Token value for use in the API queries. The value can be pasted into the
Notes section above, if desired, for easy reference. Note: Token value does not display again
after leaving the screen.
Examples

Set Authorization in Postman

Must be set for each query when using Postman. Enter the API Token Value generated in FNAC.

1.
2.

Click Authorization
Select type Bearer Token

3. Paste FNAC Token value in the Token field in the right panel

4.

Total

o . m sve | T
Params AUl eaders (7, Body re-request Script Tests Settings

<API Token Value>

Click Save

Device Count

Retrieve the total number of devices in Topology.

Curl:
Command:
curl -k --location --request GET 'https:// <FortiNAC Server Name>:8443/api/v2/device/count/all' --header

'"Authorization: Bearer <API Token value>'

Result:

{"status":"success", "errorMessage":null, "results":[], "total":37}



Postman
1. Set Authorization

>:8443/api/v2/device/count/all

Pre-request Script Tests Settings

VALUE

2. Click Headers

3. Under Key enter Content-Type

4. On the same line under Value, enter application/json
GET v hups:fi<
Params Authorization @ Headers (8
Content-Typ

application/json

5. Set Method and URI in the top fields

Method: GET

URI: https://[<FortiNAC Server Name>:8443/api/v2/device/count/all

» Total Device count

GET v https:/f m:8443/apifv2/device/count/al
Params Authorization @ Headers (9] Bo Pre-request Scrip Te Settings
To save request, click Save
Click Send
Results display at the bottom.
Body Coockies (1 Headers (7] ults
Pretty R Preview Visualize 50 - 5

2 "status": "success",
3 e age": null,
4 "r [1

5 "total": 3

Full Device List

Retrieve the list of devices in Topology:

Curl

Command:

curl -k --location --request GET 'https:// <FortiNAC Server Name>:8443/api/v2/device’

'"Authorization: Bearer <API Token value>'

--header



Postman

0 o

Set Authorization
Click Headers
Under Key enter Content-Type

On the same line under Value, enter application/json

GET v | hups/fi< >:8443/api/v2/device/count/all

KEY VALUE

Content-Type application/json

Set Method and URI in the top fields
Method: GET

URI: https://[<FortiNAC Server Name>:8443/api/v2/device/

To save request, click Save
Click Send

Results display at the bottom. Click on the magnifying glass in the panel containing the results
in order to search content.

Group Information

Retrieve information for all groups in the database. This is helpful when needing to identify a
group database id (required when modifying a group, such as adding or removing a member).

Curl
Command:
curl -k --location --request GET 'https:// <FortiNAC Server Name>:8443/api/v2/system/group' --header

'Authorization: Bearer <API Token value>'

Postman
1. Set Authorization
2. Click Headers
3. Under Key enter Content-Type
4. On the same line under Value, enter application/json

GET A https:/i< =:8443/api/v2/device/count/all
aram u i ne Head p T
ead

KEY VALUE
Content-Typ: pplicati




5. Set Method and URI in the top fields

Method: GET

URI: https://[<FortiNAC Server Name>:8443/api/v2/system/group

To save request
Click Send

, click Save

Results display at the bottom. To locate information for specific group, click on the magnifying

glass in the panel containing the results and search by name.

@  status 2000
@ Status: 200 OK

Test_A_Group

Host Record Info

Retrieve information for a specific host record via MAC address. This is helpful when needing to
1dentify a host database id (required when modifying a host, such as adding or removing from a

group).

rmation

Note: MAC address entry must use capital letters and colons (:). Otherwise, an error is generated.

Curl

Command:

curl -k --location --request GET 'https:// <FortiNAC Server Name>:8443/api/v2/host/by-
--header 'Authorization: Bearer <API Token value>'

mac/<xXx:XxX:XX:XX:XX:xXx>"'

Postman

1. Set Authorization

2. Click Headers
3. Under Key ent
4

er Content-Type

On the same line under Value, enter application/json

10



5. Set Method and URI in the top fields
Method: GET
URI: https://[<FortiNAC Server Name>:8443/api/v2/host/by-mac/<xx:XX:XX:XX:XX:XX>

To save request, click Save
7. Click Send

Results display at the bottom. Click on the magnifying glass in the panel containing the results
in order to search content. If locating the host record’s database id, search for “id”. Record the
first instance found.

[T T ST R

Create Host Group

Create host group and set the following:

Group name

elementClass = 8

Days valid = <Number of days the host record will remain in the database after creation.>
Days inactive = <Number of consecutive days the host must be inactive to be aged out of the
database.>

Curl

Command:

curl -k --location --data '{"name": "<Group Name>","elementClass":8, "daysValid":0,"daysInactive":0}' -X
POST 'https:// <FortiNAC Server Name>:8443/api/v2/system/group/host' --header 'Authorization: Bearer <API

Token value>' -H "Content-Type: application/json"

Postman
1. Set Authorization
2. Click Headers
3. Under Key enter Content-Type
4

On the same line under Value, enter application/json

11




GET v | hupsi/i< >:8443/api/v2/device/count/all

Params Authorization @ Headers (8 Body ipt e Settings
Headers

KEY VALUE
Content-Type application/json

5. Set Method and URI in the top fields
Method: POST
URI: https://<FortiNAC Server Name>:8443/api/v2/system/group/host

Click Body then raw
Enter the following text in the field below:

{"name": "<Group Name>","elementClass":8, "daysValid":0,"daysInactive":0}

To save request, click Save
9. Click Send

» Create host group

POST A https: 1:8443/apifv2/system/group/host
Params Authorization @ Headers (11) Body @ Pre-request Script Tests Settings
none form-data X-Wh m-urlencoded ®rz bina GraphQL v

1 {"name": "Test_A& group”,"elementClass":8, "daysWValid":8,"dsysInactive”:0}
Body Cookies (1 Headers (5) Test Results
Pretry Ra Preview isualize SC b =
1 {
2 status
3 error

Validate in UI: Navigate to System > Groups. The group should now be listed.



Add Host to Host Group

Curl
Command:

curl -k --location --data-urlencode 'elemID=<host database ID>' --data-urlencode 'grouplD=<group database
ID>' --data-urlencode 'type=8' -X POST 'https://<FortiNAC Server Name>:8443/api/v2/system/group/add-
members' --header 'Authorization: Bearer <API Token Value>' --header 'Content-Type: application/x-www-
form-urlencoded’

Postman
1. Set Authorization

2. Set Method and URI in the top fields
Method: POST
URI: https://<FortiNAC Server Name>:8443/api/v2/system/group/membership

Click Body then x-www-form-urlencoded

Enter the following text in the field below:

KEY ‘ VALUE
MemberlD <Host database ID>

Can be obtained by querying host record information in the database

grouplD <Group database ID>

Can be obtained by querying group information in the database

type 8 (registered host)

To save request, click Save

Click Send
» Add host host to host group
POST v | hups:iit :8443/apifv2/system/group/membership
Params Authorization @ Headers (11) Body @ Pre-request Script Tests Settings

none form-data ® -www-form-urlencoded raw binary GraphQL

KEY VALUE
memberlD 21304
grouplD 20
type 8
Body Cookies (1) Headers (5) TestResults

Pretry Rawr Preview Visualize JSON 5

1 q

2 "status"™: "success",

3 "errorMessage": null

4 [

Validate in UI: Navigate to System > Groups. Select group and click Group Membership.

13



Disable Host

Curl
Command:
curl -k --location --data-urlencode 'mac=<MAC address using colons and capitals>' -X POST

'https://<FortiNAC Server Name>:8443/api/v2/host/disable-by-mac' --header 'Authorization: Bearer <API
Token value>' --header 'Content-Type: application/x-www-form-urlencoded'

Postman
1. Set Authorization

2. Set Method and URI in the top fields
Method: POST
URI: https://<FortiNAC Server Name>:8443/api/v2/host/disable-by-mac

3. Click Body then x-www-form-urlencoded

Enter the following text in the field below:

mac <host MAC address>

5. To save request, click Save.
Click Send.

b Disable host

POST v  hupsi//h o 18443/ apifv2/host/disable-by-maci=
Params @ Authorization @ Headers (11) Body @ Pre-request Script Tests Settings
none form-data ® -wwwi-form-urlencoded raw binary GraphQL
KEY VALUE
mac D4:81:D7:00:F6:5E

Body (Cookies (1) Headers (3) TestResults

Pretoy Raw Preview Visualize JSON - 5

"status": "success",
"errorMessage”: null

Bl pa

Validate in UI: Search for the MAC address under Hosts > Host View. The icon should look
similar to one of the following:

14



Enable Host

Curl

Command:

curl -k --location --data-urlencode 'mac=<MAC address using colons and capitals>' -X POST
'https://<FortiNAC Server Name>:8443/api/v2/host/enable-by-mac' --header 'Authorization: Bearer <API
Token value>' --header 'Content-Type: application/x-www-form-urlencoded'

Postman

1. Set Authorization

2. Set Method and URI in the top fields
Method: POST
URI: https://<FortiNAC Server Name>:8443/api/v2/host/enable-by-mac

3. Click Body then x-www-form-urlencoded
Enter the following text in the field below:

mac <host MAC address>

To save request, click Save
Click Send

» Enable host

POST v | htps 1:8443/apifv2/host/fenable-by-mac
Params Authorization @ Headers (11) Body @ Pre-request Script Tests Settings
none form-data ® -www-form-urlencoded raw binary GraphQL
KEY VALUE
mac D4:81:D7:90:F6:5E

Body Cookies

1) Headers (3] Test Results
Pretoy Raws Preview Visualize JSON - 5

"status": "success",
"errorMessage”: null

Pa Ll pa

Validate in UI: Search for the MAC address under Hosts > Host View. The icon should look
like one of the following:

15
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