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FortiOS CLI reference

FortiOS CLI reference

This document describes FortiOS 7.0.0 CLI commands used to configure and manage a FortiGate unit from
the command line interface (CLI). For information on using the CLI, see the FortiOS 7.0.0 Administration
Guide, which contains information such as:

« Connecting to the CLI

o CLlI basics

« Command syntax

e Subcommands

o Permissions

If you have comments on this content, its format, or requests for commands that are not included, contact us at
techdoc@fortinet.com.

Creation of the CLI reference

The CLI syntax is created by processing the schema from FortiGate models running FortiOS 7.0.0 and
reformatting the resultant CLI output. The following reference models were used to create this CLI reference:

e« FGT_140E_POE: a POE model with 40 x GE RJ45 (including 24 x RJ45 GE POE/POE+ ports, 14 x switch
ports, 1 x MGMT port, 1x HA port, 2 x WAN ports), 2 x GE SFP DMZ slots.

o FWF_61F: a WiFi/desktop model with 10x GE RJ45 ports (including 7x Internal Ports, 2x WAN Ports, 1x
DMZ Port), Wireless (802.11 a/b/g/n/ac-W2), 128GB SSD onboard storage.

e« FGT_501E: a mid-range model with 2x 240GB SSD storage, NP6 and CP9 acceleration, 2x 10GE SFP+
slots, 8x GE SFP slots and 10x GE RJ45 ports.

e FGT_3000D: a high-end model with 480GB SSD storage, NP6 and CP8 acceleration, dyak AC power
supplies, 16x 10GE SFP+ slots and 2x GE RJ45 management ports.

e FGT_VMG64: a Virtual Machine model running on VMware ESXi.

Availability of commands and options

Some FortiOS CLI commands and options are not available on all FortiGate units. The CLI displays an error
message if you attempt to enter a command or option that is not available. You can use the question mark ‘?’
to verify the commands and options that are available.

Commands and options may not be available for the following reasons:

FortiGate model

All commands are not available on all FortiGate models. For example, a hardware switch can be configured
only on models which have the corresponding hardware switch chipset.
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Hardware configuration

For example, settings like mediatype would only be available on units with SFPs.

FortiOS Carrier, FortiGate 5K/6K/7K, FortiGate with LTE, etc.

Commands for extended functionality are not available on all FortiGate models. The CLI Reference may not
include all commands.
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Use configuration commands to configure and manage a FortiGate unit from the command line interface (CLI).

The CLI syntax is created by processing the schema from FortiGate models running FortiOS 7.0.0 and reformatting the
resultant CLI output. The following reference models were used to create this CLI reference:

e« FGT_140E_POE: a POE model with 40 x GE RJ45 (including 24 x RJ45 GE POE/POE+ ports, 14 x switch ports, 1

X MGMT port, 1x HA port, 2 x WAN ports), 2 x GE SFP DMZ slots.

« FWF _61F: a WiFi/desktop model with 10x GE RJ45 ports (including 7x Internal Ports, 2x WAN Ports, 1x DMZ

Port), Wireless (802.11 a/b/g/n/ac-W2), 128GB SSD onboard storage.

e FGT _501E: a mid-range model with 2x 240GB SSD storage, NP6 and CP9 acceleration, 2x 10GE SFP+ slots, 8x

GE SFP slots and 10x GE RJ45 ports.

« FGT_3000D: a high-end model with 480GB SSD storage, NP6 and CP8 acceleration, dyak AC power supplies, 16x

10GE SFP+ slots and 2x GE RJ45 management ports.
e FGT_VM®64: a Virtual Machine model running on VMware ESXi.

\,

‘9' The command branches are in alphabetical order. The commands beneath each branch are

not in alphabetical order.

If you have comments on this content, its format, or requests for commands that are not included, contact us at

techdoc@fortinet.com.

alertemail

This section includes syntax for the following commands:

« config alertemail setting on page 21

config alertemail setting

Configure alert email settings.

config alertemail setting
Description: Configure alert email settings.

set
set
set
set
set
set
set
set
set
set

username {string}

mailtol {string}

mailto2 {string}

mailto3 {string}

filter-mode [category|threshold]

email-interval {integer}

IPS-logs [enable|disable]
firewall-authentication-failure-logs [enable|disable]
HA-logs [enable|disable]

IPsec-errors—-logs [enable|disable]
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set FDS-update-logs [enable|disable]

set PPP-errors-logs [enable|disable]

set sslvpn-authentication-errors-logs [enable|disable]
set antivirus-logs [enable|disable]

set webfilter-logs [enablel|disable]

set configuration-changes-logs [enable|disable]
set violation-traffic-logs [enable|disable]

set admin-login-logs [enable]|disable]

set FDS-license-expiring-warning [enable|disable]
set log-disk-usage-warning [enable|disable]

set fortiguard-log-quota-warning [enable|disable]
set amc-interface-bypass-mode [enable|disable]
set FIPS-CC-errors [enable|disable]

set FSSO-disconnect-logs [enable|disable]

set ssh-logs [enablel|disable]

set FDS-license-expiring-days {integer}

set local-disk-usage {integer}

set emergency-interval {integer}

set alert-interval {integer}

set critical-interval {integer}

set error-interval {integer}

set warning-interval {integer}

set notification-interval {integer}

set information-interval {integer}

set debug-interval {integer}

set severity [emergencylalert]...]

config alertemail setting

Parameter Description

username Name that appears in the From: field of alert emails
(max. 63 characters).

mailto1 Email address to send alert email to (usually a
system administrator) (max. 63 characters).

mailto2 Optional second email address to send alert email to
(max. 63 characters).

mailto3 Optional third email address to send alert email to
(max. 63 characters).

filter-mode How to filter log messages that are sent to alert
emails.

Option Description

category Filter based on category.

threshold Filter based on severity.
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string

string

string

string

option

Size

Maximum
length: 63

Maximum
length: 63

Maximum
length: 63

Maximum
length: 63

Default

category
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Parameter

email-interval

IPS-logs

firewall-
authentication-
failure-logs

HA-logs

IPsec-errors-logs

FDS-update-logs

PPP-errors-logs

Description Type Size Default
Interval between sending alert emails . integer Minimum 5
value: 1
Maximum
value:
99999
Enable/disable IPS logs in alert email. option - disable
Option Description
enable Enable IPS logs in alert email.
disable Disable IPS logs in alert email.
Enable/disable firewall authentication failure logsin  option - disable
alert email.

enable Enable firewall authentication failure logs in alert email.
disable Disable firewall authentication failure logs in alert email.

Enable/disable HA logs in alert email. option - disable
enable Enable HA logs in alert email.
disable Disable HA logs in alert email.

Enable/disable IPsec error logs in alert email. option - disable
enable Enable IPsec error logs in alert email.
disable Disable IPsec error logs in alert email.

Enable/disable FortiGuard update logs in alert email. option - disable
enable Enable FortiGuard update logs in alert email.
disable Disable FortiGuard update logs in alert email.

Enable/disable PPP error logs in alert email. option - disable
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Parameter Description Type Size Default
enable Enable PPP error logs in alert email.
disable Disable PPP error logs in alert email.
sslvpn- Enable/disable SSL-VPN authentication error logsin  option - disable
authentication- alert email.
errors-logs
enable Enable SSL-VPN authentication error logs in alert email.
disable Disable SSL-VPN authentication error logs in alert email.
antivirus-logs Enable/disable antivirus logs in alert email. option - disable
enable Enable antivirus logs in alert email.
disable Disable antivirus logs in alert email.
webfilter-logs Enable/disable web filter logs in alert email. option - disable
enable Enable web filter logs in alert email.
disable Disable web filter logs in alert email.
configuration- Enable/disable configuration change logs in alert option - disable
changes-logs email
Option Description
enable Enable configuration change logs in alert email.
disable Disable configuration change logs in alert email.
violation-traffic- Enable/disable violation traffic logs in alert email. option - disable
logs
enable Enable violation traffic logs in alert email.
disable Disable violation traffic logs in alert email.
admin-login-logs  Enable/disable administrator login/logout logs in option - disable
alert email.
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Parameter Description Type Size Default
enable Enable administrator login/logout logs in alert email.
disable Disable administrator login/logout logs in alert email.

FDS-license- Enable/disable FortiGuard license expiration option - disable

expiring-warning  warnings in alert email.

enable Enable FortiGuard license expiration warnings in alert email.

disable Disable FortiGuard license expiration warnings in alert email.
log-disk-usage- Enable/disable disk usage warnings in alert email. option - disable
warning

enable Enable disk usage warnings in alert email.

disable Disable disk usage warnings in alert email.
fortiguard-log- Enable/disable FortiCloud log quota warnings in alert  option - disable
quota-warning email.

enable Enable FortiCloud log quota warnings in alert email.

disable Disable FortiCloud log quota warnings in alert email.
amc-interface- Enable/disable Fortinet Advanced Mezzanine Card option - disable
bypass-mode (AMC) interface bypass mode logs in alert email.

enable Enable Fortinet Advanced Mezzanine Card (AMC) interface bypass mode

logs in alert email.
disable Disable Fortinet Advanced Mezzanine Card (AMC) interface bypass mode
logs in alert email.
FIPS-CC-errors Enable/disable FIPS and Common Criteria errorlogs  option - disable
in alert email.
enable Enable FIPS and Common Criteria error logs in alert email.
disable Disable FIPS and Common Criteria error logs in alert email.
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Parameter Description Type Size Default

FSSO- Enable/disable logging of FSSO collector agent option - disable
disconnect-logs disconnect.

Option Description

enable Enable logging of FSSO collector agent disconnect.
disable Disable logging of FSSO collector agent disconnect.
ssh-logs Enable/disable SSH logs in alert email. option - disable
Option Description
enable Enable SSH logs in alert email.
disable Disable SSH logs in alert email.
FDS-license- Number of days to send alert email prior to integer Minimum 15
expiring-days FortiGuard license expiration . value: 1
Maximum
value: 100
local-disk-usage  Disk usage percentage at which to send alert email .  integer Minimum 75
value: 1
Maximum
value: 99
emergency- Emergency alert interval in minutes. integer Minimum 1
interval value: 1
Maximum
value:
99999
alert-interval Alert alert interval in minutes. integer Minimum 2
value: 1
Maximum
value:
99999
critical-interval Critical alert interval in minutes. integer Minimum 3
value: 1
Maximum
value:
99999
error-interval Error alert interval in minutes. integer Minimum 5
value: 1
Maximum
value:
99999
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Parameter Description

warning-interval Warning alert interval in minutes.

notification- Notification alert interval in minutes.
interval

information- Information alert interval in minutes.
interval

debug-interval Debug alert interval in minutes.
severity Lowest severity level to log.

Type

integer

integer

integer

integer

option

Size

Minimum
value: 1
Maximum
value:
99999

Minimum
value: 1
Maximum
value:
99999

Minimum
value: 1
Maximum
value:
99999

Minimum
value: 1
Maximum
value:
99999

Default
10

20

30

60

alert

Option Description

emergency Emergency level.
alert Alert level.
crtical Critical level.
error Error level.
waming Warning level.
notification Notification level.
information Information level.
debug Debug level.

antivirus

This section includes syntax for the following commands:

« config antivirus profile on page 34
« config antivirus quarantine on page 29
« config antivirus settings on page 28
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config antivirus settings

Configure AntiVirus settings.

config antivirus settings
Description: Configure AntiVirus settings.
set machine-learning-detection [enable|monitor|...]
set use-extreme-db [enable|disable]
set grayware [enable|disable]
set override-timeout {integer}

config antivirus settings

Parameter Description Type Size Default
machine- Use machine learning based malware detection. option - enable
learning-
detection
Option Description
enable Enable machine learning based malware detection.
monitor Enable machine learning based malware detection for monitoring only.
disable Disable machine learning based malware detection.

use-extreme- Enable/disable the use of Extreme AVDB.

option

- disable

option

disable

db

Option Description

enable Enable extreme AVDB.

disable Disable extreme AVDB.
grayware Enable/disable grayware detection when an AntiVirus

profile is applied to traffic.

Option Description

enable Enable grayware detection.

disable Disable grayware detection.
override- Override the large file scan timeout value in seconds .
timeout Zero is the default value and is used to disable this

command. When disabled, the daemon adjusts the
large file scan timeout based on the file size.
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Minimum 0
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Maximum
value: 3600
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config antivirus quarantine

Configure quarantine options.

config antivirus quarantine
Description: Configure quarantine options.
set agelimit {integer}
set maxfilesize {integer}
set quarantine-quota {integer}
set drop-infected {optionl}, {option2},
set store-infected {optionl}, {option2},
set drop-blocked {optionl}, {option2},
set store-blocked {optionl}, {option2},
set drop-heuristic {optionl}, {option2},
set store-heuristic {optionl}, {option2},
set lowspace [drop-new|ovrw-old]
set destination [NULL|disk|...]

end

config antivirus quarantine

Parameter Description Type Size Default

agelimit Age limit for quarantined files . integer Minimum 0
value: 0
Maximum
value: 479

manxfilesize Maximum file size to quarantine . integer Minimum 0
value: 0
Maximum
value: 500

quarantine- The amount of disk space to reserve for quarantining integer Minimum 0
quota files . value: 0
Maximum
value:
4294967295

drop-infected Do not quarantine infected files found in sessions option -
using the selected protocols. Dropped files are deleted
instead of being quarantined.

Option Description

imap IMAP.
smtp SMTP.
pop3 POP3.
http HTTP.

FortiOS 7.0.0 CLI Reference
Fortinet Technologies Inc.



CLI configuration commands

Parameter Description Type Size Default

ftp FTP.

nntp NNTP.

imaps IMAPS.

smitps SMTPS.

pop3s POP3S.

https HTTPS.

ftps FTPS.

mapi MAPI.

cifs CIFS.

ssh SSH.

store-infected Quarantine infected files found in sessions using the option - imap smtp
selected protocols. pop3 http

ftp nntp
imaps
smtps
pop3s
https ftps
mapi cifs
ssh

imap IMAP.

smitp SMTP.

pop3 POP3.

http HTTP.

ftp FTP.

nntp NNTP.

imaps IMAPS.

smitps SMTPS.

pop3s POP3S.

https HTTPS.

ftps FTPS.
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Parameter Description

Type Size Default

mapi MAPI.
cifs CIFS.
ssh SSH.
drop-blocked Do not quarantine dropped files found in sessions option -

using the selected protocols. Dropped files are deleted
instead of being quarantined.

Option Description

imap IMAP.

smip SMTP.

pop3 POP3.

http HTTP.

ftp FTP.

nntp NNTP.

imaps IMAPS.

smitps SMTPS.

pop3s POP3S.

ftps FTPS.

mapi MAPI.

cifs CIFS.

ssh SSH.

store-blocked  Quarantine blocked files found in sessions using the option - imap smtp
selected protocols. pop3 http

ftp nntp
imaps
smtps
pop3s ftps
mapi cifs
ssh

Option Description

imap

smitp
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Parameter Description Type Size Default
pop3 POP3.
http HTTP.
ftp FTP.
nntp NNTP.
imaps IMAPS.
smitps SMTPS.
pop3s POP3S.
ftps FTPS.
mapi MAPI.
cifs CIFS.
ssh SSH.

drop-heuristic Do not quarantine files detected by heuristics found in  option -
sessions using the selected protocols. Dropped files
are deleted instead of being quarantined.

imap IMAP.
smip SMTP.
pop3 POP3.
http HTTP.
fto FTP.
nntp NNTP.
imaps IMAPS.
smitps SMTPS.
pop3s POP3S.
https HTTPS.
ftps FTPS.
mapi MAPI.
cifs CIFS.
ssh SSH.
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Parameter

store-
heuristic

lowspace

destination

Description Type Size Default
Quarantine files detected by heuristics found in option - imap smtp
sessions using the selected protocols. pop3 http
ftp nntp
imaps
smtps
pop3s
https ftps
mapi cifs
ssh
Option Description
imap IMAP.
smtp SMTP.
pop3 POP3.
http HTTP.
ftp FTP.
nntp NNTP.
imaps IMAPS.
smtps SMTPS.
pop3s POP3S.
https HTTPS.
ftps FTPS.
mapi MAPI.
cifs CIFS.
ssh SSH.
Select the method for handling additional files when option - ovrw-old

running low on disk space.

Option Description

drop-new Drop (delete) the most recently quarantined files.

ovrw-old Overwrite the oldest quarantined files. That is, the files that are closest to
being deleted from the quarantine.

Choose whether to quarantine files to the FortiGate option - disk **
disk or to FortiAnalyzer or to delete them instead of
quarantining them.
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Parameter Description Type Size Default
Option Description
NULL Files that would be quarantined are deleted.
disk Quarantine files to the FortiGate hard disk.

FortiAnalyzer FortiAnalyzer

** Values may differ between models.

config antivirus profile

Configure AntiVirus profiles.

config antivirus profile
Description: Configure AntiVirus profiles.
edit <name>

set comment {var-string}

set replacemsg-group {string}

set feature-set [flow|proxy]

set ftgd-analytics [disable|suspicious]|...]

set analytics-max-upload {integer}

set analytics-ignore-filetype {integer}

set analytics-accept-filetype {integer}

set analytics-db [disablel|enable]

set mobile-malware-db [disable|enable]

config http
Description: Configure HTTP AntiVirus options.
set av-scan [disable|block]|...]
set outbreak-prevention [disable|block]|...]
set external-blocklist [disable|block]|...]
set quarantine [disable]|enable]
set archive-block {optionl}, {option2},
set archive-log {optionl}, {option2},
set emulator [enable|disable]
set content-disarm [disable|enable]

config ftp
Description: Configure FTP AntiVirus options.
set av-scan [disable|block]|...]
set outbreak-prevention [disable|block]|...]
set external-blocklist [disable|block]|...]
set quarantine [disable|enable]
set archive-block {optionl}, {option2},
set archive-log {optionl}, {option2},
set emulator [enable|disable]

end

config imap
Description: Configure IMAP AntiVirus options.
set av-scan [disable|block]...]
set outbreak-prevention [disable|block]|...]
set external-blocklist [disable|block]|...]
set quarantine [disable|enable]
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set
set
set
set
set
end

archive-block {optionl}, {option2},
archive-log {optionl}, {option2},
emulator [enable|disable]
executables [default|virus]
content-disarm [disable]|enable]

config pop3

Description: Configure POP3 AntiVirus options.

set
set
set
set
set
set
set
set
set
end

av-scan [disable|block]|...]

outbreak-prevention [disable|block]|...]
external-blocklist [disable|block]|...]
quarantine [disablel|enable]

archive-block {optionl}, {option2},
archive-log {optionl}, {option2},
emulator [enable|disable]
executables [default|virus]
content-disarm [disable]|enable]

config smtp

Description: Configure SMTP AntiVirus options.

set
set
set
set
set
set
set
set
set
end

av-scan [disable|block]...]
outbreak-prevention [disable|block]...]
external-blocklist [disable|block]|...]
quarantine [disablel|enable]
archive-block {optionl}, {option2},
archive-log {optionl}, {option2},
emulator [enable|disable]

executables [default|virus]
content-disarm [disable]|enable]

config mapi

Description: Configure MAPI AntiVirus options.

set
set
set
set
set
set
set
set
end

av-scan [disable|block]|...]

outbreak-prevention [disable|block]|...]
external-blocklist [disable|block]|...]
quarantine [disablel|enable]

archive-block {optionl}, {option2},
archive-log {optionl}, {option2},
emulator [enable|disable]
executables [default|virus]

config nntp

Description: Configure NNTP AntiVirus options.

set
set
set
set
set
set
set
end

av-scan [disable|block]...]
outbreak-prevention [disable|block]|...]
external-blocklist [disable|block]|...]
quarantine [disablel|enable]
archive-block {optionl}, {option2},
archive-log {optionl}, {option2},
emulator [enable|disable]

config cifs

Description: Configure CIFS AntiVirus options.

set
set
set
set

av-scan [disable|block]...]
outbreak-prevention [disable|block]|...]
external-blocklist [disablel|block]|...]
quarantine [disable]|enable]
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set archive-block {optionl}, {option2},
set archive-log {optionl}, {option2},
set emulator [enable|disable]
end
config ssh
Description: Configure SFTP and SCP AntiVirus options.
set av-scan [disable|block]|...]
set outbreak-prevention [disable|block]|...]
set external-blocklist [disablel|block]|...]
set quarantine [disable|enable]
set archive-block {optionl}, {option2},
set archive-log {optionl}, {option2},
set emulator [enable|disable]
end
config nac-quar
Description: Configure AntiVirus quarantine settings.
set infected [none|quar-src-ip]
set expiry {user}
set log [enable|disable]
end
config content-disarm
Description: AV Content Disarm and Reconstruction settings.
set original-file-destination [fortisandbox|quarantine|...]
set error-action [block|log-only|...]
set office-macro [disable|enable]
set office-hylink [disable]|enable]
set office-linked [disable|enable]
set office-embed [disable|enable]
set office-dde [disable|enable]
set office-action [disable|enable]
set pdf-javacode [disable]|enable]
set pdf-embedfile [disablel|enable]
set pdf-hyperlink [disable]|enable]
set pdf-act-gotor [disablel|enable]
set pdf-act-launch [disable|enable]
set pdf-act-sound [disablel|enable]
set pdf-act-movie [disablel|enable]
set pdf-act-java [disable]|enable]
set pdf-act-form [disable|enable]
set cover-page [disable|enable]
set detect-only [disable|enable]
end
set outbreak-prevention-archive-scan [disable|enable]
set external-blocklist—-archive-scan [disable|enable]
set external-blocklist-enable-all [disable|enable]
set external-blocklist <namel>, <name2>,
set ems-threat-feed [disable|enable]
set av-virus-log [enable|disable]
set av-block-log [enable|disable]
set extended-log [enable|disable]
set scan-mode [default]|legacy]
next
end
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config antivirus profile

Parameter

comment

replacemsg-
group

feature-set

ftgd-analytics

analytics-max-
upload

analytics-
ignore-filetype

analytics-
accept-filetype

analytics-db

Description

Comment.

Replacement message group customized for this

profile.

Flow/proxy feature set.

Type

var-string

string

option

Size Default
Maximum

length: 255

Maximum

length: 35

- flow

Option Description

flow

proxy

Settings to control which files are uploaded to

FortiSandbox.

Flow feature set.

Proxy feature set.

option

- disable

Option Description

disable

suspicious

everything

Maximum size of files that can be uploaded to

FortiSandbox.

Do not submit files matching this DLP file-pattern to

FortiSandbox.

Only submit files matching this DLP file-pattern to

FortiSandbox.

Enable/disable using the FortiSandbox signature

Do not upload files to FortiSandbox.

Submit files supported by FortiSandbox if heuristics or other methods

determine they are suspicious.

Submit all files scanned by AntiVirus to FortiSandbox. AntiVirus may not scan

all files.

integer

integer

integer

option

database to supplement the AV signature databases.
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value: 1

Maximum

value: 6446 **

Minimum 0
value: 0

Maximum

value:
4294967295

Minimum 0
value: 0

Maximum

value:
4294967295

- disable
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Parameter Description Type Size Default
disable Use only the standard AV signature databases.
enable Also use the FortiSandbox signature database.
mobile- Enable/disable using the mobile malware signature option - enable
malware-db database.
disable Do not use the mobile malware signature database.
enable Also use the mobile malware signature database.
outbreak- Enable/disable outbreak-prevention archive option - enable
prevention- scanning.

archive-scan

disable Analyze files as sent, not the content of archives.
enable Analyze files including the content of archives.
external- Enable/disable external-blocklist archive scanning. option - enable

blocklist-
archive-scan

Option Description
disable Analyze files as sent, not the content of archives.
enable Analyze files including the content of archives.
external- Enable/disable all external blocklists. option - disable
blocklist-
enable-all
Option Description
disable Use configured external blocklists.
enable Enable all external blocklists.
external- One or more external malware block lists. string Maximum
blocklist External blocklist. length: 79
<name>
ems-threat- Enable/disable use of EMS threat feed when option - disable
feed performing AntiVirus scan.
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Parameter Description Type Size Default
Option Description
disable Disable use of EMS threat feed when performing AntiVirus scan.
enable Enable use of EMS threat feed when performing AntiVirus scan.
av-virus-log Enable/disable AntiVirus logging. option - enable
Option Description
enable Enable setting.
disable Disable setting.
av-block-log Enable/disable logging for AntiVirus file blocking. option - enable
Option Description
enable Enable setting.
disable Disable setting.
extended-log Enable/disable extended logging for antivirus. option - disable
Option Description
enable Enable setting.
disable Disable setting.
scan-mode Choose between default scan mode and legacy scan  option - default
mode
Option Description
default On the fly decompression and scanning of certain archive files.
legacy Scan archive files only after the entire file is received.

**Values may differ between models.

config http

Parameter Description Type Size Default

av-scan Enable AntiVirus scan service. option - disable
Option Description
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
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Parameter

outbreak-
prevention

external-
blocklist

quarantine

archive-block

archive-log

Description Type Size Default

Enable virus outbreak prevention service. option - disable

disable Disable.
block Block the matched files.
monitor Log the matched files.
Enable external-blocklist. option - disable

disable Disable.
block Block the matched files.
monitor Log the matched files.
Enable/disable quarantine for infected files. option - disable
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
Select the archive types to block. option -
encrypted Block encrypted archives.
corrupted Block corrupted archives.

partiallycorrupted Block partially corrupted archives.

multipart Block multipart archives.
nested Block nested archives.
mailbomb Block mail bomb archives.
fileslimit Block exceeded archive files limit.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
Select the archive types to log. option -
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Parameter Description Type Size Default
Option Description
encrypted Log encrypted archives.
corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.

multipart Log multipart archives.
nested Log nested archives.
mailbomb Log mail bomb archives.
fileslimit Log exceeded archive files limit.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
emulator Enable/disable the virus emulator. option - enable
Option Description
enable Enable the virus emulator.
disable Disable the virus emulator.
content- Enable Content Disarm and Reconstruction for this option - disable
disarm protocol.
Option Description
disable Disable Content Disarm and Reconstruction for this protocol.
enable Enable Content Disarm and Reconstruction for this protocol.
config ftp
Parameter Description Type Size Default
av-scan Enable AntiVirus scan service. option - disable
Option Description
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
outbreak- Enable virus outbreak prevention service. option - disable
prevention
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Parameter

external-
blocklist

quarantine

archive-block

archive-log

Description Type Size Default
disable Disable.
block Block the matched files.
monitor Log the matched files.

Enable external-blocklist. option - disable

disable Disable.
block Block the matched files.
monitor Log the matched files.
Enable/disable quarantine for infected files. option - disable
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
Select the archive types to block. option -
encrypted Block encrypted archives.
corrupted Block corrupted archives.

partiallycorrupted Block partially corrupted archives.

multipart Block multipart archives.
nested Block nested archives.
mailbomb Block mail bomb archives.
fileslimit Block exceeded archive files limit.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
Select the archive types to log. option -

Option Description

encrypted Log encrypted archives.
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Parameter Description Type Size Default

Option Description
corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.

multipart Log multipart archives.
nested Log nested archives.
mailbomb Log mail bomb archives.
fileslimit Log exceeded archive files limit.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
emulator Enable/disable the virus emulator. option - enable
enable Enable the virus emulator.
disable Disable the virus emulator.
config imap
Parameter Description Type Size Default
av-scan Enable AntiVirus scan service. option - disable
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
outbreak- Enable virus outbreak prevention service. option - disable
prevention
disable Disable.
block Block the matched files.
monitor Log the matched files.
external- Enable external-blocklist. option - disable
blocklist
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Parameter

quarantine

archive-block

archive-log

Description Type Size Default
Option Description
disable Disable.
block Block the matched files.
monitor Log the matched files.
Enable/disable quarantine for infected files. option - disable
Option Description
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
Select the archive types to block. option -
Option Description
encrypted Block encrypted archives.
corrupted Block corrupted archives.

partiallycorrupted Block partially corrupted archives.

multipart Block multipart archives.
nested Block nested archives.
mailbomb Block mail bomb archives.
fileslimit Block exceeded archive files limit.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
Select the archive types to log. option -
encrypted Log encrypted archives.
corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.

multipart Log multipart archives.

nested Log nested archives.

mailbomb Log mail bomb archives.
fileslimit Log exceeded archive files limit.
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Parameter Description Type Size Default
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.

emulator Enable/disable the virus emulator. option - enable
enable Enable the virus emulator.
disable Disable the virus emulator.

executables Treat Windows executable files as viruses for the option - default

purpose of blocking or monitoring.

Option Description
default Perform standard AntiVirus scanning of Windows executable files.
virus Treat Windows executables as viruses.
content- Enable Content Disarm and Reconstruction for this option - disable
disarm protocol.
Option Description
disable Disable Content Disarm and Reconstruction for this protocol.
enable Enable Content Disarm and Reconstruction for this protocol.
config pop3
Parameter Description Type Size Default
av-scan Enable AntiVirus scan service. option - disable
Option Description
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
outbreak- Enable virus outbreak prevention service. option - disable
prevention

Option Description

disable Disable.
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Parameter Description Type Size Default
block Block the matched files.
monitor Log the matched files.
external- Enable external-blocklist. option - disable
blocklist
disable Disable.
block Block the matched files.
monitor Log the matched files.
quarantine Enable/disable quarantine for infected files. option - disable
Option Description
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
archive-block  Select the archive types to block. option -
encrypted Block encrypted archives.
corrupted Block corrupted archives.
partiallycorrupted Block partially corrupted archives.
multipart Block multipart archives.
nested Block nested archives.
mailbomb Block mail bomb archives.
fileslimit Block exceeded archive files limit.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
archive-log Select the archive types to log. option -
encrypted Log encrypted archives.
corrupted Log corrupted archives.
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Parameter Description Type Size Default

Option Description

partiallycorrupted Log partially corrupted archives.

multipart Log multipart archives.
nested Log nested archives.
mailbomb Log mail bomb archives.
fileslimit Log exceeded archive files limit.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
emulator Enable/disable the virus emulator. option - enable
enable Enable the virus emulator.
disable Disable the virus emulator.
executables Treat Windows executable files as viruses for the option - default

purpose of blocking or monitoring.

Option Description
default Perform standard AntiVirus scanning of Windows executable files.
virus Treat Windows executables as viruses.
content- Enable Content Disarm and Reconstruction for this option - disable
disarm protocol.
Option Description
disable Disable Content Disarm and Reconstruction for this protocol.
enable Enable Content Disarm and Reconstruction for this protocol.
config smtp
Parameter Description Type Size Default
av-scan Enable AntiVirus scan service. option - disable
Option Description
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
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Type Size Default

option - disable

option - disable

option - disable

Parameter Description
outbreak- Enable virus outbreak prevention service.
prevention
Option Description
disable Disable.
block Block the matched files.
monitor Log the matched files.
external- Enable external-blocklist.
blocklist
Option Description
disable Disable.
block Block the matched files.
monitor Log the matched files.
quarantine Enable/disable quarantine for infected files.
Option Description
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.

archive-block  Select the archive types to block.

option -

Option Description
encrypted Block encrypted archives.
corrupted Block corrupted archives.

partiallycorrupted Block partially corrupted archives.

multipart Block multipart archives.

nested Block nested archives.

mailbomb Block mail bomb archives.

fileslimit Block exceeded archive files limit.

timeout Block scan timeout.

unhandled Block archives that FortiOS cannot open.
archive-log Select the archive types to log. option -
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Parameter Description Type Size Default
Option Description
encrypted Log encrypted archives.
corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.

multipart Log multipart archives.
nested Log nested archives.
mailbomb Log mail bomb archives.
fileslimit Log exceeded archive files limit.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
emulator Enable/disable the virus emulator. option - enable
enable Enable the virus emulator.
disable Disable the virus emulator.
executables Treat Windows executable files as viruses for the option - default

purpose of blocking or monitoring.

Option Description
default Perform standard AntiVirus scanning of Windows executable files.
virus Treat Windows executables as viruses.
content- Enable Content Disarm and Reconstruction for this option - disable
disarm protocol.
Option Description
disable Disable Content Disarm and Reconstruction for this protocol.
enable Enable Content Disarm and Reconstruction for this protocol.
config mapi
Parameter Description Type Size Default
av-scan Enable AntiVirus scan service. option - disable

FortiOS 7.0.0 CLI Reference
Fortinet Technologies Inc.



CLI configuration commands

Parameter Description Type Size Default
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
outbreak- Enable virus outbreak prevention service. option - disable
prevention
disable Disable.
block Block the matched files.
monitor Log the matched files.
external- Enable external-blocklist. option - disable
blocklist
disable Disable.
block Block the matched files.
monitor Log the matched files.
quarantine Enable/disable quarantine for infected files. option - disable
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
archive-block  Select the archive types to block. option -
encrypted Block encrypted archives.
corrupted Block corrupted archives.
partiallycorrupted Block partially corrupted archives.
multipart Block multipart archives.
nested Block nested archives.
mailbomb Block mail bomb archives.
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Parameter Description Type Size Default
Option Description
fileslimit Block exceeded archive files limit.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
archive-log Select the archive types to log. option -
Option Description
encrypted Log encrypted archives.
corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.

multipart Log multipart archives.
nested Log nested archives.
mailbomb Log mail bomb archives.
fileslimit Log exceeded archive files limit.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
emulator Enable/disable the virus emulator. option - enable
enable Enable the virus emulator.
disable Disable the virus emulator.
executables Treat Windows executable files as viruses for the option - default

purpose of blocking or monitoring.

Option Description
default Perform standard AntiVirus scanning of Windows executable files.
virus Treat Windows executables as viruses.
config nntp
Parameter Description Type Size Default
av-scan Enable AntiVirus scan service. option - disable
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Type Size Default

option - disable

option - disable

Parameter Description

Option Description

disable Disable.

block Block the virus infected files.

monitor Log the virus infected files.
outbreak- Enable virus outbreak prevention service.
prevention

Option Description

disable Disable.

block Block the matched files.

monitor Log the matched files.
external- Enable external-blocklist.
blocklist

Option Description

disable Disable.

block Block the matched files.

monitor Log the matched files.
quarantine Enable/disable quarantine for infected files.

option - disable

Option Description

disable Disable quarantine for infected files.

enable Enable quarantine for infected files.

archive-block  Select the archive types to block.

option -

Option Description

encrypted Block encrypted archives.
corrupted Block corrupted archives.
partiallycorrupted Block partially corrupted archives.
multipart Block multipart archives.

nested Block nested archives.

mailbomb Block mail bomb archives.
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Parameter Description Type Size Default
fileslimit Block exceeded archive files limit.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
archive-log Select the archive types to log. option -
encrypted Log encrypted archives.
corrupted Log corrupted archives.
partiallycorrupted Log partially corrupted archives.
multipart Log multipart archives.
nested Log nested archives.
mailbomb Log mail bomb archives.
fileslimit Log exceeded archive files limit.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
emulator Enable/disable the virus emulator. option - enable
enable Enable the virus emulator.
disable Disable the virus emulator.
config cifs
Parameter Description Default
av-scan Enable AntiVirus scan service. option - disable
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
outbreak- Enable virus outbreak prevention service. option - disable
prevention
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Parameter

external-
blocklist

quarantine

archive-block

archive-log

Description Type Size Default
disable Disable.
block Block the matched files.
monitor Log the matched files.

Enable external-blocklist. option - disable

disable Disable.
block Block the matched files.
monitor Log the matched files.
Enable/disable quarantine for infected files. option - disable
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
Select the archive types to block. option -
encrypted Block encrypted archives.
corrupted Block corrupted archives.

partiallycorrupted Block partially corrupted archives.

multipart Block multipart archives.
nested Block nested archives.
mailbomb Block mail bomb archives.
fileslimit Block exceeded archive files limit.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
Select the archive types to log. option -

Option Description

encrypted Log encrypted archives.
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Parameter Description Type Size Default

Option Description
corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.

multipart Log multipart archives.
nested Log nested archives.
mailbomb Log mail bomb archives.
fileslimit Log exceeded archive files limit.
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.
emulator Enable/disable the virus emulator. option - enable
enable Enable the virus emulator.
disable Disable the virus emulator.

config ssh
Parameter Description Default
av-scan Enable AntiVirus scan service. option - disable
disable Disable.
block Block the virus infected files.
monitor Log the virus infected files.
outbreak- Enable virus outbreak prevention service. option - disable
prevention
disable Disable.
block Block the matched files.
monitor Log the matched files.
external- Enable external-blocklist. option - disable
blocklist
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Parameter

quarantine

archive-block

archive-log

Description Type Size Default
Option Description
disable Disable.
block Block the matched files.
monitor Log the matched files.
Enable/disable quarantine for infected files. option - disable
Option Description
disable Disable quarantine for infected files.
enable Enable quarantine for infected files.
Select the archive types to block. option -
Option Description
encrypted Block encrypted archives.
corrupted Block corrupted archives.

partiallycorrupted Block partially corrupted archives.

multipart Block multipart archives.
nested Block nested archives.
mailbomb Block mail bomb archives.
fileslimit Block exceeded archive files limit.
timeout Block scan timeout.
unhandled Block archives that FortiOS cannot open.
Select the archive types to log. option -
encrypted Log encrypted archives.
corrupted Log corrupted archives.

partiallycorrupted Log partially corrupted archives.

multipart Log multipart archives.

nested Log nested archives.

mailbomb Log mail bomb archives.
fileslimit Log exceeded archive files limit.
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Parameter Description Type Size Default
Option Description
timeout Log scan timeout.
unhandled Log archives that FortiOS cannot open.

emulator Enable/disable the virus emulator. option - enable
Option Description
enable Enable the virus emulator.
disable Disable the virus emulator.

config nac-quar

Parameter Description Type Size Default

infected Enable/Disable quarantining infected hosts to the option - none
banned user list.

none Do not quarantine infected hosts.
quar-src-ip Quarantine all traffic from the infected hosts source IP.
expiry Duration of quarantine. user Not 5m
Specified
log Enable/disable AntiVirus quarantine logging. option - disable
enable Enable AntiVirus quarantine logging.
disable Disable AntiVirus quarantine logging.

config content-disarm

Parameter Description Type Size Default
original-file- Destination to send original file if active content is option - discard
destination removed.

fortisandbox Send original file to configured FortiSandbox.

quarantine Send original file to quarantine.

discard Original file will be discarded after content disarm.
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Parameter

error-action

office-macro

office-hylink

office-linked

office-embed

office-dde

Description Type Size Default

Action to be taken if CDR engine encounters an option - log-only
unrecoverable error.

block Block file on CDR error.

log-only Log CDR error, but allow file.

ignore Do nothing on CDR error.
Enable/disable stripping of macros in Microsoft Office option - enable
documents.

disable Disable this Content Disarm and Reconstruction feature.

enable Enable this Content Disarm and Reconstruction feature.
Enable/disable stripping of hyperlinks in Microsoft Office option - enable
documents.

disable Disable this Content Disarm and Reconstruction feature.

enable Enable this Content Disarm and Reconstruction feature.
Enable/disable stripping of linked objects in Microsoft option - enable

Office documents.

disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
Enable/disable stripping of embedded objects in option - enable

Microsoft Office documents.

disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
Enable/disable stripping of Dynamic Data Exchange option - enable

events in Microsoft Office documents.
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Parameter Description Type Size Default
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.

office-action ~ Enable/disable stripping of PowerPoint action eventsin  option - enable

Microsoft Office documents.

disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
pdfjavacode Enable/disable stripping of JavaScript code in PDF option - enable
documents.
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
pdf- Enable/disable stripping of embedded files in PDF option - enable
embedfile documents.
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
pdf-hyperlink  Enable/disable stripping of hyperlinks from PDF option - enable
documents.
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
pdf-act-gotor  Enable/disable stripping of PDF document actions that option - enable

access other PDF documents.

disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
pdf-act- Enable/disable stripping of PDF document actions that ~ option = enable
launch launch other applications.
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Parameter

pdf-act-sound

pdf-act-movie

pdf-act-java

pdf-act-form

cover-page

detect-only

Description Type Size Default
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
Enable/disable stripping of PDF document actions that option - enable
play a sound.
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
Enable/disable stripping of PDF document actions that option - enable
play a movie.
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
Enable/disable stripping of PDF document actions that option - enable

execute JavaScript code.

disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
Enable/disable stripping of PDF document actions that option - enable

submit data to other targets.

disable Disable this Content Disarm and Reconstruction feature.

enable Enable this Content Disarm and Reconstruction feature.
Enable/disable inserting a cover page into the disarmed  option - enable
document.

disable Disable this Content Disarm and Reconstruction feature.

enable Enable this Content Disarm and Reconstruction feature.
Enable/disable only detect disarmable files, do not alter  option - disable
content.
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Parameter Description Type Size Default
Option Description
disable Disable this Content Disarm and Reconstruction feature.
enable Enable this Content Disarm and Reconstruction feature.
application

This section includes syntax for the following commands:

« config application group on page 72

« config application name on page 61

« config application list on page 64

« config application rule-settings on page 64
« config application custom on page 63

config application name

Configure application signatures.

config application name
Description: Configure application signatures.
edit <name>
set id {integer}
set category {integer}
set popularity {integer}
set risk {integer}
set weight {integer}
set protocol {user}
set technology {user}
set behavior {user}
set vendor {user}
config parameters
Description: Application parameters.
edit <name>
set default value {string}
next
end
config metadata
Description: Meta data.
edit <id>
set metaid {integer}
set valueid {integer}
next
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config application name

Parameter Description Type Size Default

id Application ID. integer Minimum 0
value: 0
Maximum
value:
4294967295

category Application category ID. integer Minimum 0
value: 0
Maximum
value:
4294967295

popularity Application popularity. integer Minimum 0
value: 0
Maximum
value: 255

risk Application risk. integer Minimum 0
value: 0
Maximum
value: 255

weight Application weight. integer Minimum 0
value: 0
Maximum
value: 255

protocol Application protocol. user Not Specified
technology Application technology. user Not Specified
behavior Application behavior. user Not Specified

vendor Application vendor. user Not Specified

config parameters

Parameter Description Default

default value  Parameter default value. string Maximum
length: 199
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config metadata

Parameter Description Type Size Default

metaid Meta ID. integer Minimum 0
value: 0
Maximum
value:
4294967295

valueid Value ID. integer Minimum 0
value: 0
Maximum
value:
4294967295

config application custom

Configure custom application signatures.

config application custom
Description: Configure custom application signatures.
edit <tag>
set id {integer}
set comment {string}
set signature {var-string}
set category {integer}
set protocol {user}
set technology {user}
set behavior {user}
set vendor {user}
next
end

config application custom

Parameter Description Type Size Default
id Custom application category ID (use ? to view integer Minimum 0
available options). value: 0
Maximum
value:
4294967295
comment Comment. string Maximum
length: 63
signature The text that makes up the actual custom application  var-string Maximum
signature. length: 4095
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Parameter Description Type Size Default
category Custom application category ID (use ? to view integer Minimum 0
available options). value: 0
Maximum
value:
4294967295
protocol Custom application signature protocol. user Not Specified
technology Custom application signature technology. user Not Specified
behavior Custom application signature behavior. user Not Specified
vendor Custom application signature vendor. user Not Specified

config application rule-settings

Configure application rule settings.

config application rule-settings
Description: Configure application rule settings.
edit <id>
next

end

config application list

Configure application control lists.

config application list
Description: Configure application control lists.
edit <name>
set comment {var-string}
set replacemsg-group {string}
set extended-log [enable|disable]
set other-application-action [pass|block]
set app-replacemsg [disable|enable]
set other-application-log [disable|enable]
set enforce-default-app-port [disablel|enable]
set force-inclusion-ssl-di-sigs [disable]|enable]
set unknown-application-action [pass|block]
set unknown-application-log [disable]|enable]
set p2p-block-list {optionl}, {option2},
set deep-app-inspection [disable]|enable]
set options {optionl}, {option2},
config entries
Description: Application list entries.
edit <id>

set risk <levell>, <level2>,

set category <idl>, <id2>,

set application <idl>, <id2>,

set protocols {user}

set vendor {user}

set technology {user}

FortiOS 7.0.0 CLI Reference
Fortinet Technologies Inc.



CLI configuration

commands

set behavior {user}
set popularity {optionl}, {option2},
set exclusion <idl>, <id2>,
config parameters
Description: Application parameters.
edit <id>
config members

Description: Parameter tuple members.

edit <id>

set name {string}

set value {string}

next

end
next

end
set action [pass|block]...]
set log [disable|enable]
set log-packet [disable|enable]
set rate-count {integer}
set rate-duration {integer}
set rate-mode [periodical]|continuous]
set rate-track [nonel|src-ip]|...]
set session-ttl {integer}
set shaper {string}
set shaper-reverse {string}
set per-ip-shaper {string}
set quarantine [none|attacker]
set quarantine-expiry {user}
set quarantine-log [disable|enable]

next

end

set control-default-network-services

config default-network-services
Description: Default network service entries.
edit <id>

set port {integer}
set services {optionl}, {option2},
set violation-action [pass|monitor|...]

next

end
next
end

config application list

Parameter

comment

replacemsg-
group

Description

comments

Replacement message group.

extended-log Enable/disable extended logging.
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[disable|enable]

Type

var-string

string

option

Size

Maximum
length: 255

Maximum
length: 35

Default

disable
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Parameter Description Type Size Default
enable Enable setting.
disable Disable setting.
other- Action for other applications. option - pass
application-
action
pass Allow sessions matching an application in this application list.
block Block sessions matching an application in this application list.
app- Enable/disable replacement messages for blocked option - enable
replacemsg applications.
disable Disable replacement messages for blocked applications.
enable Enable replacement messages for blocked applications.
other- Enable/disable logging for other applications. option - disable

application-log

Option Description

disable Disable logging for other applications.

enable Enable logging for other applications.
enforce- Enable/disable default application port enforcement for  option - disable
default-app- allowed applications.
port

Option Description

disable Disable default application port enforcement.

enable Enable default application port enforcement.
force- Enable/disable forced inclusion of SSL deep inspection  option - disable
inclusion-ssl- signatures.
di-sigs
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Parameter Description Type Size Default
Option Description
disable Disable forced inclusion of signatures which normally require SSL deep
inspection.
enable Enable forced inclusion of signatures which normally require SSL deep
inspection.
unknown- Pass or block traffic from unknown applications. option - pass
application-
action
Option Description
pass Pass or allow unknown applications.
block Drop or block unknown applications.
unknown- Enable/disable logging for unknown applications. option - disable

application-log

disable Disable logging for unknown applications.
enable Enable logging for unknown applications.
p2p-block-list P2P applications to be blocklisted. option -
skype Skype.
edonkey Edonkey.
bittorrent Bit torrent.
deep-app- Enable/disable deep application inspection. option - enable
inspection
disable Disable deep application inspection.
enable Enable deep application inspection.
options Basic application protocol signatures allowed by option - allow-dns
default.

Option Description

allow-dns Allow DNS.
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Parameter Description Type Size Default
Option Description
allow-icmp Allow ICMP.
allow-http Allow generic HTTP web browsing.
allow-ssl/ Allow generic SSL communication.
allow-quic Allow QUIC.
control- Enable/disable enforcement of protocols over selected  option - disable
default- ports.
network-
services

Option Description

disable Disable protocol enforcement over selected ports.

enable Enable protocol enforcement over selected ports.

config entries

Parameter

risk <level>

category
<id>

application
<id>

protocols
vendor
technology

behavior

Description

Risk, orimpact, of allowing traffic from this
application to occur (1 - 5; Low, Elevated, Medium,
High, and Critical).

Risk, orimpact, of allowing traffic from this
application to occur (1 - 5; Low, Elevated, Medium,
High, and Critical).

Category ID list.
Application category ID.

ID of allowed applications.
Application IDs.

Application protocol filter.
Application vendor filter.
Application technology filter.

Application behavior filter.
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integer

integer

integer

user
user
user

user

Default

Minimum 0
value: 0

Maximum

value:
4294967295

Minimum 0
value: 0

Maximum

value:
4294967295

Minimum 0
value: 0

Maximum

value:
4294967295

Not Specified  all
Not Specified all
Not Specified all
Not Specified all
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Parameter Description Type Size Default
popularity Application popularity filter . option - 12345
Option Description
1 Popularity level 1.
2 Popularity level 2.
3 Popularity level 3.
4 Popularity level 4.
5 Popularity level 5.
exclusion ID of excluded applications. integer Minimum 0
<id> Excluded application IDs. value: 0
Maximum
value:
4294967295
action Pass or block traffic, or reset connection for traffic option - block
from this application.
Option Description
pass Pass or allow matching traffic.
block Block or drop matching traffic.
reset Reset sessions for matching traffic.
log Enable/disable logging for this application list. option - enable
Option Description
disable Disable logging.
enable Enable logging.
log-packet Enable/disable packet logging. option - disable
Option Description
disable Disable packet logging.
enable Enable packet logging.
rate-count Count of the rate. integer Minimum 0
value: 0
Maximum
value: 65535
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Parameter

rate-duration

rate-mode

rate-track

session-ttl

shaper
shaper-
reverse

per-ip-shaper

quarantine

quarantine-
expiry

Description Type Size Default
Duration (sec) of the rate. integer Minimum 60
value: 1
Maximum
value: 65535
Rate limit mode. option - continuous
periodical Allow configured number of packets every rate-duration.
continuous Block packets once the rate is reached.
Track the packet protocol field. option - none
none none
src-ip Source IP.
dest-ip Destination IP.

dhcp-client-mac  DHCP client.

dns-domain DNS domain.
Session TTL . integer Minimum 0
value: 0
Maximum
value:
4294967295
Traffic shaper. string Maximum
length: 35
Reverse traffic shaper. string Maximum
length: 35
Per-IP traffic shaper. string Maximum
length: 35
Quarantine method. option - none
Option Description
none Quarantine is disabled.
attacker Block all traffic sent from attacker's IP address. The attacker's IP address is

also added to the banned user list. The target's address is not affected.

Duration of quarantine. . Requires quarantine setto  user Not Specified 5m
attacker.
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Parameter Description Type Size Default
quarantine- Enable/disable quarantine logging. option - enable
log

disable Disable quarantine logging.

enable Enable quarantine logging.

config members

Parameter Description Type Size Default
name Parameter name. string Maximum length: 31
value Parameter value. string Maximum length:
199
config default-network-services
Parameter Description Type Size Default
port Port number. integer Minimum 0
value: 0
Maximum
value:
65535
services Network protocols. option -
http HTTP.
ssh SSH.
telnet TELNET.
ftp FTP.
dns DNS.
smtp SMTP.
pop3 POP3.
imap IMAP.
snmp SNMP.
nntp NNTP.
https HTTPS.
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Parameter Description Type Size Default
violation- Action for protocols not in the allowlist for selected port.  option - block
action

pass Allow protocols not in the allowlist for selected port.

monitor Monitor protocols not in the allowlist for selected port.

block Block protocols not in the allowlist for selected port.

config application group

Configure firewall application groups.

config application group
Description: Configure firewall application groups.
edit <name>
set comment {var-string}
set type [application|filter]
set application <idl>, <id2>,
set category <idl>, <id2>,
set risk <levell>, <level2>,
set protocols {user}
set vendor {user}
set technology {user}
set behavior {user}
set popularity {optionl}, {option2},

config application group

Parameter Description Type Size Default
comment Comment var-string Maximum
length: 255
type Application group type. option - application
Option Description
application Application ID.
filter Application filter.
application Application ID list. integer Minimum 0
<id> Application IDs. value: 0
Maximum
value:
4294967295
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Risk, orimpact, of allowing traffic from this
application to occur (1 - 5; Low, Elevated, Medium,

Risk, orimpact, of allowing traffic from this
application to occur (1 - 5; Low, Elevated, Medium,

Description

Type

integer

integer

user
user
user
user

option

Size

Minimum
value: 0
Maximum
value:
4294967295

Minimum
value: 0
Maximum
value:
4294967295

Not Specified
Not Specified
Not Specified
Not Specified

Default
0

all
all
all
all

12345

Popularity level 1.
Popularity level 2.
Popularity level 3.
Popularity level 4.
Popularity level 5.

Parameter Description

category Application category ID list.
<id> Category IDs.

risk

<level>

High, and Critical).

High, and Critical).
protocols Application protocol filter.
vendor Application vendor filter.
technology Application technology filter.
behavior Application behavior filter.
popularity Application popularity filter .

1
2
3
4
5
authentication

This section includes syntax for the following commands:

« config authentication setting on page 77
« config authentication rule on page 75
« config authentication scheme on page 73

config authentication scheme

Configure Authentication Schemes.

config authentication scheme

Description: Configure Authentication Schemes.

edit <name>

set method {optionl},
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set negotiate-ntlm [enable|disable]
set kerberos-keytab {string}

set domain-controller {string}

set saml-server {string}

set saml-timeout {integer}

set fsso-agent-for-ntlm {string}
set require-tfa [enablel|disable]
set fsso-guest [enable|disable]

set ems-device-owner [enable|disable]
set user-database <namel>, <name2>,
set ssh-ca {string}

config authentication scheme

Parameter Description Type
method Authentication methods . option
ntlm NTLM authentication.
basic Basic HTTP authentication.
digest Digest HTTP authentication.
form Form-based HTTP authentication.
negotiate Negotiate authentication.
fsso Fortinet Single Sign-On (FSSO) authentication.
rsso RADIUS Single Sign-On (RSSO) authentication.

ssh-publickey Public key based SSH authentication.

cert Client certificate authentication.

saml SAML authentication.
negotiate- Enable/disable negotiate authentication for NTLM . option - enable
ntim

Option Description

enable Enable negotiate authentication for NTLM.

disable Disable negotiate authentication for NTLM.
kerberos- Kerberos keytab setting. string Maximum
keytab length: 35
domain- Domain controller setting. string Maximum
controller length: 35
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Parameter Description Type Size Default
saml-server SAML configuration. string Maximum
length: 35
saml-timeout SAML authentication timeout in seconds. integer Minimum 120
value: 30
Maximum
value: 1200
fsso-agent- FSSO agent to use for NTLM authentication. string Maximum
for-ntim length: 35
require-tfa Enable/disable two-factor authentication . option - disable
Option Description
enable Enable two-factor authentication.
disable Disable two-factor authentication.
fsso-guest Enable/disable user fsso-guest authentication . option - disable
Option Description
enable Enable user fsso-guest authentication.
disable Disable user fsso-guest authentication.
ems-device- Enable/disable SSH public-key authentication with option - disable
owner device owner .
Option Description
enable Enable user authentication with EMS device owner.
disable Disable user authentication with EMS device owner.
user- Authentication server to contain user information; "local" string Maximum
database (default) or "123" (for LDAP). length: 79
<name> Authentication server name.
ssh-ca SSH CA name. string Maximum
length: 35

config authentication rule

Configure Authentication Rules.

config authentication rule
Description: Configure Authentication Rules.
edit <name>
set status [enable|disable]
set protocol [httplftpl...]
set srcintf <namel>, <name2>,
set srcaddr <namel>, <name2>,
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set dstaddr <namel>, <name2>,

set srcaddr6 <namel>, <name2>,

set dstaddr6 <namel>, <name2>,

set ip-based [enable|disable]

set active-auth-method {string}

set sso-auth-method {string}

set web-auth-cookie [enable|disable]
set transaction-based [enable|disable]
set web-portal [enable|disable]

set comments {var-string}

config authentication rule

Parameter Description Type

status Enable/disable this authentication rule. option

Size

Default

enable

Option Description

http

enable Enable this authentication rule.
disable Disable this authentication rule.
protocol Authentication is required for the selected protocol . option -
Option Description
http HTTP traffic is matched and authentication is required.
ftp FTP traffic is matched and authentication is required.
socks SOCKS traffic is matched and authentication is required.
ssh SSH traffic is matched and authentication is required.
srcintf Incoming (ingress) interface. string Maximum
<name> Interface name. length: 79
srcaddr Authentication is required for the selected IPv4 source  string Maximum
<name> address. length: 79
Address name.
dstaddr Select an IPv4 destination address from available string Maximum
<name> options. Required for web proxy authentication. length: 79
Address name.
srcaddr6 Authentication is required for the selected IPv6 source string Maximum
<name> address. length: 79
Address name.
dstaddr6 Select an IPv6 destination address from available string Maximum
<name> options. Required for web proxy authentication. length: 79

Address name.
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Parameter Description Type Size Default

ip-based Enable/disable IP-based authentication. When option - enable
enabled, previously authenticated users from the same
IP address will be exempted.

Option Description
enable Enable IP-based authentication.
disable Disable IP-based authentication.
active-auth- Select an active authentication method. string Maximum
method length: 35
sso-auth- Select a single-sign on (SSO) authentication method. string Maximum
method length: 35
web-auth- Enable/disable Web authentication cookies . option - disable
cookie
Option Description
enable Enable Web authentication cookie.
disable Disable Web authentication cookie.
transaction- Enable/disable transaction based authentication . option - disable
based
Option Description
enable Enable transaction based authentication.
disable Disable transaction based authentication.
web-portal Enable/disable web portal for proxy transparent policy .  option - enable
Option Description
enable Enable web-portal.
disable Disable web-portal.
comments Comment. var-string Maximum
length: 1023
config authentication setting
Configure authentication setting.
config authentication setting
Description: Configure authentication setting.
set active-auth-scheme {string}
set sso-auth-scheme {string}
set captive-portal-type [fqgdn|ip]
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set captive-portal-ip {ipv4-address-any}
set captive-portal-ip6 {ipv6-address}
set captive-portal {string}

set captive-portal6 {string}

set captive-portal-port {integer}

set auth-https [enable|disable]

set captive-portal-ssl-port {integer}
set user-cert-ca <namel>, <name2>,

set dev-range <namel>, <name2>,

config authentication setting

Parameter Description Type Size Default
active-auth- Active authentication method (scheme name). string Maximum
scheme length: 35
sso-auth- Single-Sign-On authentication method (scheme name).  string Maximum
scheme length: 35
captive- Captive portal type. option - fqdn
portal-type
Option Description
fqdn Use FQDN for captive portal.
ip Use an IP address for captive portal.
captive- Captive portal IP address. ipv4- Not 0.0.0.0
portal-ip address- Specified
any
captive- Captive portal IPv6 address. ipv6- Not
portal-ip6 address Specified
captive-portal Captive portal host name. string Maximum
length: 255
captive- IPv6 captive portal host name. string Maximum
portal6 length: 255
captive- Captive portal port number . integer Minimum 7830
portal-port value: 1
Maximum
value:
65535
auth-https Enable/disable redirecting HTTP user authenticationto  option - enable
HTTPS.
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Parameter Description

Type

Size

Default

Option Description

enable Enable setting.
disable Disable setting.
captive- Captive portal SSL port number .

portal-ssl-port

user-cert-ca CA certificate used for client certificate verification.

<name> CA certificate list.
dev-range Address range for the IP based device query.
<name> Address name.

certificate

This section includes syntax for the following commands:

« config certificate remote on page 81
« config certificate crl on page 85

« config certificate local on page 81

« config certificate ca on page 79

config certificate ca

CA certificate.

config certificate ca

Description: CA certificate.

edit <name>
set ca {user}
set range [global |vdom]
set source [factoryluser|...]
set ssl-inspection-trusted [enable|disable]
set scep-url {string}
set auto-update-days {integer}
set auto-update-days-warning {integer}
set source-ip {ipv4-address}
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integer

string

string

Minimum
value: 1
Maximum
value:
65535

Maximum
length: 79

Maximum
length: 79
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config certificate ca

Parameter Description Default
ca CA certificate as a PEM file. user Not Specified
range Either global or VDOM IP address range for the CA option - global
certificate.
Option Description
global Global range.
vdom VDOM IP address range.
source CA certificate source type. option - user
Option Description
factory Factory installed certificate.
user User generated certificate.
bundle Bundle file certificate.
ssl- Enable/disable this CA as a trusted CA for SSL option - enable
inspection- inspection.
trusted
Option Description
enable Trusted CA for SSL inspection.
disable Untrusted CA for SSL inspection.
scep-url URL of the SCEP server. string Maximum
length: 255
auto-update-  Number of days to wait before requesting an updated  integer Minimum 0
days CA certificate . value: 0
Maximum
value:
4294967295
auto-update-  Number of days before an expiry-warning message is  integer Minimum 0
days-warning generated . value: 0
Maximum
value:
4294967295
source-ip Source |P address for communications to the SCEP ipv4- Not Specified 0.0.0.0
server. address

FortiOS 7.0.0 CLI Reference
Fortinet Technologies Inc.



CLI configuration commands

config certificate remote

Remote certificate as a PEM file.

config certificate remote

Description
edit <name>

: Remote certificate as a PEM file.

set remote {user}
set range [global |vdom]
set source [factoryluser|...]

next
end

config certificate remote

Parameter

remote

range

source

Description Type Size Default
Remote certificate. user Not

Specified
Either the global or VDOM IP address range for the option - global

remote certificate.

Option Description

global Global range.
vdom VDOM I|P address range.
Remote certificate source type. option - user
factory Factory installed certificate.
user User generated certificate.
bundle Bundle file certificate.

config certificate local

Local keys and certificates.

config certificate local

Description
edit <name>

: Local keys and certificates.

set password {password}
set comments {string}

set private-key {user}
set certificate {user}

set csr {user}

set state {user}

set scep-url {string}
set range [global |vdom]
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set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
next
end

source [factoryl|user]|...]
auto-regenerate-days {integer}

auto-regenerate-days-warning {integer}

scep-password {password}
ca-identifier {string}
name-encoding [printable|utf8]
source-ip {ipv4-address}
ike-localid {string}
ike-localid-type [asnldn|fgdn]
enroll-protocol [none|scep]...]
cmp-server {string}

cmp-path {string}
cmp-server—-cert {string}

cmp-regeneration-method [keyupate|renewal]

acme-ca-url {string}
acme-domain {string}
acme-email {string}
acme-rsa-key-size {integer}
acme-renew-window {integer}

config certificate local

Parameter Description Type Size Default
password Password as a PEM file. password Not Specified
comments Comment. string Maximum
length: 511
private-key PEM format key, encrypted  user Not Specified
with a password.
certificate PEM format certificate. user Not Specified
csr Certificate Signing Request.  user Not Specified
state Certificate Signing Request  user Not Specified
State.
scep-url SCEP server URL. string Maximum
length: 255
range Either a global or VDOM IP  option - global
address range for the
certificate.
Option Description
global Global range.
vdom VDOM IP address range.
source Certificate source type. option - user
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Parameter

auto-
regenerate-
days

auto-
regenerate-
days-warning

scep-password

ca-identifier

name-encoding

source-ip

ike-localid

ike-localid-type

Description Type

Size Default

Option Description

factory Factory installed certificate.
user User generated certificate.
bundle Bundle file certificate.
Number of days to wait integer Minimum 0
before expiry of an updated value: 0
local certificate is requested Maximum
(0 =disabled). value:
4294967295
Number of days to wait integer Minimum 0
before an expiry warning value: 0
message is generated (0 = Maximum
disabled). value:
4294967295
SCEP server challenge password Not Specified
password for auto-
regeneration.
CAidentifier of the CA string Maximum
server for signing via SCEP. length: 255
Name encoding method for ~ option - printable

auto-regeneration.

Option Description

printable Printable encoding (default).
utf8 UTF-8 encoding.
Source IP address for ipv4- Not Specified  0.0.0.0
communications to the address
SCEP server.
Local ID the FortiGate uses  string Maximum
for authentication as a VPN length: 63
client.
IKE local ID type. option - asnidn

Option Description

asnidn ASN.1 distinguished name.

fqdn Fully qualified domain name.
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Parameter

enroll-protocol

cmp-server

cmp-path

cmp-server-cert

cmp-
regeneration-
method

acme-ca-url

acme-domain

acme-email

acme-rsa-key-
size

acme-renew-
window

Description Type Size Default
Certificate enrollment option - none
protocol.
Option Description
none None (default).
scep Simple Certificate Enroliment Protocol.
cmpv2 Certificate Management Protocol Version 2.
acme?2 Automated Certificate Management Environment Version 2.
'ADDRESS:PORT' for CMP  string Maximum
server. length: 63
Path location inside CMP string Maximum
server. length: 255
CMP server certificate. string Maximum
length: 79
CMP auto-regeneration option - keyupate
method.
Option Description
keyupate Key Update.
renewal Renewal.
The URL for the ACME CA string Maximum https://acme-
server . length: 255 v02.api.letsencrypt.org/directory
A valid domain that resolves  string Maximum
to this Fortigate. length: 255
Contact email address that  string Maximum
is required by some CAs like length: 255
LetsEncrypt.
Length of the RSA private integer Minimum 2048
key of the generated cert value: 2048
(Minimum 2048 bits). Maximum
value: 4096
Beginning of the renewal integer Minimum 30
window . value: 1
Maximum
value: 60
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config certificate crl

Certificate Revocation List as a PEM file.

config certificate crl
Description: Certificate Revocation List as a PEM file.
edit <name>
set crl {user}
set range [global |vdom]
set source [factoryluser|...]
set update-vdom {string}
set ldap-server {string}
set ldap-username {string}
set ldap-password {password}
set http-url {string}
set scep-url {string}
set scep-cert {string}
set update-interval {integer}
set source-ip {ipv4-address}

config certificate crl

Parameter Description

crl Certificate Revocation List as a PEM file.

range Either global or VDOM |P address range for the
certificate.

Type

user

option

Size

Not Specified

Default

global

Option Description

option

user

global Global range.

vdom VDOM IP address range.
source Certificate source type.

Option Description

factory Factory installed certificate.

user User generated certificate.

bundle Bundle file certificate.

update-vdom VDOM for CRL update.

Idap-server LDAP server name for CRL auto-update.

Idap- LDAP server user name.
username
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string

string

string

Maximum
length: 31

Maximum
length: 35

Maximum
length: 63

root
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Parameter Description Type Size Default
Idap- LDAP server user password. password Not Specified
password
http-url HTTP server URL for CRL auto-update. string Maximum
length: 255
scep-url SCEP server URL for CRL auto-update. string Maximum
length: 255
scep-cert Local certificate for SCEP communication for CRL string Maximum Fortinet_
auto-update. length: 35 CA_SSL
update- Time in seconds before the FortiGate checks for an integer Minimum 0
interval updated CRL. Set to 0 to update only when it expires. value: 0
Maximum
value:
4294967295
source-ip Source |IP address for communications toa HTTP or ipv4- Not Specified 0.0.0.0
SCEP CA server. address

dip

This section includes syntax for the following commands:

« config dlp sensor on page 92

« config dlp filepattern on page 86

« config dlp fp-doc-source on page 89
« config dIp sensitivity on page 89

« config dIp settings on page 97

config dlp filepattern

Configure file patterns used by DLP blocking.

config dlp filepattern
Description: Configure file patterns used by DLP blocking.
edit <id>
set name {string}
set comment {var-string}
config entries
Description: Configure file patterns used by DLP blocking.
edit <pattern>
set filter-type [pattern|type]
set file-type [7zlarjl...]
next
end
next
end
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config dlp filepattern

Parameter Description Type Size Default
name Name of table containing the file pattern list. string Maximum
length: 63
comment Optional comments. var-string Maximum
length: 255
config entries
Parameter Description Type Size Default
filter-type Filter by file name pattern or by file type. option - pattern

Option

Description

pattemn
type
file-type Select afile type.

Option

Filter by file name pattern.

Filter by file type.
option - unknown

Description

7z
ar
cab
Izh
rar
tar
Zip
bzip
9zip
bzip2

mime
baseb64

binhex
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Match 7-zip files.

Match arj compressed files.
Match Windows cab files.
Match Izh compressed files.
Match rar archives.

Match tar files.

Match zip files.

Match bzip files.

Match gzip files.

Match bzip2 files.

Match xz files.

Match Windows batch files.
Match uue files.

Match mime files.

Match base64 files.

Match binhex files.

87



CLI configuration commands

Parameter Description Type Size Default
elf Match elf files.
exe Match Windows executable files.
hta Match hta files.
html Match html files.
Jad Match jad files.
class Match class files.
cod Match cod files.
Javascript Match javascript files.
msoffice Match MS-Office files. For example, doc, xls, ppt, and so on.
msofficex Match MS-Office XML files. For example, docx, xIsx, pptx, and so on.
fsg Match fsg files.
upx Match upx files.
petite Match petite files.
aspack Match aspack files.
Sis Match sis files.
hip Match Windows help files.
activemime Match activemime files.
jpeg Match jpeg files.
gif Match gif files.
tiff Match tiff files.
png Match png files.
bmp Match bmp files.
unknown Match unknown files.
mpeg Match mpeg files.
mov Match mov files.
mp3 Match mp3 files.
wma Match wma files.
wav Match wav files.
pdf Match Acrobat PDF files.
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Parameter Description Type Size Default
avi Match avi files.
m Match rm files.
torrent Match torrent files.
hibun Match special-file-23-support files.
msi Match Windows Installer msi files.
mach-o Match Mach object files.
dmg Match Apple disk image files.
.net Match .NET files.
xar Match xar archive files.
chm Match Windows compiled HTML help files.
iso Match ISO archive files.
crx Match Chrome extension files.
flac Match flacfiles.

config dlp sensitivity

Create self-explanatory DLP sensitivity levels to be used when setting sensitivity under config fp-doc-source.

config dlp sensitivity
Description: Create self-explanatory DLP sensitivity levels to be used when setting
sensitivity under config fp-doc-source.
edit <name>
next
end

config dlp fp-doc-source

YL
‘9' This command is available for reference model(s) FortiGate 3000D, FortiGate 501E,
|| FortiGate VM64, FortiWiFi 61F. It is not available for FortiGate 140E-POE.

Create a DLP fingerprint database by allowing the FortiGate to access a file server containing files from which to create
fingerprints.
config dlp fp-doc-source
Description: Create a DLP fingerprint database by allowing the FortiGate to access a file
server containing files from which to create fingerprints.
edit <name>
set server-type {option}

FortiOS 7.0.0 CLI Reference
Fortinet Technologies Inc.



CLI configuration commands

set server {string}

set period [none|daily]|...]

set vdom [mgmt|current]

set scan-subdirectories [enable|disable]
set scan-on-creation [enable|disable]
set remove-deleted [enable|disable]
set keep-modified [enable|disable]
set username {string}

set password {password}

set file-path {string}

set file-pattern {string}

set sensitivity {string}

set tod-hour {integer}

set tod-min {integer}

set weekday [sunday|monday]|...]

set date {integer}

config dlp fp-doc-source

Parameter Description Type Size Default

server-type Protocol used to communicate with the file server. option - samba
Currently only Samba (SMB) servers are supported.

samba SAMBA server.
server IPv4 or IPv6 address of the server. string Maximum
length: 35
period Frequency for which the FortiGate checks the server  option - none

for new or changed files.

none Check the server when the FortiGate starts up.
daily Check the server once a day.
weekly Check the server once a week.
monthly Check the server once a month.
vdom Select the VDOM that can communicate with the file  option - mgmt
server.
mgmt Communicate with the file server through the management VDOM.
current Communicate with the file server through the VDOM containing this DLP

fingerprint database configuration.
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Parameter Description Type Size Default
scan- Enable/disable scanning subdirectories to find filesto  option - enable
subdirectories create fingerprints from.
Option Description
enable Scan subdirectories.
disable Do not scan subdirectories.
scan-on- Enable to keep the fingerprint database up to date option - enable
creation when a file is added or changed on the server.
Option Description
enable Keep the fingerprint database up to date when a file is added or changed on
the server.
disable Do not check for added or changed files on the server. Saves system
resources.
remove-deleted Enable to keep the fingerprint database up to date option - enable

when a file is deleted from the server.

enable Keep the fingerprint database up to date when a file is deleted from the
server.
disable Do not check for deleted files on the server. Saves system resources.
keep-modified Enable so that when a file is changed on the server option - enable

the FortiGate keeps the old fingerprint and adds a
new fingerprint to the database.

Option Description

enable Keep the old fingerprint and add a new fingerprint when a file is changed on
the server.

disable Replace the old fingerprint with the new fingerprint when a file is changed

on the server.

username User name required to log into the file server. string Maximum
length: 35
password Password required to log into the file server. password Not
Specified
file-path Path on the server to the fingerprint files (max 119 string Maximum
characters). length: 119
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Parameter Description Type

file-pattern Files matching this pattern on the server are string
fingerprinted. Optionally use the * and ? wildcards.

Size

Maximum
length: 35

Maximum
length: 35

Minimum
value: 0

Maximum
value: 23

Minimum
value: 0

Maximum
value: 59

Default

*

sunday

sensitivity Select a sensitivity or threat level for matches with string
this fingerprint database. Add sensitivities using
sensitivity.
tod-hour Hour of the day on which to scan the server . integer
tod-min Minute of the hour on which to scan the server . integer
weekday Day of the week on which to scan the server. option
sunday Sunday
monday Monday
tuesday Tuesday
wednesday Wednesday
thursday Thursday
friday Friday
saturday Saturday
date Day of the month on which to scan the server . integer

config dlp sensor

Configure DLP sensors.

config dlp sensor
Description: Configure DLP sensors.
edit <name>
set comment {var-string}
set feature-set [flow|proxyl
set replacemsg-group {string}
config filter
Description: Set up DLP filters for this sensor.
edit <id>
set name {string}
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set
set
set
set
next
end

severity [info|low]|...]

type [file|message]

proto {optionl}, {option2},
filter-by [credit-card|ssn]|...]
file-size {integer}
company-identifier {string}
sensitivity <namel>, <name2>,
match-percentage {integer}
file-type {integer}

regexp {string}

archive [disable|enable]
action [allow|log-only|...]
expiry {user}

set dlp-log [enable|disable]

set extended-log [enable|disable]

set nac-quar-log [enable|disable]

set full-archive-proto {optionl}, {option2},
set summary-proto {optionl}, {option2},

config dlp sensor

Parameter

comment

feature-set

replacemsg-
group

dip-log

extended-log

Description

Comment.

Flow/proxy feature set.

Type Size Default
var-string Maximum

length: 255
option - flow

Option Description

flow Flow feature set.

proxy Proxy feature set.

Replacement message group used by this DLP sensor.

Enable/disable DLP logging.

string Maximum
length: 35

option - enable

Option Description

enable Enable DLP logging.

disable Disable DLP logging.

Enable/disable extended logging for data leak

prevention.
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Type Size Default

Parameter Description
Option Description
enable Enable setting.
disable Disable setting.

nac-quar-log Enable/disable NAC quarantine logging.

option - disable

option -

option -

Option Description

enable Enable NAC quarantine logging.

disable Disable NAC quarantine logging.
full-archive- Protocols to always content archive.
proto

Option Description

smitp SMTP.

pop3 POP3.

imap IMAP.

http-get HTTP GET.

http-post HTTP POST.

ftp FTP.

nntp NNTP.

mapi MAPI.

ssh SFTP and SCP.

cifs CIFS.
summary- Protocols to always log summary.
proto

Option Description

smitp SMTP.

pop3 POP3.

imap IMAP.

http-get HTTP GET.

http-post HTTP POST.

ftp FTP.
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Parameter

config filter

Parameter

name

severity

type

proto

Description Type Size Default
nntp NNTP.
mapi MAPI.
ssh SFTP and SCP.
cifs CIFS.
Description Type Size Default
Filter name. string Maximum
length: 35
Select the severity or threat level that matches this option - medium
filter.
info Informational.
low Low.
medium Medium.
high High.
critical Critical.
Select whether to check the content of messages (an  option - file
email message) or files (downloaded files or email
attachments).
file Check the contents of downloaded or attached files.
message Check the contents of email messages, web pages, etc.
Check messages or files over one or more of these option -
protocols.
smtp SMTP.
pop3 POP3.
imap IMAP.
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Parameter

filter-by

file-size

company-
identifier

sensitivity
<name>

match-
percentage *

Description Type Size Default
Option Description
http-get HTTP GET.
http-post HTTP POST.
ftp FTP.
nntp NNTP.
mapi MAPI.
ssh SFTP and SCP.
cifs CIFS.
Select the type of content to match. option - credit-card
Option Description
credit-card Match credit cards.
ssn Match social security numbers.
regexp Use a regular expression to match content.
file-type Match a DLP file pattern list.
file-size Match any file over with a size over the threshold.
fingerprint Match against a fingerprint sensitivity.
watermark Look for defined file watermarks.
encrypted Look for encrypted files.
Match files this size or larger . integer Minimum 10 **
value: 0
Maximum
value:
4294967295
Enter a company identifier watermark to match. Only  string Maximum
watermarks that your company has placed on the files length: 35
are matched.
Select a DLP file pattern sensitivity to match. string Maximum
Select a DLP sensitivity. length: 35
Percentage of fingerprints in the fingerprint databases integer Minimum 10
designated with the selected sensitivity to match. value: 1
Maximum
value: 100
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Parameter Description Type Size Default
file-type Select the number of a DLP file pattern table to integer Minimum 0
match. value: 0
Maximum
value:
4294967295
regexp Enter a regular expression to match (max. 255 string Maximum
characters). length: 255
archive Enable/disable DLP archiving. option - disable
Option Description
disable No DLP archiving.
enable Enable full DLP archiving.
action Action to take with content that this DLP sensor option - allow
matches.
Option Description
allow Allow the content to pass through the FortiGate and do not create a log
message.
log-only Allow the content to pass through the FortiGate, but write a log message.
block Block the content and write a log message.
quarantine-ip Quarantine all traffic from the IP address and write a log message.
expiry Quarantine duration in days, hours, minutes format user Not Specified  5m
(dddhhmm).

* This parameter may not exist in some models.

**Values may differ between models.

config dlp settings

iy
‘9' This command is available for reference model(s) FortiGate 3000D, FortiGate 501E,

FortiGate VM64, FortiWiFi 61F. It is not available for FortiGate 140E-POE.

Designate logical storage for DLP fingerprint database.

config dlp settings
Description: Designate logical storage for DLP fingerprint database.
set storage-device {string}
set size {integer}
set db-mode [stop-adding|remove-modified-then-oldest]|...]
set cache-mem-percent {integer}
set chunk-size {integer}
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config dip settings

Parameter

storage-
device

size

db-mode

cache-mem-
percent

chunk-size

dnsfilter

Description Type
Storage device name. string
Maximum total size of files within the storage (MB). integer
Behaviour when the maximum size is reached. option

Size Default

Maximum
length: 35

Minimum 16
value: 16

Maximum

value:

4294967295

- stop-adding

Option Description

stop-adding Stop adding entries.
remove- Remove modified chunks first, then oldest file entries.
modified-then-
oldest
remove-oldest Remove the oldest files first.
Maximum percentage of available memory allocated integer Minimum 2
to caching . value: 1
Maximum
value: 15
Maximum fingerprint chunk size. **Changing will flush  integer Minimum 2800
the entire database**. value: 100
Maximum

This section includes syntax for the following commands:

« config dnsfilter domain-filter on page 98
« config dnsfilter profile on page 100

config dnsfilter domain-filter

Configure DNS domain filters.

config dnsfilter domain-filter
Description: Configure DNS domain filters.

edit <id>
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set name {string}
set comment {var-string}
config entries
Description: DNS domain filter entries.
edit <id>
set domain {string}
set type [simplel|regex]|...]
set action [blockl|allow]|...]
set status [enable|disable]
next

config dnsfilter domain-filter

Parameter Description Type Size Default
name Name of table. string Maximum length: 63
comment Optional comments. var-string Maximum length:

255

config entries

Parameter Description Type Size Default
domain Domain entries to be filtered. string Maximum
length: 511
type DNS domain filter type. option - simple
simple Simple domain string.
regex Regular expression domain string.
wildcard Wildcard domain string.
action Action to take for domain filter matches. option - block
block Block DNS requests matching the domain filter.
allow Allow DNS requests matching the domain filter without logging.
monitor Allow DNS requests matching the domain filter with logging.
status Enable/disable this domain filter. option - enable
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Parameter Description

Option Description

enable Enable this domain filter.

disable Disable this domain filter.

config dnsfilter profile

Configure DNS domain filter profile.

config dnsfilter profile
Description: Configure DNS domain filter profile.
edit <name>
set comment {var-string}
config domain-filter
Description: Domain filter settings.
set domain-filter-table {integer}
end
config ftgd-dns
Description: FortiGuard DNS Filter settings.
set options {optionl}, {option2},
config filters

Description: FortiGuard DNS domain filters.

edit <id>
set category {integer}
set action [block|monitor]
set log [enablel|disable]
next
end

set log-all-domain [enable|disable]
set sdns-ftgd-err-log [enable|disable]
set sdns-domain-log [enable|disable]
set block-action [block|redirect]
set redirect-portal {ipv4-address}
set redirect-portal6 {ipvé6-address}
set block-botnet [disable|enable]
set safe-search [disable|enable]
set youtube-restrict [strict|moderate]
set external-ip-blocklist <namel>, <name2>,
config dns-translation
Description: DNS translation settings.
edit <id>

set addr-type [ipv4|ipv6]

set src {ipv4-address}

set dst {ipv4-address}

set netmask {ipv4-netmask}

set status [enable|disable]

set src6 {ipv6-address}

set dst6 {ipv6-address}

set prefix {integer}
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next

config dnsfilter profile

Parameter Description Type Size Default
comment Comment. var-string Maximum
length: 255

log-all- Enable/disable logging of all domains visited (detailed option - disable
domain DNS logging).

enable Enable logging of all domains visited.

disable Disable logging of all domains visited.
sdns-ftgd-err-  Enable/disable FortiGuard SDNS rating error logging. option - enable
log

enable Enable FortiGuard SDNS rating error logging.

disable Disable FortiGuard SDNS rating error logging.
sdns-domain- Enable/disable domain filtering and botnet domain option - enable
log logging.

enable Enable domain filtering and botnet domain logging.

disable Disable domain filtering and botnet domain logging.
block-action Action to take for blocked domains. option - redirect

block Return NXDOMAIN for blocked domains.

redirect Redirect blocked domains to SDNS portal.
redirect- IPv4 address of the SDNS redirect portal. ipv4- Not 0.0.0.0
portal address Specified
redirect- IPv6 address of the SDNS redirect portal. ipv6- Not
portal6 address Specified
block-botnet  Enable/disable blocking botnet C&C DNS lookups. option - disable
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Parameter Description Type Size Default
disable Disable blocking botnet C&C DNS lookups.
enable Enable blocking botnet C&C DNS lookups.

safe-search Enable/disable Google, Bing, YouTube, Qwant, option - disable

DuckDuckGo safe search.

Option Description

disable Disable Google, Bing, YouTube, Qwant, DuckDuckGo safe search.

enable Enable Google, Bing, YouTube, Qwant, DuckDuckGo safe search.
youtube- Set safe search for YouTube restriction level. option - strict
restrict

Option Description

strict Enable strict safe seach for YouTube.

moderate Enable moderate safe search for YouTube.
external-ip- One or more external IP block lists. string Maximum
blocklist External domain block list name. length: 79
<name>

config domain-filter

Parameter Description Type Size Default
domain-filter- DNS domain filter table ID. integer Minimum 0
table value: 0

Maximum

value:

4294967295

config ftgd-dns

Parameter Description Type Size Default
options FortiGuard DNS filter options. option -
error-allow Allow all domains when FortiGuard DNS servers fail.
ftgd-disable Disable FortiGuard DNS domain rating.
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config filters

Parameter Description Size Default
category Category number. integer Minimum 0
value: 0
Maximum
value: 255
action Action to take for DNS requests matching the category.  option - monitor
block Block DNS requests matching the category.
monitor Allow DNS requests matching the category and log the result.
log Enable/disable DNS filter logging for this DNS profile. option - enable
enable Enable DNS filter logging.
disable Disable DNS filter logging.

config dns-translation

Parameter Description Default
addr-type DNS translation type (IPv4 or IPv6). option - ipv4
ipv4 IPv4 address type.
ipv6 IPv6 address type.
src IPv4 address or subnet on the internal network to  ipv4- Not 0.0.0.0
compare with the resolved address in DNS query address Specified

replies. If the resolved address matches, the
resolved address is substituted with dst.

dst IPv4 address or subnet on the external network ipv4- Not 0.0.0.0
to substitute for the resolved address in DNS address Specified
query replies. Can be single IP address or subnet
on the external network, but number of
addresses must equal number of mapped IP
addresses in src.

netmask If src and dst are subnets rather than single IP ipv4- Not 255.255.255.255
addresses, enter the netmask for both src and netmask Specified
dst.

status Enable/disable this DNS translation entry. option - enable
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Parameter Description Type

Size

Default

Option Description

enable Enable this DNS translation.
disable Disable this DNS translation.
src6 IPv6 address or subnet on the internal networkto  ipv6-

compare with the resolved address in DNS query  address
replies. If the resolved address matches, the
resolved address is substituted with dst6.

dst6 IPv6 address or subnet on the external network ipv6-
to substitute for the resolved address in DNS address
query replies. Can be single |P address or subnet
on the external network, but number of
addresses must equal number of mapped IP
addresses in src6.

prefix If src6 and dst6 are subnets rather than single IP  integer
addresses, enter the prefix for both src6 and dst6

emailfilter

This section includes syntax for the following commands:

« config emailfilter block-allow-list on page 106
« config emailfilter dnsbl on page 109

« config emailfilter iptrust on page 110

« config emailfilter mheader on page 108

« config emailfilter fortishield on page 118

« config emailfilter profile on page 111

« config emailfilter bword on page 104

« config emailfilter options on page 119

config emailfilter bword

Configure AntiSpam banned word list.

config emailfilter bword
Description: Configure AntiSpam banned word list.
edit <id>
set name {string}
set comment {var-string}
config entries
Description: Spam filter banned word.
edit <id>
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set status [enable|disable]
set pattern {string}
set pattern-type [wildcard|regexp]
set action [spam|clear]
set where [subject|bodyl...]
set language [western|simch]...]
set score {integer}
next
end
next
end

config emailfilter bword

Parameter Description Default
name Name of table. string Maximum length: 63
comment Optional comments. var-string Maximum length:

255

config entries

Parameter Description Type Size Default
status Enable/disable status. option - enable
Option Description
enable Enable status.
disable Disable status.
pattern Pattern for the banned word. string Maximum
length: 127
pattern-type Wildcard pattern or regular expression. option - wildcard
Option Description
wildcard Wildcard pattern.
regexp Perl regular expression.
action Mark spam or good. option - spam
Option Description
Spam Mark as spam email.
clear Mark as good email.
where Component of the email to be scanned. option - all
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Parameter Description Type Size Default
Option Description
subject Banned word in email subject.
body Banned word in email body.
all Banned word in both subject and body.
language Language for the banned word. option - western
Option Description
westem Western.
simch Simplified Chinese.
trach Traditional Chinese.
japanese Japanese.
korean Korean.
french French.
thai Thai.
spanish Spanish.
score Score value. integer Minimum 10
value: 1
Maximum
value:
99999
config emailfilter block-allow-list
Configure anti-spam block/allow list.
config emailfilter block-allow-list
Description: Configure anti-spam block/allow list.
edit <id>
set name {string}
set comment {var-string}
config entries
Description: Anti-spam block/allow entries.
edit <id>
set status [enable|disable]
set type [iplemail]
set action [reject|spam]|...]
set addr-type [ipv4|ipvé6]
set ipd-subnet {ipv4-classnet}
set ip6-subnet {ipv6-network}
set pattern-type [wildcard|regexp]
set email-pattern {string}
next
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end
next
end

config emailfilter block-allow-list

Parameter Description Default
name Name of table. string Maximum length: 63
comment Optional comments. var-string Maximum length:

255

config entries

Parameter Description Type Size Default
status Enable/disable status. option - enable
Option Description
enable Enable status.
disable Disable status.
type Entry type. option - ip
Option Description
ip By IP address.
email By email address.
action Reject, mark as spam or good email. option - spam
Option Description
reject Reject the connection.
Spam Mark as spam email.
clear Mark as good email.
addr-type IP address type. option - ipv4
Option Description
ipv4 IPv4 Address type.
ipv6 IPv6 Address type.
ip4-subnet IPv4 network address/subnet mask bits. ipv4- Not 0.0.0.0
classnet Specified 0.0.0.0
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Parameter Description Type Size Default
ip6-subnet IPv6 network address/subnet mask bits. ipv6- Not /128
network Specified
pattern-type  Wildcard pattern or regular expression. option - wildcard
wildcard Wildcard pattern.
regexp Perl regular expression.
email-pattern Email address pattern. string Maximum
length: 127

config emailfilter mheader

Configure AntiSpam MIME header.

config emailfilter mheader
Description: Configure AntiSpam MIME header.
edit <id>
set name {string}
set comment {var-string}
config entries
Description: Spam filter mime header content.
edit <id>
set status [enable|disable]
set fieldname {string}
set fieldbody {string}
set pattern-type [wildcard|regexpl]
set action [spam|clear]

config emailfilter mheader

Parameter Description Type Size Default
name Name of table. string Maximum length: 63
comment Optional comments. var-string Maximum length:
255
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config entries

Parameter Description Type Size Default
status Enable/disable status. option - enable
enable Enable status.
disable Disable status.
fieldname Pattern for header field name. string Maximum
length: 63
fieldbody Pattern for the header field body. string Maximum
length: 127
pattern-type  Wildcard pattern or regular expression. option - wildcard
wildcard Wildcard pattern.
regexp Perl regular expression.
action Mark spam or good. option - spam
Spam Mark as spam email.
clear Mark as good email.

config emailfilter dnsbl

Configure AntiSpam DNSBL/ORBL.

config emailfilter dnsbl
Description: Configure AntiSpam DNSBL/ORBL.
edit <id>
set name {string}
set comment {var-string}
config entries
Description: Spam filter DNSBL and ORBL server.
edit <id>
set status [enable|disable]
set server {string}
set action [reject|spam]
next
end
next
end
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config emailfilter dnsbl

Parameter Description Type Size Default
name Name of table. string Maximum length: 63
comment Optional comments. var-string Maximum length:

255

config entries

Parameter Description Type Size Default
status Enable/disable status. option - enable
enable Enable status.
disable Disable status.
server DNSBL or ORBL server name. string Maximum
length: 127
action Reject connection or mark as spam email. option - spam
Option Description
reject Reject the connection.
Spam Mark as spam email.

config emailfilter iptrust

Configure AntiSpam IP trust.

config emailfilter iptrust
Description: Configure AntiSpam IP trust.
edit <id>
set name {string}
set comment {var-string}
c