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Introduction

This document describes how to set up FortiMail sample submission web plugin on Mac and
Windows version Outlook clients, Exchange OWA and MS365. Exchange Web Services (EWS)

must be enabled.
Supported Servers:
e Exchange 2019
e MS365
Supported Clients:
e Exchange 2019 OWA and MS365
e Windows: Outlook 2019/2021/365

e Mac: Outlook from App store



Downloading the plugin manifest file

First you need to download the manifest.xml file from the Fortinet support site:
https://support.fortinet.com/Download/Firmwarelmages.aspx

Wwelcome to the Fi

Select Product.

Fartitail

Firmware
Images

irmware Images download center for Fortinet's extensive line of security solutions.

Image File Path

/ FortiMail/

Image Folders/Files

Name Size (KB} Date Created Date Modified
= Archives Directory 2015-03.06 03:09:53 2007-12-0415112:00
| = Plugins Directory 2015-03.06 03:09:53 2023-06-22 09:0611 7 I
=] e Directory 2015-03.06 03:09:53 2010-10-20 10:10:53
= 300 Directory 2015-03.06 03:09:53 2010-10-20 10:10:07
= w400 Directory 2015-03.06 03:09:53 2015-02.23 10:02:57
=] 500 Directory 20190006 030953 2017-07-25 08:07:07
= ¥6.00 Directory 2015-03.06 03:09:53 2020-05-08 16:05:20
= w700 Directory 20210517 130500 2023-07-04 10:07:28
[ ]

If you are using MS365, download manifest.xml, and on your FortiMail unit, refer to the spam
submission guide to set up the spam submission account and non-spam submission account

If you are using Exchange 2019, please download manifest2019.xml, and on your FortiMail
unit, set up your spam submission account and non-spam submission account to these two
fixed accounts:

Email account to receive spam email: spam@spamsubmit.com
Email account to receive non-spam email: ham@spamsubmit.com


https://support.fortinet.com/Download/FirmwareImages.aspx
mailto:spam@spamsubmit.com
mailto:ham@spamsubmit.com

Uploading the manifest file

Now you need to upload the manifest.xml file to the Exchange server or MS365.
To upload the manifest.xml file in Exchange admin portal

1. Login to your Exchange admin center.
2. Locate the add-ins tag under organization, or you can go to “Classic Exchange admin center”
at the bottom.
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3. Click on “+” and “Add from file” to upload the “manifest.xml” file you’ve downloaded.

Exchange admin center

dashboard sharing  add-ins
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4. After the file is uploaded, enable the plugin (it's disabled by default).
Sample Submission

Make this add-in available to users inyour organization

Specify user defaults:
(@ Optional, enabled by default
() Optianal, disabled by default

() Mandatary, always enabled, Users can't dizable this add-in,

Note it will be available for all users in your organization.

Once enabled, wait for a few hours, you will see the add-in showing on both your webmail and
Outlook app:

® @ « &« -
Reply
Reply all
Forward
Other reply actions
Delete
Mark as unread
Flag
Report
Block
Print
save ipam Mot
View SF' a m

@ Send to OneNote

Submizzion

@ Ssample Submission



To upload the manifest.xml file in Exchange user portal

You can also upload the plugin and use it immediately in the user portal in MS365.

Black

Print

1. Click on “Get Add-ins” will lead you to this page, select “My add-ins” on the left pane.

Add-Ins for Qutlook

Add-ins may access personal information, By tuming an add-in on, you agree to its License Terms and Privacy Policy. | /":‘ Search add-ins |
Al My add-ins
My add-ins

Store Add-ins

Admin-managed
Add-ins that you added from the Office store

Mo add-ins found.

Admin Managed
Add-ins deployed by your administrator, Browse all admin-managed add-ins

Mo add-ins found,
Custom Addins
You can install add-ins from afile orfrom a URL. ~+ Add a custom add-in

Mo add-ins found.

2. Click “Add a custom add-in” just under Custom Addins (if you are not using the admin
managed add-ins), you can choose to upload from a URL or File. After uploading, you will
see the add-in on this page, and also on webmail and your Outlook client.



Custom Addins

You can install add-ins from a file or from a URL, = Add a custom add-in -

. Sample Submission

Submit Sparn,/not-spam ermail to
fortinet,

o Added

Note: You can also find the admin managed add-ins here (if the admin has pushed the add-in to
users in the organization), and choose to add or remove them from the user portal:

Add-Ins for Qutlook

Add-ins may access personal information, By turning an add-in on, you agree to its License Terms and Privacy Policy,

Al Admin-managed

My add-ins

Admin-managed

’ Unsubscribe
@]

This add-in is triggered by messages
from subscription email feeds, and
allows you to block the sender or

Admin-managed

o Added
I> Action ltems

Shows Adtion ltem suggestions from
your email, This add-in will not share
your data with any third-party service.

Admin-managed

o Added

D My Templates

o Added

. Sample Submission V1.0

Submit Sparm/not-spam email to
fortinet.

Admin-managed

° Added
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M send teedback P

‘ O Search add-ins

Add-ins deployed by your administrator, Some add-ins may be required by your administrator,

EF> Bing Maps

Map addressesfound inyour email.
This add-in will send addresses to Bing
butwill not share your data with any

Admin-ma

0 Added




In Exchange 2019, you need to click on the gear icon on the top right corner:
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_d

Refresh

Automatic replies

Display settings

Manage add-ins

Offline settings

Change theme

Options

® Options
Shortcuts
4 General
Wy accaunt
Change theme
Distribution groups
Keyboard sharteuts
hanage add-ins
Mohile devices
Offline settings
Accessibility settings
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Region and time zane
Text messaging
+ Mail
r Calendar

Manage add-ins

Add-ins are built by third parties and bring additional features to your Outlonk experience, The fallowing list showes add-ins that have beeninstalled, Find rore add-ins for Qutlonk at the Office Store.,

+ -2
MNarne

Action ltems

Bing Maps

Git the gist

My Ternplates
Sample Submission
Suggested Meetings

Unsubscribe

Provider

Microsoft

Microsaft

Contosa

Microsaft

Fortinet

Microsaft

Microsoft

Installed by
Default

Default
“ou
Default
Your admin
Default

Default

Turned on

s

&R R R K

Sareple Subrnission
Wersion: 1.0.0.0
Created ke Fortinet

Subrit Spam/not-sparm email ta fartinet,

This add-in is managed by your IT administratar, You can turn it off, but
you can't uninstall it

Permissions: Read'wwrite mailbox
When this add-in is clicked, it will be able to:

« Read, create, and update email in your mailbax
o Read, create, and update events in your calendar
o Read, create, and update tasks in your mailbox

« Read, create, and update contacts in your mailbox
* Send messages of meeting invitations

The add-in may also send dats to a third-party service, (See the Privacy
Policy for the add-in

It's the same as the Admin portal, click “+” and select “Add from a file” and you will find your add-in

showing below.

Manage add-ins

Add-ing are built by third parties and bring additional features to your Outlook experience, The following list shows ac
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