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Change log

Date Change description

2020-07-31 Fortinet Fortilsolator 2.1.1 document release. See New in this release on page 6.
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About this release

This section provides information about new features in Fortilsolator version 2.1.1.

New in this release

Fortilsolator version 2.1.1 includes the following new features:

« Allows the adjustment of mouse scrolling speed on isolator browsing

« New support of Hyper-V VM model

« New log message of "fortiguard_agent.log" into GUI

« New CLI commands to manage database and webfilter-related attributes
« New CLI commands to display IP Mapping HA setting
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Overview

Fortilsolator is a browser isolation solution that protects users against zero day malware and phishing threats delivered
over the web and email. These threats may result in data loss, compromise, or ransomware. This protection is achieved
by creating a visual air gap between users' browsers and websites, which prevents content from breaching the gap. With
Fortilsolator, web content is executed in a remote disposable container and displayed to users visually, isolating any
threat.

For more overview information about Fortilsolator, see the Fortilsolator product page and the Fortilsolator data sheet.

Fortilsolator models

Fortilsolator is available in the following appliance and virtual machine models. These models allow you to select the
most appropriate solution for your requirements.

Fortilsolator 1000F
Fortilsolator VM for Linux KVM

Fortilsolator VM for VMware vSphere

Fortilsolator VM for VMware ESXi
Fortilsolator VM for Hyper-V

Fortilsolator is available in the following appliance and virtual machine models:

Model Description

Fortilsolator appliance .

Fortilsolator VM .

Fortilsolator 2.1.1 Administration Guide
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Fortilsolator 1000F
Supports 500 concurrent sessions, under normal traffic profiles

VMware vSphere Hypervisor ESX/ESXi versions 6.0 and 6.5
KVM QEMU version 0.12.1 and higher, includes a hypervisor
Hyper-V Manager version 10.0.18362.1 and higher


https://www.fortinet.com/products/fortiisolator.html
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiisolator.pdf

Installation

The following sections provide installation instructions for each model:

« Fortilsolator appliance installation on page 8
« Fortilsolator VM installation on page 15

Downloading Fortilsolator firmware

Use this procedure to download Fortilsolator firmware for your Fortilsolator model.

Steps

Go to https://support.fortinet.com.

Click Login and log in to the Fortinet Support website.

From the Download menu, select Firmware Images.

In the Select Product drop-down menu, select Fortilsolator.

Select the Download tab.

In the Image Folders/Files section, navigate to the Fortilsolator firmware file for your Fortilsolator model.
To download the firmware, click HTTPS.

Unzip the firmware file.

©O NGO RAEODM-=

For more information about downloading specific firmware versions for your Fortilsolator model, see the Fortilsolator
Release Notes.

Fortilsolator appliance installation

Installing Fortilsolator 1000F
Use this procedure to install Fortilsolator 1000F.

Prerequisites

« Install Fortilsolator 1000F hardware by following the instructions in the Fortilsolator 1000F QuickStart Guide.
« Download the Fortilsolator firmware by following the instructions in Downloading Fortilsolator firmware on page 8.
« Connect to a console (for example, Tera Term).

Fortilsolator 2.1.1 Administration Guide
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Installation

Steps

1.

Using the console, load the Fortilsolator firmware file (for example,

FIS_1000F-v1-build0084.out).

F P g S
1guratlilon menu. ..

firmware

- — 1
apled

AT

N/A

H/A

Fortilsolator 2.1.1 Administration Guide
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b
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Installation

2. Boot in to the Fortilsolator login. The default username is admin and there is no default password.

3. Configure the network parameters (first time only). For example:

Configured parameters:

Interface internal
Interface external
Interface mgmt

IPv4 Internal Gateway:
IPv4 External Gateway:

hostname

dns server
dns server
build number:
date time

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.

IPv4d IP: 192.1€8.1.100/24
IFv4 IF:
IPv4 IP:

192.168.1.254

FISIEFTEe1E8000001

0065 (interim)
2019-05-02 13:05:25 PDT
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Installation

4. Set the time zone.

5. You can use the show command to see the settings (for example, IP addresses, gateway address, DNS server
information, and build number).

6. You can use the status command to see system information (for example, build version, serial number, system
time, disk usage, disk size, and sessions information).

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.
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Installation

7. You can use the help command to see the Fortilsolator console comments.

W COMI - Tera Term VT

File Edit Setup ntrol
>

>
> help

Fortilsolator Console
General:
help Display this text
? Synonym for ‘help’
exit Exit from the CLI
Conf iguration:
show Show bootstrap configuration
Available attributes/values for show:

ha-all Cnull>
ha—enahled a1
ha—group—id [1-2551
ha-lost—threshold [1-681
ha-interval [1-281

in uwnit of 18B8ms
ha—hello—holddown [5-3881
in unit of seconds
[A-2551
255 means not used
ha-allow—override 81
ha—-schedule <schedule type>
ha-virtual-ip <IP/netmask>
e.g. 192.168.108.2.24
<PASSWORD>
<Encoded PASSWORD>
{Interface Name >
e.g. internalsexternal/mgmt

ha—priority

ha—password
ha-password-enc
ha-interface

show—ipmap—ha Show HA ipmapping configuration
set 8et configuration parameter
Available attributessvalues for set:

internal-ip
external—-ip
mgmt—ip
date

time

dns

ntp
internal—gw
external—gu
mgmt—guw

hostname
timezone

ha-enabled
ha—group—id
ha-lost—threshold
ha-interval

ha—hello—holddown
ha-priority
ha-allow—override
ha-schedule
ha-virtual-ip
ha-password

ha—password—-enc
ha-interface

<IP/netmask>

e.g. 192.168.108.2.24
<IP/netmask>

e.g. 192.168.108.2.-24
<IP/netmask>

e.g. 192.168.108.2.-24
<YYYY-MM-DD>
<HH:MM:88>

<pdns—ip sdns—-ip»

e.g. 192.168. 133 1192.168.108.1

<{ntp—-ip>
e.g. 192 168.1068.1
<SUBMET > <{Gateway IP>

e.g. 192.168.100.8-24 192.168.16868.1

{SUBMNET> {Gateway IP>

e.g. 192.168._1608. 3/24 1922.168.180.1

<SUBNET > {Gateway IP

e.g. 192.168.188. 3/24 192.168.1680.1

<hostname>

{timezone>

e.g AmericasLos_Angeles
a1

[1-2551

[1-681

[1-281

in unit of 1H@Bms
[5-3881

in unit of seconds
[B-2551

255 means not used
a1

<zchedule type’>
<IP/netmask>

e.g. 192.168.108.2.24
<PASSWORD>

<Encoded PASSWORD>
{Interface Name >

e.g. internalrsexternal/mgmt
{priority external_isolator_ip internal_isolator_ip external_po

e.g. B 172.168.188.1 108.1.8.1 12443 12887
<{external_powrt internal_port [external_isolator_ipl>
e.g. 12443 12887 192.168.188.1

{external_port internal_port external_isolatowr_ip>
e.g. 14443 14887 192.168.122.1

fizs—ipmap—ha
it internal_port?

fizs—ipmap

fis—ipmap—wip

Unset configuration parameter
Available attributes for unset:

dns

ntp
internal—guw
external—guw
mgmt—guw
fis—ipmap—ha
fizs—ipmap

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.




Installation

COMT - Tera Term VT

Edit  Setup ntrol

show—ipmap—ha
set

rt internal_port>

rehoot

ow Help
ha—priority
ha—allov—override

ha-schedule
ha-virtual-ip

ha—password
ha-password-enc
ha-interface

Show HA ipmapping configuration

Zet configuration parameter

fAvailable attributessvalues for

internal—ip
external—-ip
mgmt—ip
date

time

dns

ntp
internal—guw
external—guw
mgmt—guw

hostname
timezone

ha—enabled
ha—group—id
ha—lost—threshold
ha-interval
ha-hello—holddown
ha—priority
ha-allow—override
ha-schedule
ha-virtual-ip
ha-password
ha-password-enc
ha-interface

fis—ipmap—ha

fis—ipmap

fis—ipmap-vip

Unset configuration parameter

Available attributes for unset:

dns

ntp
internal—guw
external-guw
mgmt—guw
fis—ipmap—ha
fis—ipmap
fizs—ipmap—vip

Reboot the Fortilsolator

[A-2551

255 means not used

a1

<schedule type>
<IP/netmask’

e.g. 172.168.108.2-24
<PASSWORD>

<Encoded PASSWORD>
<Interface Name >

e.g. internalsexternal/mgmt

set:

<IP/netmask>

e.g. 192.168.108.2-24
<IP/netmask>

e.g. 192.168.10@8.2.24
{IP/netmask>

e.g. 192.168.108.2.-24
<YYYY-MM-DD>

<HH:MM:55>

{pdns—ip sdns—-ip

e.g. 192.168. 133 1 192 .168.10.1
<ntp—-ip>

e.g. 192.168.180.1

<SUBNET > <Gateway IP>

e.g. 192.168.1088. 3/24 192.168.180.1
<SUBNET > {Gateway IP

e.g. 192.168_188. 3/24 122.168.188.1
<SUBNET > {Gateway IP

e.g. 192.168.1088. 3/24 192.168.180.1
<hostname >

{timezone>

e.g America-Los_fingeles

a1

[1-2551

[1-681

[1-281

in uwnit of 18B8ms

[5-3881

in unit of seconds

[A-2551

255 means not used

a1

<schedule type>

{IP/netmask>

e.g. 192.168.108.2.24
<PASSWORD>

<Encoded PASSWORD>

{Interface Name >

e.g. internal/external/mgmt

{priority external_isolator_ip internal_isolator_ip external_po

e.g. B 192.168.188.1 18.1.8.1 12443 12887
{external_port internal_port [external_isolator_ipl>
e.g. 12443 12887 192.168.188.1

<{external_port internal_port external_isolator_ip>
e.g. 14443 14887 192.168.122.1

system—upgrade
factory—reset

Upgrade Fortilsolator System Image
Reset configuration to defaults and delete all data
shutdown Shutdown the Fortilsolator
status Display some status information
admin—-pwd-reset Reset Admin Password
Utilities:
ns lookup Basic tool for DNE debugging
ping Test network connectivity to another network host
fnsysctl disp Display conf. category or log
fnsysctl tail Display the last part of conf, category or log
Diagnostics:
hardware—info
diagnose—nic
diagnose—uwf

Display general hardware status information
Display general network interface setting
Test and show WF action for an URL

Fortilsolator 2.1.1 Administration Guide
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Installation

Fortilsolator VM installation

To install Fortilsolator VM, follow the procedure for one of the following VM systems:

« Installing Fortilsolator VM for Linux KVM on page 15

o Installing Fortilsolator VM for VMware vSphere on page 23
« Installing Fortilsolator VM for VMware ESXi on page 32

« Installing Fortilsolator VM for Microsoft Hyper-V on page 38

Installing Fortilsolator VM for Linux KVM

Use this procedure to install Fortilsolator VM for Linux KVM.

Fortilsolator VM for Linux KVM supports both Video Graphics Array (VGA) and virtual serial console connections.

Prerequisites

« Ensure that your system has at least two hard disks of the following types:
. IDE
o« SATA
« SCSI
o Virtio
« Ensure that your system has at least three network interfaces of the following types:
« Hypervisor default (Rt18139)
« E1000

Steps

1. Download the Fortilsolator firmware for KVM by following the instructions in Downloading Fortilsolator firmware on
page 8.

Fortilsolator 2.1.1 Administration Guide
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Installation

2. Launch KVM with Virtual Machine Manager (https://virt-manager.org/).

W About Virtual Machine Manager - O

A"/} )\

Virtual Machine Manager

1.3.2
Powered by libwvirt

Copyright (C) 2006-2014 Red Hat Inc.

Credits License Close

x

3. Create a new virtual machine.

W& Virtual Machine Manager —

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.

‘l-’ Bl Open ©] -
MName a CPU usage
['C'EMUIK"JM
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Installation

4. Select Import existing disk image.

W MNew VM >

m Create a new wvirtual machine

Connection: QEMUJKNM

Choose how you would like to install the operating system
) Local install media (IS0 image or COROM)
) Network Install (HTTP, FTP, or NFS)
' Network Boot (PXE)
© Import existing disk image

Cancel Back Forward

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.
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Installation

5. Browse and select the Fortilsolator image (for example, fis.qcow2).

m Create a new virtual machine

Provide the existing storage path:

[ }'..rar,rlibflibuirt,fimages,fﬁg -demo-b69.qcow2 Browse...

Choose an operating system type and version

0S type: | Generic -

wWersion: | Generic -

Cancel Back Forward

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.
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Installation

6. Keep the default memory and CPU settings (for example, 1024 (193380 MiB) of memory and 1 CPU).
¥ New VM & |

m Create a new virtual machine

Choose Memory and CPU settings

Memory (RAM): [ 1024 — + | MiB

Up to 193380 MIB available on the host

CPUs: | 1 = |+

Up to 32 available

Cancel Back Forward

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.



Installation

7. Name the new virtual machine, and select Customize configuration before install.

chine

Ready to begin the installation

Marme: (FIS-kvM

0S: Genenc
Install: Import existing OS image
Memory: 16384 MIB
CPUs: 6
Storage: /home/fjwu/fis-img/ffis-GA-53.qcow2

Customize configuration before install

* Metwork selection

Cancel Back Finish

W FI5-KVM on QENVAVITA

.v Begin Installation a Cancel installation

Basic Details
CPLs farme: FIS- i

= Mamary Uit 0542a5409-0205-45ch-97be 02d1 1 2d 1 754

[y Boot Options Staltus: B shutoff (Shutdown]

| IDE Disk 1 Title
MIC dEae 2T

h Deschiption

|} Mouse
B isplay Spice
i Sound: ichs
ﬁ; Consale

Hypervisor Detalls

3 channel
e Hyparvisor: KvM

B ideo o Architecture: x86_64

H Contraller USE Ermulator: Ju sr.‘h'r'."ln.m-sp:-:c-

! LISE Radractar 1 Armmvssans 8105 = “
LISE Redrector 2

Hhik HA0F -

Add Hardware

Fortilsolator 2.1.1 Administration Guide
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Installation

8. Add an IDE disk. Accept the default values.

i Add Mew Virtual Hardware

B _storage Storage

B controller
Metwork
Input -

B Graphics : 20.0

=4 serial

=4 Parallel

=8| Cconsocle

=8| channel

5 USBE Host Device

Manage...

Video

Filesystem

IUSE Redirection
TPM

RMG

Panic Motifier

e ame:

© cCreate a disk image for the virtual machine

B Sound 4555 GiB available in the default location

() Select or create custom storage

PC| Host Device Device type: | L Disk device
Watchdog Bus type: IDE

Smartcard + Advanced options

Finish

9. Add three network interfaces and configure them accordingly.

o Network 1: Internal Interface

o Network 2: External Interface

o Network 3: Management Interface
o Network 4: HA Interface

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.
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Installation

10. Click Begin Installation to load the KVM image.

B generic on QEMUEYM

Loading wm]linuz.

Load kg oLl =

B4 Presz Control_L+Al_L to rebeaze pointer. genenc on QEMUKYM

Im

Izolator
renaming
renaming ethil
renaming ethZ
|'|lpl| lat ing

ing n
HETLIH

ing d

ing c

olator
e login:

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.

Writing superblocks and [ilesystem accounting

done .

i i

information:

to update

lice
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Installation

11. In the Set default parameters step, configure the network interfaces.
set internal-ip 152.168.122.55/24

=et internal-gw 152.168.122.0/24 1%2.168.122.254

set external-ip

==t external-gw 0.0.0.0/0

set mgmt-ip 192.168.199.99/24

set mgmt—gw 152.168.159%.0/24 152.168.1595.254
set dns 208.51.112.53 208.91.112.52

Installing Fortilsolator VM for VMware vSphere
Use this procedure to install Fortilsolator VM for VMware vSphere.

Prerequisites

« Install VMware vSphere Client.

« Ensure that your system has one of the following combinations of hard disks and network adapters to support ESXI
6.0:

o Two SCSI hard disks and three VMXNET 3 network adapters (this is the default)
o One IDE hard disk and one SCSI hard disk and three E1000 network adapters

Steps

1. Download the Fortilsolator firmware for VMware by following the instructions in Downloading Fortilsolator firmware
on page 8.
2. To create a new virtual machine, in vSphere Client, select File > Deploy OVF Template.

& 10.160.1.54 - vsphere Client  NEGNENGEGEGEGE

FiIElEdit View Inventory Administration Plug-ins Help

New d ntory b [F] Inventory
Deploy OVF Template...

port h_ﬁgwﬁ“ﬁ@?‘

Report 2

[ »

Print Maps
Exit

T LT T

Fortilsolator 2.1.1 Administration Guide
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Installation

3. Browse to the folder that contains the Fortilsolator files and select Fortilsolator.ovf.

[ Deploy OVF Tempiate S[@] = |

Source
Select the source location,

Source

OVF Template Details
Hame and Location
Storage

Dusk; Format
Ready to Complete Deploy from a file or LRL

[C:\sers Wu\Downloads \FIS_vM_ESXi-v 1-buid0068.ovFiFort | | Browss... |
Enter a URL to download and install the OVF package from the Internet, or

spedfy a location accessible from your computer, such as a local hard drive, a
network share, or a CD/OVD drive.

< Back Mext > I Cancel

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.



Installation

4. Verify the OVF template details.

() Deploy OVF Template o|B) &
OVF Template Details
Verify OVF template details.
Source
OVF Template Details
End User License Agreement Product: = =
Mame and Location
Storage
Disk Format
Mebaork Mapping
Ready to Complete Pulblisiher:
Dowriload size: 126.3M8
Size on disk: Unknown (thin provisioned)

(http:/fwww. fortinet.com)

ol |

Cancel I

Fortilsolator 2.1.1 Administration Guide

Fortinet Technologies Inc.
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Installation

5. Review and accept the Fortilsolator End User License Agreement.

End User License Agreement
Accept the end user license agreements.

Zoad e

ONVF Template Details

End User License Agreemd
Mame and Location

Storage

Disk Format

MNetwork Mapping

Ready to Complate

End User License Agresment for Fortilsolator Virtual Appliance

THE LOCATION FROM WHICH IT WAS OBTAINED.

Fortinet, Inc. (Fortinet”), which governs your wse of this software
product. A software boense and aboense key or “unbock code”
("Software Licensa”), issued to & desgnated user only by Fortinet or
its authorized agents, is required for eadh computer on which the
Software is naded.

Definitions: (a) “Software® means (a) al means (a) al of the
contents of the files, disk(s), CO-ROM(s) or other meda (induding
electronic media) with which this Agresment is provided or such
contents as are hosted by Fortinetor its dstributors, resellers,
OEMMSP partners, or other business partners (collectively "Authorized
Partner(s)"), induding but not mited to (j) Fortinet or third party
computer mformation or software; (i) related explanatory materials
in printed, electronic, or online form (Documentation™); and (b)
upgrades, modified or subsequent versions and updates (collectvely
Updates”), and Software, if any, licensed to you by Fortinet or an

This End User License Agreement (ELLA) is an agreement between you and

NOTICE TO ALL USERS: PLEASE READ THE TERMS AND CONDITIONS OF THE A
LICEMNSE AGREEMENT CAREFULLY. FORTINET, INC. IS WILLING TO LICENSE THIS =
SOFTWARE TO YOU ONLY ON THE CONDITION THAT YOU ACCEFT ALL OF THE TERMS

OF THIS LICENSE AGREEMEMNT. EY CLICKIMG THE ACCEPT BUTTON OR INSTALLING

THE SOFTWARE, YOU (ETTHER AN INDIVIDUAL OR A SINGLE ENTITY) AGREE THAT

THIS AGREEMENT IS ENFORCEABLE LIKE ANY WRITTEN CONTRACT SIGNED BY YOLUI.

IF YOU DO NOT AGREE, CLICK ON THE BUTTON THAT INDICATES THAT YOU DO NOT

ACCEPT THETERMS OF THIS LICENSE AGREEMENT AND DO MOT INSTALL THE

SOFTWARE. IF YOU PURCHASED THE SOFTWARE ON TANGIELE MEDIA (e.g., CD)

WITHOUT THE OPPORTUNITY TO REVIEW THIS LICENSE AND YOU DO NOT ACCEPT

THIS LICEMNSE AGREEMEMNT, YOUMAY OBTAIN A REFUND OF THE AMOUNT YOU
ORIGINALLY PAID IF YOU: (A) DO NOT UISE THE SOFTWARE AND (B) RETURN IT,

WITH PROOF OF PAYMENT, WITHIM THIRTY (30) DAYS OF THE PLIRCHASE DATE TO

Next > Carcal I

Fortilsolator 2.1.1 Administration Guide

Fortinet Technologies Inc.
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Installation

6. Name the new Fortilsolator virtual machine.

Hame and Location
Specify a name and lacation for the deployed template

Source Mames:

(ETen tad [Fortisolator-v#-Deml
End User License Agreement
Name and Location The name can contain up to B0 characters and it must be unique within the inwentory folder.

Storage

Disk Format
Metwork Mapping
Ready to Complete

<Badc| Next =

Cancel

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.
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Installation

7. Select the datastore where you want to install the Fortilsolator VM.

Storage
Where do you want to store the virtual machine files?

Source Select a destination storage for the virtual madhine files:
QVE Template Details
E \ , Name | Drive Type | Capacity | Provisioned | Free | Type | "Thin Proe
Name and Location i@ datastorel Non-550 411.00 GB 572.43 GB 56.84 GB VMFSS Supportt
Storage Main-Disk Non-550 27378 658 TB 1552 GB VMF35 Supporiz
Disk Farmat
Netwaork Mapping
Ready to Complete

4| n ] C

Mame | Drive Type [ Capacity | Provisioned | Freel_ Type |_ Thin Provi
1| rit J 3
Compatibility:

‘mﬁmﬂﬂm&rﬁi capadity of 82.00 GB. Thin provisioned disk size is urknown.

<ok || next> Concel |

4
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8. Select the disk provisioning format. For optimal performance, select a Thick Provision option.

Disk Format
In which format do you want to store the virtual disks?

=ouree Datastore:
WE Temy tails

End User License Agresment
Avalable space - 15.5
Hame and Location )

Storage
Disk Format
Mebwork Mapping {* Thidk Provision Lazy Zeroed
Ready to Complete

" Thidk Provision Eager Zeroed

" Thin Provision

< Back

— | [

4

9. Configure the required network interfaces. Add four network interfaces for Network Mapping and configure them

accordingly:

« Network 1: Internal Interface

« Network 2: External Interface

« Network 3: Management Interface
« Network 4: HA Interface

Fortilsolator 2.1.1 Administration Guide
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What netwarks should the deployed template use?

Source
OVF Template Dwtails

End Liser License Agresment

Hame and Location

Hetwork Mapping
Ready to Complete

Map the networks used in this OVF template to networks in your inventory

Source Networks | DestinationNetworks |
Network L | LocaiNetwork |
Metwark 2 LocalMetwod:
Metwork 3 LocalNetworkl2
Metwork 4 LocalMetworkd2

Description:

The Network 1 network

Warning: Multiple source networks are mapped to the host network: LocalNetwork

< Badk | Hext > I

cancel |
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10. Verify the template deployment options, and click Finish.

Ready to Complete
Are these the options you want to use?

Source

OVE T te Details
End User License Agreement

Mame snd Location
storage

Disk Format
Metwork Mapping

Ready to Complete

When you dick Finish, the deployment task will be started.

Deployment settings:
OvFfile: C:\Users\lliv\Downloads\FIS_VM_ESKi-v1-buil di0sioviiF_
Download sz 126.3 MB
Size ondisk: Unknown
Name: FortilsolatoryiM-Dema
Host/Cluster: localhest
Datastaone Main-Disk
Disk provisioning: Thin Provision
Network Map ping: "Metwork 1" to "LocalMetwork”

Network Mapping: "Network 2" to "LocalNetwok”
Network Mapping: “Network 3" to "LocalNetworkiZ”
Network Mapping: "Metwork 47 to "LocalMetwork0Z”

™ Power on after deployment

<gack | [ Fmen ]
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11. Start the Fortilsolator VM.

12. Login to Fortilsolator. The default username is admin and there is no default password.

Installing Fortilsolator VM for VMware ESXi
Use this procedure to install Fortilsolator VM for VMware ESXi.

Prerequisites

« Install VMware vSphere Client.

« Ensure that your system has one of the following combinations of hard disks and network adapters to support ESXI
6.5:

o Two SCSI hard disks and three VMXNET 3 network adapters (this is the default)
o Two SCSI hard disks and three E1000 network adapters

Fortilsolator 2.1.1 Administration Guide
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Steps

1. Inthe ESXi home page, click Virtual Machine, and then right-click and select Create/Register VM.

&1 Virtual machines

1% Navigator 1 || =1 localhost.lc
* [g Host
Manage % Create |
Monitor O | virtua

h Create/Register VM

% Open in new window

2. Inthe Select creation type step, click Deploy a virtual machine from an OVF or OVA file.

#31 New wirtual machine

(CTCTITNS  Select creation type
2 Select OVF and VMOK files How woukt you ke 1o create a Vinual Machine?

3 Select storape

4 License agreements
% Deployment options
& Additional settings.
T Ready 1o complete

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.

Craat a nivw virtual maching
|DWI virtual maching from an OWVF or OVA file

Ribgisher an gxisting virtual mad hing

This option guides: you through the process of creating a
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3. Inthe Select OVF and VMDK files step, select both the Fortilsolator.ovf and fis.vmdk files.
5 Mew virtual maching
+ 1 Select crestion type Select OVF and VMDK files
2 Select OVF and VMDK files Salect the COVE and VDK fles or VA for the WM you would Iike to Seploy
3 Select storage
4 License agresments Ertisd 3 narml for il vitual mathing
5 Deployment oplicns I
& Additicnal settings L — - ) ) )
T R 4 ’ e X te Virlual machine names can contain up 0 80 characiers and thery must De unigue wathin each ESXi instance
= B Fortilsolator.ovl
* [ fis vndk
Back || Nea || Finiss Cancel
4. Inthe Select storage step, select the datastore where you want to install the Fortilsolator VM.

41 Hew virtual machine - Fi5.VM.demo

0 s cvsion e

" 2 Select OVF and VMDK files
¥ sectsorsge ]
4 License agreements
5 Deployment options
& Additional settings
T Ready to complete

Fortilsolator 2.1.1 Administration Guide
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Select storage
Salect he datastons n which 1o $ione the configuration and disk files

The following dalasiones afe accessie from e destinalion rescurce that you selecied. Select the destinaton datasione for the
wirtuad maching conSquration files and all of th viftual disks

Mame ~ Capacty ~ Free ~ | Type w Thinpro..~ Access
datastore 18178 176 T8 VMFSS Supporied  Single
ManDusk 72878 T15TE VMFSS Suppored Single
2 items
Back | Mot Finig Cancel
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5. Review and accept the Fortilsolator End User License Agreement.
1 New virtual machine - FIS-VM-demo

¥ 1 Select creation type License agreements
' 2 Select OVF and VMDK liles

+ 3 Select storage

4L S0 S{reeTsenls
. el o Em!.ﬂ l

Read and accepl the license agreements

End User License Agreement for Fortilsolator wirtusl spplisnce

MOTICE TO ALL WUSERS: PLEASE READ THE TERMS AMD COMDITIONS OF THE
LICENSE AGREEMENT CAREFULLY. FORTINET, INC. IS WILLING TO LICENSE THIS
SOF THARE TO' VOU OMLY ON THE COMDITION THAT YOU ACCEPT ALL OF THE TERMS
OF THIS LICEMSE AGREEMENT. BY CLICKING THE ACCEPT BUTTOM OR IMSTALLING
THE SOFTWARE, YOU (EITHER AN INDIVIDUML OR & SINGLE ENTITY) AGREE THAT
THIS AGREEMENT IS5 ENFOACEABLE LIKE ANY MRITTEM COMTSACT SDGMED BY YOU.
IF YOU D0 WOT AGREE, CLICK OW THE BUTTON THAT IMDICATES THAT YOU DO MOT
ACCEPT THE TERMS OF THIS LICENSE AGREEMENT AMD DO MOT IMSTALL THE
SOFTHARE. IF YOU PURCHASED THE SOFTWARE ON TANGIELE MEDIA (£.§., CD)
WITHOUT THE OPPORTUNITY TO' REWIEW THIS LICENSE AMD WOU DO MOT ACCEPT
THIS LICENSE AGREEMENT, ¥OU MAY OBTAIN & REFUND OF THE &MOUNT YOU
ORIGIMALLY PAID IF YOU: (A} DO WOT USE THE SOPTWASE AND (B) RETUBM IT,
WITH PROGE OF PAYMENT, WITHIN THMIRTY (38) DAYS OF THE PURCHASE DATE TO
THE LOCATION FROM WMICH IT WaS CETAINED.

This End User License Agresment (EULA) 05 88 Mpreesent Detwen you End
Fortinet, Inc. (“Fortinet™), which poverss your use of tThis software
product. A seftware license and @ Ligeese By o Cunleck  gode”
(“koftware Llcense™), lsserd to @ desipeabod user only by Fortlnet or

ikr  mrthasdred sasats i ramsdegd  Ean  aees remsarban  sn wkich  Fhe

| agré

Back iuml Finish | | Cancel |

Fl

6. Inthe Deployment options step, configure Network mappings with four network interfaces accordingly:
« Network 1: Internal Interface
« Network 2: External Interface
« Network 3: Management Interface
« Network 4: HA Interface

Fortilsolator 2.1.1 Administration Guide
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$51 Mew wirtual machine - FIS-VM-demo

* 1 Select creation type Deployment options
" 3 Select OVF and VMDK files Selert deployment apbons
3 Salect storage

+ 4 License agreements

1 ooomeni weens—— I

§ Ready 1o complote

Disk provisioning

Powser on automatically

Metwork 1 W Metwork ¥
Metwork 2 WM Nebwork v
Network 3 W Mebwork v
MNetwork 4 WM Mebwiork v

& Thin L Thick

o

Back || nNen Firisn Cancel

7. Configure Disk provisioning, and select the Power on automatically checkbox.

8. Verify the deployment options, and click Finish.

#1 Hew virtual machine - FIS-VM.demo

~ 1 Select creation type Ready to complete
¥ 2 Selact OVF and VMDK files Review your SeRings selection belore finishing the wizard
+ 3 Select storage
+ 4 License agreemants — T
1 fi o=
+ 5 Deployment options :
e e Fisiceno
Disks fi v
Datastore NlanDvsk
Prowisioning type Thin
MNatwork Mappings Metaark 1 Vil Metwork Nebwork 20 Wi Nebaor Neteork 3 Wi Metwork, Nebwork
£ WM Mebwork
Guast 05 Name Oher Linuex 2.6 x (32-bat)

.-' 'lj Do niot redreshy your browser while this WM is being depioyed
-

| Bak || men Finish |l Cancel

9. To start the VM, right-click the Fortilsolator VM name, and select Power > Power on.
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10. To open the Fortilsolator VM console, click Console > Open browser console.
B FIS-VM-demo

riting superblocks and filesysten accounting information: done

3] 1.2.8.8867
s tor m: B.8.8. 8888
naming ethd to i na l
renading sthl to
2 to

5 inig done
nitializing randos number gewnerator... done.

starting o terM Message bus: done
starting network: OR
ip: RTHETLIHE answe : File exists
d: 0K
starting crond: OR
starting httpd: 0OR
starting ha: O
oW starting webfilter
3 rtx: OK
or not walid
start without a wvalid license
to CLI and use "update-lice: command to update lice
the validity of your license file

11. Loginto Fortilsolator. The default username is admin and there is no default password.
12. Configure the IP and gateway addresses for the internal and management interfaces.
B FiI5-VM-demo
[killall: isolator: no process killed
«ill : 1]
salid pattern of mgMt gateway ip:l18.168.17.

t mMgmt-gu 18, 168.17.8-24 18.168.17.1
i startx: OK
g2 expired or not wvalid
» won't start without a walid
o to CLI and use "update-1icen: corHand to update lice
12 validity of your lices

show

ond ]I._IILI'H[I parardeters:

Interface internal IPvd [P: MAC: BB :8C:29:B7

:CB:29
Interface Mg Mt IPvd [P: 18.168.17.63-24 MAC : B8 :8C:29:87
:CB:3D
IPud Internal Gatewayp: : 18. 168. 16. 1
vd MGHMT Gateway: : 18.168.17.1
ame : FISUMHHHHBBHEEHA
JETT : 127.8.8.1
ild number : BAG7 (interim)
date time : ZA19-A5-83 168:52:84 UTC
b

13. To verify that the internet connection works, ping 8.8.8.8.
14. To access the Fortilsolator web portal, use the management IP address (for example, http://10.160.17.63).
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Installing Fortilsolator VM for Microsoft Hyper-V

Use this procedure to install Fortilsolator VM for Microsoft Hyper-V.
Prerequisites

* Install Microsoft Hyper-V Manager.

About Hyper-V Manager X

% Hyper-V Manager
&S Microsoft Corporation
Version: 10.0.18362.1

Hyper-V Manager provides management access to
your virtualization platform.

o

Steps
1. Download the Fortilsolator firmware for Hyper-V by following the instructions in Downloading Fortilsolator firmware
on page 8.
2. Unzip the downloaded .zip file to get “isolator.vhd” image.
3. To create a new virtual machine, launch Hyper-V Manager, connect to Server from Hyper-V Manager, then right
clicking on Server to create New Virtual Machine.
5@ Hyper-V Manager

File Action View Help

| 2@ 3D
Hyper-V Manager
E E PC Virtual Machines
Quick Create... | State CPU Usage
New > Virtual Machine...
Import Virtual Machine... Hard Disk...

Hyper-V Settings... Floppy Disk...

Virtual Switch Manager...
Virtual SAN Manager...

4. In New Virtual Machine Wizard: Next.

Fortilsolator 2.1.1 Administration Guide
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Bl New Virtual Machine Wizard X

= Before You Begin

ﬂismzadf:(ebsvoua'e%teawmdmad'ﬂ.‘rnucmusevrr:il:'mdhesnplaceofphvsi:d
B computers for a variety of uses. You can use this wizard to conf e the virtual machine now, and
Specify Name and Location you can change the configuration later using Hyper-V Manager.
Spedfy Generation
fy 2 To create a virtual machine, do one of the following:
! Click Finish tual machine thal figured with default value
~ . ish to create a vir i tis con with default values.
Configure Networking « Click Next to create a virtual machine with a custom configuration.
Connect Virtual Hard Disk
Installation Options
Summary

[ Do not show this page again

5. Specify Name and Location: provide a name for the new Fortilsolator VM, then Next.

8 New Virtual Machine Wizard x

= Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
Spedify Name and Location The name is displayed in Hyper-V Manager, We recommend that you use a name that helps you easily
Spedify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Name: ‘Flsﬂemc |
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Cormect Virlual Hard Dick folder, the virtual machine is stored in the default folder configured for this server.

Instalation Options [[] Store the virtual machine in a different location
Summary ocation: |C:\ProgramData\Microsoft\Windows\Hyper-V\

A

e e I

6. Specify Generation: select Generation 1, then Next.
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BB New Virtual Machine Wizard X

= Specify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location (®) Generation 1
This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
Ascign Memory virtual hardware which has been available in all previous versions of Hyper-V.
Configure Networking O Generation 2
Connect Virtual Hard Disk This virtual machine generation provides support for newer virtualization features, has UEFI-based

firmware, and requires a supported 64-bit guest operating system.
LElat: B Dntices: A\ Once a virtual machine has been created, you cannot change its generation.
Summary

More about virtual machine generation support

< Previous Finish Cancel

7. Assign Memory: allocate sufficient RAM on to Fortilsolator.

Ny o Make sure there is sufficient RAM allocated to the VM. This can be checked in
‘Q' Windows 10 through Task Manager > Performance > Memory > Available
- « It'srecommended to allocate a minimum of 16GB (16384 MB) of RAM to FIS VM for

supporting 50 sessions or more.

[ New Virtual Machine Wizard X

=] Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can spedify an amount from 32
g MB through 12582912 MB. To improve performance, specify more than the minimum amount
Spedfy Name and Location recommended for the operating system.
fy Generation Startup memory: MB
i [ Use Dynamic Memory for this virtual machine.
Configure Networking
n o When you decide how much memory to assign to a virtual machine, consider how you intend to

G Virtual Hard Disk use the virtual machine and the operating system that it will run.

Installation Options
Summary

cpomn | (2] | o | | oo

8. Configure Networking:
Connection: NAT
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EH New Virtual Machine Wizard

=] Configure Networking

Before You Begin Elach newlvi'lnal madane ndudes a network adapter. You can configure the network
fy and Location virtual switch, or it can remain disconnected.

Specify Generation Connection: |NAT
Assign Memory
Connect Virtual Hard Disk
Installation Options
Summary

cewan | (o] [ o

adapter to use a

Cancel

9. Connect Virtual Hard Disk:
« Use an existing virtual hard disk: isolator.vhd

8 New Virtual Machine Wizard

= Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the
Spedify e storage now or configure it later by modifying the virtual machine’s properties.
Specify Generation O reate a virtual hard disk
y Use this option to areate a VHDX dynamically expanding virtual hard disk.
Configure Networking lame:  FIS-Demo.vhdx
Connect Virtual Hard Disk C:\Users\Public\Documents \Hyper-V\Virtual Hard Disks\
Summary

127 GB (Maximum: 64 TB)

(®) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: |C:‘| \isolator .vhd| ‘ Browse...

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous FEinish Cancel

10. Completing the New Virtual Machine Wizard: Finish.
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8 New Virtual Machine Wizard X

a Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the

N ot following wirtual machine.
Specify Generation EInIIE
Assign Memory Mame: FIS-Demo

Generation: Generation 1
Configure Networki
i Memory: 16384 MB
Connect Virtual Hard Disk Network:  NAT
Hard Disk:  C:Y Visolator.vhd (VHD, dynamically expanding)

< >

To create the virtual machine and dose the wizard, dick Finish.

< Previous Cancel
11. After the new Virtual Machines is created and displays under Virtual Machines panel, right click on it and go to
Settings.
. Virtual Machines

Name : State

B

Bt Connect... 1

f f

B Settings...
Start
Checkpoint
Move...
Export...
Rename...
Delete...
Help

12. To add new hard drive for Fortilsolator, from Settings wizard, select IDE Controller 0, select Hard Drive, then
Add.

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.

42



Installation

[ Settings for FIS-Demo on US-JINWU-PC

FIS-Demo v 4 D
% Hardware A | B e Controller
B Add Hardware
@ 8108 You can add hard drives and CO/DVD drives to your IDE controller,
Boot from €D Select the type of drive you want to attach to the controller and then dick Add.
@ seaity .
Key Storage Drive disabled DVD Drive
Wl Memory
4096 M8
# [J Processor

Add

You can configure a hard drive to use a virtual hard disk or a physical hard disk after
= M 1DE Controller 1 you attach the drive to the controller.
_) DVD Drive
None
&l scst Controler
B U Metwork Adapter
NAT
@ com1
None
@ com2
None
[ oiskette Drive
MNone
Management
1] Name
FIS-Dema
[] Integration Services

Some services offered

»

ﬁ“ SmartPa;mg File Location
C:\ProgramData\Microsoft\W

13. Under Media, select Virtual hard disk > New.

ks ings for FIS-Demo on US- - -
Settings for FIS-D US-JINWU-PC *
|Fis-Demeo v 40
£ Hardware A = Hard Drive
§* Add Hardware
= s10s You can change how this virtual hard disk is attached to the virtual machine. If an
Boot from €D operating system is installed on this disk, changing the attachment might prevent the
o porTomes virtual machine from starting.
Security . )
Key Storage Drive disabled Corm'oﬂeu (Socakont
W Memory IDE Controller 0 ¥ | |1(nuse) v
4096 MB Media
i [ erocessor

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
1 Virtual processor by editing the assodiated file. Specify the full path to the file.
) [ 1DE Controller 0 @ Virtual hard disk:
[ Hard Drive r
isolator,vhd {

) o Hard Drive
Py [ e |
180 1DE Controlier 1
(L) DVDDrive

None

4 scst Controler (i} Iﬂhephvsalharddsk you want to use is not isted, make sure that the

o 1 nNetwork Adapter disk is offine. Use Disk Management on the physical computer to manage
NAT physical hard disks.

@ com1

None To remove the virtual hard disk, diick Remove. This disconnects the disk but does not
a comz delete the assodated file.

None Remove
[ Diskette Drive

None
Management

[0

@B

»

[x] Name
FIS-Demo
IJ Integralnn Sermces

i
g

14. Goto Before You Begin > Next.
Choose Disk Format: VHD
Choose Disk Type: Fixed size
Specify Name and Location
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15. Configure Disk:
« Create a new blank virtual disk (e.g. Size: 20 GB)
16. Summary of New Virtual Hard Disk:

- Mew Virtual Hard Disk Wizard X

- Completing the New Virtual Hard Disk Wizard

Before You Begin ‘You have successfully completed the New Virtual Hard Disk Wizard. fou are about to create the
Choose Disk Format following virtual hard disk.
Choose Disk Type Desaiption:
Specify Name and Location Format:  VHD
. Type: fixed size

Configure Disk

g Name:  fis-demo.vhd

Locaton: € WsersiPublipocments ¥ yper Vvl Hard Disks
Size: 20GB

To create the virtual hard disk and dose this wizard, dick Finish.

ctemn | [0 (5] | cowm

17. In Settings wizard, Apply to save the settings.
18. Follow these steps to add three new Network Adapters for Fortilsolator.
19. Select Add Hardware > Network Adapter > Add.

E‘- Settings for FIS-Demo on US-JINWU-PC - x

FIS-Demo v 4 L]

4 Hardware A | B AddHardware
['| Add Hardware

You can use this setting to add devices to your virtual machine.
Select the devices you want to add and dick the Add button.

=0 Adapter

Legacy Network Adapter

Fibre Channel Adapter
= [ IDE Controller 0 Add
[ o Hard Drive
isolator.vhd Virtual machines are created with one network adapter. You can add additional network.
adapters as needed.

] g Hard Drive
= [ 10E Controller 1
DVD Drive

&l scst Controller
# § Network Adapter

® U metwork Adapter
VMnet1
§ com1
None

[ Integration Services

20. Virtual switch > VMnet1 > Apply.
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[ Settings for FIS-Deme en US-JINWU-PC - x
FIS-Demo I | V]
% Hardware A U Metwork Adapter
" Add Hardware
[ B10s Specify the configuration of the network adapter or remove the network adapter,
Boot from CD Virtual switch:
@ Sseaurity VMnet1 v
W Memory ok

4096 MB [[] Enable virtual LAN identification
= [ Processor
= B IDE Controller 0
& o Hard Drive
M H-a-n; .[;.m.e - Bandwidth Management
fis-demo.vhd [] Enable bandwidth management
= [ 10E Controller 1
DVD Drive
& scst Controller
® 4 Network Adapter

# § network Adapter (i ]
VMnet1

# § Hetwork Adapter
VMnetl

‘ comM1 Remove

To remove the network adapter from this virtual machine, dick Remove.

o Use a legacy network adapter instead of this network adapter to perform a

W com2 network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.
[ Diskette Drive
3

1| Name

gonce oy

21. Repeat the last two steps to add two more Network Adapter:
« Network Adapter: VMnet 2
o Network Adapter: VMnet 3
22. Summary of Network Adapter:
« Network Adapter: NAT (for FIS Internal port)
« Network Adapter: VMnet 1 (for FIS External port)
o Network Adapter: VMnet 2 (for FIS Management port)
« Network Adapter: VMnet 3 (for FIS HA port)
23. Click Apply to save the setting and exit back to Virtual Machines Wizard.
24. Right click on FIS VM and connect to start.
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=]
File Action Medis Clipboard View Help
@O o 8

Booting the

elcome to Isolator
[F ISUMO0000000000 login:

25. Login to Fortilsolator. The default username is admin and there is no default password.
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Set up IP Mapping

The default IP address of the Fortilsolator management interface is 192.168.1.99. To perform the initial configuration,
connect a device to the management interface and configure the device with an IP address to 192.168.1.1/24. You can
access Fortilsolator using SSH or the Fortilsolator GUI. The default username is admin and there is no default
password.

Use the Fortilsolator GUI or CLI to set the permanent IP address configuration.

You can perform the initial configuration using the serial console. For more information, see the Fortilsolator 1000F
QuickStart Guide.

Topology

Fortilsolator supports IP mapping, which allows you to configure access to Fortilsolator through port forwarding. Port
forwarding maps external IP addresses to Fortilsolator internal IP addresses. You can configure port forwarding in high
availability (HA) or regular mode.

For example, if two networks, one external and one internal, connect to a FortiGate device, when IP addresses on the
external network are accessed, traffic is redirected to the internal IP addresses on Fortilsolator. The configuration
information in this section follows an example setup with the following values:

External IP address of router <external_|P_address>
Internal IP address of Fortilsolator 10.160.12.207
Router redirections o <external_IP_address>:12443 >10.160.12.207:443

o <external_I|P_address>:12887 > 10.160.12.207:8887

>10.160.12.207:443 >
10.160.12.207:8887—>

Router FortiGate

s><external_IP_address>:12443

<external_IP_address>:12887

Fortilsolator

Configuring IP Mapping in regular mode

Configuring IP Mapping in regular mode (non-HA) requires configurations in three systems:

1. Fortilsolator configuration
2. FortiGate configuration
3. Client system configuration
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Set up IP Mapping

Fortilsolator configuration

Use the Fortilsolator CLI to configure port forwarding mappings. Use the fis-ipmap command in the following
format:

set fis-ipmap <external port> <internal port> <external IP address>

For example,

e set fis-ipmap 18443 18887 172.30.147.207

FortiGate configuration

Complete the following steps in the FortiGate UI.

1. Goto Policy & Objects > Virtual IPs.
2. Create two IPv4 virtual IPs with the following information:
o IP-Mapping-443: <external_IP_address>> 10.160.12.207 (TCP: 12443 > 443)
e.g. 172.30.147.207 -> FIS_IP (TCP: 18443 > 443)
o IP-Mapping-8887: <external_IP_address>> 10.160.12.207 (TCP: 12887 > 8887)
e.g. 172.30.147.207 -> 172.30.157.18 (TCP: 18887 > 8887)

o External_IP_address: 172.30.147.207

s‘é’, This example uses the following:
= o FIS_IP:172.30.157.18

=05 FortiGate VM64  FIS-FGT-IPMapping

@ Dashboard > [ ¥ Create New= ) Q
S Security Fabric
i FortiView
 Network

£ System

I B Policy & Objects

1Pv4 Policy

Authentication Rules

Schedules

Virtual IPs -4

1P Pools
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Settings of ip-mapping-443:

FortiGate VMé4

& Dashboard

¥ Security Fabric
i FortiView
 Network
## System
I B Policy & Objects
1Pv4 Policy
Authentication Rules
Local In Policy
IPv4 DosS Policy
Addresses
Internet Service Database
Services

Schedules

Virtual IPs b

IP Pools
Protocol Options
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile
& Security Profiles
O VPN

Edit Virtual IP

VIPtype  IPv4

Static NAT

Name ip-mapping-443
Comments | Write a comment...
Color @ | Change
Network

Interface @

Type

External IP address/range
Mapped |P address/range

C® Optional Filters

© Port Forwarding
Protocol
External service port €

Map to port

Settings of ip-mapping-8887:

FortiGate VMé&4 F

Virtu

IP Pools

Protocol Options
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile
@ Security Profiles >

L VPN >

3. GotoPolicy & Objects > IPv4 Policy > Create New.

Protocol

O Port Forwarding

© | 172.30.147.207
172.30.157.18

= vor | scp | icme
18443
443

@ Dashboard > | Edit Virtual IP
¥ Security Fabric >
VIPE IPv4
& FortiView » e .
Name ip-mapping-8887
+ Network »
Comments Write a comment.
& System >
Color @& Change
2 Policy & Objects -
1Pv4 Policy Network
Authentication Rules nterface &
Localin otcy Type Static NAT
eV Bos Pelloy External IP address/range @ | 172.30.147.207
Addresses Mapped IP address/range 172.30.157.18
Internet Service Database
Services B Optional Filters
Schedules

= vor | scTr | icmp

External service port @ | 18887
Map to port 8887
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4. Create an IPv4 policy that includes the two virtual IPs that you created.

FortiGate VM64 FIS-FGT-1PMapping
a5hboard > | Edit Policy
& Security Fabr >
uribyabrie Select Entries x
I FortiView > [
e Nara @ 1omapping Internet Service
b Network > Incominglnterface | M part1 - + Create
& System > Outgoinglnterface | @ portd -
B Policy & Objects v Source Bal x “Bal
2 2 FABRIC DEVICE
Destination Ip-mapping-443 x T fisvi
Authentication Rutes & ip-mapping = fisvip
& ip-mapping-8887 x & gmail.com
Local In Policy - =
@ toginmicrosaft.com
IPv4 DoS Policy Schedule @ always - 2 login.microsoftonline.com
Addresses Service @ Al x T loginwindows net
. .
Internet Service Database B none
Action v acceer [feYvENg & wildcard dropbax.com
Services
Schedules Inspection Mode Proxy-based
Virtual IPs
1P Poois Firewall / Network Options % Microsoft Office 365
B VIRTUAL IP/SERVER (5
Protocol Options NAT ©
@ Ip-mapping-443 Ls
Traffic Shapers 1P Pool Configuration  [JEE LTy Use Dynamic IP Pool & ip-mapping-8887
Traffic Shaping Policy Preserve Source Port B & ip-mapping 5385
Traffic Shaping Profile Protocol Options 22 default - & & ip-mapping-ha-443
@ Security Profiles > & ip-mapping-ha-8887
v ,  SecurltyProfiles
& User & Device > || AntiVirus >
® WiFi &Switch Controller > WWebFilter >
i Log& Regort . DNSFilter =]
@ vonitor ,  Appiication Control (B
] @
SSL Inspection N no-inspection |2

& Dasnioard > New | # Edit @ Delete || Q PolicyLookup | | Search
4 Security Fadric »
D Name Source Destination Sehedvie Service Action NAT Securlty Profiles Log Bytes
i Fortiview >
e Network N O & port1 -8 port1 @
& System >l 2 Ipmapping San & ip-mapoing-443 B always @ AL + ACCEFT © Ensbled [EZ ro-inspection oum™ 164468

& ip-mapping 8887

o B M port2— M port1 @
3 p2->te-=pl Ean Bal B always @ AL + ACCEPT

© Enabled [N o irspection 0 U 21046K8

Authentication Rules

[ @ SSLVPN tunnel intorface (ssLroot) 8 port1 @
4 sslvpn S ekl B always @ AL ~ ACCEPT © Enabled [N ro-ispection 0 um L1
B adkdon g0

—
Ingilicit
Internet Service Database

LacalIn Policy
1Pv4 DS Policy

Client system configuration

Complete the following steps on the client system (for example, Windows 10).

1. In Windows 10, launch CMD as administrator.
2. Use the following commands to add the FortiGate IP address to the routing table on the client system:
a. Atthe command prompt, type
route -p ADD <external IP address> Mask 255.255.255.255 <FGT_ IP_ address>

For example,
route -p ADD 172.30.147.207 MASK 255.255.255.255 172.30.157.48
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b. To confirm the setup, type route print.

3. To verify that it works in a browser, browse to:
https://<external_|IP_address>:<port_map_to_443>/isolator/https://www.fortinet.com
e.g.: https://172.30.147.207:18443/isolator/https://www.fortinet.com

Fortinet | Delver Network Securit

&« cC @ [

172.30.147.207:184 @ noe® =

Fi:RTINET Support Training Resources Parners  Coporate Q& @

DYNAMIC CLOUD == Al-DRIVEN SECURITY ZERO-TRUST
SECURITY & OPERATIONS HNETWORK ACCESS

Engineered For Dynamic
Cloud Security

Enabling consistent security and application exper‘e

@ O inspector mole D Debugger T4 Network () StyleEditor (D) Performance

Configuring IP Mapping in HA mode

Prerequisites:

Please follow High Availability to make sure native HA mode works in prior to configure in IP Mapping in HA mode.

Configuring IP Mapping in HA mode needs to set up in these systems:

1. Fortilsolator configuration
2. FortiGate configuration
3. Client system configuration

Fortilsolator 2.1.1 Administration Guide
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Single-node setting (one-master only)

Fortilsolator configuration

1. set fis-ipmap <port map to 443> <port map to 8887> <external IP address>
e set fis-ipmap 18443 18887 172.30.147.207

2. set fis-ipmap-vip <external IP> <vip port map to 443> <vip port map to 8887>
e set fis-ipmap-vip 172.30.147.207 12443 12887

3. set fis-ipmap-ha <priority> <external IP address> <internal IP address:master>
<port map to 443> <port map to 8887>
e set fis-ipmap-ha 18 172.30.147.207 172.30.157.18 18443 18887

FortiGate configuration

Complete the following steps in the FortiGate Ul.

Fortilsolator 2.1.1 Administration Guide
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1. Goto Policy & Objects > Virtual IPs.
2. Create two IPv4 virtual IPs with the following information:
o IP-Mapping-443: external_IP_address -> FIS_IP (TCP: 12443 > 443)
e.g. 172.30.147.207 -> 172.30.157.97 (TCP: 12443 > 443)
o IP-Mapping-8887: external_IP_address -> FIS_IP (TCP: 12887 > 8887)
e.g. 172.30.147.207 -> 172.30.157.97 (TCP: 128887 > 8887)

Ny In this example, we are using:
‘Q' o External_IP_address: 172.30.147.207
| « FISHA Virtual IP: 172.30.157.97

o FIS_IP:172.30.157.18

FortiGate VM64 FIS-FGT-IPMapping
@ Deshboard > || # CreateNew~ | & ] Search Q
Nk Security Fabric >
Name Details Interfaces
s FortiView >
o Network Nl C 1pvavirtual P @
& System > @ ip-mapping-443 172.30.147.207 = 172.30.157.18 (TCP: 18443 =+ 443) O any
|! Policy & Objects + & ip-mapping-8887 172,30.147.207 — 172.30.157.18 (TCP: 18887 — 8887) O any

1Pv4 Policy @ ip-mapping-ha-443 172.30.147.207 — 172.30.157.97 (TCP: 12443 — 443) O any

Authentication Rules @& ip-mapping-ha-8887 172.30.147.207 = 172.30.157.97 (TCP: 12887 — 8887) O any

Local In Policy

IPv4 Do Policy

Addresses

Internet Service Database

Services

Schedules

IP Pools
Protocol Options

Settings of IP-Mapping-HA-443:

275 FortiGate VM64 FISFGT-IPMapping

@ Dashboard > EditVirtual IP
Sk Security Fabric >
VIPtype  IPv4
i FortiView >
Name ip-mapping-ha-443
 Network >
Comments | Write acomment...
£ System >
Color @& Change
I B Policy & Objects v
1Pv4 Policy Network

Authentication Rules Interface @

Local In Policy

Internet Service Database
Services

Schedules

Virtual IPs w
IP Pools

Protocol Options

Traffic Shapers

Traffic Shaping Policy

Traffic Shaping Profile
@ Security Profiles >
VPN >

Type Static NAT
1Pv4 DoS Policy External IP address/range €@ 172.30.147.207
Addresses Mapped IP address/range 172.30.157.97

O Optional Filters

@ Port Forwarding

Protocol L(e:) UDP SCTP | ICMP
External service port € | 12443

Map toport 443

Settings of IP-Mapping-HA-8887:
3. Goto Policy & Objects > IPv4 Policy > Create New.
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4. Create an IPv4 policy that includes the two virtual IPs that you created.

FortiGate VM&4  FISF

& Dashboard » | Edit Policy
3 Security Fabric >
i Fortiview ¥ Name @ ipmapping
+F Network > | Incominglnterface | M port1 -
& System > OutgoingInterface | M port1 -
B Policy & Objects v | Source =al x
+
py—— Dutraten [ @omroie 462 x
Local In Policy & ip-mapping-ha-443 ®
1Pv4 DeS Pelicy & ip-mapping-ha-8887 ®
+
Adresses Schedule @ aiwars .
Internet Service Database Saovioe Erm x
Services +
Schedules Action @ DENY
Virtual IPs
1P Pools Inspection Mode  [IENEIREEE Proxy-based

Protocol Options
Firewall / Network Options

Traffic Shapers
NAT O
Tratfic Shaping Policy
1P Pool Configuration Use Outgoing Interface Address [RECISMERI R
Traffic Shaping Profile
R Preserve Source Port (B
Security Profiles >
Y Protocol Options I3 defoult M4
2PN »
& User & Device * | Security Profiles
F WIFi & Switch Controller * | AntiVicus »
L Log & Report ¥ WebFilter >
& Monitor *  DNSFilter >
Application Control (¢
1PS s J
SSLInspection [N no-inspection A
Logging Options
Log Allowied Traffic vents EEHECSEIE

ortiGate VM64  FIS

# Edit B Delete | Q Policy Lookup | | Search Q

& Dashboard > By Sequence
%k Security Fabric >
1o Name Source Destination Schedule Service Action NAT Security Profiles Log Bytes
& FortiView >
A Network N G & port1 - port1 @
o system , 2 ipmapping & al & Ip-mapping-443 Malways @ AL + ACCEPT @ Enabled [ECM no-inspection © UTM  1677GB

& ip:mapping-8887
% Ip-mapping-ha-443
& Ip-mapping-ha-8887

B Policy & Objects ~
1Pv4 Policy

Authentication Rules

Local In Policy 3 pZ->to->pl & all San [®always @ ALL  ACCEPT @ Enabled M no-inspection ' UTM 21146 kB
IPv4 DS Policy [E] 1 SS1-VPN tunnel interface (ssl.root) — i port1 @

Addresses 4 sslvpn Ball Bal Baways WAL  « ACCEPT @ Enabled [EEM no-inspection 10 UTM 0B
Internet Service Database B8 adidap grp

Services Implicit @

Client system configuration

Complete the following steps on the client system (for example, Windows 10).

1. In Windows 10, launch CMD as administrator.
2. Use the following commands to add the FortiGate IP address to the routing table on the client system:

a. Atthe command prompt, type route -p ADD <external IP address> Mask 255.255.255.255
<FGT_ IP address>.

Forexample, route —p ADD <external IP address> MASK 255.255.255.255
172.30.157.48
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b. To confirm the setup, type route print.

3. To verify that it works in a browser, browse to:
https://<external_IP_address>:<port_map_to_HA 443>/isolator/https://www.fortinet.com
e.g.:
https://172.30.147.207:12443/isolator/https://www.fortinet.com
(It will now redirect to: https://172.30.147.207:18443/isolator/https://www.fortinet.com )

File Edt Miew

Fortinet | Deliver

« cC o 0 a

o noae =
F::RTINET Support Training Resources Partners Comporate Q, @

SECURITY-DRIVEN DYNAMIC CLOUD == Al-DRIVEN SECURITY
NETWORKING SECURITY “# OPERATIONS

Engineered For Dynamic
Cloud Security

Enabling consistent security and application expeﬁe 4 —
8 O inspector [ Comsole O Debugger T Network  {} StyleEdtor (D Pedormance  {J Memory [ Sterage T Accessibility

Emors Wamings logs nfo Debug (S5 XHR Requests 3§

Multiple-nodes setting (one-master-one-Slave)

Fortilsolator configuration

Use the Fortilsolator CLI to configure port forwarding mappings. Use the following commands:
Under FIS Master:
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1. set fis-ipmap <port map to 443> <port map to 8887> <external IP address>
e set fis-ipmap 18443 18887 172.30.147.207

2. set fis-ipmap-vip <external IP> <vip port map to 443> <vip port map to 8887>
e set fis-ipmap-vip 172.30.147.207 12443 12887

3. set fis-ipmap-ha <priority> <external IP address> <internal IP address:master>
<port map to 443> <port map to 8887>
e set fis-ipmap-ha 18 172.30.147.207 172.30.157.18 18443 18887

4. set fis-ipmap-ha <priority> <external IP address> <internal IP address:slavel>
<port map to 443> <port map to 8887>
e set fis-ipmap-ha 19 172.30.147.207 172.30.157.19 19443 19887
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5. Under FIS slave
set fis-ipmap <port map to 443> <port map to 8887> <external IP address>
e set fis-ipmap 19443 19887 172.30.147.207

Summary of examples

Master: 172.30.156.18
> set fis-ipmap 18443 18887 172.30.147.207
> set fis-ipmap-vip 172.30.147.207 12443 12887

> set fis-ipmap-ha 18 172.30.147.207 172.30.157.18 18443 18887
> set fis-ipmap-ha 19 172.30.147.207 172.30.157.19 19443 19887
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Slave: 172.30.156.19
> set fis-ipmap 19443 19887 172.30.147.207

FortiGate configuration

Follow the FortiGate configuration in Configuring IP Mapping in regular mode on page 47 to create IPv4 Virtual IP
mapping for Slave node under Virtual IPs.

@ Dashboard # Edit T Clone t Search Q
%k Security Fabric
Name = Detalls = Interfaces =
I FortiView »
++ Network N C] 1Pva virtual P @
© System > @& ip-mapping-443 172.30.147.207 — 172.30.157.18 (TCP: 18443 — 443) O any

I B Policy & Objects @ ip-mapping-2887 172.30.447.207 — 172.30.157.18 (TCP: 18887 — 8887) O any
1Pv4 Policy & ip-mapping-ha-443 172.30.147.207 = 172.30.157.97 (TCP: 12443 — 443) O any
Authentication Rules @ ip-mapping-ha-8887 172.30.147.207 — 172.30.157.97 (TCP: 12687 — 8387) O any
Local In Policy & ip-mapping-443-slave 172.30.147.207 = 172.30.157.19 (TCP: 19443 — 443) O any
1Pv4 Do$ Policy & ip-mapping-8887-clave 172.30.147.207 == 172.30.157.19 (TCP: 19887 = 8887) 0 any
Addresses
Internet Service Database
Services
Schedules
Vi

1P Pools.

Protocol Options

FortiGate VM6&4
@ Dashboard > | Edit Virtual IP
8% Security Fabric
VIPh 1Pvd
. FortiView “ e - Ing 4433}
ame Ip-mapping-443-slave
o Network i
Comments | Write acomment... d o
£ System >
Calor @& Change
|g Policy & Objects v
1Pv4 Policy Network
Authentication Rules Interface @
Localln Ry Type Static NAT
1Pv4 Dos Policy External IP address/range @ | 172.30.147.207
Addresses Mapped IP address/range 172.30.157.15
Internet Service Database
Services (® Optional Filters
Schedules

@ Port Forwarding

Protocol UDP | SCTP | ICMP
External service port @ | 19443

1P Pools
Protecol Options

Map toport 443
Traffic Shapers

Traffic Shaping Policy

Traffic Shaping Profile
& Security Profiles 3
L VPN >
& User & Device 3

® WiFi&Switeh Contralier > Cancel
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-5 FortiGate VM64  FISFGT-IPMapping

& Dashboard >
& Security Fabric >
i FortiView >
b Network >
£ System >
B Policy & Objects v
1Pv4 Policy

Authentication Rules

Local In Policy

IPvé Dos Policy

Addresses

Internet Service Database
Services

Schedules

Edit Virtual IP

VIPtype  IPva

Name ip-mapping-B867-slave

Comments | Write acomment sass
Color @& Change

Network

Interface €

Type Static NAT

External IP address/range @  172.30.147.207

Mapped |P address/range 172.30.157.19

@ Optional Filters

@ Port Forwarding

:
Protocol Qe UDP | SCTP  ICMP

IP Pools
External serviceport @ | 19887

Protocol Options
G Map ta port 8887

Traffic Shapers

Traffic Shaping Policy

Traffic Shaping Profile
& Security Profiles

& User &Device

>
veN >
>
® WIiFI & Switch Controller >

EETE

Complete the following steps in the FortiGate Ul.

1. Goto Policy & Objects > Virtual IPs.
2. Create two IPv4 virtual IPs with the following information:
o IP-Mapping-HA-443: external_IP_address -> FIS_|P (TCP: 12443 > 443)
e.g. 172.30.147.207 -> 172.30.157.97 (TCP: 12443 > 443)
o IP-Mapping-HA-8887: external_IP_address -> FIS_IP (TCP: 12887 > 8887)
e.g. 172.30.147.207 -> 172.30.157.97 (TCP: 12887 > 8887)

The example uses the following:
M, External_IP_address: 172.30.147.207
9 FIS HA Virtual IP: 172.30.157.97
= FIS_IP_Master: 172.30.157.18
FIS_IP_Slave: 172.30.157.19

== FortiGate VM&4  FISFGT

@ Dashboard > [# createnen- | # W Search Q
% Security Fabric >
Name Detalls Interfaces

s FortiView >

e Network N O 1pva victual 1P @

& system , 18 Ip-mapping-443 172.30.147.207 — 172.30.157.18 [TCP: 18443 —» 443 O any

B Policy & Objects v 18 ip-mapping-8887 172.30.147.207 — 172.30.157.18 (TCP: 18887 — 8387) O any
1Pvé Palicy & ip-mapping-ha-543 172.30.147.207 = 172.30.157.97 (TCP: 12443 — 243) O any
Authentication Rules % ip-mapping-ha-8887 172.30.147.207 = 172.30.157.97 (TCP: 12887 — 8887) O any
Local In Policy & ip-mapping-443-siave 172.30.147.207 — 172.30.157.19 (TCP: 19443 — 443 O any
1P Do Policy & ip-mapping 8887 -slave 172.30.147.207 — 172.30.157.1% (TCP: 19887 — 8887) 0 any
Addresses

Internet Service Database

Services

Schedules

IP Pools

Protocol Options

Settings of IP-Mapping-HA-443:
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FortiGate VM64 F!

@& Dashboard > EditVirtual IP
& Security Fabric >
VIPt 1Pv4
i FortiView > Vpe
Name ip-mapping-ha-443
4+ Network > P MappIng
Comments | Write acomment. 2 088
£ System >
Color @ Change
I B Policy & Objects v
IPv4 Policy Network
Authentication Rules Interface @
Local In Policy Type Static NAT
iRviDos Suticy, External IP address/range @ | 172.30.147.207
Addresses Mapped IP address/range 172.30157.97
Internet Service Database
Services @ Optional Filters

Schedules

@ Port Forwarding

Protocol L[* UDP | SCTP | ICMP

IP Pools
External service port @ | 12443

Pr | ion:
otocol Options Map to port 243

Traffic Shapers

Traffic Shaping Policy

Traffic Shaping Profile

& Security Profiles >

aveN >

Settings of IP-Mapping-HA-8887:

FortiGate VM64 FIS-FGT-IPMappir

@ Dashboard > | EditVirtual IP
¥ Security Fabric >
VIPt IPv4
. Fortiview > ¥es
Name ip-mapping-ha-8887
+}+ Network >
Comments | Write a comment.. L oss
L System >
Color @& Change
| 2 poticy & obiects -
IPv4 Policy Network
Authentication Rules Interface ©
LocallnRokcy Type Static NAT
[Pv4 DoS Pollcy External IP address/range @ | 172.30.147.207

Addresses Mapped IP address/range 172.30.157.97
Internet Service Database

Services ® Optional Filters
Schedhulas O Port Forwarding
Virtual IPs b4
Protocel upp | scTe | icmp
IP Pools

External service port @ | 12887
Protocol Options

Map to port 8887
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile
& Security Profiles >
OK Cancel
O VPN ¥

3. GotoPolicy & Objects > IPv4 Policy > Create New.
4. Create an IPv4 policy that includes the two more virtual IPs that you created.
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ortiGate VM64  FIS-FGT-1PMapping

Dashboard » | EditPolicy
3% Security Fabric >
8w FortiView > | Mame @ ipmapping
+ Network » | IncomingInterface | M portl b
& System > Outgeing Interface ™ port1 -
B Policy & Objects ~ | Source Sal x
+
. Destination & ip-mapping-443 x
Authentication Rules & ip-mapping-443-slave *
Local In Policy & ip-mapping-8807 x
1Pvd Do Policy ® ip-mapping-8887-slave ®
& ip-mapping-ha-443 x
Addresses & ip-mapping-ha-8887 x
Internet Service Database +
Services Schedule G atways b
Sehedules Service @ AL x
+
Virtual IPs
Action v accerT H=RvaNg
1P Pools
Protacol Options Inspection Mode Proxy-based
Traffic Shapers
Traffic Shaping Policy Firewall / Network Options
Traffic Shaping Profile NAT o]
& Security Profiles s | 1P Pool Configuration A el Use Dynamic IP Pool
VPN > Preserve Source Port OB
& User & Device N Protocol Options default - &
® WIFi & Switch Controller >
Security Profiles
14 Log &Report > ¥
& Monitor , || AntiVirus o
Web Filter s ]
DNSFilter s ]
Application Control (B
IS s J
S5LInspection IEM no-inspection - #

Logging Options

Cancel

Client system configuration

Complete the following steps on the client system (for example, Windows 10).

1. In Windows 10, launch CMD as administrator.
2. Use the following commands to add the FortiGate IP address to the routing table on the client system:
¢ At the command prompt, type
route -p ADD <external IP address> Mask 255.255.255.255 <FGT_IP address>
For example,
route -p ADD 172.30.147.207 MASK 255.255.255.255 172.30.157.48
« Toconfirm the setup, type route print.
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ination

3. To verify that it works in a browser, browse to:
https://<external_IP_address>:<port_map_to_HA 443>/isolator/https://www.fortinet.com
e.g.:
https://172.30.147.207:12443/isolator/https://www.fortinet.com
It will now redirect to Master node: https://172.30.147.207:18443/isolator/https://www.fortinet.com
Or, it will redirect to Slave node:
https://172.30.147.207:19443/isolator/https://www.fortinet.com
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Dashboard

The Fortilsolator dashboard allows you to see information at one glance, including System Information, System

Resources, and so on. You can also reboot and shutdown the system from the dashboard, as well as check your
licenses.

Changing host name

To change the Host Name from GUI:
Steps

1. From the administration portal, click Dashboard, and find the Host Name widget.
2. Inthe Host Name field, click Change.

Host Name Fortilsolator-to-demo [Change]

To change Host Name from CLI:

> set hostname <new hostname>
e.g.
> set hostname FortiIsolator-to-demo

The hostname can start with English characters/digits, but must not end with a hyphen. It may
contain only the ASCII letters 'a’ through 'Z' (in a case-insensitive manner), the digits '0'
through '9', and the hyphen (-'). No other symbols, punctuation characters, or white space are
permitted.

Configuring system time

Use this procedure to configure time settings for Fortilsolator from GUI.

Steps

From the administration portal, click Dashboard, and find the System Information widget.
In the System Time field, click Change.

In the Time Zone drop-down list, select the time zone.

Set the time by doing one of the following tasks:

Ao DdD =

« To set the time manually, select Set Time, and select the time and date options in the drop-down lists.
« To configure an NTP server, select Synchronize with NTP Server and enter the IP address of the NTP

server.
5. Click Apply.
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To setup system time from CLI:

> set timezone

VM license

Fortilsolator VM requires a valid license in order to allow all features fully functioning. To obtain a license, please obtain
a registration code, go to Fortinet Service & Support (https://support.fortinet.com/) to register the code for
Fortilsolator VM product, and download the license file.

To upload a license from GUI:
Steps

1. From the administration portal, click Dashboard, and find the VM License widget.

2. Inthe VM License field, click Upload License.

3. From Upload License page, click on Choose File to upload the license file.

4. Click Submit to finish. This will take several minutes and system will reboot upon finish.

L}
S L4
? The IP address on the license must to match the Mgmt-ip in the Fortilsolator.

Upon completion when the license is successfully uploaded, there will be a green check mark next to VM License on
Dashboard, indicating the license is valid. Mouseing over this check mark shows more details of the license, such as its
expiration date.

Configuration and Certificate backups

Once you successfully configure the Fortilsolator, it is important to backup the configuration. In some cases, you may
need to reset the Fortilsolator to factory defaults or perform a TFTP upload of the firmware, which will erase the existing
configuration. In these instances, the configuration on the device will have to be recreated, unless a backup can be used
to restore it. You should also backup the local certificates as well.

We also recommend to backup the configuration after any changes are made, to ensure you have the most current
configuration available. Also, backup the configuration before any upgrades of the Fortilsolator’s firmware. Should
anything happen to the configuration during the upgrade, you can easily restore the saved configuration.

Always backup the configuration and store it on the management computer or off-site. You have the option to save the
configuration file to various locations including the local PC and USB key.

The current version of Fortilsolator is available for configuration backup and restore through GUI only.

Backing up the configuration

To backup the configuration:
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1. From the administration portal, click Dashboard, and find the System Configuration widget.
2. Inthe System Configuration field, click Backup/Restore, it navigates to System Recovery page.
3. In System Recovery page, under Backup section, Click here to save your backup file.

« This will save “backup.tgz” file into your local system; you can store it in a secure place for when you need to
restore the system.

Restoring a configuration

To restore the Fortilsolator configuration:

1. From the administration portal, click Dashboard, and find the System Configuration widget.
2. Inthe System Configuration field, click Backup/Restore, it navigates to System Recovery page.
3. In System Recovery page, under Restore section, Choose File to locate the configuration file.
« The source of the configuration file to be restored: your Local PC or a USB Disk.
4. Click Restore, OK on the pop-up to confirm.
« This will restore the configuration file and reboot the Fortilsolator. It takes few minutes.

Backing up Fortilsolator CA Certification

To backup the Fortilsolator CA Certificate:

1. From the administration portal, click Dashboard, and find the Isolator CA Certificate widget.

2. Inthe Isolator CA Certificate field, click Backup/Restore, it navigates to Isolator CA Certificate page.

3. In Isolator CA Certificate page, under Backup CA certificate section, Click here to save your backup file.

» This will save “ca.tgz” file into your local system; you can store it in a secure place for when you need to restore the
system.

Restoring a Fortilsolator CA Certificate

To restore a Fortilsolator CA Certificate:

1. From the administration portal, click Dashboard, and find the Isolator CA Certificate widget.
2. Inthe Isolator CA Certificate field, click Backup/Restore, it navigates to Isolator CA Certificate page.
3. Inlsolator CA Certificate page, under Restore section, Choose File to locate your CA Certificate.
« The source of the CA Certificate file to be restored: your Local PC or a USB Disk.
4. Click Restore, OK on the pop-up to confirm.
o This will restore the CA Certificate and reboot the Fortilsolator. It takes few minutes.

Re-Generating a Fortilsolator CA Certificate

To re-generate a Fortilsolator CA Certificate:

1. From the administration portal, click Dashboard, and find the Isolator CA Certificate widget.
2. Inthe Isolator CA Certificate field, click Backup/Restore; it navigates to the Isolator CA Certificate page.
3. Inlsolator CA Certificate page, under Re-Generate Isolator certificate section, Click here to generate CA

Fortilsolator 2.1.1 Administration Guide 65
Fortinet Technologies Inc.



Dashboard

Certificate.
« This will re-generate CA Certificate and reboot the Fortilsolator. It takes few minutes.
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Network

The default IP address of the Fortilsolator management interface is 192.168.1.99. To perform the initial configuration,
connect a device to the management interface and configure the device with an IP address to 192.168.1.0/24 subnet.
You can access Fortilsolator using SSH or the Fortilsolator GUI. The default username is admin and there is no default
password.

Use the Fortilsolator GUI or CLI to set the permanent IP address configuration.

You can perform the initial configuration using the serial console. For more information, see the Fortilsolator 1000F
QuickStart Guide.

Interfaces

Physical and virtual interfaces allow traffic to flow between internal networks, and between the internet and internal
networks. Fortilsolator has options for setting up interfaces and groups of subnet works that can scale as your
organization grows.

Setting the Management IP address

The default management interface on Fortilsolator is set to 192.168.1.99. To change the Management IP address from
GUI:

1. Go to Portal > Network > Interface

2. Edit the existing Gateway or Create New

3. Select mgmt. interface and then Edit it.

4. Follow IPv4 address with subnet format: e.g. 192.168.1.99/255.255.255.0

To change the Management |IP address from CLI, follow this format:

> set mgmt-ip <ip address>/<subnet mask>
e.g.
> set mgmt-ip 192.168.1.99/24

Setting the Internal IP address and Gateway

There is no default Internal interface on Fortilsolator. To setup the internal IP address from GUI:

1. Go to Portal > Network > Interface
2. Select Internal interface and then Edit it.
3. Follow IPv4 address with subnet format: e.g. 192.168.2.99/255.255.255.0

To change the Internal IP address from CLI, follow format:

> set internal-ip <ip address>/<subnet mask>

e.g.
> set internal-ip 192.168.2.99/24
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Setting the External IP address and Gateway

There is no default External interface on Fortilsolator. To setup the external IP address from GUI:

1. Go to Portal > Network > Interface

2. Select External interface and then Edit it.

3. Follow IPv4 address with subnet format: e.g. 192.168.3.99/255.255.255.0
To change the External IP address from CLI, follow format:

> set external-ip <ip address>/<subnet mask>

e.qg.
> set external-ip 192.168.3.99/24

Setting the HA IP address and Gateway

There is no default HA interface on Fortilsolator. To setup the HA IP address from GUI:

1. Go to Portal > Network > Interface

2. Select HA interface and then Edit it.

3. Follow IPv4 address with subnet format: e.g. 192.168.4.99/255.255.255.0
To change the HA IP address from CLI, follow format:

> set ha-ip <ip address>/<subnet mask>

e.qg.
> set ha-ip 192.168.3.99/24

System DNS

To setup system DNS from GUI:

1. Go to Portal > Network > System DNS
2. Fillout Primary DNS Server and Secondary DNS Server:

DNS Configuration
Primary DNS Server: 8.8.88
Secondary DNS Server: 208.91.112.53

To setup system DNS from CLI:

> set dns <Primary DNS Server> <Secondary DNS Server>

e.g.
> set dns 8.8.8.8 208.91.112.53
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System routing

Configuring routing settings

Use this procedure to configure routing settings for Fortilsolator.

Adding a static route
Use this procedure to add a static route.

Steps

From the administration portal, go to Network > System Routing.

To add a new static route, click Create New.

Type the destination IP address and subnet mask in the Destination IP/Mask field.
Type the gateway IP address in the Gateway field.

In the Device drop-down list, select the interface for the static route.

Click OK.

o0k~ ODdD-=

Editing a static route

Use this procedure to edit a static route.

Steps

1. From the administration portal, go to Network > System Routing.

2. To edit an existing static route, select the interface in the table, and click Edit.

3. Type the destination IP address and subnet mask in the Destination IP/Mask field.
4. Type the gateway IP address in the Gateway field.

5. Inthe Device drop-down list, select the interface for the static route.

6. Click OK.

Deleting a static route
Use this procedure to delete a static route.

Steps

1. From the administration portal, go to Network > System Routing.
2. Todelete a static route, select the interface in the table, and click Delete.

Setting up system routing for Management IP

To set up system routing for Management IP from GUI:
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1. Go to Portal > Network > System Routing
2. Fill out Destination IP/Mask, Gateway, and select mgmt. from Device dropdown.
3. Click OK to save it.

New Static Route
Destination IP/Mask: 0.0.0.0/0
Gateway: 192.168.1.254
Device: mgmt v

To set up system routing for Management IP from CLI:

> set mgmt-gw/<subnet> <gateway>

e.g.
> set mgmt-gw 0.0.0.0/0 192.168.1.254

Setting up system routing for Internal IP

To set up system routing for Internal IP from GUI:

1. Go to Portal > Network > System Routing

2. Fill out Destination IP/Mask, Gateway, and select Internal from Device dropdown.

3. Click OK to save it.

New Static Route

Destination IP/Mask: 0.0.0.0/0
Gateway: 192.168.2.254
Device: internal v

To set up system routing for Internal IP from CLI:

> set internal-gw/<subnet> <gateway>
e.g.
> set internal-gw 0.0.0.0/0 192.168.2.254

To setup system routing for External IP from GUI:

1. Go to Portal > Network > System Routing

2. Fill out Destination IP/Mask, Gateway, and select External from Device dropdown.

3. Click OK to save it.

New Static Route
Destination IP/Mask: 0.0.0.0/0
Gateway: 192.168.3.254
Device: external v

To set up system routing for External IP from CLI:

> set external-gw/<subnet> <gateway>
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e.g.
> set external-gw 0.0.0.0/0 192.168.3.254

To set up system routing for HA 1P from GUI:

1. Go to Portal > Network > System Routing
2. Fill out Destination IP/Mask, Gateway, and select HA from Device dropdown.
3. Click OK to save it.

Edit Static Route

Destination IP/Mask: 0.0.0.0/0
Gateway: 192.168.4.254
Device: ha v

To set up system routing for HA IP from CLI:

> set ha-gw/<subnet> <gateway>
e.g.
> set ha-gw 0.0.0.0/0 192.168.4.254

Configuring forwarding server

This feature provides a method for identifying the original IP address of a client browser connecting to the Fortilsolator
server.

If X-Forward is enabled, the HTTP request header shows the information of the original IP address of the client browser.
If X-Forward is disabled, the HTTP request header does not show the information.

Configure forwarding server from GUI

Steps

Go to Network > Forwarding Server.

Enable X-forward.

Set Proxy Type to Manual Proxy Configuration.

Set the http/https proxy ip/port of the manual proxy.
Set the bypass list

Click OK.

o0~ ODdD=

Configure forwarding server from CLI

> set proxy-http-xforwarded 1

> set proxy-mode 1

> set proxy-server <protocol> <ip-address> <port>
(e.g. set proxy-server http 12.34.56.78 8080)

> set proxy-server <protocol> <ip-address> <port>
(e.g. set proxy-server https 12.34.56.78 8080)
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The System section of Fortilsolator covers the following:

« Administrators

« HA

o Login disclaimer
+ Upgrade

Administrators

Accessing the Fortilsolator administration portal

Logging in as administrator
Steps

1. Open a web browser and go to http://<management IP address>, where <management IP address> is the IP
address that you configured for the administrator management portal interface. The default is 192.168.1.99.

== Fortilsolator

admin

Password

2. Type in your username and password to access the administration portal. The default username is admin with no
password.

3. Click Login. You will be brought to the dashboard of the administration portal.
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Changing the administrator password

Steps

In the top-right corner of the administration portal, click the admin username.
Click Change Password.

In the Password field, type the new password.

In the Confirm Password field, type the new password again.

Click OK.

o roODdD =

Setting up guest administer account

A guest administer account is an account with read-only access to the administration portal. The guest user can view,
but not edit, the settings and logs in the administration portal.

Steps

1. Within the administration portal, go to System > Administrators and double-click the guest Administrator row, or
select the guest Administrator row and click Edit.

2. The guest administrator account has a preset username of guest, and defaults to no password. Add a password if
desired.

2-2 Fortilsolator VM

Q  Edit Administrator

@ Dashboard
Administrator: guest
+ Network >
Password:
£+ System @
Confirm Password:
Administrators

"

Login Disclaimer

Upgrade
& Users >
(£ Policies and Profiles >
Ll Log >

3. Click OK to save and apply the settings.
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High Availability

High availability (HA) is usually required in a system where there is high demand for little downtime. There are usually
hot-swaps, backup routes, or standby backup units and as soon as the active entity fails, backup entities will start
functioning. This results in minimal interruption for the users.

Fortilsolator provides an HA solution whereby Fortilsolator can find other member Fortilsolators to negotiate and create

a cluster. A Fortilsolator HA cluster consists of at least two Fortilsolator (members) configured for HA operation. All
Fortilsolators in the cluster do not need to be the same model (e.g. FIS 1000F, KVM, or ESXi), but they have to had the
same firmware installed. Cluster members must have the same configuration, except for their IP address and priority in
the HA settings. The cluster works like a device but always has a hot backup device.

Fortilsolator (Slave)

-
CP<d Port1
2 P
i
Fortilsolator - HA Cluster

HA1 HA2
Extemal router Switch Switch Intemal network

HA1 HAZ2

Fortilsolator (Master)

How it works

Fortilsolator allows each HA cluster to have up to 255 HA nodes. Each node must have the same settings for:

Virtual IP
Group ID
Password
Schedule Type
Interface Name
Lost Threshold
Hello Holddown
Interval

Each node must be assigned a unique priority ID, from 0 to 255, where 0 is the highest priority. The node with the
highest priority ID in the cluster will be the master device for that HA cluster.

Fortilsolator currently saves HA-related information and configuration into an internal database. The database will be
synchronized from master to slaves every time the master has changes.

The HA-related information that is saved into the database includes:

User Groups (Group Name, Group Policy Name)
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« Isolator profile (Isolator Profile Name, Max Download Size, Max Upload Size, Limit of view only, Image Quality,
Video Frame Rate, Use doc-rewrite when scanning file, Scan files for malware, Permit for Right-Click, Send file to
FortiSandbox, FortiSandbox IP, FortiSandbox Administrator Name, and FortiSandbox Password)

« Web Filter profile (Web Filter profile name, actions of Web Filter category, white list, black list)

« |CAP Profile (ICAP Profile Name, IP address, Port number, Service, Action when server fails)

o Default policy (Default Isolator Profile Name, Default Web Filter Profile Name, Default ICAP Profile Name)

« Agent server (Agent Server ID, Enable/Disable, IP address, Port number, Password for Agent server)

« Polling server (Polling Server ID, Enable/Disable, IP address, Domain name, Port number, Username, Password,
Max History, Frequency)

In an HA cluster, when making changes to any of these settings, all information will be saved into the master device,
then synchronized to all slave devices. After this, only the master device's database is able to write. All slave devices will
read from the master database and update to their own databases. Thus, all devices can read from their own database
locally.

Fortilsolator uses HA interface/port for database synchronization and heartbeat. HA interface/port is designed for better
performance purpose, but it can choose other interface/port as well.

The VIP address will be put on interface, so it has to be the same subnet as internal interface. This is the IP for the web
browsers access. Only the master device has VIP.

In HA mode, all web browsers will access VIP address, through IP Forwarding mode or Proxy mode:
1. IP Forwarding mode:

Web browser connects to VIP of master device first. Master receives request, forwards it to a node in the cluster
immediately. The node can be itself (master) or any other nodes (slave). So after the first request to VIP, all the
following requests are sent to an internal IP of a node in the cluster, which includes the master and all slaves.

2. Proxy mode:

Web browser connects to VIP of master device, and it will keep communicating (talking) to master. The master device
web socket connection will connect to each cluster, including itself (master) or any of other nodes (slaves), on their
internal IP. Then the corresponding web browser will run in that node.

Example

The following is an example of an HA Cluster setup.
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HA Settings

‘ ° Mote: HA will restart after the HA settings are changed

Enable: Ci
Virtual IP: 172.30.157.99
Priority: 2

~ Cluster Settings

Group Id: 31

Password: sesese Change

Allow Qverride:

Schedule Type: round robin v
mgmt v |10 5 10

To configure HA (Slave) from CLI:

set ha-enabled 1

set ha-virtual-ip 172.30.157.99
set ha-priority 2

set ha-group-id 31

set ha-interface mgmt

set ha-password password

Verify HA Cluster Information in Master node from GUI - Dashboard:

== HA Cluster Information ~
Number of Slaves 1
Is Master Yes

Other Machines:
priority P
2 172.30.157.32

Verify HA Cluster Information in Master node from CLI:

show ha-all
enabled : Enabled

gid : 31
lost threshold : 10
interval : 10

holddown : 5

priority : 1

allow override : 0

schedule : Round Robin

vip : 172.30.157.99

password : ffffl8ff28ff38ffff60ff3678ff2e03
interface : mgmt
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Cluster Information
Number of Slave : 1
Is Master : Yes
(Slaves)IP Priority
172.30.157.32 : 2

Verify HA Cluster Information in Slave node from GUI - Dashboard:

= HA Cluster Information =
Is Master False
Master |P 172.30.157.31

Other Machines:
priority P
1 172.30.157.31

Verify HA Cluster Information in Slave node from CLI:

show ha-all
enabled : Enabled

gid : 31
lost threshold : 10
interval : 10

holddown : 5

priority : 2

allow override : 0

schedule : Round Robin

vip : 172.30.157.99

password : ffffl18ff28ff38ffff60ff3678ff2e03
interface : mgmt

Cluster Information
Number of Slave : 1
Is Master : No
(Master) IP Priority

172.30.157.31 : 1
(Slaves) IP Priority

Login disclaimer

Configuring the login disclaimer

Steps

1. To configure the login disclaimer, go to System > Login Disclaimer.
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2. Enter desired disclaimer and check the box next to Show disclaimer on login if you would like the disclaimer to
be displayed to the end user upon logging in.

2-2 Fortilsolator VM

Q Login Disclaimer

@ Dashboard

Disclaimer: PREWARNINGWARNINGWARNINGWARNING .
b Network > This is a private computer system. Unauthorized access or
I i - use is prohibited and subject to prosecution and/or
disciplinary action. All use of this system constitutes consent
Administrators to monitoring at all times and users are not entitled to any
expectation of privacy. If monitoring reveals possible
HA evidence of violation of criminal statutes, this evidence and

any other related information, including identification
e — information about the user, may be provided to law -

enforcement officials. If monitoring reveals violations of

Upgrade r
& Users > [ Show disclaimer on login
(£ Policies and Profiles > OK
Ll Log >

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.



Upgrade

This section the following ways to upgrade Fortilsolator firmware:

Upgrade the firmware by GUI (Web and USB)
Upgrade the firmware by CLI

Upgrading the firmware by GUI

Use this procedure to upgrade a Fortilsolator hardware appliance or VM using a web browser. You can use the
Fortilsolator Ul or Fortilsolator CLI to perform the upgrade.

To upgrade the firmware by Web

This feature applies to both Fortilsolator hardware appliances and Fortilsolator VM.

1.

2.
3.
4.

Log into the Fortilsolator GUI as the admin administrative user.

Go to System > Upgrade.

Under Upgrade by Web, click Choose File and locate the previously downloaded firmware image file.
Click Submit to upgrade the firmware.

The Fortilsolator unit backs up the current configuration, upgrades to the new firmware version, restarts it, and restores
the backed up configuration. This process takes a few minutes.

To upgrade the firmware by USB device

This feature only applies to Fortilsolator hardware appliances, such as Fortilsolator 1000F.

1.
2.
3.

4.

Log into the Fortilsolator GUI as the admin administrative user.
Go to System > Upgrade.

Under Upgrade by USB, click Click here and locate the previously downloaded firmware image file that stored in
USB device.

Click Submit to upgrade the firmware.

To upgrade the firmware in CLI

This feature only applies to Fortilsolator hardware appliances, such as Fortilsolator 1000F.

1. Loginto the Fortilsolator CLI as the admin administrative user.
2. Insert the USB that contains the previously downloaded firmware image.
3. Enter cli command “system-upgrade”.
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The Fortilsolator unit starts to copy the new firmware image from the USB device and saves it into local hard disk, then
backs up the current configuration, and performs upgrade to the new firmware version. This process takes a few
minutes.
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Users

Covers the Users section of Fortilsolator.

In Users, you can create new users for clients to browse websites, control the client users with user groups, or connect to
LDAP servers to allow user accounts on the remote authentication servers to browse websites through the Fortilsolator
unit.

All local users can be assigned to one or more user groups. Each user group can associate with one policy. Each policy
can associate with Isolator profile, Web Filter profile, and/or ICAP profile. Thus, by assigning individual users to the
appropriate user groups you can control how each user accesses websites and what they can browse.

To define local users, user groups, or LDAP servers, you can do the following:

o Create local users to access websites through Fortilsolator unit.
« Assign local users to groups with associated with a policy.
« Configure LDAP servers to allow user accounts on the remote servers to access websites through Fortilsolator.

Server

LDAP servers

LDAP is an Internet protocol used to maintain authentication data that can include departments, people, groups
of people, passwords, email addresses, and printers. LDAP consists of a data-representation scheme, a set of
defined operations, and a request/response network.

Fortilsolator uses Windows AD server with LDAP enabled and applies Fortinet Single Sign On Agent to authenticate
users on remote servers when accessing websites through Fortilsolator.

To manage LDAP servers on Fortilsolator, go to User > Server.

Create or edit a LDAP server

To add a new LDAP server:

1. Inthe Server page, select Create New from the toolbar. The Create New Server page opens.
2. Under Server Type dropdown list, select Agent Server.
3. Configure the following:

ID 0 —4 (a unique ID for each server)
Enable Check the box to enable the server
IP Address IP Address of LDAP server
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Port Port number of FSSO Agent on LDAP server
Password Password of FSSO Agent on LDAP server

Create New Server : Step 2

Id 1
Enable ’
IP address 12.3456.78
Port 8000
Password CTTTYTY
Confirm Password seesse
Server Type

4. Click OK.

5. The Fortilsolator checks the connection. The connection must be successful for the FSSO Agent server to work.

Fortinet Single Sign On (FSSO) Agent server configuration

.2 Fortinet Single Sign On Agent Configuration

- X
[ Monitoring user lagon events [4 Support NTLM authentication Collector Agent Status: RUNNING
Listening ports Cornmaon Tasks
ForliGate: (8000 ForiGate SSL: 8001 DC Agent: (8002 Show Sarvics Staive
LT Shos Moniored DCs
Loglevel [l | Log e size imi(MB}.
Show Logon Users
[(JLog logon events in separate logs View Logon Events
Select Domains To Monitor
Authentication
[CJRequire authenticated connection fram FortiGate Password:  @eeees Set Directory Access Information
Timers Set Group Filters:
‘workstation werify interval [minutes): 5
. : " |: Set lgnore User List
Dead entry timeout interval [minutes): 480
IP address change verify interval [seconds) 60 | Sync Configuration With Other Agents
[ Cache user group lookup result - -
Cache expire in (minutes): 60 Cleat Group Cache Export Configuration

Advanced Settings Savedclose Apply Default Help

User definition

End users can browse the web through Fortilsolator as a guest or by logging into their user account. The administrator

can create local user accounts or allow single sign-on for existing users in your organization. All user info is secured
using a RADIUS database.

This section provides a way to create local users, assign the user to groups with (if desired) a policy.
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Creating local user accounts from GUI

Steps

Open a browser window and navigate to the Administration Portal page
2. GotoUsers > User Definition > Create New

3. Under Create New Local User, fill in the username and password fields and any optional fields as desired, then
click OK.

a. To place the userin an existing group, select the boxes for the groups you would like to assign the user to.
b. To apply an existing policy to the user, select the policy name from the drop-down menu Policy Name.

x You can edit existing local user settings by going to Users > User Definition. Select the

username and click Edit or double-click the username to edit.

Creating local user accounts from CLI

To create a local user from CLI, please use CLI command

set user <username> <server-id>

(where server-id has to be “0” as for local user)

e.g.
> set user fis user O

Enter the password:

Re-enter the password:

Please enter email:fis user@fortinet.com
Please enter policy name:policy new

> show user
Displaying only local users...
name : fis user
server id : 0
email : fis user@fortinet.com
policy name : policy new
encoded password : ffffl18ff28ff38ffffe0ff3678££2e03

User groups

Local users can be placed into user groups. User Group allows you to apply policies to many local users at once rather
than one by one individually.
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Creating user groups from GUI

Steps

1. From the administration portal, go to Users > User Groups and click Create New.

2. Typeinaname for the group and click OK.

Creating user groups from CLI

To create a User group from CLI, please use CLI command

set group <group-name> <server-id> <policy-name>
(where server-id has to be “0” as for local user)

e.g.
> set group group new 0 policy new
> show group
Group Name : group new
Server ID : O
Policy : policy new
>

£=% Fortilsolator VM

Q Create New Group

@ Dashboard
Group Name group_new
+ Network >
Group Type
£ System
I a v Policy Name policy_new v
sers

Server

User Definition

& Policies and Profiles >
[l Log >
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Policies and profiles

In the Policies and Profiles section of Fortilsolator the following are covered:

o Profile—There are three types of profiles you can create: browsing, Web Filter, ICAP.
« Policies—Apply created Isolator profile and Web Filter profiles, or Default policy.

Profile

Creating Isolator browsing profile

Creating Isolator browsing profile from GUI

Configure the Isolator profile to dictate how the end user browses the web through Fortilsolator. There are various
settings for you to configure, including the bandwidth use and end user privileges.

Steps

1. From the administration portal, go to Policies and Profiles > Profiles and click Create New.
2. From the Profile Type drop-down menu, select Isolator Profile and click OK.
3. Fillin the new Isolator profile information with desired settings.

Isolator profile name Name of the Isolator profile. No restrictions.

Max download size / Max upload size Type in the maximum file size in megabytes for uploading and
downloading files.

Limit of view only By selecting the Limit of view only box, you limit the user to
view-only access of web pages. The user is restricted from
interacting with the pages, such as right-clicking or typing in text.

Image quality Increase or decrease bandwidth usage.
Video frame rate Increase or decrease bandwidth usage.
Scroll speed Allows end uses to control the scrolling speed on the mouse wheel

while navigating pages. The range is from 1 - 100; 1 is the
minimum speed, while 100 is the maximum speed.

When the speed is set at 100, one scroll on the mouse wheel will
scroll through one full page on the browser window.

Use doc-rewrite when scanning file Allow rewriting of documents during file scanning such that
embedded links in the file are rendered inactive.

Scan files for malware Scans files when uploading or downloading through Fortilsolator.
Enable
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Permit for Right-Click

Send file to FortiSandbox

Fortilsolator 2.1.1 Administration Guide
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« Fortilsolator will scan the file for malware or viruses. If
malware or viruses are detected, it will prompt a message to
inform the user that "Virus is discovered in the file."

« If the file does not contain a virus, Fortilsolator then allows
the user to upload or download the file normally.

Disable

« Will not scan files. Files will be uploaded and downloaded

normally.

Allows the client user to right click on mouse to display a menu.

sy
‘9' Feature only works when you:

o Disable "Limit of view only."

Print User can print the current page as a PDF file.

Logout Log out from the current session.

F:ATINET Suppon

SECURITY-DRIVEN DYNAMIC CLOUD
NETWORKING SECURITY

Open link in new tab

Open link in new window

Engineered For Renjjiss
Productivity

Show Downloading Dialog

Enables secure access to critical ¢
workforce with little or no notice wigzss
demands of your entire workforce

View page source

i Logout
Learn More

also enable:

“é" To enable FortiSandbox scanning, you need to
- e Scan file for malware

Fortilsolator provides the option to send files to FortiSandbox to
scan for virus or malware. When uploading or downloading a file
through Fortilsolator, the file will send to FortiSandbox.
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FortiSandbox IP
FortiSandbox administrator name

FortiSandbox password

If FortiSandbox detects the file as containing virus or malware, it

blocks the file and sends back the result to Fortilsolator.

Fortilsolator then displays the result in the client browser, not

allowing the user to proceed any further.

If it is a sanitized file, FortiSandbox allows the client user to upload

or download the file through Fortilsolator.

To send a file to FortiSandbox

1. Verify that the FortiSandbox setting is valid.

2. Upload a file through Fortilsolator. Image will appear when
file upload is finished.

File Upload Finished

Information about the uploaded data

Filename test_file.ddcbb6c1-ff7c-49e8-9547-a0f7f246bc2a.docx
Filesize 17920 bytes
Connect POST

Protocol HTTP
3. Verify that the file is being scanned in FortiSandbox, and view
the results of the scan.
Set the IP of the connected FortiSandbox.
Set the FortiSandbox administrator name.

Set the FortiSandbox password.

Creating Isolator browsing profile from CLI

To create a Fortilsolator profile from CLI, follow this format:

> set isolator-profile <name> <download>

<upload> <viewonly> <avscan> <image-quality> <video-

frame-rate> <av-disarm> <right-click>

e.g.

> set isolator-profile profile new 100 200 Y Y normal normal Y Y

<name> Isolator Profile Name

<download> Max Download Size (MB)
<upload> Max Upload Size (MB)

<viewonly> Limit of view only

<avscan> Scan files for malware
<image-quality> Image Quality

<video-frame-rate> Video Frame Rate

<av-disarm> Use doc-rewrite when scanning file
<right-click> Permit for Right-Click

Displaying Isolator browsing profile from CLI
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> show isolator-profile

Isolator Profile:profile new
Download Size (MB) : 100
Upload Size (MB) : 200
Viewonly Enabled : Y
Antivirus Scan Enabled : Y
Antivirus Disarm Enabled : Y
Right Click Enabled : Y
Image Quality : normal
Video Frame Rate : normal

Creating Web Filter profile

Fortilsolator supports web filtering, which enables the administrator to control which webpages that end users are
allowed to view. You can block specific URLs or websites, which prevents the end user's browser from loading web
pages from these websites.

Prerequisites

« Ensure that Fortilsolator has a valid license installed.
« Register the device to a production server: https://support.fortinet.com/product/RegistrationEntry.aspx.
« Ensure that the IP address in the Fortilsolator license is the same as the Fortilsolator management IP address.

Creating Web Filter profile from GUI

Steps

1. From the administration portal, go to Policies and Profiles > Profiles and click Create New.

2. From the Profile Type drop-down menu, select Web Filter Profile and click OK. You will be brought to the Edit
Web Filter Profile page.

3. Enter a Web Filter Profile Name.

4. To change web filters for specific categories or subcategories, check the boxes next to the categories or
subcategories that you wish to modify. To access the subcategories list, expand the category by clicking the small
triangle next to the category.
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Q. | EditWeb Filter Profile

@ Dashboard
Webfilter Profile Name

"I" Network
& Users > Show
4-w|  Potentially Liable
(# Policies and Profiles v @ViewOnly Y
@ Allow
. T DTG
AL EEE - 1@ Explicit Violence
i - 1@ Extremist Groups
— - #1@ Proxy Avoidance
Ml Loz N - ¥1@ Plagiarism
bl Log - [#@ Child Abuse
L System > Adult/Mature Content

White List + Create New
URL
Black List + Create New

URL

Right click on any checked box to select the desired action:

All

Type

Type

a. View-only: End user is restricted to view-only access and is unable to interact with the web page, including

clicking links and downloading files.

b. Block: End user is restricted from accessing the web page and will be shown a page informing them that the

URL has been blocked by the administrator.

c. Allow: End user has full access of the website. By default, all web categories are allowed.

To white list or black list specific websites, click the corresponding Create New button in the White List or Black
List section. Enter the URL details and click OK. The white list and black list filters accept simple URLs, regular

expressions, wildcards, and exemptions as URL filter criteria.

To finish creating the Web Filter Profile, click Submit.

To verify that the web filter is working, try browsing to one of the blocked web pages. You should see the following

text displayed in your browser:
Web Filtering Block X

— c © & https://192.168.1.101/isolator/https:/fwwe.y see w in 0O @

The URL is blocked by Fortinet Isolator Web Filtering

Your Iselator administrator has blocked the URL

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.

89



Policies and profiles

Creating Webfilter profile from CLI

set wf-white-list <name> <url> <type>

TYPE

0: Simple

1: Regular Expression
2: Wildcard

3: Exempt

0]

-g.
set wf-white-list white list new website.com 0

\

> show wf-white-1list
white list-white list new testsite.com 0
set wf-black-list <name> <url> <type>

e.qg.
> set wf-black-list black list new blocksite.com 0O

TYPE

0: Simple

1: Regular Expression
2: Wildcard

3: Exempt

> show wf-black-list
black list-black list new blocksite.com 0

set wf-profile <name> <white-list> <black-list> <actions>

e.g.
> set wf-profile webprofile new white list new black list new 0

> show wf-profile

Web Filter Profile:webprofile new
whitelist : white list new
blacklist : black list new
action profile : 0

Creating ICAP profile

Internet Content Adaptation Protocol (ICAP) is an application layer protocol that is used to offload tasks from the firewall
to separate, specialized servers.

Fortilsolator supports ICAP web filtering, which allows the administrator to use third-party ICAP servers to control which
webpages the end users are allowed to view. You can block specific URLs or websites, which prevents the end user's
browser from loading web pages from these websites.
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If you enable ICAP in a policy, HTTP and HTTPS traffic that is intercepted by the policy is transferred to the ICAP server
specified by the selected ICAP profile. Responses from the ICAP server are returned to the Fortilsolator, and then
forwarded to their destination.

ICAP profiles can be applied to policies that use Proxy-based or IP Forwarding mode.

Creating ICAP profile from GUI

Prerequisites

« Ensure that an ICAP server is alive and can block web sites from its local server.
« Ensure the ICAP server can ping to Fortilsolator and vice versa.
Steps

1. From the administration portal, go to Policies and Profiles > Profiles and click Create New.
2. From the Profile Type drop-down menu, select ICAP Profile and click OK.
3. Fillin the new ICAP profile information with desired settings.

ICAP Profile Name Name of the ICAP profile
IP Address IP Address of the ICAP server
Port Port number that the ICAP server running the service on
Service Service name of the ICAP server
Action when server fails Actions on Fortilsolator if fails to connect to ICAP
o Allow
o Block
o Viewonly

Creating ICAP profile from CLI

set icap-profile <name> <ip> <port> <service> <fail-action>

<name> : ICAP Profile Name

<ip> : IP Address

<port> : Port

<service> : Service

<fail-action> : Action when server fails (Block = 1, allow = 2, viewonly = 3)

e.g.
> set icap-profile icap new 172.30.157.208 1344 url check 1

> show icap-profile

ICAP Profile:icap new
IP Address : 172.30.157.208
Port : 1344
Service Name : url check
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VM
Q | EditProfile
@ Dashboard
ICAP Profile Name
"I‘ Network >
IP address 172.30.157.208
£+ System
Port 1344
& Users >
Service
[# Policies and Profiles & url_check
Action when server fails Block M
Policy ok |
Default Policy
[l Log >

Policy

A policy provides a convenient way to apply a certain Isolator profile and/or Web Filter profile to local individual users or
user groups. Policies are not active until they are applied.

Creating a policy from GUI

Steps

1. To create a new policy, go to Policies and Profiles > Policies and click Create New Policy.

2. Type in a name for the policy and select the desired Isolator and/or Web Filter profiles, and/or ICAP Filter profile to
be used in the policy.

3. Click OK to finish.

Creating a policy from CLI

To create Fortilsolator profile from CLI, follow this format:
> set policy <policy-name> <isolator-profile-name> <wf profile-name> <icap-profile—-name>

e.qg.
> set policy policy new system default webfilter profile ICAP profile
> show policy

Policy:policy new

Isolator Profile : system default

WebFilter Profile : webfilter profile

ICAP Profile : ICAP profile

<policy-name > Policy Name
<isolator-profile-name > Isolator profile name
<wf profile-name > Web Filter profile name
<icap-profile-name > ICAP profile name
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Default policy

Applying Isolator profile and Web Filter profile settings

There are several ways you can apply Isolator profile and Web Filter profile settings to end users. Isolator profiles and
Web Filter profiles can be applied to the guest account, individual local user accounts, and/or local user groups.

Applying default policy and profile settings

The Fortilsolator provides Default Policy to local users and guest that do not have assigned Groups with selected policy.
Default Policy is a way to apply a certain Isolator profile, Web Filter profile, and/or ICAP profile to local individual users
or guest.

Applying profiles to default policy from GUI

Steps

1. To apply profiles to Default policy, go to Policies and Profiles > Default Policy and select the desired Guest
Type. Guest Type:

o Guest Disable: A user has to login with user account that was defined in Users > User Definition
o Guest Enable: A user can login with either user account or as a guest
o Guest Only: A user has to login as a guest

Ay
‘9' With Guest Only, the Login page will not show; users will browse sites directly without

asking to go through the login page.

2. Select the Isolator profile, Web Filter profile, and/or ICAP Filter profile to be used in the policy.

Default Isolator Profile Name Select an Isolator profile for Default Policy.
Default WebFilter Profile Name  Select a Web Filter profile for Default Policy.
Default ICAP Profile Name Select an ICAP profile for Default Policy.

3. Click OK to finish.

Applying profiles to default policy from CLI

To apply profiles to Default Policy from CLIm follow this format:

> set guest-type 0112

(disabled = 0, enabled = 1, guest-only = 2)
For example:

> set guest-type 0

> show guest-type

guest type : Disabled

> set guest-type 1

> show guest-type
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guest type : Enabled

> set guest-type 2

> show guest-type

guest type : Guest Only

\%

set default-policy <isolator-profile-name> <wf-profile-name> <icap-profile-name>
.g.

(0]

> set default-policy system default webfilter profile ICAP profile

\4

show default-policy
Default Policy:
Isolator Profile : system default
WebFilter Profile : webfilter profile
ICAP Profile : ICAP profile

<isolator-profile-name > Isolator profile name
<wf profile-name > Web Filter profile name
<icap-profile-name > ICAP profile name

=a= Fortilsolator VM

Q  Default Policy
@ Dashboard
Guest Type: guestenable v
“ Network >
Default Isolator Profile Name: system_default v
£ System >
Default WebFilter Profile Name: webfilter_profile v
& Users >
IE’f Policies and Profiles v Default ICAP Profile Name: ICAP_profile M
I
Policy
Default Policy
Ll Log >

Applying profile settings to local user account

Steps

1. From the administration portal, go to Policies and Profiles > Policies and make sure the policy you want to
apply exists. If not, create a new policy with the desired profiles.

2. Goto Users > User Definition. Select the user you wish to apply the profile settings to and click Edit.

L

From the Policy Name drop-down menu, select the policy you wish to apply to the local user
4. Click OK to finish.

Fortilsolator 2.1.1 Administration Guide 94
Fortinet Technologies Inc.



Policies and profiles

Applying profile settings to user groups
Steps

1. From the administration portal, go to Policies and Profiles > Policies and make sure the policy you want to
apply exists. If not, create a new policy with the desired profiles.

2. GotoUsers > User Groups. Select the user group you wish to apply the profile settings and click Edit.

From the Policy Name drop-down menu, select the policy you wish to apply to the uesr group.
4. Click OK to finish.

g
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Log

Logging is a useful component to help you understand what is happening on your Fortilsolator devices and on networks,
and to inform you about certain activities, such as:

« Daemons running on Fortilsolator devices

« Connectivity with FDN server, internal Redis database, Anti-Virus servers, etc.

« Heartbeat information among the nodes when have HA cluster setup

« Detections of virus when uploading or downloading files

« Web filtering activities on sites to passing through or blocking by Fortilsolator for client users.
« Forwarding logs to remote log servers

e And more.

The following topics provide information about logging:

« Viewing logs
o Antivirus logs
« Web Filter logs
« Log Settings

Viewing logs

All event logs, except Antivirus logs and Web Filter logs, are available from the log page Log > Log by default.

2% Fortilsolator VM admin

Q [N rcssages.django-20200508-1588993200 messages secure-20200505- 1588730400 messages.user-20200511-1589241600 messages cron-20200511-1589227200

messages.cron messages.secure access Jog messages.user messages django

» DateFrom: mvcaiyyyy Tox sy Time: Type:/all__* Content [rke | cear |

Content

Date Time Type
2020-05-11 17:38:46

canonical_hostname = FISVMITM20000048

2020-05-11 17:3846
2020-05-11 17:38146
2020-05-11 17:38:46 Creating Vhost defauit’ port 0, 1 protocols, IPvé oft
2020-05- 17:38:46 mem: platform fd map: 8192 bytes
2020- 17:38:46
2020-05-11 17:36:46
2020-05-11 17:38:46
ek ter 20200511 173846
LogSettings 2020.05-11 17:38:46 rsion: 2.3.0rootEdops-fso-93-fsa, 2 D107- 108627282
2020-05-11 17:38:46 7
2020-05-11 17:38:48 FISVMITMZ0000048
2020-05-11 17:38:46 ies + protocol rebut
2020-05-11 17:3846 Listeningon port 33773
2020-05-11 17:38146 Creating Vhost defauit’ part 0, 1 protocols, IPvé off
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o The log messages are organized by tabs that can be accessed at the top of the window.

Fis_daemon.log
Messages.django
Message.secure

Message.user

Message.cron
Access_log

Fortiguard_agent.log

Logs for daemons running in Fortilsolator devices
Logs for Fortilsolator Web framework activities
Logs for connectivity from remote server to Fortilsolator through SSH

Logs for connectivity with FDN server, internal Redis database, Anti-Virus
servers, HA heartbeats information, etc.

Logs for Fortilsolator processes
Logs for accessing Fortilsolator local devices

Log for daily process to get updates for Web Filter categories from FortiGuard

« Tofilter the log messages, enter the desired filter criteria using the date, application name, type, and/or content

and click Filter.

« Toclear the log window of messages, click Clear.

Antivirus

This page displays Antivirus logs. Organize them by selecting the following options:

Filter Detail

Date
Time

Action

UserlD

Path

Target URL

Result

File Size

Isolator Profile Name

Fortilsolator 2.1.1 Administration Guide
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The day the log was recorded.
The minute the log was recorded.

« Upload file—The file was uploaded.
o Download file—The file was downloaded.

"0" means the user is a guest, or another local_user, oran NTLM user.

The number is auto-generated by the admin when a local user is created or an
NTLM user is used.

The path of the file on Fortilsolator device that stores the uploaded/downloaded
files.

The destination the user is trying to access through Fortilsolator.

« Passthrough—Allows the file (assuming uncorrupted) to be
downloaded/uploaded.
o Block—Blocks the file if a virus is detected.

The size of the file. No limit. However, it must comply to the file size defined
under Profile.

Name of the profile as defined in Policies and Profile.
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Web Filter

This page displays the Web Filter logs. Organize them by selecting the following options:

Filter Detail

Date The day the log was recorded.
Time The minute the log was recorded.
Action o Allow—Allows web browsing to continue.

o Block—Blocks web browsing.
o View Only—Only allows user to view when browsing.

UserlD "0" means the user is a guest, or another local_user, or an NTLM user.

The number is auto-generated by the admin when a local user is created or an
NTLM user is used.

URL The destination the user is trying to access through Fortilsolator.
Category Block / Passthrough as determined under the specified Web Filter Profile.
WEF Profile Name Name of the Web Filter profile as defined in Profiles and Policies.

Log settings

Configuring the log server
Here you can back up log messages and/or send syslog messages to a remote server.

Steps

1. From the administration portal, go to Log > Log Settings.
2. To save your current log messages as a file, select the Click here link inside the Backup Logs section.
3. Fillin the settings.

Logging protocol Syslog
Network protocol o udp
e« tcp
Log Server IP Address Remote server IP that receives the logs.
Port The port number of the remote server that receives the logs.

4. Choose logs to send to remote server.

5. Click + Create New. Select the Application and Severity. See the descriptions in the Viewing logs on page 96.
Click OK.

6. Don't forget to Submit.
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IP Forwarding mode

Using IP Forwarding mode with Mozilla Firefox
Use this procedure to configure IP Forwarding mode with Mozilla Firefox.

Steps

1. To download the Fortilsolator certificate (ca.crt) and import it into the Mozilla Firefox browser, follow these steps:
a. Inthe Mozilla Firefox browser address bar, type http://<internal IP address>/ca.crt (for example,
http://192.168.1.100/ca.crt).
« where <internal IP address> isthe |IP address of the Fortilsolator internal interface. For example,
the IP address of the internal interface that you configured in step 3 of Installing Fortilsolator 1000F on

page 8.
b. Inthe Downloading Certificate window, select the Trust this CA to identify websites checkbox.
c. Click OK
c @ Q. 192.168.1.100

Downloading Certificate -

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “.fortinet.com” for the following purposes?
[] Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

Viewr Examine CA certificate

2. Inthe Moxzilla Firefox browser address bar, type https://<internal IP
address>/isolator/https://www.google.com (for example,
https://192.168.1.100/isolator/https://www.google.com).

o Where <internal IP address> valueisthe IP address of the Fortilsolator internal interface
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- Google X +

&« c @ & https://192.168.1.100/isolator/https:/fwww.google.corm

We've detected you're using an older version of Chrome. Reinstall to stay secure

About Store

Google

'C-.-

Google Search I'm Feeling Lucky

Using IP Forwarding mode with Google Chrome
Use this procedure to configure IP Forwarding mode with Google Chrome.

Steps

1. To download the Fortilsolator certificate (ca.crt) and import it into your Google Chrome browser, follow these steps:

a. Inthe Google Chrome browser address bar, type http://<internal IP_ address>/ca.crt (for example,
http://192.168.1.100/ca.crt).
e Where <internal IP address> valueisthe IP address of the Fortilsolator internal interface. For

example , the IP address of the internal interface that you configured in step 3 of Installing Fortilsolator
1000F on page 8.
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b.

& MewTab ® 4k
C @ 192.168.1.100/ca.crt
i Apps G Google 001

@ TR P & 1

658 @
B &' WQ“ =

Search Google or type a URL

.)"'\
\_(\

g This type of file can harm your computer.

Kee Discard
Do you want to keep ca.crt amyway? P

c. Click Open to import the ca.crt certificate into Google Chrome.

Open File - Security Warning X
Do you want to open this file?

MName: Ch\Usersy \Downloads\ca.crt
A Publisher: Unknown Publisher
Type: Security Certificate
From: CA\Usersy “Downloads\ca.crt

o | o]

[ Always ask before opening this file

- While files from the Internet can be useful, this file type can potentially
@ harm your computer. If you do not trust the source, do not open this
software. What's the risk?
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In the security warning at the bottom of the browser, click Keep to download the certificate.
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d. Click Install Certificate.
ai Certificate b4

General Datails Certification Path

@.ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: .fortinet.com

Issued by: .fortinet.com

Valid from 10/9/2018 to 7/29/2021

Install Certificate...| | Issuer Statement

-
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e. Select Local Machine, and click Next.

A Certificate Import Wizard

Welcome to the Certificate Import Wizard

Thiz wizard helps you copy cerbificates, certificate trust ksts, and certificate revocation
lists from your disk to a certificate store.

A certificate, which i issued by a certification authority, is 8 confirmation of your ideniity
and contains information used to protect data or to establish secure network
connectons. A certificate store is the system ares where certificates are kept.

Store Locabon
() Current User

To continue, dick Mext,

| @lied | | Cancel
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f. Select Trusted Root Certification Authorities, and click OK.

& &¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for

Select the certificate store you want to use.

the certificate.
() Automatically sslect the certificate store based on the type of certificate
(%) Place all certificates in the following store
Certificate store:
| | [Browse...]
Select Certificate Store i

<

| Personal

Trusted Root Certification Authorities
| Enterprise Trust

| Intermediate Certification Authorities
| Active Directory User Dbject

1 Truschad By dlichars

Cancel

) show physical stores

[ ][ comd

2. Inthe Google Chrome browser address bar, type https://<internal IP
address>/isolator/https://www.google.com (for example,
https://192.168.1.100/isolator/https://www.google.com).

e where<internal IP address> valueisthe IP address of the Fortilsolator internal interface
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@ Coogle = +

“ @ & hitps//192.168.1. 100/ isclator hittpss/ fwww.goog r T B

We've detected you're using an clder version of Chrome.  Reinsiall 1o siay secure

Aot Siore Gmall Images 3% m

Google

=

Google Search I'm Feeling Lucky

B Privacy thal worlks for evenyone, Choose which setings work best for you

Using IP Forwarding mode with Internet Explorer

Use this procedure to configure IP Forwarding mode with Internet Explorer.

Steps

1. To download the Fortilsolator certificate (ca.crt) and import it into your Internet Explorer browser, follow these
steps:

a. Inthe Internet Explorer browser address bar, type http://<internal_IP_address>/ca.crt (for example,
http://192.168.1.100/ca.crt).

« where <internal_IP_address> value is the IP address of the Fortilsolator internal interface. For example ,
the IP address of the internal interface that you configured in step 3 of Installing Fortilsolator 1000F.

b. In the security warning at the bottom of the browser, click Save to download the certificate.

Do you want to open or save ca.cer (1.25 KB) from 2 Open Save |¥ Cancel

C. Click Open to import the ca.crt certificate into Internet Explorer.

The ca.cer download has completed. Open | v Open folder View downloads

d. Click Allow to install certificate.

Fortilsolator 2.1.1 Administration Guide 106
Fortinet Technologies Inc.



Run web browsers through Fortilsolator

Internet Explorer Security

program on your computer

website, do not open this program.

Microsoft Windows

A website wants to open web content using this

This program will open outside of Protected mode. Internet Explorer’s
Protected mode helps protect your computer. If you do not trust this

E Name: Crypto Shell Extensions
Publisher:

[[JDo not show me the warning for this program again

e. Click Install Certificate

a Certificate

General Details Certification Path

a Certificate Information

+ All issuance policies
+ All application policies

This certificate is intended for the following purpose(s):

Issued to: .fortinet.com
Issued by: .fortinet.com

valid from 1/21/2019 to 11/10/2021

Install Certificate...

Issuer Statement

o]

f. Select Local Machine, and click Next.
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&% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity

and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
() Current User

To continue, dick Next.

[ @het | | cancel

g. Select Trusted Root Certification Authorities, and click OK.

€ &* Centificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

the certificate.
O Aytomatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store
Certificate store:

Select Certificate Store X

Select the certificate store you want to use,

2] Enterprise Trust
2 Intermediate Certification Authorities
1 Active Drrectory User Object
" Trstad D inchare N
< >
[J show physical stores

Windows can automatically select a certificate store, o you can spedify a location for

I | [oome..]

Cancel

o] [ s

h. Completing the Certificate Import Wizard
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€ £ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:
(o= e R = S L VAVEd  Trusted Root Certification Authorities
Content Certificate

Cancel

2. Inthe Internet Explorer browser address bar, type https://<internal IP
address>/isolator/https://www.google.com (for example,
https://172.30.157.14/isolator/https://www.google.com).

o where<internal IP address> valueisthe IP address of the Fortilsolator internal interface

- o X

e B hitps://17230.157.14/isolator/hitps://www.geogle.com -~ @ ¢ Search. o~ =
@ Google »

About  Store Gmail Images i m

Gooale

Advertising  Business  How Search works Privacy Terms  Setting
»
DOM Explorer Console Network Performanc mulation Ga- 1 Bl? &8 x

01 B X Target _top: www.google.com [w]

A\ oo
v google..com
enter initNetwork, connect to 172,38.157,14:34599
sessid is 7#9pca7 1c267
connectServer: wss://172.30.157.14:443/us2port=34999
delay start until we receive ready message
parseqUrl: https://172.38.157.14/isolator/https://wes. google. con
updateAddress: https://wwi.google.com
networkIniteds1
fixUrlReverse: true, https://172.30.157.14:443/isolator/
Updste url and replace history: hTtps://172,39.157.14:443/is0lator/Nttps: / . google.con
event logeinitSession width=353 i 46715708bcA7F3B1126778506CTSETLF caches urlehttps:/ime ©

The code on this page disabled back and forwerd caching. For more information, see: http://go.microsoft.com/fwlink/?LinkID=291337A

< >
b X » =z

Using IP Forwarding mode with Edge

Use this procedure to configure IP Forwarding mode with Edge browser.

Steps
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1. To download the Fortilsolator certificate (ca.crt) and import it into your Edge browser, follow these steps:

a. Inthe Edge browser address bar, type http://<internal IP address>/ca.crt (for example,
http://192.168.1.100/ca.crt).

e Where<internal IP_ address>value isthe IP address of the Fortilsolator internal interface. For
example , the IP address of the internal interface that you configured in step 3 of Installing Fortilsolator
1000F.

b. Inthe security warning at the bottom of the browser, click Save to download the certificate.

What do you want to do with ca.cer (1.3 KB)?
From:

Open Save ) Cancel X

C. Click Open to import the ca.crt certificate into Edge.

Open File - Security Warning x

Do you want to open this file?

Name: ...dge_8wekyb3d8bbwe\TempState\Downloads\ca (1).cer
A Publisher: Unknown Publisher
Type: Security Certificate
From: C:\Users\ \AppData\Local\Packages\Microsoft.Mi...

Always ask before opening this file

‘ While files from the Internet can be useful, this file type can potentially
‘} harm your computer. If you do not trust the source, do not open this
- software. What's the risk?

d. Click Install Certificate
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&  Certificate X

General Details Certification Path

| ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* All issuance policies
« All application policies

Issued to: .fortinet.com

Issued by: .fortinet.com

valid from 1/21/2019 to 11/10/2021

Install Certificate...| = Issuer Statement

o]

e. Select Local Machine, and click Next.

%# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User

To continue, dick Next.

(Ot | | Cance

f. Select Trusted Root Certification Authorities, and click OK.
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g.

€ £ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

O Aytomatically select the certificate store based on the type of certificate
(®)Place al certificates in the following store
Certificate store:

Select Certificate Store X

Select the gertificate store you want to use.

| Personal A

e oot Cervcason Auportes

| Enterprise Trust

| Intermediate Certification Authorities

| Active Drectory User Object

Tisschied s dhlbchars \
< 2 Cancel
{ [ show physical stores t
[oc ][ conct
Completing the Certificate Import Wizard.
X

& & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you diick Finish,

You have spedfied the following settings:
e S L VR s Trusted Root Certification Authorities
Content Certificate

Finish Cancel

In the Edge browser address bar, type https://<internal IP address>/isolator/https://www.google.com

(for example, https://172.30.157.14/isolator/https://www.google.com)
where <internal IP address>value isthe IP address of the Fortilsolator internal interface
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B -:I‘ B Google X 4+ v - m] b
G O @ £ | httpsi//172.30.157.14/isclator/https://www.geogle.com ¥ v 1 =
About  Store Gmail Images

Google

Google Search I'm Feeling Lucky

Advertising Business How Search works Privacy

Proxy mode

Using proxy mode with Mozilla Firefox
Use this procedure to configure proxy mode with Mozilla Firefox.

Steps

1. Todownload the Fortilsolator certificate (ca.crt) and import it into the Mozilla Firefox browser, follow these steps:
a. Inthe Moxzilla Firefox browser address bar, type http://<internal IP address>/ca.crt (for example,
http://192.168.1.100/ca.crt).
« Wwhere <internal IP address> isthe IP address of the Fortilsolator internal interface. For example,
the IP address of the internal interface that you configured in step 3 of Installing Fortilsolator 1000F on

page 8.
b. Inthe Downloading Certificate window, select the Trust this CA to identify websites checkbox.
c. Click OK
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Cc @ Q, 192.168.1.100

Downloading Certificate b4

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “.fortinet.com” for the following purposes?
[] Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its pelicy and
procedures (if available),

View Examine CA certificate

Cancel

Open the Mozilla Firefox browser.
In the menu, click Options.
Click General.
In the Network Settings section, click Settings.
In the Connection Settings window, select Manual proxy configuration, and enter the following settings
(values shown here are examples):
« HTTP Proxy: 192.168.1.100, Port: 8888
o SSL Proxy: 192.168.1.100, Port: 8388
» No Proxy for: “localhost, 127.0.0.1,<internal IP address>/24", where <internal IP address>

is the IP address of the Fortilsolator internal interface. For example , the IP address of the internal interface
that you configured in step 3 of Installing Fortilsolator 1000F on page 8.

7. Click OK.

o0k~ ODd
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Connection Settings >

Configure Proxy Access to the Internet

'\_:' MNo proxy

-

'\_:' Auto-detect proxy settings for this network
.

\: Use system proxy settings

i -
(@) Manual proxy configuration

HTTP Proxy‘ 192.168.1.100 |Eort 8888

\:| Use this proxy server for all protocols

SSL Proxy| 192.168.1.100 Port| sseg
ETP Proxy‘ |Po[t 0
SOCKS Host Pot| 0

=

() SOCKSv4 (@) SOCKS y5

I

'\_:' Automatic proxy configuration URL

No proxy for
localhost, 127.0.0.1,192.168.1.0/24

Example: .mozilla.org, .net.nz, 192.168.1.0/24

|:| Do not prompt for authentication if password is saved
|:| Proxy DNS when using SOCKS v5
[ | Enable DNS over HTTPS
Use default (https://mozilla.cloudflare-dns.com/dns-query)

Custom

oK Cancel Help

Verifying Fortilsolator proxy mode with Mozilla Firefox

Use this procedure to verify that Fortilsolator proxy mode is working correctly with Mozilla Firefox.
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Steps

1. In the Mozilla Firefox browser, type: https://www.google.com.
The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com %2f&ftntcid=5f4084e8-
7978-4¢89-97¢5-31ef3640600c&ftntpasswd=35026d03-9a1c-42e9-959e-fca18d67e4c0.
The page should load successfully with the URL displayed as you typed it (https://www.google.com).

2. Check the browser console to make sure that it is connecting to the internal IP address of Fortilsolator (for
example, 192.168.1.100).

{_

& @ D httpe/ fewen.google.com,Tort e 2Tt 1y 2192 bariw.OOG e woeee B mn o =

— & @ DR by e gaogle.com L + n @D

We've detected you're using an older version of Chromss,

About  Store Gmail  Images a8 m

Google

1
-
Google Search Im Feeling Lucky -
O O wnspector Consche O Debugger  {) Style Edigr () Perfcemance 0 Memory T4 Nevwork B Storage ¢ Accessibitny d] = X
B T e ot [ persict Logs
enter isituetwock, connect to EENTENTEL : 35099 ot fecassiia
18 iz SSBO1NE1-BTHC-ARED-DAFE- SRR TAEONAD PALIw] 15 BLXITDES- BAOE-2511-3305-00l4fapsaled FOAT. J5r088412
confeCRiarver: widi /191,168, 1., 199: B9l Apar L5099
db Losding miwed (insecure) displey content “hWitp:/ri92.168.1. 160 B34/ fortl isclator_rediriFtmtur lehttpsXhelks i fu . poogle.conkffavicon. ico™ on & secere page [Leprn  fortd_isolator _redird

SERILNE FERSy BESSRDE

delay start until we receive resdy message

wvent logefint.credential usersifidlodl-Booc-S86-bafi-oRisc Taedtdl pos tada Bh21 Thea - 14004011 - ajdr-ddiafaaii g
updateasdress: MELpsD/ e, poogle. oo

Flelbeerse: falie, mill

Update wrl and replace hlstory: Mitpsi//wer.google. com/

vt logeinitsession widthell®e heighted®d orlebitps:/ fu. poogle. coa) Stvictedesktop forwardefalse
resizeMadnfanvas: well%é heSdd

chasge Title Google

resizesadnCanves: wellSE hetds

FESIZOMALACIAVES: wWellBE hadl?

resizetadnlanves: well%é hed33

Using proxy mode with Google Chrome
Use this procedure to configure proxy mode with Google Chrome.

Steps

1. To download the Fortilsolator certificate (ca.crt) and import it into your Google Chrome browser, follow these steps:
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a. Inthe Google Chrome browser address bar, type http://<internal IP address>/ca.crt (for example,
http://192.168.1.100/ca.crt).
o where<internal IP address> valueisthe IP address of the Fortilsolator internal interface. For
example , the IP address of the internal interface that you configured in step 3 of Installing Fortilsolator
1000F on page 8.

b. In the security warning at the bottom of the browser, click Keep to download the certificate.

- O *
& NewTab X +
C @ 192.168.1.100/ca.crt W e
it Apps G Google 001

Gmail Images =i%

Search Google or type a URL .!;
o ]
A This type of file can harm your computer. Keep Discard Show ol x
Do you want to keep ca.crt amyway?
c. Click Open to import the ca.crt certificate into Google Chrome.
Open File - Security Warning X
Do you want to open this file?
MName: Ch\Usersy \Downloads\ca.crt
A Publisher: Unknown Publisher
Type: Security Certificate
From: CA\Usersy “Downloads\ca.crt
Eﬂlﬂays ask before opening this file
Iq'1 While files from the Internet can be useful, this file type can potentially
0 harm your computer. If you do not trust the source, do not open this
- software. What's the risk?
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d. Click Install Certificate.
ai Certificate b4

General Datails Certification Path

@.ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: .fortinet.com

Issued by: .fortinet.com

Valid from 10/9/2018 to 7/29/2021

Install Certificate...| | Issuer Statement

-
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e. Select Local Machine, and click Next.

A Certificate Import Wizard

Welcome to the Certificate Import Wizard

Thiz wizard helps you copy cerbificates, certificate trust ksts, and certificate revocation
lists from your disk to a certificate store.

A certificate, which i issued by a certification authority, is 8 confirmation of your ideniity
and contains information used to protect data or to establish secure network
connectons. A certificate store is the system ares where certificates are kept.

Store Locabon
() Current User

To continue, dick Mext,

| @lied | | Cancel
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f. Select Trusted Root Certificate Authorities, and click OK.

& &¥ Certificate Import Wizard

Certificate Store

the certificate.

Certificate stores are system areas where certificates are kept.

() Automatically sslect the certificate store based on the type of certificate
{®) Place all certificates in the following store

Select the certificate store you want to use.

<

| Personal

;" Trusted Root Certification Authorities
] Enterprice Trust
{71 Intermediate Certification Autharities
7| Active Directory User Object
1 Trischad B blichars

) show physical stores

[ ][ comd

Windows can automatically select a certificate store, or you can spedfy a location for

Certificate store:
| |
Select Certificate Store .

Cancel

2. Open the Google Chrome browser.
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3. Inthe menu, click Settings.

= Seitings O, Search settings

System
Continue running background apps when Google Chrome is closed ®
Use hardware acceleration when available ®

Open proxy settings (A
€ Internet Properties ? *
General Security Privacy Content Connections Pprograms  Advanced
4
To set up an Internet connection, dick
Setup.
Dial-up and Virtual Private Network settings 4
(£ fortiss] add... I
Add VPN, ..
Remave...
Choose Settings if you need to configure a proxy Settings
server for a connection,
Local Area Metwork (LAN) settings
LAN Settings do not apply to dial-up connections. LAN settings
Choose Settings above for dial-up settings.
oK Cancel Apply
4. Expand Advanced.
5. Inthe System section, click Open proxy settings.
6. Inthe Internet Properties window, click the Connections tab.
7. Click LAN settings.
8. Inthe Proxy server section, select Use a proxy server for your LAN, and enter the following setting (values
shown here are examples):
o Address: 192.168.1.100, Port: 8888
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- @ Internet Properties ? bt

General Security Privacy Content Connections Programs Advanced

g;o To set up an Internet connection, dick Setup
Setup.
Dial-up and Virtual Private Network settings

Remove.,..
Choose Settings if you need to configure a proxy Settings
server for a connection,
Local Area Network (LAN) settings -
LAN Settings do not apply to dial-up connections. LAN settings
Choose Settings above for dial-up settings.

oK Cancel Apply

9. Click Advanced.

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ Automatically detect settings
[Juse automatic configuration script

Proxy server

& Local Area Network (LAN) Settings b4

EUsenpmwmu’FnrmLmﬂ'hesesetthgshlmtmﬁvto
dial-up or VPN connections).

i ror: [355 | hvnced |

[-1Bypass proxy server for local addresses

[oc 1 cone

10. Inthe Proxy Settings window, in the Exceptions section, type 192.168.1.100;localhost;127.0.0.1 (values used

here are examples).

Fortilsolator 2.1.1 Administration Guide
Fortinet Technologies Inc.

122



Run web browsers through Fortilsolator

¢ Proxy Settings pd

Servers

| B Type Proxy address to use Port

N = .
HTTP: | 192.168.1.100 |+ [esss |
Secure: 192.168. 1. 100 . | 8388
FTP 92.168.1.100 8888
Socks: -

Use the same proxy server for all protocols

Exceptions
| B Do not use proxy server for addresses beginning with:

-

192. 168. 1. 100;localhost; 127.0.0. 1|

Use semicolons ( ; ) to separate entries.

11. Click OK to accept the settings in all windows.

Verifying Fortilsolator proxy mode with Google Chrome

Use this procedure to verify that Fortilsolator proxy mode is working correctly with Google Chrome.

Steps

1. Inthe Google Chrome browser, type: https://www.google.com.
The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com%2f&ftntcid=3aca306e-
8ba1-4f67-9d94-9767bae08ed9&ftntpasswd=138f4051-2409-459c-a005-d38967ec2d6f.

The page should load successfully with the URL displayed as you typed it (https://www.google.com).
2. Check the browser console to make sure that it is connecting to the internal IP address of Fortilsolator (for
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example, 192.168.1.100).

- o x
@ Google x o+
= c B hitps/fwww.google.com o T e
We've detected you're using an older version of Chromae. ! weC =1 ﬂ Elemernts Consale Souwrces  MNetwork Peformarce ®» @2| I X
[ & | eep ¥ | @ | Filter Dhadaut levels

enter iniTNeTwOrs, Coanedt To 192.168.1.108: 40951

¢id i3 Jacaibbe-Boal-4FfE67-20%4-376ThaedBecd pasdwmd 15 I3BFE051- fiat §2:1553
2485 - 455 - o085 - Q1S4 Te c 2ARS

A9BSR T s P R r =051
-] f'oru is Dlet*

'r:_ﬂ e an insecure favicon 147

fgntyr lahtbocKia i poogle cosiddavicon jeo’. This reguest has been

blocked; the comtent must be served owver HTTPS.

Sending resdy sessage

delley start wtil we receive resdy ssssage
event logeftnt-credential uwsersBacaldbe-Boal-SF47-5d94-
767oaedBed? passwds1IGFED5] - 2429 -455¢ - p0O0 -dIERETeC 2AEF

updptessdress: PETRS:/ www. google Comf
fixUrlfeverse: false, null

Update wrl and replace history: hitoss) e gocgle. com

wvint log=initSession wiath=571 nelgnt=631 url-pttos://wwe @o0@ Lot 35
1g.ces/ devidesgeskton forwdrd=fhlie

résizeMainCanvas: weST1 heé3l

Google Search I'm Fee

change title Google frnt,. s:0e8

B Privacy that works for evedyone. Choosewt||

Achvertising Business

Using proxy mode with Internet Explorer

Use this procedure to configure proxy mode with Internet Explorer.

M, Pre-requisites
9 Please follow Using IP Forwarding mode with Internet Explorer on page 106 step 1 to install
- Fortilsoaltor “ca.crt” certificate prior to using proxy mode.

Steps

1. Open an Internet Explorer browser window and click the gear icon at the top right corner to open browser settings.
2. Select Internet options from the settings menu.
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F=3 EoB =<7
I o
i > &
i Print
File »
Zoom
Safety 4
Add site to Start menu
View downloads Ctrl+J

Manage add-ons
F12 Developer Tools
Go to pinned sites

Compatibility View settings

Report website problems

Internet options
About Internet Explorer

3. Navigate to the Connections tab and select the LAN settings button.

Intermet Options

General | Seauity | Privacy |Cmnent| Connections |ngrm | Advanced|
Q To set up an Internet connection, dick
Setup.

Dial-up and Virtual Private Network settings

Choose Settings if you need to configure a proxy

server for a connection.

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections. LAN settings
Choose Settings above for dial-up settings.

4. Make sure the Automatically detect settings box is not checked. (If it is checked, uncheck it).

5. Check the Use automatic configuration script box and paste your proxy IP address into the Address field and
click OK.

Local Area Network (LAN) Settings X

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings
[+ Use automatic configuration script

ricress N> 7|

Proxy server

O Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

I Fort: | 8888 Advanced

Bypass proxy server for local addresses

o] [

6. Navigate to the Security tab and select the Local intranet zone.
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Internet Options

Select a zone to view or change security settings.

General Security Privacy Content Connections Programs Advanced

4 x

Internet Trusted sites  Restricted
sites

found on your intranet.

Security level for this zone
Allowed levels for this zone: All
Medium-low
(intranet)
- - Most content will be run without prompting

- Unsigned ActiveX controls will not be downi
- Same as Medium level without prompts

[oc ][ conce

Localintranet
‘ This zone is for all websites that are

- Appropriate for websites on your local network

[ Enable Protected Mode (requires restarting Internet Explorer)
| costomlevel.., | | Defeudtlevel

Reset all zones to default level

you
loaded

Apply

7. Click the Sites button to configure how Intranet sites are detected.

8. Make sure that at the very least the Include all sites that bypass the proxy server box is not checked. We
recommend that all the options for these settings are not checked when possible. Click OK.

Local intranet

the local intranet zone.

[[] Automatically detect intranet network
[Jindude al local (intranet) sites not

X

. Use the settings below to define which websites are induded in

listed in other zones

I_D[ndudealsbesﬂﬁatbypasshegowsemer I

[indude al network paths (UNCs);

What are intranet settings? | Advanced E Cancel

9. Close and restart Internet Explorer.

Verifying Fortilsolator proxy mode with Internet Explorer

" fis_windows1d

e @ hittps//172.30.157.14/isclstor/plogin/http://yshoo.com

Isolator Login

Username

Enter Usemame
Password

Enter Password
Guest

Fortilsolator stores cookies on your computer to give you
our use of cookies.

N

P~ @< | @ solator Authentication

the best possible. By

x
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|. fis_windows10

e & https://wurviyahoo.com P~ @c| @ vahoo

s

A S5

B=g Mail  Coronavirus  News  Finance  Sports  Politics Life @0 Y Shopping

Trending Now

- White House task force holds briefing on U.S. response to pandemic
. 1. Selena Quintanilla

2. Coronavirus
3. Amanda Holden

Crowd packs beach

4. Colin Hanks
MV_E&LLWMMQ

5. Christina Aguilera

“Itwas as if they had been cooped
up for 50 long, for years.’
Randi Kaye described the scene..
*So many people standing
around’ »

DOM

Do |

Bl censee
018 X

userid is # 70506

connectServer: wss://172.30.157. 74:8887 /wsiporta33345

change title Yahoo

Sending ready message

delay stort until we recelve ready message

credentisl us 5661 78585
event logeinitSession widthe1024 heightsd23 url=https://we.yshoo.com/ devicesdesktop forwardefolse
resizetainConvas: we1024 he423

event loga#

Using proxy mode with Edge

Use this procedure to configure proxy mode with Edge.

Steps

1. Open an Edge browser and click the gear icon at the top right corner to open browser settings.

2. Select Settings from the menu.

B3 New window Ctrl=N
New InPrivate window Ctrl=Shift+P
Zoom — 100% + /
Y= Favorites Ctrl<I
£ Reading list Ctrl+M
[IY Books Ctrl+Shift+U
0 History Ctrl+H
| Downloads Ctrl+)
{3 Extensions

Show in toolbar >
= Print Ctrl+P
2 Find on page Ctrl+F

<3 Pin this page to the tas

More tools >
#53 Settings
? Help and feedback >

3. Click on Advanced.
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Advanced =
5 General
£ Privacy & security Site settings

Adobe Flash

Keep this turned off to stay safer on the web

Use Adobe Flash Player

@ o

Media autoplay
Control if audio and video play automatically on

Website permissions
Control what content sites can show and the
information they use while you browse

Proxy setup
A proxy is another computer through which you

you stay anonymous or filter websites.

connect to the internet. In some cases, it may help

Proxy
Automatic proxy setup

Use a proxy server for Ethernet or Wi-Fi connections. These settings
don't apply 1o VPN connections.

& status Automatically detect settings
@ on
Ethemet
Use setup script
 oaw & or
VPN Seript address
‘http://192.168.1.99/proxy.pac
Data usage
Save
8 by U

Manual proxy setup

Use a prowy server for Ethermet of Wi-Fi connections. These settings
don't apply to VPN connections.

Use a proxy server
@O on

Address Port
192.168.1.99 8688

Use the proxy server except for addresses that star with the
following entries. Use semicalons () to separate entries.

5. Enable Manual proxy setup, paste your proxy IP address into the Address field with port 8888 and exception

list:
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Settigs - o x
@ Home Proxy
[
Find a setting 2|
Script address
Network & Internet hitp//192.168.1.99/proxy.pac
& Satus Save
2 Ethemet
Manual proxy setup
® Dial-up Use a praxy server far Ethemet or Wi-Fi connections. These settings
don't apply to VPN connections.
® VPN
Use a proxy server
@ Datausage @ on
@ Proxy Address Port

Use the proxy server except for addresses that start with the
follawing entries. Lise semicolons () to separate enties.

localhost192.168,1.95;

B Don't use the proxy server for local (intranet) addresses

Save

6. Click Save to exit from Settings, and restart Edge browser.

Verifying Fortilsolator proxy mode with Edge

- i Google X

« = X @ 6 | https;//www.google.comforti_isolator_redir2?ftntsessid=eaaSdde6387896e9f64adff2(1022132ad0d9e37295098: b4 = L = e

e 5 0O @ £ httpsy//www.google.com/ * = Lo

About  Store Gmail Images i m

Google

Google Search I'm Feeling Lucky

PAC file mode

PAC file mode with Mozilla Firefox

Importing the Fortilsolator certificate into the Mozilla Firefox browser

Use this procedure to import the Fortilsolator certificate into the Mozilla Firefox browser.
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Steps

1. To download the Fortilsolator certificate (ca.crt) and import it into the Mozilla Firefox browser, follow these steps:
a. Inthe Mozilla Firefox browser address bar, type http://<internal IP address>/ca.crt.

e Where<internal IP address> isthe |P address of the Fortilsolator internal interface. For example,
the IP address of the internal interface that you configured in step 3 of Installing Fortilsolator 1000F on

page 8
b. Inthe Downloading Certificate window, select the Trust this CA to identify websites checkbox.
c. Click OK
Gl m. O o1t

Downloading Certificate b

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “.fortinet.com” for the following purposes?
[_] Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

Cancel

Configuring PAC file mode in Mozilla Firefox

Use this procedure to configure PAC file mode in Mozilla Firefox.

Steps

1. Open the Moxzilla Firefox browser.

2. Inthe menu, click Options.

3. Click General.

4. Inthe Network Settings section, click Settings.
5.

In the Connection Settings window, select Automatic proxy configuration URL, and enter http://<internal_
IP_address>/proxy.pac.
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E COMI - Tera Term VT —

File

show

Password:

Login incorrect

Fortilsolator login: admin

Password:

> shouw

Conf igured parameters:
Interface internal IPv4 IP: /22 MAC: BA:9@:@AB:7
Interface ngmt IPv4 IP: s24 MAG: BB:98:8B:6D:

IPv4 Internal Gateway:

hostname H Fortilsolator

dns server H

dns ruer H

build number H AA82(interim>

date time H 2819-87-15 11:41:36 PDT

ip mapping <UVIP> H

mapping for port 443 <UIP>: 12443

r;aElping for port BB87? (VIP>: 12887

Edit Setup Control Window Help

Google 'ﬁ Options CNM - Breaking News, Latest Nev

© Firefox about:p#’general

Connection Settings

Configure Proxy Access to the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings

Manual proxy configuration

—
A

e this proxy server for all protocols

[ ] %ﬂutomatic proxy configuration URL

http:// /proxy.pac Reload

No proxy for
/24, /24, , /24, /24, /24

Example: .mozilla.org, .net.nz, /24

Do not prompt for authentication if password is saved v

OK Cancel Help

6. Click OK.
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Connection Settings x

Configure Proxy Access to the Internet
MNo proxy
Auto-detect proxy settings for this network
Use system proxy settings
Manual proxy configuration
HTTP Proxy Port
Use this proxy server for all protocols
Port
Port
Port
SOCKS v4 SOCKS w5

®) Automatic proxy configuration URL

hitp:// /proxy.pac

Verifying Fortilsolator PAC file mode with Mozilla Firefox
Use this procedure to verify that Fortilsolator PAC file mode is working correctly with Mozilla Firefox.

Steps

1. In the Mozilla Firefox browser, type: https://www.google.com.

The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com %2f&ftntcid=853d1061-
b79c-486b-b4f8-0984c7aedb8b&ftntpasswd=8b217bea-34d0-4b11-a3d9-dd34f4a99108.

The page should load successfully with the URL displayed as you typed it (https://www.google.com).
2. Check the browser console to make sure that it is connecting to the internal IP address of Fortilsolator (for
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example, 192.168.1.100).

Google X -i:ﬁ Options X Google

<« ¢ @

Avout store G o gl e

7+ n @ & =

Gmail Images 5% m

w.google.com

{=

-

il o P i, T e e o

Console [ Debugger {3 Style Editor () Performance ER Memory Tl Metwork E Storage 'ﬁ' Accessibility |j:| ses X
DPerswstLogs

@ O Inspector

[ | 7 Filter output
| Errors | Warnings | Logs | info | Debug |
[HTTP/1.8 Connection Established 5ims]

1. google. com/

w GET https:/

Headers Cookies Params Response Timings Stack Trace Security

Request URL: https://www.google.com/

Request method: GET

Remote address: 1BEER

status code: Connection Established (3)
version: HTTP/1.8

W Filter headers
Raw headers

w Response headers (115 B)

cache-Control: max-age=2, no-cache, no-store, te, post-check=2, pre-check-2

Connectien: Kei

content-enceding: identity

Content-Length: 318

Content-Type: text/html

Evnirec: @ v
w GET http:// :2888/forti_isclater_rediri?ftnturl=httpsX3akafizfwem.google. com¥2f [HTTP/1.1 3@2 Found ems]

Headers Cookies Params Response Timings Stack Trace
Request URL: http:// :2888/Forti_isolator_redirl?ftnturl=https¥3ak2f2fums. google . comiaf
Request method: GET
Remote address: 18288
status code: 382 Found

version: HTTP/1.1

PAC file mode with Google Chrome

Importing the Fortilsolator certificate into the Google Chrome browser

Use this procedure to import the Fortilsolator certificate into the Google Chrome browser.

Steps

1. To download the Fortilsolator certificate (ca.crt) and import it into the Google Chrome browser, follow these steps:
a. Inthe Google Chrome browser address bar, type http://<internal IP address>/ca.crt (for example,

http://192.168.1.100/ca.crt).
o where<internal IP address> valueisthe IP address of the Fortilsolator internal interface. For

example , the IP address of the internal interface that you configured in step 3 of Installing Fortilsolator
1000F on page 8.
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b.

& MewTab ® 4k
C @ 192.168.1.100/ca.crt
i Apps G Google 001

@ TR P & 1

658 @
B &' WQ“ =

Search Google or type a URL

.)"'\
\_(\

g This type of file can harm your computer.

Kee Discard
Do you want to keep ca.crt amyway? P

c. Click Open to import the ca.crt certificate into Google Chrome.

Open File - Security Warning X
Do you want to open this file?

MName: Ch\Usersy \Downloads\ca.crt
A Publisher: Unknown Publisher
Type: Security Certificate
From: CA\Usersy “Downloads\ca.crt

o | o]

[ Always ask before opening this file

- While files from the Internet can be useful, this file type can potentially
@ harm your computer. If you do not trust the source, do not open this
software. What's the risk?
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d. Click Install Certificate.
ai Certificate b4

General Datails Certification Path

@.ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: .fortinet.com

Issued by: .fortinet.com

Valid from 10/9/2018 to 7/29/2021

Install Certificate...| | Issuer Statement

-
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e. Select Local Machine, and click Next.

A Certificate Import Wizard

Welcome to the Certificate Import Wizard

Thiz wizard helps you copy cerbificates, certificate trust ksts, and certificate revocation
lists from your disk to a certificate store.

A certificate, which i issued by a certification authority, is 8 confirmation of your ideniity
and contains information used to protect data or to establish secure network
connectons. A certificate store is the system ares where certificates are kept.

Store Locabon
() Current User

To continue, dick Mext,

| @lied | | Cancel
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f. Select Trusted Root Certification Authorities, and click OK.

& &¥ Certificate Import Wizard

Cartificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a cerfificate store, or you can spedfy a location for
the certificate.

() Automatically sslect the certificate store based on the type of certificate
(%) Place all certificates in the following store
Certificate stose:

Select Certificate Store .

Select the certificate store you want to use.

| Persanal A
)
1 Enterprise Trust
1 Intermediate Certification Authorities
| Active Directory User Object

Truschad By dlichars

€ »
Cancel

{ [Jshow physical stores

[ ][ comd

Configuring PAC file mode in Google Chrome
Use this procedure to configure PAC file mode in Google Chrome.

Steps

Open the Google Chrome browser.

In the menu, click Settings.

Expand Advanced.

In the System section, click Open proxy settings.

In the Internet Properties window, click the Connections tab.
Click LAN settings.

In the Automatic configuration section, select Use automatic configuration script, and enter
http://<internal_IP_address>/proxy.pac in the Address field.

Noooh,~ooDdb-=
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8. Click OK to accept the settings in all windows.

= Settings Q, Search settings

Printing
[ € Internet Properties 7 *

Printers & fortissl settings x '

Automatic configuration

Google Cloud £ Automatic configuration may override manual settings. To ensure the

use of manual settings, disable automatic configuration.
[] Automatically detect settings

Accessibility Use automatic configuration script

Address | http:// Joraxy pad |

Add accessibili Proxy server o7

Open Chrome \
P 0 Use a proxy server for this connection (These settings will not

apply to other connections).

Address: Faort; | 8888 Advanged

System
s Bypass proxy server for local addresses

Cantinue runnif |~ Dial-up settings

User name: | | Properties
Use hardware & Password: | | Advanced
Dornain: | |
Open proxy sef| 4

Reset and clean
oK Cancel Apply

Restore settings to their original defaults »

Clean up computer »

Verifying Fortilsolator PAC file mode with Google Chrome
Use this procedure to verify that Fortilsolator proxy mode is working correctly with Google Chrome.

Steps

1. Inthe Google Chrome browser, type: https://www.google.com.
The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com%2f&ftntcid=3aca306e-
8ba1-4f67-9d94-9767bae08ed9&ftntpasswd=138f4051-2409-459c-a005-d38967ec2d6f.

The page should load successfully with the URL displayed as you typed it (https://www.google.com).
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2. Check the browser console to make sure that it is connecting to the internal IP address of Fortilsolator (for
example, 192.168.1.100).

= (m] X
G Google H3 +
&« c 8 https//www.google.com * @ o :
“ R [] | FEements Console Sources Network Performance Memory  Application ™
[ ® | top Y| @ | Fiter o
» i= 205messag..  enter initletwork, conmect to 148507 fint.js:1813

cid is bd@lceSe-d7@c-4788-81ad-c9ccBc@2297d passwd is 76BCBFF3- ftnt.js:1814

> © 05userme.  cagg suig bres 34889062601

@ Noerrors connectServer: wss:/ 18887 /ws 2port=40507
Mo wamings Sending ready message
» @ 205info Gelay start until we receive ready message
event log=ftnt-credential user=bd@lceSe-d78c-4788-81ad-
» & 1verbose €9ccBcB2297d passud=760cEFF3-5489-441d-bFCE- c 3488962621

updateAddress: https://www.google.com/

fixUrlReverse: false, null
Update url and replace history: https://wws.google.com/

event log=initSession width=966 height=1889 url=https://www.googl
e.com/ device=desktop forward=false

resizeMainCanvas: w=966 h=1883

change title Google Ftnt.js:1860
[Viclation] Forced reflow while executing JavaScript took 57ms

resizeMainCanvas: w=966 h=781 ftnt.is:214
resizeMainCanvas: h=781
GDOQ'E Search I'mFE resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
Adverising  Business  How Search works resizefiainCanvas: =7l
it resizeMainCanvas: h=781

‘ r piaiar e wesa7 ngen h

Logging in as end user

If it is the end user's first time browsing the web through Fortilsolator or if the browser cache has been cleared, the end
user will be prompted to log into their user account through the following login page:
(<] Isu\atorAuthantlcaw X + Q

&« C & 192.168.1.101/isolator/login/htips://www.google.com T B

Fortilsolator

Isolator Login

Username

Enter Username
Password

Enter Password

Guest |
Fortilsolator stores cookies on your computer to give you the best experience possible. By continuing to use this service you accept our use of cookies.

NTLM Authentication
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Login options

End users can log into Fortilsolator in one of three ways:

o Local user - User enters their designated username and password
« Guest user - User leaves Username and Password fields blank and checks the Guest box

« Single sign-on - User clicks on the NTLM Authentication link, which will prompt the end user to enter their
organization's single sign-on credentials. See User definition on page 82 for information on how to set up single
sign-on.

Copying and pasting text

Use this procedure to copy and paste text in a browser that is running through Fortilsolator.

Steps

In a browser, select text that you want to copy, and then right-click.

Click Copy.

Navigate to the location where you want to paste the text, and then right-click.
Click Paste.

A oODbd =

Downloading files

End users are able to download files up to a certain file size while browsing through Fortilsolator if the administrator has
configured the Isolator Profile settings to allow it.

Steps

1. Right click on the file you wish to download and a menu will appear.

Show Dovwnleading Dialog

Save as .

View page source

2. Click Save as... and the Downloads dialog box will pop up, displaying the file name and a link to download the
file. If the vscanner capability is enabled on the Isolator profile settings by the administrator, the dialog will show
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the scanning status of the file.

File Name Status Action
trading 1 01basice pdf | SCANNED:10{% | Dowmload..

3. Once the file has been scanned, the file is now safe to download. Click the Download link under Action to
download the file.
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Utilities and diagnostics

Utilities

ping Test network connectivity to another network host

Utility Definition
nslookup Basic tool for DNS debugging
fnsysctl disp Display conf, category or log

fnsysctl tail Display the last part of conf, category or log

Diagnostic tools

Tool Definition

hardware-info Display general hardware status information
diagnose-nic Display general network interface setting

diagnose-wf Test and show WF action for an URL
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