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Change log

Change log

Date Change Description

2025-10-10 Initial document release.
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Introduction

This document provides information about all the syslog messages applicable to the FortiEDR 7.2. It
provides administrators more information about specific syslog entries and messages.

For more information on configuring syslogs, see the FortiEDR Administration Guide.
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https://docs.fortinet.com/document/fortiedr/7.2.99/administration-guide/109591/syslog

Syslog information

Syslog information

Syslog types

Each syslog message contains a Type (type) field that indicates its source.

Type Description

Security event FortiEDR security events.
System event System events regarding FortiEDR deployment health.
Audit trail Audit records of the FortiEDR console audit log.

Syslog message format

The FortiEDR syslog messages contain the following sections:

Facility Code: All messages have the value 16 (Custom App).
Severity: All messages have the value 5 (Notice).

MessageType: Enables you to differentiate between syslog message categories — Security event,
System event, or Audit trail.

Message Text: Contains the name and value of all the selected fields.

For example, Device name: Laptopl23. Each field is separated by a semi-colon (;).

Time: Syslog events time in UTC format.
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FortiEDR syslog messages

FortiEDR syslog messages

The following table shows the standard format that is used for each syslog type described in this document.

Syslog Field LEEF Field CEF custom label Description Data Length
value Type
Organization  Organization  cs1 csl1lLabel=0rganization Name of the String 100
organization
the system
event belongs
to.
Event ID Eventld eventid — Security event Integer 10
ID

automatically
generated by
the FortiEDR
Manager.

Custom fields in CEF format (such as cs7) should be sent with the matching CEF custom label value in
order to define the display label for this custom field to the consumer system. The message then includes
the following two fields:

1. CEF custom label value

2. CEF field name (such as cs7) that holds the actual value of the field

For example, for Organization “Marketing”, FortiEDR sends the following two CEF fields in the message:
"csl1Label=0rganization” and “cs1=Marketing”.

The following sections list the FortiEDR 7.2 syslog messages.

» Security event on page 7
e System event on page 16
« Audit trail on page 18

Security event

The following table describes the fields in security events. The order that the fields are listed reflects the
order of the fields in security event syslog messages.

Syslog LEEF Field CEF Field' CEF custom label Descrlptl Data Len
Field value Type | gth

Name of
Organization cs Z?Label SOl the String | 100

Organiz
ation
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CEF custom label Descripti
value on

LEEF Field CEF Field!

organizati
on the
security
event
belongs
to.

cs2Label=0Organizati ID of t.he .| Intege
organizati

onld r
on.

Organiz N
ation ID Organizationld cs2

Security

event ID

automatic
Event | byentid eventid — ally Intege | 44
ID generated | r

by the

FortiEDR

Manager.

Raw data
ID of the
security
event,
Raw which is Intege
RawDatald cs6 cs6Label=RawDatald | automatic
Data ID r
ally
generated
by the
FortiEDR
Manager.
. Protected
Device Hostname Shost = device String 100
Name

name.

State of
the device
triggering
the event.
The state

Device DeviceState cs5 cs5Label=DeviceStat o2 5 String 25

State € one of the
following:
e Degra
ded
¢ Disabl
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CEF custom label Descripti
value on

LEEF Field CEF Field!

ed
¢ Disco
nnect
ed
¢ Runni
ng
Operati Prot'ected
device

ng oS cs3 cs3Label=0S . String | 100
operating
System

system.

Name of
Process oz fname — tr;icess Strin 320
Name p' i ° oo
triggering
the event.

Path of
the
Process | .. . . 320
Path filePath filePath = pr'oces's String 00
triggering
the event.
Bitness of
Process the
AppBitness AppBitness = process: String | 5

1595 32 or 64
bit.

Severity of
Severit sev Severity — the event. String | 25
y Legacy

field.

Security
grade of
the event.
The grade
can be

one of the
Classifi | Classification Classification — following: String | 25

cation * Malici
ous

e Suspi
cious

. PUP
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LEEF Field

CEF Field!

CEF custom label
value

Descripti
on

Destina

tion Ees

Al FirstSeen
Seen

=2 LastSeen
Seen

dst

deviceCustomDate
1

deviceCustomDate
2
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deviceCustomDatelL
abel=FirstSeen

deviceCustomDate2
Label=LastSeen

¢ Incon
clusiv
e

e Likely
Safe

+ Safe

Destinatio
n of the
event. The
target can
be IP, URL,
port, file
creation,
etc.

String | 255

Time of

the first
occurrenc

e of the

eventin

uTC

format:

DD-MM-

YYYY, Times
hh:mm:ss. | tamp
FortiEDR

uses the

Collector

device's

time when
tracking

security

events.

18

Time of

the last

occurrenc

e of the

eventin

uTC Times
format: tamp
DD-MM-

YYYY,

hh:mm:ss.
FortiEDR

18
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CEF custom label
value

LEEF Field CEF Field!

Action Cat act —
Count Count cnt —
Certific AppSigned AppSigned =
ate
R‘ules Alerts reason —
List
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Descripti
on

uses the
Collector
device’s
time when
tracking
security
events.

The action
taken
upon the
event. The
action can
be either
“logged”
or
“blocked”.

Number of
occurrenc
es of the
Raw Data
Item (RDI).

Signed
status of
the
process
triggering
the event.
The status
can be
“yes” or
“no”.

Security
policy
rules
triggering
the event.
Refer to
Out-of-
the-box
policies
for a full
list of
predefine

String

Intege

String

String

50

3

500

L


https://docs.fortinet.com/document/fortiedr/5.2.0/administration-guide/236616/out-of-the-box-policies
https://docs.fortinet.com/document/fortiedr/5.2.0/administration-guide/236616/out-of-the-box-policies
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Users

MAC
Addres
s

Script

Script
Path

Autono
mous
System

Country

LEEF Field

usrName

srcMAC

ProcessScriptMod
ule

ProcessScriptMod
ulePath

ASN

Country

CEF custom label
value

CEF Field!

suser —

dmac —

ProcessScriptMod
ule

ProcessScriptMod
ulePath

ASN =

calLanguage =
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Descripti
on

d policies.

Names of
device
logged
users at
the time of
the event.

String

Protected
device
MAC
Address.

String

Name of
the script
the
process
has run.
This field
applies to
only
security
events
that
include
scripts.

String

Path of
the script
the
process
has run.
This field
applies to
only
security
events
that
include
scripts.

String

ASN of the
destinatio
nIP.

String

Name of

country String

750

170

320
00

320
00

255

255

12
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Process
Hash

Source
IP

Threat
Name

Threat
Family

Threat
Type

LEEF Field

ProcessHash

Src

ThreatName

ThreatFamily

ThreatType

CEF Field!

fileHash

deviceTranslatedA
ddress

threatAttackID

threatActor

frameworkName
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CEF custom label
value

Descripti
on

the
destinatio
nIP
belongs
to.

Hash of
the
process
triggering
the event.

The
protected
device IP.

Name of
the threat
if the
process is
an
identified
threat.

Family of
the threat
if the
process is
an
identified
threat.

Type of
the threat
if the
process is
an
identified
threat.

String

String

String

String

String

40

255

250

200

200

13
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Remedi
ation
Process
es

Remedi
ation
Files

MITRE
Techniq
ues

LEEF Field

TerminateProcess
ProcessName,

TerminateProcessl
d

ExecutablesToRe
move

MitreTags

CEF custom label
value

CEF Field!

TerminateProcess
ProcessName,

TerminateProcessl
d

ExecutablesToRe
move

MitreTags =
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Descripti
on

List of

processes

that

FortiEDR

attempted

to kill if

the . 100
Process Sl 0
Terminati

on action

has been

triggered

by the

event.

List of

files that

FortiEDR

attempted

to delete if

the File String 100
Remediati 0
on action

has been

triggered

by the

event.

MITRE

technique

associate String 300
d with the 0
event, if

any.
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Target

Comma
nd line

Remote
Connec
tion

Deploy
ment

Stack
Hashes

LEEF Field

EventTarget

EventCommandLin
e

RemoteConnection

Deployment

StackHashes

CEF Field!

EventTarget

EventCommandLin
e

RemoteConnection

Deployment

StackHashes
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CEF custom label
value

Descripti
on

Target of
the
operation
that
triggered
the event.
The target
can be a
file/proce
Ss,
registry
key, or
CVE
Identifier.

Command
line
involved in
the event,
if any.

IP address
of the
remote
host, if a
remote
host
initiated
the
exploitatio
n of the
triggering
device.

Server
name.

Hashes of
files on
the
process
stack.

String

String

String

String

String

200

200

200

64

512
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CEF custom label Descripti
value on

LEEF Field CEF Field!

Signed

Stack s'tatus of
files on

Certific | StackCertificates StackCertificates — String | 64

the
ates
process

stack.

Custom fields in CEF format (such as c¢s7 and deviceCustomDateT) should be sent with the matching CEF
custom label value in order to define the display label for this custom field to the consumer system. The
message then includes the following two fields:

1. CEF custom label value

2. CEF field name (such as cs7) that holds the actual value of the field

For example, for Organization “Marketing”, FortiEDR sends the following two CEF fields in the message:
“cs1Label=0rganization” and “cs1=Marketing”.

System event

The following table describes the fields in system events. The order that the fields are listed reflects the
order of the fields in system event syslog messages.

Descriptio
LEEF Field | CEFFielq' | CEF custom label n
value

Name of
the
Organiza o o organizatio .
tion Organization | cs1 csllLabel=0rganization | n the String 100
system
event
belongs to.
One of
Type of the the
message, following
such as fixed
Message | MessageTyp cs2 cs2Label=MessageTy ?::;:d, String values: .
Type e pe ; + Audit
security
event, or * Secu
system rity
event. fven
FortiEDR 7.2 Syslog Message Reference 16
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LEEF Field CEF Field'

CEF custom label

value

Descriptio

n

Server

Servername | cs4
Name
Date and Date deviceCustom
Time Date1
Compone
nt Component cs6

FortiEDR 7.2 Syslog Message Reference
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cs4lLabel=Servername

deviceCustomDatellLa
bel=Date

cs6Label=Component

Name or
address of

the

FortiEDR
Manager
that
initiated

the

message.

Time of the
occurrence

of the
eventin
uTC

format: DD-

MM-YYYY,
hh:mm:ss.
FortiEDR
uses the
Central
Manager’s
time when
tracking
system
events.

FortiEDR

component

type. It can
be one of

the

following:

Collect
or

Core
Manag
er

Aggreg
ator

String

Timesta
mp

String

e Syst
em
Even

128

18

100

17
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Descriptio
CEF custom label n
value

LEEF Field CEF Field'

» Reposi
tory

e Licens
e

Name of
Compone | Component cs5 cs5Label=Component | the

nt Name Name Name componen
t.

String 150

Descripti Description reason = Sl String 300

on the event.

Custom fields in CEF format (such as cs7 and deviceCustomDateT) should be sent with the matching CEF
custom label value in order to define the display label for this custom field to the consumer system. The
message then includes the following two fields:

1. CEF custom label value

2. CEF field name (such as cs7) that holds the actual value of the field

For example, for Organization “Marketing”, FortiEDR sends the following two CEF fields in the message:
"csl1Label=0rganization” and “cs1=Marketing”.

Audit trail

The following table describes the fields in audit trails. The order that the fields are listed reflects the order
of the fields in audit trails syslog messages.

CEF custom label Descriptio
value n

LEEF Field CEF Field'

Name of
the
organizatio
csl csllabel=0Organization | nthe String 100
system
event
belongs to.

Organizat | Organizati
ion on
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LEEF Field

Message | MessageT
Type ype
Server Servernam
Name e

Dgte and Date

Time

CEF Field’

cs2

cs4

deviceCustom
Date1
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CEF custom label
value

cs2Label=MessageTyp
e

cs4lLabel=Servername

deviceCustomDatella
bel=Date and Time

Descriptio
n

One of
the
following
fixed
values:

e Audit

e Secu
rity
Event

e Syste
m
Event

Type of the
message,
such as
audit
record,
security
event, or
system
event.

String

Name or
address of
the
FortiEDR
Manager
that
initiated the
message.

String 128

Time of the
occurrence

of the

audited

action in

uTC

format: DD-
MM-YYYY, Timesta
hh:mm:ss. mp
FortiEDR

uses the

Central
Manager’s

time when
tracking

audit trails.

18
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CEF custom label Descriptio
value n

LEEF Field CEF Field’

Name of
the
FortiEDR
module
where the
audited
action was
cs3 cs3Label=Sub-system | performed. | String 25
For
example:
Administrat
ion,
System,
System
Events.

Sub- Subsyste
system m

Name of
the user
usrName suser = performing | String 250
the audited
action.

User
Name

Details of
reason = the audited | String 1500
action.

Descripti | Descriptio
on n

Custom fields in CEF format (such as cs7 and deviceCustomDateT) should be sent with the matching CEF
custom label value in order to define the display label for this custom field to the consumer system. The
message then includes the following two fields:

1. CEF custom label value

2. CEF field name (such as cs7) that holds the actual value of the field

For example, for Organization “Marketing”, FortiEDR sends the following two CEF fields in the message:
"csl1Label=0rganization” and “cs1=Marketing”.
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