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FortiNDR Cloud release notes

This document provides information about FortiNDR Cloud releases.

FortiNDR Cloud is a SaaS network security monitoring platform designed to facilitate rapid detection,
investigations, and threat hunting within your environment. FortiNDR Cloud is designed to be scalable and to

remove the responsibilities of maintaining tooling from security analysts. For more information, see the FortiNDR
Cloud User Guide.
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Version history

Version history

8 April 2026 Version 26.2.0 on page 5
25 March 2026 Version 26.1.b on page 7
11 February 2026 Version 26.1.a on page 13
12 January 2026 Version 26.1.0 on page 22

Version 26.2.0

» Improved functionality
» File analysis
¢ Otherimprovements
* Resolved issues on page 26

Improved functionality

File analysis

File Analysis provides advanced threat detection by inspecting files in transit across network protocols. It can
be enabled as part of the DPI engine features. Using the Antivirus (AV) engine and Al-driven analysis, the
system identifies and logs malicious activity that may bypass standard network telemetry. When enabled, the
system automatically extracts files and submits them for multi-layered inspection.

Feature / Attribute Description

Supported Protocols HTTP, SMB, FTP
File Type Scope Limited to Windows Executable files (including .exe)
Recursive Inspection For archive files, the signature corresponds to the first malicious file

identified within the archive

Size limit 200 MB

Detected threats are categorized by the engine:
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Version history

« AV Engine: Produces high-confidence detections for known malware.

» Al Analysis Engine: An Al-based malware detection engine that analyzes file characteristics to identify
zero-day or evolved threats. Files detected by the Al Engine contain Al.Pallas.Suspicious in the signature
name.

File analysis events are generated only for known or highly suspicious malicious files. Each event includes
contextual data to support threat hunting and incident response. For more information, see File analysis.

To enable the File Analysis feature, go to Settings > Sensors. When File Analysis is enabled, new file_analysis
fields will appear in the investigation results.

& > Sensors >
Sensors for -

CREATED OCATIOH cpu MEMORY EPS BITS/S

~/ Online 2026-03-31 22:16:40 in} m \zure .59% 18.46% 0.2eps 14.611 Kb/s

General

Location: Edit General Settings

Labels:

Features

PCAP Enabled: [ )

Packet Inspection Engine:
¥ suricata

B Payloads

¥ Fortinet DPI

B Payloads | ¥ File Analysis

Other improvements

» The Light/Dark Mode setting is now available in both the Profile menu at the top of the page and the
Settings > Profile page in the left navigation.

» SSL events now support the following fields: ssl_client_ciphers, ssl_client_key_share_groups, and ssl_
server_key_share_group.

» CSV downloads for NL queries with more than three aggregations will include the appropriate column
headers.

e The Packet Capture sensor selector now defaults to no selection and requires users to choose one or more
sensors, including All Sensors, before creating an investigation. The Create button remains disabled until a
sensor is selected, helping prevent accidental captures.

» The Observation Context dialog has been improved for legibility.
¢ The styling in the Detections page has been improved.
» Table view is now the default view in the Triage Detectors page.

e The Resolution History & Context section in the Detection Details page now includes a See Details button
that links directly to the Detection Context page.
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Version history

Version 26.1.b

* New functionality
e DPI Payload
e Detections details page
¢ Improved functionality
¢« Manage annotations
« Entity panel
e Detections
e Otherimprovements
» Deprecated features
e Resolved issues on page 26

"¢ Left navigation is now the default layout in the FortiNDR Cloud portal.

New functionality

DPI Payload

DPI payload capability is now available for sensors running version 2.5.0 or later. This ASCII representation helps
determine whether traffic is malicious or benign. In the Sensor Details page, the Packet Inspection Engine
settings now include additional options for DPI Payloads and DPI File Scanning.

> >

Sensors for

2026-01-20 15:31:47 Unknown ESXi 0%

Offline

General

Location: Unknown Edit General Settings
Labels: N/A

Features

PCAP Enabled: [ Edit Features Settings

Packet Inspection Engine:
¥ Ssuricata

B Payloads

¥ Fortinet DPI

B Payloads @ File Scanning

When these features are enabled, they appear in the Features column of the sensor list, allowing you to quickly
see whether payload inspection or file scanning is active without opening the full sensor configuration.
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> Sensors

Sensors for

Showing 148 sensors (148 active sensors out of 500)

SumicaT), [DPI| SURICATA PAYLOAD DPIPAYLOAD DPI FILE SCANNING

SURICATA [6Pi [BEVICEENRIGHMENT! 0PI PAYLOAD  DPIFILE SCANNING.

STATUS (@

" Online

” Online

A new Payload field has also been added to the investigation results.

EVILEL |

Detections details

The new Detection Details page now provides a consolidated, in-depth overview of an individual detection. To
access the page from the Detections table, click a row or select the See Detection Details icon. This updated
view brings together all essential information, including source and destination IPs, event timelines, resolution

4500084280885080804808608d2c ac 188829
ac1888d6bf3260160060061708006016
50818888020740000000084bcB8 148653

38f19cfbeb647@bc f542182eBbafeene 8

B8496469666669652d68656c 6c6d616e
2d67726f75702d65786368616e67652d
7368613235362c6469666669652d6865
6c6c6d616e2d67726f75762d657863 68
616e67652d7368613531320000012265
636473612d736861322d6e6973747032
35362d636572742d763031486f 70656e
7373682e636f6d2c65636473612d7368
61322d6e697374703338342d63657274
24763031406 7065667373682 636f 6d
2c65636473612d736861322d6e697374
783532312d636572742d7638314867 70
656e7373682e636f6d2c7373682d6564
32353531392d636572742d7630314086f
78656e7373682e636f6d2c7373682d72
73612d636572742d763831486f 78656
7373682¢636f6d2c65636473612d7368
61322d6e697374703235362c 65636473
612d736861322d6e697374783338342¢c

LIdif
-grou
sha2s
llman
ange-
cdsa-
56-ce
ssh.c
az-ni
-vele
,ecds
p521-
enssh
25519
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sa-ce
ssh.c
az-ni
a-sha

Cancel (O copy basesa

history, detection context, and related events.

The improved layout also highlights related detections to help you quickly identify recurring issues, while clearly
presenting event information for observation-based detections. This unified view eliminates the need to

navigate across multiple pages.
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'@ Anew Create Incidents feature is available in the Detection Details page and related views starting in
" version 26.1.b. This feature requires an active Fortinet Automation Service subscription. Customers
with an active subscription can access the feature in the forthcoming Service Pack 1.0.3 release,
which will include support for ServiceNow and Jira connectors and their associated playbooks.

FortiNDR Cloud UaT © 2207:370TC @ Amelia -Fortinet. v B3 v @ v TonyC

> > Detection Detalls

Match a single IP

Monitored Device: IP Address Q_start Investigation Resolve Assign

Devices %2 Incident Event Timeline

SRC A
@ DST R

RISK SCORE

onfinance || applicationtest | identifie

‘@ Detection Overview B Event Details

EVENTTYPE:
NAME c CONFIDENCE FIRST SEEN
flow

Match a single IP Attack: Infection Vector 20260319 23:3213 (UTC)

L ASSIGNMENT

20260323 21:33:55 (UTC) Unassigned

oE: oN
mateh this ip

~\ Resolution History & Context

DETECTION CONTEXT

Same day s ct Same day

Executable Download Via

Powershell

LAST SEEN: 2026-03-23 21:33:55 (UTC)
FIRST SEEN: 2026-03-19 23:32:13 (UTC)
EVENT COUNT: 336

CATEGORY: AttackExploitation
TECHNIQUES: T1071

Match a single IP

LAST SEEN: 2026-03-23 21:33:55 (UTC)
FIRST SEEN: 2026-03-19 23:32:13 (UTC)
EVENT COUNT: 336

CATEGORY: AttackiInfection Vector
STATUS: Active

Cobalt Strike Payload Download

LAST SEEN: 2026-03-23 21:33:55 (UTC)
FIRST SEEN: 2026-03-15 10:19:41 (UTC)
EVENT COUNT: 1308

CATEGORY: Attack:Infection Vector
STATUS: Active

STATUS: Active

This Detector (1085) This Device IP (2) SEVERITY: GONFIDENGE: SEVERITY: GONFIDENGE: SEVERITY: CONFIDENCE:
8 Auto Resolved

Indicators

Showing first 50 events sorted by timestamp ascending Visible Columns  All Columns |

timestamp

B Choose a date ra
20260319 23:3213 Z applicationfinanc M
20260319 23:32:20 Z applicationfinanc
20260319 233228 2 application-finan @
2026-03-20 00:04:29 2 applicationfinanc &
2026-03-20 00:04:36 Z applicationfinanc M
2026-03-20 00:04:44 2 application:financ
2026-03-20 00:36:45 2 applicationfinanc @&

2026-03-20 00:36:52 7 application:finang @&

» D B> DD DD D
€ E E €E E E E € E

20260320 00:37:00 2 applicationifinanc gl
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Improved functionality

Manage annotations

A new CSV download option has been added to the Manage Annotations page, providing download buttons for
both the Annotations and Entities table. The downloaded file uses the same structure required for uploads,
allowing users to make changes directly in the CSV and then re-upload it without needing to adjust the format.
This enhancement streamlines the edit-and-upload workflow and ensures the exported data is immediately
ready for reuse.

> Manage Annotations

Manage Annotations

156 Annotations

K EX o

Annotation Type Annotation Name Annotation Description 1 Action ‘ 82 Entities for Annotation: finance
|
| =

EE ¢ o

application |

application

(m]

application
application application
application application
application

application

application

OoOoooooao

application

Entity panel

A new Hostnames tab has been added to the Entity Panel to display device enrichment data. This tab shows
enrichment fields received from event records, including details such as OS name, OS major and minor versions,
and any available login or logout timestamps. Where applicable, the data is presented in chronological order,
providing clearer visibility into host-level enrichment information directly within the entity view.

> > > Results

Investigation Results | @ Hostnames

Filt sults by Date
='f ELL] = 6019 640-924 anc =" 4 026-02-15 17:42 - 2026-03-17
L=l
17:42

2 records
® WIN-CA-1

Showing all 1 event, ordered by timestamp descending Visible Columns Al Columns

type
Choose a date ra All

2026-03-1500:02452Z flow

FortiNDR Cloud 26.2.0 Release Notes 10
Fortinet Inc.



Version history

Detections

We have introduced a new gallery view and a table view to the Detections Triage page. The updated view
includes additional fields to provide more information at a glance. All standard table operations remain available,
and selecting a detector still takes you to the detector details page.

Gallery View is the default layout for displaying detections. It presents each detection as a card in a grid,
showing key information such as the detection name, severity, category, last-seen time, and impacted devices.
This view makes it easy to scan multiple detections quickly and identify the most important items at a glance.

% > Detections

Detections

12 Detectors

Executable Retrieved with Minimal HTTP Headers Match a single IP Sliver C2

T1105/7T1059.001 MOD

Cobalt Strike Payload Download

AsyncRAT Default Certificate

Table View presents detections in a compact, row-and-column format for easier sorting and comparison. Each

2025-06-06 18:22:56 (UTC)
2021-12-06 22:35:32 (UTC)

Fortinet

2026-03-20 17:09:56 (UTC)
2025-10-30 05:48:00 (UTC)

Amelia - Fortinet Test

580

2025-06-05 15:27:13
2024-08-29 14:3

Fortinet

Executable Download Via Powershell

T1071

2026-03-20 17:09:56 (UTC)
2026-03-18 17:32:37 (UTC)

Amelia - Fortinet Test

265

2026-03-20 17:09:56 (UTC)
2025-03-25 22:09:05 (UTC)

Amelia - Fortinet Test

324

% Test: Fortinet Spam IP Intel Match Moderate Confidence

Different flow state

2026-03-20 17:09:56 (UTC)
2025-10-30 05:50:19 (UTC)

Amelia - Fortinet Test

583

2026-03-20 16:57:17 (UTC)
2025-12-09 06:40:24 (UTC)

Amelia - Fortinet Test

2026-03-20 16:34.47 (UTC)
2025-10-30 05:

Amelia -

detection appears as a single row with detailed fields such as name, category, severity, confidence,

timestamps, author, mute status, and impacted devices. This view is useful when you need to quickly scan large

amounts of data, sort by specific columns, or perform detailed analysis across multiple detections.
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# > Detections

Detections

12 Detectors Search

Executable Retrieved... % Attackinstallation 202506-06 18:22:56 20211206 22:35:32 Iingress Tool. T1059.001 4 Unmuted 1

Match a single IP JAttackcinfection Vectar 2 7:09:56 2026-03-18 17-32:37
Sliver C2 Jattackcinfection Vector 3.2 202510-30 05:50:19

Cobalt Strike Payload D... Anackinfection Vector 2 7 S 2025-10-30 05:48:00

Executable Download V... AttackExploftation 2 2 5 2025-03-25 22:09:05 Application

Different flow state JAttack Infection Vectar

AsyncRAT Default Ce... 2o AttackCommand and Co 2 20240829 143923 T1071.001 Web Protoc

Test: Fortinet Spam IP I... fitack-Command and Co. 0 2 5 20:49:2 202512-30 18:20:40 TN Application #1) Unmuted
Large Data Upload AttackInfection Vector v 2 2025-10-30 05:50:53 T1005 Data from L Data from R. ) Unmuted
Observations lattack Lateral Movement 20260320 140043 202603102019:45  T1005 Data from L 25 Data from R &) Unmuted
Executable Binary .. Jattack installation 202509-1320:28:01 20211206 223542  T110§ ingress Tool #) Unmuted

Fortinet Botnet IP Intel Miscell 2025-06-06 10:02:35 20250206 17:19:01 ) Unmuted

The new Accounts column displays all the accounts a detector is running on whenever you are viewing
detectors in the All Accounts view. For detectors that run on a single account, the column shows that account
name. When a detector runs across multiple accounts, hovering over the value opens a tooltip listing all
associated accounts. This provides quick visibility into detector coverage without leaving the table. A new
Exclude Accounts filter has also been added.

% > Detections
Detections

48 Detectors Search

R

Emotet C2 HTTP POST ... [Command and Co. 2026-03-20 16:49:19 T1071.001 Web Protoc Fortinet 4 Unmuted

Bladabindi/njrat C2 Che... [Command and Co. Ton Application Fortinet ) Unmuted

XWorm C2 Checkin |Command and Co. 2026-03-20 16:42:57 2 2 Tion Application Fortinet 4 Unmuted

ZeroAccess Botnet UDP... [Command and Co. 2 2016:4315 | 20250707 185337  T07M Application Fortinet 4 Unmuted

Other improvements

* Enhanced Critical Assets Identification by adding support for detecting internal proxy servers. The system
now automatically identifies and groups internal proxy server assets for easier tracking and investigation.
Priority levels are assigned based on activity, with High Priority given when a proxy server is contacted by
many distinct source IPs and Moderate Priority otherwise.

» The Subnets tab in the Mutes and Excludes has been updated to include a sorting option on this field.

e The Detections, Detections Table, and Investigations pages now support the This Quarter and Last Quarter
time range filters.

« The Sensor Telemetry graph has been updated for clarity. Days with no data now appear in the legend and
are plotted as zero, resulting in the graph line dropping before continuing to the next data point.

» The aggregation table in the query results now supports CSV download regardless of the number of
columns included in an NL-based query.

< NL query results now display the correct count of aggregation results. When an NL query returns only
aggregated data, the GUI shows the total number of aggregated records instead of a generic placeholder.
For example, if the query produces 16 aggregated entries, the interface now displays 16 results and lists all
16 records in the results table.

FortiNDR Cloud 26.2.0 Release Notes
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» The Observation Context in the Events table has been redesigned from a list into a set of compact cards,
making each key-value pair easier to read.

< The license page now supports entries with Month/Day/Year start and end dates.

Deprecated features

» The Detections Graph has been removed from the Detection Details page.

Version 26.1.a

* New functionality
» Advanced filtering for Investigation and Detection Event Tables
» Device Count Deviation Alert
» Left navigation
» Customizable detection resolution methods
» VPC Flow fields
Improved functionality
» Report filtering
< Natural language query enhancements
» Device enrichment configuration

» Netflow event fields

» FortiAl updates and improvements
Other improvements
Resolved issues on page 26

New functionality

Advanced filtering for Investigation and Detection Event Tables

We have enhanced the overall filtering experience across investigation and detection tables by adding column-
level filters, keyword search options, clearer visibility into active filters, and automatic row-count updates.

This enhancement improves the analyst experience by enabling fast, interactive filtering directly within result
tables across the portal. Previously, analysts had limited options for narrowing large result sets and often
needed to run additional queries (for example, filtering again by source IP, server name, or event type such as
flow events). This led to repeated follow-up queries, slowed investigations, and made it more difficult to quickly
focus on relevant data.

FortiNDR Cloud 26.2.0 Release Notes
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Column-level filters

We have added column-level filtering to Investigation Events tables, providing more precise and flexible ways to
explore and narrow down event data directly within the table. This update makes it easier to quickly isolate
relevant events and combine multiple criteria without leaving the table.

This enhancement is available anywhere the investigation Events table is used, including support for granular
filters by column type, with filtering enabled for approximately 90% of columns based on their data type.

You can apply multiple column filters at the same time to progressively narrow the results. As filters change, the
table automatically updates its row count to show how many rows are currently displayed compared to the total
number of available events.

Numeric columns support filtering by minimum and or maximum values, making it easy to narrow results for
fields such as ports or other numeric attributes.

) FortiNDR Cloud [UAT ® vasnooars  © petections  Q investigations & Reports Q0

B > > Results

Investigation Results | vpc_flow |

2025-10-28 23:26 (UTC) - 2026-01-26 23:26 (UTC)

Showing first 10000 events sorted by timestamp descending Visible Columns Al Columns

source.

[% Choose a date ran Al Al
2026-01 vpe_flow AWS VPC Flaw
202601 z vpe_flow AWS VPC Flow
202601 0 vpe_flow AWS VPC Flow
2026-01 z vpe_flow AWS VPC Flow
202601 0 vpe_flow AWS VPC Flow

AWS VPC Flow

DTN Y

2026-01-26 20:23:07Z vpe_flow

Text and string columns support filtering through a multi-select dropdown that lists all available values in the
column, allowing you to select one or more values to refine the results.

> > > Results

Investigation Results | vpc_flow |

Showing first 10000 events sorted by timestamp descending Visible Columas  All Columas

type source

oA it

vpeflow 2 [ gsvecron

vpe_flow 2

vpe_flow ]

Date and time columns can be filtered using a date range picker, where you select a start and end time to
display only events that fall within the specified range.
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> > > Results

Investigation Results | vpc_flow |

Showing first 10000 events sorted by timestamp descending

Visible Columns  All Columas

2025-10-28 23:26 (UTC) - 2026-01-26 23:26 (UTC)

timestamp
[5) Choose a date range ~

2026-01-20 00:00:00
P — .

2
01/2026

2

s Mo Tu We Th Fr Sa
2 1)2|s8
2 4 5 6 7 8 9 10
4 1 12 13 14 16 6 17

%8 19 mﬂﬂ 22 23 24
2
2
2
2

25 26 27 28 29 30 31

2026-01-26 20:23:07 2

0212025

Su Mo Tu We Th Fr

1|2 |8|a|5|8

Last 90 days

Cancel

vpe_flow & 10.21.2.158:39230

AWS VPC Flow

»

AWS VPC Flow

[l

AWS VPC Flaw

AWS VPC Flow

AWS VPC Flow

AWS VPC Flow

AWS VPC Flow

AWS VPC Flow

AWS VPC Flaw

AWS VPC Flow

i®»®®®®H8

AWS VEC Flow

»

AWS VPC Flaw

The Tag column filter provides two fields, allowing you to filter events either by tag type or by comment, with
the filter automatically switching to the appropriate field based on your selection.

> > > Results

Investigation Results | vpc_flow |

Showing first 1 event sorted by timestamp descending

Visible Columns  All Columns.

2025-10-28 23:26 (UTC) - 2026-01-26 23:26 (UTC)

tag

Comment v Al

o) Q e,

timestamp

[] chaose a data ranga +

2026-01-26 2023:07 2

sre st
T Al e

A 10.21.2.158:48901 E= 198.46.254.1301123

The table automatically updates its row count as filters change, showing how many rows are currently displayed
compared to the total available events so you can see.

Active filters are displayed as filter pills above the table that indicate which columns are filtered and the
selected values. You can remove individual filters by clicking their pill or clear all filters at once using Clear all.

> > > Results

Investigation Results | vpc_flow |

Showing 4482 of first 10000 events sorted by timestamp descending

sre.portz 100 src.port s 500

Visible Columns  All Columns

2025-10-28 23:26 (UTC) - 2026-01-26 2326 (UTC)
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[ Al

= 35.92.124.255:443 AWS VPC Flow
@& 10.21.1.140:443 AWS VPC Flow
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Keyword search

We have added a keyword filter to the following tables: Detection details (Events tab), Investigation query
results, and Private search results. You can filter by All columns (including hidden columns) or Visible columns
(only those currently displayed).

e Detection events: up to 1,000 records

“é’, Filtering applies only to the results visible in the table:
- ¢ Investigation and Private search results: up to 10,000 records

You can use the Search field to filter the events. You are required to hit Enter or click Apply to start the search.

¢ FortiNDR Cloud [UBT ® ossmboars  © petections eports [Q =] @ 21ossauc () ) ]

> Results

Investigation Results | vpc_flow |

SR  2025-10-28 23:26 (UTC) - 2026-01-26 23:26 (UTC)

Showing first 10000 events sorted by timestamp descending Visible Columns  All Columns Marietta % | Apply

dstgeocit) dstgeocor dst.geo.sul wuid
i Al Al e Al

918 Bytes

76 Bytes

The results show only the rows that meet the search criteria. When All Columns is enabled, hidden columns are
included in the results. The yellow highlight shows text that matches the underlying data for that column. Some
values shown on the screen are formatted to be easier to read, so they may look different from the actual value
used by the system. Searches always check against that underlying value, not the formatted display.

> Results

Investigation Results | vpc_flow |

2025-10-28 23:26 (UTC) - 2026-01-26 23:26 (UTC)

Showing 1 of first 10000 events sorted by timestamp descending Visible Columns | All Columas | . Mariera x| Apply

dstgeocin dstgeoco dstgeosul
dst.g
Al Al

Device count deviation alert

The new Device Count Deviation alert notifies you when a sensor suddenly detects fewer internal devices than
expected, providing a new layer of sensor health monitoring beyond event rate and offline alerts. This alert
improves visibility into situations where a sensor appears “alive” but is detecting fewer devices than normal. A
decrease in internal device visibility often indicates:

¢ A network connectivity issue

« A switch or tap misconfiguration

¢ Achange inrouting

» A partial failure where the sensor is still up but not seeing full traffic

FortiNDR Cloud 26.2.0 Release Notes
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Version history

The system continuously monitors visibility for each sensor. These counts are already displayed in the Device
View page. Instead of a fixed system-wide baseline, the deviation is now calculated using a floating 7-day
window. When the visible device count for a sensor falls below that threshold, the system automatically sends a
Device Count Deviation alert to the configured recipients.

MAXIMUM NUMBER OF SENSORS

he maximum number of sensors that are currently allowed on this accoun

1000

CONTRACTED BANDWIDTH

‘Start Month End Month Bandwidth

B January 2026 Bl December 2027 2044165948.38

Add Record

CONTRACTED LOG INGEST
‘Start Month End Month
B January 2026 B December 2027

Add Record

SYSTEM NOTIFICATION EMAILS

Emall Device Count Deviation (40%) 7

Left navigation

You now have the option to display the navigation menu on the left side of the portal. This is a user-specific
preference available in the My Profile page, allowing each user to set their preferred layout without affecting
others. When enabled, the left navigation appears as a collapsible vertical menu. It automatically expands on
hover, displays navigation options based on the user’s permissions, and highlights the current section and page.

G FortiNDR Cloud Cowmsen 4] ©wac® F R

@ Dashboards

] Y +IEX K

sfault Certificate 2o

ttack: Command and Control SEVERITY CONFIDENCE AST SEEN: 2025-06-0515:27 (UTC)  UPDATED: 2024-08-29 14:39 (UTC)  TECHNIQUES: T1071.001  AUTHOR: Fortinet

vstate

ttack: Infection Vector SEVERITY CONFIDENCE AST SEEN: 2026-02-10 16:27 (UTE)  UPDATED: 2025-12-09 06:40 (UTC)  AUTHOR: Amelia - Fortinet Test
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‘ownload Via Powershell

EnE tack: Exploltation SEVERITY (CONFIDENCE AST SEEN: 2026-02-1016:27 (UTC)  UPDATED: 2025-03-2522:00 (UTC)  TECHNIOUES: T1071  AUTHOR: Amelia - Fortinet Test

R e Payload Download

T ftack: Infection Vector SEVERITY CONFIDENCE AST SEEN: 2026-02-1016:2 (UTC)  UPDATED: 2025-10-30 0548 (UTC)  AUTHOR: Amelia - Fortinet Test
Q Investigations.
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£ Reports
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inary or Seript Downloade...

ttack: Installation SEVERITY GONFIDENCE AST SEEN: 2025-09-1320:28 (UTC)  UPDATED: 2021-12-06 22:35 (UTC) TI105  AUTHOR: Fortinet
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To enable left navigation, click the Gear icon > Profile settings and select Left next to Navigation Menu.
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(&> FortiNDR Cloud i= © 163724uTC &
# > MyProfile

My Profile

User Information

The new left navigation menu is designed to improve access to an expanding set of

NP menu options as FortiNDR Cloud continues to grow. Many Fortinet Fabric products
S L4 . . . . . .
q already use a left-side navigation layout, and this enhancement aligns the experience
- while providing analysts with a more streamlined way to navigate the portal. Although

the left navigation is optional in this release, it is planned to become the default
navigation layout in a future release.

Customizable Detection Resolution Methods

You can now override the default resolution method and resolution time for detectors created by other
accounts. Previously, accounts that did not create the detector were required to use the resolution settings
defined by the detector’s creator.

With this enhancement, detectors now include an edit icon that allows you to:

» Change the resolution method (auto or manual)
» Adjust the resolution time
» Restore the original creator-defined settings if needed

This option is only available for detectors your account did not create. If your account is the detector creator,
the override option is hidden.

To override the resolution method, go to Detections > Triage detections and open a detector created by
another account. Click the pencil icon to change the resolution method.

(> FortiNDR Cloud UAT

!
®
L
[o}
=
o

Override Resolution Method
Resolution Style Automatic Resolution Period

Auto 2Weeks ~
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When a detector has a customized resolution method, an override indicator appears both in the detector header
and in the list view, similar to the existing custom filter icon.

(> FortiNDR Cloud p ©wwaucy W R

# > Detections

(]
Detections

10 Detectors

ASyNCRAT Default Certificate: 2o
CATEGORY: Attack: Command and Control

VPC Flow fields

A VPC Flow fields event occurs when raw VPC Flow Log data is parsed and its individual fields are extracted and
normalized into a structured event. These events are only visible when the VPC feature is enabled. To enable it,
contact your TSM or Customer Support.

Improved functionality

Report filtering

The time-range filter in Reports now supports date ranges up to 92 days instead of the previous 90, allowing
you to select full calendar quarters (including quarters with 31-day months). It also introduces quick-select
buttons for This Quarter and Last Quarter, which automatically adjust based on the current quarter.

# > Reports
and organized by their capacity for risk. Detailed metrics are provided for
each finding in their respective sections.
‘This Report Includes:

= Source IPs that have sent the most bytes in each day « Top destination ports with no identified protocol by day and by bytes
= Destination IPs that have received the most bytes each day « Source Ps that have sent the most bytes in each day
« Top Talkers: combinations of source and destination IP addresses « Destination IPs that have received the most bytes each day
* Telnet Connections that exchange the highest volume of traffic. « Top Talkers: combinations of source and destination IP addresses
- SSH Gannections - Destination ports that have received the greatest amount of traffic by that exchange the highest volume of traffic
day « Destination ports that have received the greatest amount of traffic by
s 0S and Web Browsers = Top destination ports with no identified protocol by day and by bytes day

« “Third Party Storage & Access
« ONS Risk
+ SMTP Risk
+ Revoked User Accounts
sensor_id Select a Sensor

[E] 2026-01-3021:24 - 2026-02-06 21:24 ~ Run Report (%] 2026-01-3021:24 - 2026-02-06 21:24 [ 2026-01-30 21:24 - 2026-02-06 21:24 +

Report History

Iy
20260130 212438 (ute)~  through 202602-06 212438 wTe)

Maximum range is 92 days
Quick Ranges

01/2026 02/2026

.2 EOona e

1M 12 13 14 15 16 17

25 26 27 20 20 ] ERTTTVEN
This Quarter (Q1)

Cancel Apply
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Natural Language Query Enhancements

This release introduces several improvements to Natural Language Queries, expanding event coverage and
improving query results.

« Broader event type support: Natural Language Query now supports all event types, aligned with those
listed on the Event Fields page. Some exceptions apply, such as annotations and device enrichment fields,
which are not currently supported.

< Group By enhancements: Users can now request grouped query results directly through natural language.
The Group By operation supports up to 10 columns, allowing for more detailed summary and analysis.

» Ul improvements: We have improved the clarity of query results, including improved display of aggregated
counts and fixes to toast notifications.

* Query-specified time period precedence: When a time period is explicitly mentioned in the natural
language query, that time period now takes precedence over the time selection in the GUI, ensuring results
match the user’s intended timeframe.

G FortiNDR Cloud - m wors (Qeowices T Hewsm g or

n- - > Results

Investigation Results | NL Group BY | group by exam| 6 fields

show in the pas ovide the re

=3 2026-02-02 21:59 (UTC) -2026-02:09 21:59 (UTC)

Showing top 10000 src.ips and dst.ips and src.ports and dst.ports and services and flow_states Qomen | [ HideGraph [ HideTable

%

Device enrichment configuration

The LDAP port field in the Device Enrichment configuration has been updated to ensure consistent and secure
configuration. Previously, the LDAP port was a free-form field, allowing users to enter any value. With this
enhancement, the LDAP port is now automatically determined based on the SSL setting:

» When SSL is enabled, the configuration automatically applies the secure LDAP port.

* When SSL is disabled, the configuration switches to the standard LDAP port.

» Manual entry of custom port values is no longer allowed.

This change prevents invalid or unsupported port selections.
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Version history

Create New Device Enrichment Configuration

Basic Settings

Sensor ID

Enabled

LDAP Server

Use SSL.

LDAP Port

Base DN

Search DN

Bind DN

Bind Password

Search Scope

DNS Address

Run Start Time

Run Interval Hours

dvanced Settings

Select a Sensor v

01:00 AM

1day v

Netflow event fields

Improved NetFlow logs with additional fields and included a fix for the direction issue.

FortiAl updates and improvements:

» Enhanced response accuracy for detection-related queries.
< Improved precision and clarity when providing coverage information.

Other improvements

¢ Onthe Sensors page, you can now right-click on a sensor and open it in a new tab.

* Any IPs excluded from Detections are also excluded from Observations. This ensures that scanner or
mirrored traffic, which is common in environments without packet brokers, no longer triggers unnecessary
observations.

e The Detections Table now supports searching by last seen date.
< Anew training scenario is now available in the portal: DCSync and Enumeration.
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Version 26.1.0

* Improved functionality

« Behavioral observations

e FortiNDR Essentials Solution Pack v1.0.2
¢ Otherimprovements
¢ Resolved issues on page 26

Improved functionality

Behavioral observations

The Destination IP column on the Behavioral Observations details page now includes geolocation indicators: a

flag icon appears next to the IP to show the country, and a house icon is displayed for internal IPs.

> HTTP Beaconing Activity to High Risk External Host

Observation: HTTP Beaconing Activity to High Risk External Host

tes a regular beaconing pattern over HTTP to a host that either has a high 10C risk or is associated with a recently registered domain

urattion of the connection.

HTTP Beaconing Activity to High Risk Exte... ~ [l Device IP o sear m Confidence | All “n [2] 2025-12-26 00:00 - 2026-01-0921:36 ~

Frequency of Observation

low moderate [ high

2025-12-26 202512-27 20251228 2025-12-28 20251230 20251231 20260101 2026-01-02 20260103 20260104 2026-01-05 20260108 2026-01-07 20260108  2026-01-08

Observation Instances

Showing most recent 02 out of 902 event(s)
f— | 1 Evidence gl
20260109 16:56:.. & i | B P http:sre.ip = AND dstip = '223.5.
20260109 15:36... | § ' applicatonc ds Z http:sre.ip =" AND dst.ip = '223.5.
2026-01-09 13:51:... ® L : hitp:sre.ip = AND dstip = '34.41.
http:sre.ip =" AND dst.ip = 34.41....

2026-01-09 11:40: w = hitp:sre.ip = AND dst.ip = "34.41....

http:src.ip =" AND dst.ip ='223.5.

FortiNDR Essentials Solution Pack v1.0.2

The FortiNDR Essentials Solution Pack version 1.0.2 contains connectors and playbooks for FortiProxy.
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> Resuilts & Fortinet Automation Service

Investigation Results | - FAS via FCP | FAS-FortiClientEMS

Playbook List Executed Playbooks

N -
Avallable Playbaoks (15) View: E -

> FortiEDR-(3)

ip in ( ]

Showing all 1 event, ordered by timestamp descending

> FortiGate- (2)
timestamp type

cbservation_titla

20251110 21:20:32 7 observath = No EDR Solutions Installed
yservation lo jons Installec 5 SentinelOne - (4]

> FortiClientEMS - (3)

~ FortiPraxy - (2)

Ban User by IP

Unban User by IP

> FortiDeceptor- (1)

Other improvements

« Improved the High Risk Devices widget so that the text in the pop-up wraps correctly and adjusts
responsively to the page size.

e The layout for upload-related observations in the Gen Al dashboard has been updated so that the source IP
is displayed on the left and the destination is on the right.

« The search function on the Behavioral Observations page has been enhanced to handle trailing spaces.
Additionally, you can now search observations by UUID.
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Product integration and support

Integrations

The following table lists FortiNDR Cloud product integration and support information. Integration guides are
available on the FortiNDR Cloud Integrations page.

Category Integration Supported Version/Notes
Deception FortiDeceptor Requires Automation Service
SIEM CrowdStrike Tested with Parser 1.0.2
FortiSIEM 7.1.0 or higher
Microsoft Sentinel Integration supported via API-based ingestion.
QRadar IBM QRadar SIEM version 7.3.3 or higher
Splunk Splunk Cloud versions: 9.3, 9.2, 9.1
SOAR Cortex-XSOAR Tested on: 6.6
FortiSOAR Tested on: 7.3.2-2150
Splunk SOAR 7.3.2-2150 or higher
EDR / Firewall FortiEDR Manager 6.2.0 or higher
Collector 5.2.0 or higher
FortiClientEMS Requires Automation Service
FortiManager 7.4.2 or higher
FortiGate 7.4.2 or higher
CrowdStrike EDR Requires latest Falcon EDR APIs
SentinelOne Requires Automation Service
Intelligence Feeds CrowdStrike Falcon Intel License required
Fortinet Botnet Domain List Included with FortiNDR Cloud
Fortinet Botnet IP List Included with FortiNDR Cloud

Fortinet Malicious Domain List  Included with FortiNDR Cloud

Fortinet Phishing List Included with FortiNDR Cloud
Fortinet Proxy List Included with FortiNDR Cloud
Fortinet Spam List Included with FortiNDR Cloud
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Product integration and support

Category Integration Supported Version/Notes
Fortinet Tor List Included with FortiNDR Cloud
Internet Scan Data B (Shodan)  Included with FortiNDR Cloud

Known Sinkholes Included with FortiNDR Cloud
PhishTank Included with FortiNDR Cloud
Proofpoint TAP License required
Recorded Future connect License required
Threat Connect License required
Tor Nodes Included with FortiNDR Cloud
URLHaus Included with FortiNDR Cloud
Other Endace 7.2.2 or higher
ERSPAN Type Il and Type lll
Netskope Integration via Cloud TAP Stitcher.
Netflow NetFlow v5, v9, IPFIX and UDP/6343 (SFlow)
Zscaler Integration supported through NSS for traffic and
threat logs.

Fortinet Automation Service

The following table lists the current Fortinet Automation Service solution pack versions. For information about
the Fortinet Automation Service, see the FortiNDR Cloud User Guide.

Solution Pack Version = Connectors and Playbooks

1.0.0 FortiClientEMS, FortiEDR, FortiDeceptor
1.0.1 FortiClientEMS, FortiEDR, FortiDeceptor, FortiGate, Sentinel One
1.0.2 FortiClientEMS, FortiEDR, FortiDeceptor, FortiGate, FortiProxy, Sentinel One
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Resolved issues

The following issues have been fixed in version 26.2.0. To inquire about a particular bug, please contact
Customer Service & Support.

26.2.0

1271352 Fixed an issue where the Observations page displayed an error when no observations
existed in the selected time range.

1273782 Fixed an issue where Investigations displayed <firstname> null when a user’s last name
was missing.

1274826 Tooltips now dismiss correctly when scrolling through events.

1275010 Resolved an issue where the Severity and Confidence filter buttons (H, M, L) did not
highlight when selected.

1276454 Resolved an issue where Triage Detectors showed 0 detectors for Training Modern
Account.

26.1.b

Bug ID Description

1180323 An issue where selecting View Related Investigation redirected to the wrong page has
been fixed.

1236879 An issue where the EPS graph failed to display days or hours with zero values has been
resolved.

1256916 An issue where the selected account in the left navigation would revert to the

previously selected account after clicking a menu item has been resolved.
1259166 Resolved an issue that caused the CSV download button to disappear.

1259201 Error messages that were previously cut off in the Date Range Picker’s Date or Time
fields have been fixed.

1263463 An issue where switching accounts on the dashboard left the entity panel open and
displaying data from the previous account has been fixed.
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Resolved issues

Bug ID Description

1268422 Fixed an issue where the Sensor page could not display all enabled feature tags
because the row was too narrow.

1271342 Resolved an issue where columns containing numeric data were being sorted as
strings.
1271352 Resolved an issue where the Observation page displayed an irrecoverable error when

no observations were available in the selected time range.

1273176 Fixed an issue where the Query History tab was not working in the Query Picker.

26.1.a

1238020 Resolved an issue where actions performed through integrations did not include the
username, email address, or first and last name of the user.

1238020 In the Entity Panel, the Audit Logs for the FortiEDR, CrowdStrike, and FortiNDR
integrations display usernames and email addresses.

1248347 Resolved an issue where the default dashboard was taking longer than expected to
load.

1252131 Added a link to the User Guide in the Device Enrichment Configuration Setting section.

1255293 Resolved an issue where the Observation detail page was not displaying the latest

observation name.

1255296 Resolved an issue where the Whois section in the Entity Panel was displaying incorrect
data.

1255300 The WHOIS field in the Entity Panel now displays a spinner indicating it is waiting for a
response.

1255303 Resolved an issue where the FortiManager section was throwing an error when

authentication failed.

1255308 Resolved an issue where an incorrect toast message was displayed.

26.1.0

Fixed an issue where the portal retrieved only the most recent 1,000 records from the past 30 days.
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Resolved issues

Description

Fixed an issue where the Network Security Posture Report did not display the Deprecated SSL and TLS
section as intended.

Fixed an issue where the FortiManager integration triggered unnecessary configuration calls, causing invalid
credential errors.

Fixed an issue where selecting All accounts during portal login prevented customers from accessing the
portal.
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Known issues

Known issues

The following issues have been identified in version 26.2.0. To inquire about a particular bug or report a bug,
please contact Customer Service & Support.

25.4.a

Natural Language queries

* Fields with null values are not included in aggregation results.
 In certain cases, Event searches are incorrectly converted into aggregations.
* Queries on array fields such as intel or dns.answers return inconsistent or no results.
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