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About FortiSandbox VM on Azure

Fortinet’s FortiSandbox on Azure enables organizations to defend against advanced threats in the cloud. It works
alongside network, email, endpoint, and other security measures, or as an extension of on-premises security
architectures to leverage scale with complete control.

FortiSandbox is available on the Azure Marketplace. This guide provides users with an easy-to follow, step-by-step
guide for successful deployment.

FortiSandbox on Azure can be installed as a standalone zero-day threat prevention or it can work in conjunction with
your existing FortiGate, FortiMail, or FortiWeb Azure instances to identify malicious and suspicious files, ransomware,
and network threats.

About Deployment Models

You can configure your FortiSandbox VM on Azure using either an Advanced or Basic deployment model. Before
proceeding with deployment, please choose the right deployment model for your needs.

o Choosing the Basic deployment model
« Choosing the Advanced deployment model

Choosing the FortiSandbox VM Basic deployment model

The FortiSandbox Basic deployment model is the fastest and easiest way to deploy a FortiSandbox VM on Azure. Basic
deployment takes advantage of the Azure Setup Wizard to guide you through the setup process with step-by-step
instructions. Deployment takes approximately 10 minutes to complete.

Advantages:

« Single Wizard page where you can enter all of the information required for launching a FortiSandbox VM.

« Only simple information is required: resource group name, VM name, VM region, VM size, username, your
SSH key or user password.

o The setup wizard automatically creates and deploys the following resources: storage account, virtual network,
network interface, public IP address, and the virtual machine instance.

Limitations:

o The FortiSandbox VM is only created with one network interface.
« Some HA features require at least two network interfaces.*

o lItis possible to add a second network interface, however, it requires a shutdown of the VM on the portal,
followed by the manual creation and attaching of the new network interface.

« Basic deployment can only support sandboxing analysis using Windows Cloud VMs.
« Basic deployment models cannot run custom Windows VMs for analysis.

FortiSandbox Azure Guide Fortinet Technologies Inc.



About FortiSandbox VM on Azure 5

Choosing the FortiSandbox VM Advanced deployment model

To use advanced features of the FortiSandbox VM, including custom VMs and HA features, you can select the
Advanced deployment model. Advanced deployment requires you to manually create all of the resources needed. It is
recommended only for individuals with a good understanding of Azure and practical experience working with the cloud.
Deployment takes approximately one hour to complete.

Advantages:

« Gives you full control to customize the resources required to deploy the VM.
« Advanced deployment supports the use custom Windows VMs.
« Advanced deployment supports HA features.*

Limitations:

« Requires advanced knowledge of deploying VMs in the Azure infrastructure.

« The detailed guide must be followed carefully to ensure successful deployment.
« All components must be deployed manually on the Azure portal.

« Longer deployment times.

Al
‘Q' *Ha features: Currently, only clustering is supported on Azure. High Availability mode is not

currently supported.

FortiSandbox Azure Guide Fortinet Technologies Inc.



Deploying FortiSandbox VM on Azure (Basic)

Deploying FortiSandbox VM on Azure (Basic)

To deploy FortiSandbox VM on Azure with Windows Cloud VMs:

1. Search Fortinet FortiSandbox on Azure Marketplace.

X
Create this app in Azure :
| agree to the provider's terms of use

- = . and privacy palicy and understand
amm Fortinet FortiSandbox Advanced Threat Protection thie the righvts 1 s s proakertdo

B W By fortinet not come from Microsoft, unless
=114 Microsoft is the provider. Use of
Azure Marketplace is govemned by
separate terms.

Software plan
Fortinet FortiSandbox-VM for Azure BYOL

Pricing:  Bring your own license + Azure infiastructure costs

Details: Fortinet FortiSandbox-VYM for Azure BYOL

Continue

2. Select GET IT Now and confirm the terms of use by selecting Continue.
The setup wizard will launch.

FortiSandbox Azure Guide
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Deploying FortiSandbox VM on Azure (Basic)

3. Onthe Setup Wizard, select Create to proceed.

rosoft Azure

Create a resource
Home
hboard
ery
FAVORITES
| resources

Resaurce grouj

e Cosmo
B virtual machines
4 Load balance
B= storage accounts

Virtual networ

L 2 & Active Directory

& wonitor

@ advisor

curity Center
Co! nagement + Bill..
Help + support
Di:

M Public IP addresses

rk security grou
B Network interfaces

Viarketplace

P fortinet fortisandbox

Home > Fortinet FortiSandbox-VM for Azure BYOL

Fortinet FortiSandbox-VM for Azure BYOL Ed
Faortinet .
Bring Your Own License enabled.

FortiSandbox for Azure enables or to defend against advanced threats natively in the

cloud, warking alongside network, application, email, endpoint security, and other 3rd party
security solutions, or as an extension to their on-premises security architectures to leverage cloud
elasticity and scale.

Highlights:

* Broad Coverage of the Attack Surface with Security Fabric - Effective defense against
advanced targeted attacks through a cohesive and extensible architecture working to
protect network, application layers and endpoint devices from campus to cloud.

« Automated Zero-day, Advanced Malware Detection and Mitigation - Native integration
and open APls automate the submission of objects from Fortinet and third-party vendor
protection points, and the sharing of threat intelligence in real time for immediate threat
response.

« Certified and Top Rated - Constantly undergoes rigorous, real-world independent testing
and consistently earns top marks.

FortiSandbox for Azure has the following admin ports enabled:

® 443 for web admin
® 22 for ssh admin

FortiSandbox uses a two-stage process to identify zero-day. advanced malware including
ransomware, and share relevant threat intelligence in real-time with inline security control so
automated mitigation is applied.

* Stage 1 - Pre-filtering is performed by an engine powered by Fortinet's threat intelligence
maintained by our global research team, FortiGuard Labs.

« Stage 2 - Dynamic behavior analysis is performed on objects to determine if they are
malicious. Rating verdicts are returned to the originating device in real-time to act upon,
natively within Fortinet Fabric security products, third-party vender security products via
JSON AP, or a5 a feed via STIX format.

Fortinet FortiSandbox-YM for Azure BYOL

FortiSandbox can be deployed as part of an Advanced Threst Protection solution by integrating
with your existing FortiGate, FortiMail, FortiWeb Azure instances, FortiClient; or as a standalone
zero-day malware behavior analysis system to identify malicious and suspicious threats including
ransomware.

Aved

Want to deploy programmatically? Get started =

4. Enter the required information into the Wizard:

Resource group

Virtual machine name

Region

Size

Username

Authentication type

FortiSandbox Azure Guide

Create a new resource group.

Select your VM region.

Provide the name for this VM.

Adjust the VM instance type; recommended Standard A4 v2 for speed and

storage capacity.

by the VM) to store and process job files. A secondary disk is

\‘é', The FSA on Azure uses the temporary disk (freely provided

not required.

A secondary admin user; the default Admin user is always created.

The SSH public key or password being used.

Fortinet Technologies Inc.



Deploying FortiSandbox VM

Microsoft Azure

on Azure (Basic)

2 fortinet fortisandbox

Home > Fortinet FortiSandbox-VM for Azure BYOL > Createa virtual machine

eate a e Create a virtual machine

Home

Dashboard Basics Disks Networking Management Guest config Tags Review + create

Alls
FAVORITES image.

customization,

ce groups

ices

your resources

Function Apps

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
Complete the Basics tab then Review ~ treate to provision a virtual machine with default parameters of review ¢ach tab for full
Looking for classic VMs? Create VM fram Azure Marketplace

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

SQL databases * Subscription @ Pay-As-fou-Go v
203 * Resource group @ fortisandbox.release v
rtual machi Create new
oad balancers INSTANCE DETAILS
SierEEns * Virtual machine name @
Virtual networks * Region @ Canada Central -
re Active Direc .
Availability options @ No infrastructure redundancy required v
*Image @ Fortinet FortiSandb ox-VM for Azure BYOL v
Browse all images and disks
*Size @ Standard A4v2
4ucpus, 8 GB memory
Change size
D Help + support
= Di ADMINISTRATOR ACCOUNT
B Public P addr Authentization typs @ (O Password (®) SSH public key

* Usermame @
letwork security groups
letwork interfa

&) Marketplace

* SSH public key @

5. Select Review + Create.
Once the Setup Wizard has validated your information, select Create.

Microsoft Azure

Create a resource
Home

Dashboard

All services
FAVORITES

All resources
Resource groups
App Services
Function Apps

SOL databases
Azure Cosmos DB
Virtual machines
Load balancers
Storage accounts
Virtual networks
Azure Active Directory
Monitor

Advisor

Security Center

Cost Management + Billing
Help + support

Disks

Public IP addresses

DNS zones

Network security groups

Network interfaces

FortiSandbox Azure Guide

P Search resources, services, and docs -

Home > Fortinet FortiSandbox-VM for Azure BYOL > Create a virtual machine

Create a virtual machine

&/ Validation passed

Disks  Nef

@
W
]

vorking Management  Guest config Tags Review + create

PRODUCT DETAILS

Fortinet FortiS
BYOL 0.0000 USD/hr
by

Terms of use | Privac

Standard Ad v2 Subscription credits apply @
0.2060 USD/hr
Privacy policy Pricing for other \

TERMS

By clicking “Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
sutharize Microsoft to bill my current payment method for the fees associated with the offering(s),
my Azure subscription: and (c] agree that Micrasoft may share my contact, usage
the offering(s) for support, billing and other transactional activities. Microsoft does not provide rights for third-party o
Azure Mark Terms for additional details.

vith the same billir

nd transactional information with tF

BASICS

s-You-Go

fortisandbox-release
fsavmtest

Canada Central

Availabi No infrastructure redundancy required
Authe Password
Username jliang

DISKS

Standard 55D

Yes

Use managed

NETWORKING

Previous

load a template for automation

Fortinet Technologies Inc.



Deploying FortiSandbox VM on Azure (Basic)

6. Your FortiSandbox VM should become available within five minutes.

Once available, click the link to go to the virtual machine. You can find the public IP address assigned to the

FortiSandbox that you can use for access from HTTPS.

Home » CreateVm-fortinet.fortinet_fortisandbox_vm-fortin-20190213103021 - Overview
CreateVm-fortinet.fortinet_fortisandbox_vm-fortin-20190213103021 - Overview

«

Ciri+, @ Delete

Overview

Your deployment is complete
3 Inputs

Qutputs

Template mmm Deployment name: CreateVm-fortinet.fortinet_fortisandbox_vm-fortin-20190213102021
mplat sk i

DEPLOYMENT DETAILS (Do

Start time: 2/13/ 54 AM
Duration: 4 minutes 56 seconds
Correlation ID: 695efbe6-1bfb-4130-bf66-08992a7fc397

RESOURCE

TYPE

STATUS
Microsoft. Compute/virtualMachines oK
Microsoft. Network/netw Created
Microsoft Network/virtualNetworks oK
Microsoft Network/networkSecurityGro... OK

Microsoft Network/publiclpAddresses oK

Microsaft Storage/storageAccounts oK

Get the default admin password for the FortiSandbox VM through the Azure CLI.
The VM-ID UUID is the default password for Admin access.

jasonfAzure:~$ az vm list ——output s
None None None tions/dfcad4bd-550b-45 3}

pute/virtualMachines/jliangfsavm

Succeeded

g_azurefsa resource/providers/Mic
liangfsavm

jliang azurefsa r
972a2831-045c-4618-9c07-ba7c639b

.Compute/virtualMachines
zure:~§ ||

To apply the VMO0 license and enable Windows Cloud VMs:
1.

2. Gotothe FortiSandbox Dashboard and select Upload License.
Once a license file has been loaded, the FortiSandbox Azure instance will be rebooted.

FortiSandbox Azure Guide

OPERATION DETAILS

Log into FortiSandbox with the username admin and the password you retrieved from the CLI in the previous step.

Fortinet Technologies Inc.



Deploying FortiSandbox VM on Azure (Basic)

ﬂ FortiSandbox Azure il

Da?;m System Information &S o ox Threats Distribut
24 Hours

|~ Unit Type Standalone

Enrtivien Host Name FSAAZROO09D91A0C [Change]

X

z

etwaork

System Time

£

System
Ij WM License
System
Wirtual onfiguration
Machine
Current User
'E' Uptime
Scan Policy
Windows VM

ar

Server

Scan Input

Serial Number

Firmware Version v3.0.0,build5032 (GA)[Update]

FDN Download

FSAAZRODD?DZ1A0C

Tue Mar 5 00:36:32 2019 UTC
[Change

@ [Upload License]

Last Backup: N/A
[Backup/Restore]

admin
0 day(s) 0 hour(s) 6 minute(s)
]

(]

Community Cloud
S y =

@ erver

Fie ehiieine W Customized Thre;
= Antivirus DB Distribution
@ Contract © No Contract
Web Filterin,
Netwark Contract g © No Contract
Alerts

3. Goto Virtual Machine > VM Images and select the WindowsCloudVM.
4. Select Edit Clone Numberto assign a clone number and enable the Windows Cloud VM.

ﬂ FortiSandbox Azure

M4 Fortiview >

VM Images

M, Scan Policy

fo Scaninput >

What are you looking for? Q  VMimages
@ Dashboard [ Edit Clone Num

& VM Images

WMScreenshot G EnabledV

o Netork Name Version Status Enabled Clone# Load# Extensions
etwor
= RemoteVMs (2)
£ System >
¥ MACOSX o & installed (%) 0 0  macdmg
2 Virtual Machine v e PR
exe iff gif png tnef asf htm ppsx unk cdf ico ppt vcf com jpeg pptx
YMS ~  WindowsCloudvVM 0 @ installed (x] E 4] dutxpdgcm l?otrpr'\ Etxx\smxltm E@bx\am polxs\ggpp(m pgsjnpw pgolgrpn p
tatus dot xIt pps pot upx WEBLInk Ink jarlib htmnojs wsf eml pub mht mime

A\,

As with FortiSandbox appliance, the FSA license must be generated matching the port1
IP of the instance. Go to Network > Interfaces to check the port1 IP address assigned by
Azure.

FortiSandbox Azure Guide
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Deploying FortiSandbox VM on Azure (Basic) 11

FortiSandbox VM and WindowsCloudVMs topology
Azure Cloud Corp OnSite

Client
Client

Client
FortiGate

Fortinet Cloud

FSA-VM

e L 3
'., i

J & ik

- 3 -

oftp (TCP/514)

FortiGataVM
oftp (TCP/514)

Corp Cloud Servers
FSA-VM

Use WindowsCloudViM
via HTTPS
Use WindowsCloudVi
via HTTPS

N

FSA WindowsCloudVMs

FortiSandbox VM Port Usage

Type Service Port
FortiGate OFTP TCP/514
FortiClient File Analysis TCP/514

FortiSandbox Azure Guide Fortinet Technologies Inc.



Deploying FortiSandbox VM on Azure (Basic)

Type Service
Others SSH CLI Management
Telnet CLI Management
Web Admin
OFTP Communication with FortiGate and FortiMail
Third-Party Proxy Server for ICAP Servers (ICAP)
Third-Party Proxy Server for ICAP Servers (ICAPS)
FortiGuard FortiGuard Distribution Servers
FortiGuard Web Filtering Servers

FortiSandbox Upload Detected Malware Information
Community Cloud

FortiSandbox Serving WindowsVM on cloud for FSA-VM to perform
WindowsCloudVM sandboxing

FortiSandbox Azure Guide

12

Port

TCP/22

TCP/23

TCP/80, TCP/443
TCP/514
TCP/1344
TCP/11344
TCP/8890

UDP/53, UDP/8888
TCP/443, UDP/53

TCP/443

Fortinet Technologies Inc.



Deploying FortiSandbox VM on Azure (Advanced)

To deploy FortiSandbox VM on Azure to support Windows Cloud VMs and custom VMs:

Creating a resource group

Creating virtual networks

Creating storage accounts

Creating a DNS zone through the Azure CLI

Creating network security groups

Creating network interfaces

Creating a FortiSandbox VM using the Azure CLI on page 21
Importing Azure settings into FortiSandbox

© NGO R~RODM-

Optional: Using a custom VM on Azure on page 23

-
e

Optional: Creating a custom VM on Azure on page 24

FortiSandbox Azure Guide Fortinet Technologies Inc.



Deploying FortiSandbox VM on Azure (Advanced)

Creating a resource group

To create resource groups in Azure:

1. Inthe Azure portal, select Resource Group from the left navigation pane.

2. Select Addto create a new empty resource group.

Microsoft Azure

Create a resource
A Home
1] pashboard
All services
* FAVORITES
i Al resources
) Resource groups
& App services
%> Function Apps
R sqL databases
& Azure Cosmos DB
8 virtual machines
4 Load balancers
B storage accounts
Virtual networks.
@ Azure Active Directory
@ wonitor
@ agvisor

W Security Center

© cost Management + Billing

2 Help + support

& Disks

[ public IP addresses

& DNs zones

¥ Network security groups

B Network interfaces

Home > Resource groups > Create a resource group

P Search resources, services, and docs

Create a resource group

Resource groups « X
it columns *** More

nNamE

(@) aamdkdu

(@) ABays-uk-1
(@) ABays-uk-3
() abe
() adabsais
(@) AF-Fortinet-LAB
() afaing
(@) AGelmaghraby
(&) ahbhbkk
(@) alenote
(@) amamsks
() anathre
(@) acasde
() asaikaoi
(@) Ashraf

(@) Ashrafoo3z22s
() Ashrafoz

(@) Ashratioio10
(@) Ashraftin

(@) Ashrafrii2

Basics Tags Review + Create

Resource group - A container that holds related resources for an Azure solution. The resurce group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your arganization. Learn more &

PROJECT DETAILS

* Subscription @ Pay-As-You-Go

* Resource grou

X jsmith-westus-fsa-30

RESOURCE DETAILS
* Region @ West US

(@) Ashraf1330

3. Enter the following information:

Resource group name

Subscription

Resource group location

Enter a name for the resource group.

Select a subscription option.

FortiSandbox Azure Guide

Select a resource group location.

14
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Deploying FortiSandbox VM on Azure (Advanced)

Creating virtual networks

To create virtual networks in Azure:

15

1. Inthe Azure portal, select Virtual Networks from the left navigation pane.

2. Select Addto create a new virtual network.

Microsoft Azure

P Search resources, s

Home > Virtual networks > Create virtual network
Create a resource « £ X Create virtual network o x
Home
*** More * Name
Dashboard
ashboart \ jsmith-fsa3-network J|
All services
FAVORITES NAME ‘ 10.45.0.0/16
= 10.45.0.0 - 10.45.255.255 (65536 addresses)
sz All resources <+» aamdkdu-vnet * Su tion
¥/ Resource groups <+ adabsais-vnet z
& App services &3 afaing-vnet
% Function Apps &+ AF-Fortinet-VNET Y
-
% 5QL databases <> AGelmaghraby-vnet *
&5 Azure Cosmos DB &> alehote-vnet West US v
8 virtual machines <3 AllPortHA Subnet
4 Load balancers <+ anothre-vnet 7 Neme
jemith_fsa_public v
= storage accounts &> ANZSELAB-PRIV-1 ‘ |
- * Address range @
Virtual networks &+ aoasde-vnet
[ 104500724 v
@ Azure Active Directory <+ asaikaoi-vnet 45.0.0 - 10.45.0.255 (256 addresses)
. Li]
Monitor a5 -
Q <2 Ashraf0033225-vnet ) Standard
& Advisor
<¢+9 Ashraf02-vnet 5 ipoints @
@ security Center <> Ashrafi01010-vnet et
© cost Management + Billing <+ Ashraf1330-vnet Firewall
a Disabled -E bled
aa Help + support <+ Ashraf1337-vnet = =
-
& Disks < Ashrafi338-vnet
I public IP addresses > Ashraft339-vnet
@ Dns zones ¢+ Ashraf202020-vnet
% Network security groups > Ashraf2510-vnet
B Network interfaces &9 Ashraf25262-vnet

3. Enter the following information:

Name

Address Space

Subscription
Resource group
Location
Subnet

« Name

« Address Range

FortiSandbox Azure Guide

Enter a name for the virtual network.

Use an Azure suggested unused class B network (xxx .xxx.0.0/16)or
enter your preferred unused class B network.

Select your subscription type.
Select the resource group you created in the Creating a resource group step.

Select the same location used while setting up the resource group.

Enter a name for the FSA port1 (the management subnet).

Enter a class C network (xxx . xxx . x . 0/24) within the virtual network.

Fortinet Technologies Inc.



Deploying FortiSandbox VM on Azure (Advanced) 16

DDoS protection Basic.

Service endpoints Disabled.

4. Select Create.
5. Create one additional subnet in the virtual network:

« Enter the subnet name for FSA port2 (the custom VM subnet), and assign another class C network
(xxx.xxx.xxx.0/24) in that network.

Al
‘Q' The use of class B (xxx.xxx.0.0/16) and class C (xxx.xxx.0.24) in the table above is an
- example of a common use case. You can adjust the network range as per your own needs.

Creating storage accounts

Two storage accounts must be created:

« Thefirst is for storing the FSA firmware image (Storage Account).

« The second is for storing diagnostic information (Monitor Account), such as the VM diagnostic screenshots during
job scans.

To create storage accounts in Azure:

1. Inthe Azure portal, select Storage Accounts from the left navigation pane.
2. Select Addto create a new storage account.

Home > Storage accounts > Create storage account

Create a resource Storage accounts « 20X Create storage account
# Home
*** More
¥ pashboard Basics Advanced Tags Review + create
Al services oviding cloud storage that ly available, secure, durable, scalable, and redundant.
* e re Data Lake Storage Gen Azure Queues, and Azure Tables. The cost of
WORTTES the options you choose b re
i Al resources & aamdkddiags39 PROJECT DETAILS
#] Resource groups ES adabsaisdiag62s Select the subscription to manage deployed resources and costs. Use resource groups ke folders to organize and manage all your
® 5 resources.
App Services afaingdiag708
— * Subscription Pay-As-You-Go hd
%> Function Apps agelmaghrabydiag235 :
% SOL databases p— alehotediags34 * Resource group vestus-fsa-3.0 e
& Azure Cosmos DB 5 amamsksdiagize
I Virtual machines B snothrediagass INSTANCE DETAILS
& Load bl The default deployment medel is Resouree Manager, which supports the latest Azure features. You may choose to deploy using the classic
e — aoasdediag928 deployment model instead. Choose classic depl model
= storage accounts E5 asaikaoidiag535 * Storage account name @
Virtual networks 5 ashrafoo33225diag750
e * Location Canada Central e
@ rzure Active Directory ashraf101010diag244 _ -
_ — Performance @ (®) standard () Premium
@ Monitor ashraf1330diag978 - B
& advisor 5 ashranzzdiags3s Account kind @ StorageVa (geners! purpose v2) v
@ security center E5 ashraf1338diaga27 Replication @ Read-access geo-redundant storage (RA-GRS) hd
© cost Management + Billing [ ashraf1339diage7s Access tier (default) @ () Cool (@) Hot
- p— ) )
M Help + support ashraf202020diag406
= ‘—
& Disks ashraf2510diag165
I public 1P addresses = ashraf2s262diagrez
@ pns zones 5 ashraf33333diag8es
® Network security groups [ ashraf44444diags70
Wil Network interfaces =

FortiSandbox Azure Guide Fortinet Technologies Inc.



Deploying FortiSandbox VM on Azure (Advanced) 17

3. Enter the following information for each account:

Name Enter a name for the storage account.

Deployment model Resource manager.

Account kind Leave it as the default value or change according to your needs.
Location Select the same location used while setting up the resource group.
Replication Read-access geo-redundant storage.

Performance Standard.

Secure transfer required Disabled.

Subscription Select your subscription type.

Resource group Select the resource group you created in the Creating a resource group step.
Virtual networks Disabled.

Data Lake Storage Gen 2 Disabled.

4. Select Create.
5. Repeat the steps above to create a second storage account.

Creating a DNS zone through the Azure CLI

To create a DNS zone through the Azure CLI:

1. Inthe Azure CLI, enter the following commands:
az network dns zone create -g <MyAzureResourceGroup> -n fsaazure.com \

--zone-type Private \

--registration-vnets <myAzureVNet>

\ L}
S L 4
? « -n must be followed by fsaazure.com and cannot be replaced with any other names.

2. Create an FTP DNS record set in the newly created DNS zone.
3. Enter the following information:

Name ftp
Type A
Alias record set No
TTL 300
TTL unit Hours

FortiSandbox Azure Guide Fortinet Technologies Inc.



Deploying FortiSandbox VM on Azure (Advanced) 18

IP address Use the static port2 |IP address of the network interface you created. You can

return to this screen to update the IP after the Azure FSA instance is up, but
the IP must be set correctly before VM initialization.

« ADNS zone must be created before proceeding to any steps in the following pages,

otherwise, a DNS zone will always fail to be created after allocating any network
address space.

« DNS zones are used by custom VMs to communicate with the Azure FSA license; if
you do not need to use a custom VM, a DNS zone is not required.

Creating network security groups

Two network security groups must be created:

« The first must have inbound rules allowing for HTTPS, SSH traffic, and OFTP.
e The second must have inbound rules allowing for FTP and RDP.

FortiSandbox Azure Guide Fortinet Technologies Inc.



Deploying FortiSandbox VM on Azure (Advanced) 19

To create network security groups in Azure:

1. Inthe Azure portal, select Network Security Groups from the left navigation pane.
2. Click Addto create a new network security group for the management port subnet.

Microsoft Azure R
Home > Network security groups > Create network security group

Create a resource Network security grou... « 5 X Create network security g... 0 X

# Home
Edit columns =** More * Name
I=! Dashboard ‘
= jsmith_nsg v
All services —
* Subscription
% FAVORITES NAME Pay-As-You-Go hd

&2 All resources O AGelmaghraby-nsg

9/ Resource groups @ Ashrafoo33225-nsg
& App services @ Ashraf101010-nsg

%> Function Apps @ Ashraf1330-nsg

R 5QL databases

O Ashraf1337-nsg
& Azure Cosmos DB @ Ashrafiz3s-nsg

8 virtual machines @ Ashrafiz3g-nsg

4 Load balancers @ Ashraf202020-nsg
S storage accounts @ Ashraf2508-nsg

Virtual networks O Ashraf25262-nsg

@ Azure Active Directory @ Ashraf33333-nsg

& Monitor @ Ashrafaaa4a-nsg

& Advi
® Advisor O Ashraf4-nsg

@ Ashrafss55555-nsg

@ security Center

© cost Management + Billing @ Ashrafs-nsg
hﬁ Help + support O Ashraf6-nsg
& Disks O Ashraf6-nsg
I public IP addresses @ Ashraf708504848-nsg
& DNs zones @ Ashrafos23632-nsg
% Network security groups O Ashrafchange2-nsg
B Network interfaces O Ashraffinal-nsg
3. Enter the following information:
Name Enter a name for the network security group.
Subscription Select a subscription type.
Resource group Select the resource group you created in the Creating a resource group step.
Location Select the same location used while setting up the resource group.

4. Repeat the steps above to create a second network security group for the FSA port2 subnet.
5. Go to the newly created security groups and configure the inbound rules to allow for the following:

o Network security group one: HTTPS (TCP 443), SSH traffic (TCP 22), OFTP traffic (TCP 514), and optional:
ICAP traffic (TCP 1344), ICAP over SSL (TCP 11344).

» Network security group two: FTP (TCP 21) and RDP (TCP 3389).

Ay
‘Q' Users can choose to alternatively create only one network security group with the inbound
|| rules allowing for HTTPS, SSH traffic, OFTP, FTP, and RDP.
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Creating network interfaces

Two network interfaces are required:

e Thefirstis for FSA port1.
o The second is for FSA port2.

To create a network interface in Azure:

1. Inthe Azure portal, select Network Interfaces from the left navigation pane.

2. Click Addto create a new network interface.

Microsoft Azure

Create a resource Network interfaces

Home
£E Edit columns
Dashboard
All services e
[T NAME
| resources ! agelmaghraby793
%9 Resource groups B ashrafooszzasia
& App services B ashraioronsao
%> Function Apps B ashraiazoass
R 5QL databases B ashranaszser
&5 Azure Cosmos DB B ashrafiazsose
8 virtual machines B ashrafiazssse
& Load balancers ! ashraf19
= storage accounts B ashrafzo2020716
Virtual networks B ashrafzsos223
@ Azure Active Directory B ashrafzs262874
& Monitor B ashrafzaazaser
& Advisor I ashraf4444434
@ security Center B ashratasz2
© cost Management + Billing B ashrafsao0
& Help + support B ashratsssssssseo
= Disks B ashrate22
I public IP addresses n ashraf6545
@ DNS zones I ashraf6904
W Network security groups B ashrafrossossassz
B8 Network interfaces B ashrafoszasazar

3. Enter the following information:

Name
Virtual network

Subnet

Private IP address assignment

Private |P address.

FortiSandbox Azure Guide

Home > Network interfaces > Create network interface

« 2 X Create network interface O
*++ More * Name
[ jsmith_network_interface V]
* Virtual network @
[ Jsmith-fsa3-network ~ |
* Subnet @
[ Jsmith_tsa_public (10.45.0.0/24) v
Network security group @
None ?
Private 1P addrese (IPv6)
v
v
v

Enter your VM name.

Enter your VNet.

20

One subnet under your VNet. Each interface you create must be in a different

subnet.
Static.

Self-defined static IP address.
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Network security group None.

Private IP address (IPv6) Unchecked.

Subscription Select a subscription type.

Resource group Select the resource group you created in the Creating a resource group step.
Location Select the same location used while setting up the resource group.

4. Repeat the steps above to create a second network interface.

W0 If multiple network security groups were created, the one associated with the FSA port1
‘?' interface must be under the security group which includes HTTPS and SSH, and the one
- associated with the FSA port2 interface must be under the security group which includes
- RDP and FTP.

5. Associate the network interface used for the FSA admin port (port1) with the Public IP address in the
IP configuration section; add the private IP address of the other network interface to the IP address list of the FTP
DNS record set.

Creating a FortiSandbox VM using the Azure CLI

To create the VM using the Azure CLI:

1. Create the VM using the Azure CLI with FortiSandbox on the Azure Marketplace with the two network interfaces
created previously.

az vm create --resource-group [resource group name] —--location [location name] —--name [vm
name] \
--image “fortinet:fortinet fortisandbox vm:fortinet fsa-vm:3.0.2" --size [vm size] \

--nics [NIC for portl] [NIC for port2] \
--generate-ssh-keys --verbose

vm create --resource-group jliang azurefsa_resource --location eastus --name jliangfsavm \
i tinet_fortisandbox_vm:fortinet_fsa-vm:3..2" —-size Standard A4 V2 \

a_mgntport jliang azurefsa_vmnetpor

--verbose

2. Get the default admin password for the FSA VM through the Azure CLI.
The VM-ID UUID is the default password for admin access.

iangfsavm
ute/virtualMac]
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Importing Azure settings into FortiSandbox

Once the FSA instance has been successfully deployed, you can import your Azure settings into FortiSandbox.

To import Azure settings into FSA:

Go to the FSAinstance.
2. Select Settings > Azure Config.

22

&8 Fortisandbox Azure £ Azure Config @~  adminv
What are you looking for? [ e
. T ——
l8a FortiView >

User ID jliang@azurestorefortinet.onmicrosoft.com
 Network >

|& smtem 1| pesswora

Administrators Location

aan CHE Subscription 1D

Certificates
Group
LDAP Servers

eastus

dfcad4bd-550b-4572-8404-d541c6c

jliang fsa_eastus

RADIUS Servers

Azure Config Storage Account Key

Mail Server Monitor Account

SNMP
Monitor Account Key
FortiGuard
Login Disclaimer Security Group
System Recovery Vnet
Sett
Settings et
Job View Settings
VMType
Event Calendar Settings
P Virtual Machine
B Scan Policy
P Scaninput
B File Detection
Q@ NetworkAlerts

% URL Detection

Ll Log&Report

MB8z2Y+L+ekul8D78EOM]7J8DKU/PD66QOSGrRZECIAu2BCKg5IVIL HkgIXuFPIXKIESFYO
fiangfsastoragem

aH 2Q1X]1SMw2DhW6CIp13km/a]O7R

jliang
jliang fsa3_network
port2
Standard_B1s

Configuration Wizard

3. Fill out the configuration form by providing the following information:

User ID

Password

Location
Subscription ID
Group

Storage account
Storage account key
Monitor account
Monitor account key

Security group

Vnet
Snet
VM type

FortiSandbox Azure Guide

Your user ID.

Your user password.

Select the same location used while setting up the resource group.
Your subscription ID.

The resource group.

The storage account's name.

The storage account's key.

The monitor account's name.

The monitor account's key.

The security group created. If you created multiple security groups, this should
be the one which allows for RDP and FTP.

The name of the Vnet you created.
The Snet created for the FSA port2 interface.

The size of the VMs used for sandboxing. This also affects the analysis speed
and instance cost when using custom VMs. In most use cases, this should be
set to Standard_B1s.
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You can use other types of VMs with the number of vCPU cores <= 2.

For more information on VM sizes, see: https://docs.microsoft.com/en-
us/azure/virtual-machines/windows/sizes-general

4. The instance will fetch the licensing information, which can take up to three hours.
5. Once completed, upload your BYOL license if it was provided.

Optional: Using a custom VM on Azure

To use custom VM on Azure:

1. Install Azure local customized VMs with CLI command: azure-vm-customized.

2. Inanew FSA CLI window, use the following command to check and watch for the VM initialization: diagnose-
debug vminit.

3. Onthe FSA Azure web GUI, go to Virtual Machine > VM Images and update the Clone number and apply it.

=== FortiSandbox Azure 2 VM Images

What are g for? Q  VMimages
8 Desosrd K] B3 VMScreenshot (D) Enabled VM Types: 2 /4
[ FortiView >
Name Version Status Enabled  Clone# Load# Extensions
 Network > .
= CustomizedVMs (2) Cy
£ System >
®  WIN7X64VMvhd 1 @ activated (V] 1 1
Ilﬁ‘ Virtual Machine v
2 WIN7X86VMvhd 1 @ activated (V] 1 1
VM Status
= RemoteVMs (2)
VM Images
N ~  MACOSX 0 @ activated (V] 1 1 macdmg

.!, Scan Policy
exe php tiff gif png tne

M ScanInput > ¥ WindowsCloudVM 0 @ activated (V] 1 1 xltm xisb xlam potx sk
eml pub mht mime isa

4. Inanew FSA CLI window, use the following command to check and watch for the VM clone init: diagnose-
debug vminit.
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5. The FSA Azure Dashboard now shows a green indicator for Windows VM.

£-2 FortiSandbox Azure

System Information FSF o x Threats Distributio
I!' Unit Type Standalone —
*1* Host Name FSAVMO0I000010235 [Change]

a Serial Number FSAVMO0I000010235
System Time FriDec 14 12:43:22 2018 PST [Change]
@ Firmware Version v3.0.0,build5024 (GA)[Update]
VM License @ [Upload License]
B System Configuration Last Backup: N/A [Backup/Restore]
ru:' Current User admin
Uptime 1 day(s) 19 hour(s) 39 minute(s)
= Windows VM ©
FDN Download Server ]
G Community Cloud Server (]
QO Web Filtering Server (]
ol Antivirus DB Contract © 2019-04-27 Customized Threat
Web Filtering Contract © 2019-04-27
MacOS VM Contract © 2019-05-13, 2 available (Up to 8)

Windows Cloud VM Contract @ 2019-05-13, 5 available (Up to 200) ,
—

Optional: Creating a custom VM on Azure

To create a storage blob for the custom image:

1. Create a new Resource Group in the Azure portal.
2. Create a Storage Account under the new Resource Group.
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3. Locate your blob key on the Access Keys page.

Home » Resource groups » testwinvm > customvm - Access keys

customvm - Access keys

Storage account

2 Search (Cirl+/)

|<<

=
-]

X %

-
“em

Cverview

Activity log

M Access control (JAM)

Tags

Diagnose and solve problems
Events

Storage Explorer (preview)

Settings

Access keys

-

Use access keys to authenticate your applications when making requests to this Azure storage account. Store yo
- and don't share them. We recommend regenerating your access keys regularly. You are provided two access k
while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this

Storage account name

| customvm

keyt 0D
Key
| WincygQFExFVIuxViHgH) 06G1uc/6XgiQcFt1ihzhAlTrGO3ESCIVPTWcj0W3nCzE1ab5+aPdj3)wlQec3bZw==

Connection string

DefaultEndpeints Protocol=https:AccountName=customvm;AccountKey=W5ncygQFoxFViuxVfHgHJobG

4. Create a Blob on the Storage Account.
5. Go to the Properties page of the Blob and get the URL.

Home » Resource groups » testwinvm » customvm - Blobs * win7 - Properties

win7 - Properties

Contaimer
- &«
| L Search (Ctri+/)
MAME
O Overview win7
]
i Access Control (1AM
] (1AM) URL

Settings
Access policy
‘' Properties

0 Metadata

| https:/fcustomvm.blob.corewindows.net/win7

LAST MODIFIED
3/15/2019, 53:53:46 PM

6. Use the azcopy command in the Azure CLI to copy the prebuilt custom VM to your new blob.

WIN7X86 prebuilt custom VM
WIN7X64 prebuilt custom VM

$ azcopy --source [above WIN7X86/WIN7X64 1ink] --destination \
https://[your blob URL]/win7/WIN7X86VM.vhd --dest-key \

[your storage account key]
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jason@Azure:~$ azcopy --verbose --source 'https://fortisandbox.blob.core._windows.net/customvm-v1/WIN7X86VM.vhd?se=2025-81-818sp=r1&spr=https&sv=2018-83-288sr
178EcUzcMii6WrDPCexQUOechQX3D" \

> --destination https://customvm.blob.core.windows.net/mywin7 /WIN7X86VM.vhd --dest-key \

224408:00] >>>>>3323033003>

524+8@:00][VERBOSE] Attempt to parse address "https://customvm.blob.core_windows.net/mywin7/WIN7X86WM.vhd" to a single file as a candida

[2019/03/15 23:
[2019/03/15 23:

ded.

[2019/03/15 23::

[2019/@3/15 2

15:47.
15:51.

[2019/03/15 23::
[2019/03/15 23::

WIN7XB6VM.vhd

[2019/03/15 23::
[2019/@3/15 23::
[2019/@3/15 23::
[2019/@3/15 23::

:51.

.526+8@:00][VERBOSE] Destination is interpreted as a Cloud blob: https://customvm.blob.core.windows .net/mywin? /WIN7X86VM.vhd.
.230+80:08][VERBOSE] Finished: @ file(s), @ B; Average Speed:@ B/s.
.268+0@:00][VERBOSE] Start transfer: https://fortisandbox.blob.core.windows.net/customm-v1/WIN7X86VWM.vhd => https://customvm.blob.core.w;

526+8@:00][VERBOSE] Interpreting destination as a single file as the provided source is a single file.

.225+80:08][VERBOSE] Finished: @ file(s), @ B; Average Speed:@ B/s.

.228+00:00][VERBOSE] Finished: @ file(s), 64 MB; Average Speed:4.21 MB/s.
.227+00:00][VERBOSE] Finished: @ file(s), 128 MB; Average Speed:6.34 MB/s.
.226+00:00][VERBOSE] Finished: @ file(s), 192 MB; Average Speed:7.62 MB/s.

7. Once the windows VHD been copied to your own blob, create a volume from the VHD image in the Azure CLI.

$ az image create --name win7x86imagetest --resource-group testwinvm --location
canadacentral --os-type Windows --source

https://customvm.blob.core.windows.net/mywin7/WIN7X86VM.vhd
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To create the custom VM:

In the Azure portal, go to the details page of the created image. Select Create VM.
2. Follow the Wizard to create a Windows VM, selecting RDP as the inbound port.

27

Home * Resource groups » testwinvm » win7x86imagetest * Create a virtual machine

Create a virtual machine

INSTAMCE DETAILS

* Virtual machine name @

Availability options @

* Image @

* Size @

ADMINISTRATOR ACCOUNT

* Username @

* Password @

* Confirm password @

INBOUND PORT RULES

| mywin fvm

| Mo infrastructure redundancy required

| win7x86imagetest

Browse all images and disks

Standard B1s
1 wvepu, 1 GB memory

Change size

| EEEEEREEERE R

Select which virtual machine network ports are accessible from the public internet. You can specify maore lir

access on the Networking tab.

* Public inbound ports @

* Select inbound ports

':_:' Mone 'i' Allow selected ports

RDP

Mext ; Disks =

3. Once your VM resource is ready, select the VM name and find the public IP address, then connect to it using RDP

(Windows Remote Desktop Protocol).
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o The deployment window will indicate that deployment is underway or has failed, however, this can be ignored
as the VM will actually be up and reachable.
Home » CreateVm-win7x86imagetest-20190315173537 - Overview

CreateVm-win7x86imagetest-20190315173537 - Overview

Deployment
D Search (Ctri+/) « O Delete @ cancel |1 Redep 0} O Refresh
4= Overview .
- Your deployment is underway
& Inputs ) L
Check the status of your deployment, manage resources, or troubleshoot deployment issues. Pin this |
Outputs your dashboard to easily find it next time.
Template Deployment name: CreateVm-win7x86imagetest-20190315173537

{f"} Subscription: Pay-As-You-Gg

Resource group: testwinvm

DEPLOYMENT DETAILS (Download)
Start time: 3/15/2019, 5:36:25 PM
Duration: 10 minutes 30 seconds
Correlation 1D ac7a1126-edd1-4233-bTcc-403f73cfrbTe

RESOURCE TYPE STATUS OPERATION DETAILS
@  mytestvm Microsoft.Compute/virtualMachines Created Operation details
@ mytestym734 Microsoft.Network/networkinterfaces  Created Operation details
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e You can check the VM status screenshot on the Boot Diagnostics page to confirm the status of the VM.

Home » CreateVm-win7x86imagetest-20190315173537 - Overview > mytestvm - Boot diagnostics

@ mytestvm - Boot diagnostics

Search (Cirl+ « O Refrash ﬁ Settings
oy .
? Insights (preview) Screenshot  Serial log

Alerts Updated: Saturday, March 16, 2019, 12:42:47 AM UTC Download screenshot
ili1 Metrics

Diagnostics settings

W Advisor recommendations

a T Windaws Activati
® Logs o Actvation

1 i e wour Win st key
#= Connection monitor ype your Win uct ey
& changs accurmed 19 & W CENSE COMPONEt That NequIres you o type your Windows
product key and activate ¥ again

Support + troubleshooting

Resource health

3 Type your product key

Boot diagnostics 2 Ask me later

1, Performance diagnostics (Pr...
Reset password

M Redeploy

Bl Sernal console

Connection troubleshoot

4. Activate the Windows image through the Windows command prompt:
slmgr.vbs -ipk 00000-00000-00000-00000-00000
slmgr.vbs -ato

5. If required, you can customize the VM.

6. Shut down the VM (example: cmd: shutdown -s -f -t 5).
If the VM deployment task is still running, it should be canceled.

O Delete Ill Redeploy (‘,) Refresh

Canceled

Check the status of your deployment, manage resources, or troubleshoot deploy

Deployment name: CreateVm-win7x86imagetest-20180315173537
{ﬁ} Subscription: Pay-As-You-Go
Resource group: testwinvm

7. Inthe Resource Group pane for the VM in Azure portal, Delete the virtual machine. Do not delete anything else.

8. Once deleted, go to the details of the disk assigned to the VM and select Disk Export. Confirm and generate the
export download link for the VHD file.
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+ Jliang_testwinvm * mytestvm_disk1_894c490efa334546af049b0b91a2ccTd - Disk Export
X f mytestvm_disk1_894c490efa334546af049b0b91a2cc7d - Disk Export

LISk

O Search (Ctri+/) « The following URL can be used to download the VHD file for this.
S Overview https:/fmd-hfhm4st515sd.blob.core.windows.net/crj2bfrghnw0/al
B Activity log Download the VHD file

- s
aM  Access control (IAM) A SAS URL has been generated for this disk for export. While in th

Thiz will revoke the 545 URL, and may cancel any in-progress tran
& Tags ¥ ¥ In-prog

Setings

& Configuration

£ Disk Export

9. Use the azcopy command in the Azure CLI to import the customized windows VHD image into your Azure blob.

$ azcopy --source [above VHD export link] --destination \
https://[your blob URL]/win7/customizedWIN7X86VM.vhd \
--dest-key [your storage account key]

10. The customized Windows VM is now ready for FSA Azure.

To import your custom VM into FSA Azure, use the vin-customized command in the FSA CLI.
For example:

> azure-vm-customized -cn -voWindows7 64 -vnWIN7X64VMvhd -s[Subscription ID] -g[this
resource group name] -a[this storage account name] -k[this storage account key] -
fcustomwinvm -bcustomizedWIN7X64VM.vhd -r

> azure-vm-customized -cn -voWindows7 -vnWIN7X86VMvhd -s[Subscription ID] -g[this
resource group name] -a[this storage account name] -k[this storage account key] -f
[this blob name] -bcustomizedWIN7X86VM.vhd -r
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Change Log

Date Change Description

2019-02-19 Initial release.
2019-03-25 Added Optional: Creating a custom VM on Azure on page 24.
2019-06-07 Added About FortiSandbox VM on Azure on page 4

Added additional information to Deploying FortiSandbox VM on Azure (Basic) on page 6.
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