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FortiAuthenticator standalone |IAM

This chapter contains FortiAuthenticator related examples.

Certificate management

This section describes managing certificates with the FortiAuthenticator device.

FortiAuthenticator can act as a certificate authority (CA) for the creation and signing of X.509 certificates, such as server
certificates for HTTPS and SSH, and client certificates for HTTPS, SSL, and IPsec VPN.

FortiAuthenticator as a Certificate Authority

For this example, you will configure the FortiAuthenticator as a Certificate Authority (CA). This will allow the
FortiAuthenticator to sign certificates that the FortiGate will use to secure administrator GUI access.

= 0
CAcertcate 5
Signed certficate

CSR

Create CA certificate on FortiAuthenticator.

Download the CA certificate to browser.

Create CSR on the FortiGate device.

Import and sign CSR on FortiAuthenticator.

Download the signed certificate.

Import the signed certificate and apply to admin GUI access.
The management connection is now trusted.

Nooak~kwdh=

This scenario includes creating a certificate request on the FortiGate, downloading the certificate to the network’s
computers, and then importing it to the FortiAuthenticator. You will sign the certificate with the FortiAuthenticator’'s own
certificate, then download and import the signed certificate back to the FortiGate.

The process of downloading the certificate to the network’s computers will depend on which web browser you use.
Internet Explorer and Chrome use one certificate store, while Firefox uses another. This configuration includes both
methods.

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.



FortiAuthenticator standalone IAM

Creating a new CA on the FortiAuthenticator

To create a new CA:

1. On the FortiAuthenticator, go to Certificate Management > Certificate Authorities > Local CAs and create a new CA.
Enter a Certificate ID, select Root CA certificate, and configure the key options as shown in the example.

Create New Local CA Certificate
Certificate ID: secure

Certificate Authority Type

Certificate type: Intermediate CA _ Intermediate CA signing request (CSR)
B Use netHSM

Subject Information

Subject input method: Fully distinguished name

Name (CN): secure

Department (OU):

Company (O):

City (L):

State/Province (ST):

Country (C): -

Ernail address:

Key And Signing Options

Validity period: Set an expiry date
3650 2| days

Key type: RSA

Key size: 1024 2048 4096

Hash algorithm: SHA-256 SHA-1

Subject Alternative Name

» Email:

B User Principal Name (UPN):
Advanced Options: Key Usages

Certificate Revocation List (CRL)

Lifetime: 30 days (1-365)

v 4

Re-generate every: 1 days

“ Geneel

2. Once created, highlight the certificate and select Export Certificate.

+ Create New & Import @ Delete | | & Export Certificate Search for loc v
Certificate ID Subject Issuer Status CAType
secure ‘CN=secure CN=secure Active Root CA

1 local CA certificate

This will save a .crtfile to your local drive.

Installing the CA on the network

The certificate must now be installed on the computers in your network as a trusted root CA. The steps below show
different methods of installing the certificate, depending on your browser.

FortiAuthenticator 8.0.0 Examples
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Internet Explorer and Chrome

1. In Windows Explorer, right-click on the certificate and select Install Certificate. Open the certificate and follow the
Certificate Import Wizard.

Welcome to the Certificate Import Wizard

This wizard helps wou copy certificates, certificate trusk lisks, and certificate revocation
lisks From your disk to a certificate store,

& certificate, which is issued by a certification autharity, is a confirmation of wour idenkity
and contains infarmation used ko prakect daka or ko eskablish secure network,
conneckions, & cerkificate skore is the system area where certificates are kept,

Stare Location
@ Current User
() Local Machine

Tao cankinue, click Mext,

Cancel

2. Make sure to place the certificate in the Trusted Root Certification Authorities store.

FortiAuthenticator 8.0.0 Examples
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Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For
the certificate.

() automatically seleck the certificate store based on the type of certificate
(®) Place all certificates in the Following store

Certificate skore:

| Trusted Rook Certification Autharities | I Browse, ., I

Cancel

3. Finish the Wizard and select Yes to confirm and install the certificate.

FortiAuthenticator 8.0.0 Examples
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e CL Pty W

You are about toinstall a certificate from a certification
! authority [CA] claiming to represent:

SeCure

Windows cannot validate that the certificate is actually from
“secure”, You should confirm its origin by contacting
“secure”, The following number will assiztyou in this
process:

Thumbprint (shal]: 955CF 2FC 54CA000F SE3F4555 6EODEATT
11626596

Warning:

If wou install this root certificate, Windowes will automatically
trust any certificate issued by this CA, Installing a certificate
with an unconfirmed thumbprint is a security risk, If you click
"es"you ackhowledge this risk,

Do you want ta install this certificate?

Firefox

1. Inthe web browser, go to Options > Privacy & Security > Certificates, and select View Certificates.

&« G @ © Firefox  aboutpreferences#privacy xd I o =

2 Find in Options

'# General

Q Search When a server requests your personal certificate

Certificates

Select one automatically

n Privacy & Security ® Ascyou every time

3 Firefox Account \/ Query OCSP responder servers to confirm the current validity of Wiew Certificates...

certificates
@ Firefox Support Security Devices...

2. Inthe Authorities tab, select Import.

FortiAuthenticator 8.0.0 Examples 12
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Your Certificates People

Servers

Authorities

Certificate Manager

You have certificates on file that identify these certificate authorities

Certificate Mame

wAC Camerfirma 5.4,

Chambers of Commerce Root - 2008

Global Chambersign Root - 2008

vAC Camerfirma SA CIF A82743287

Camerfirma Chambers of Commerce Root

Camerfirma Global Chambersign Root

vACCY
ACCYRAIZT
vActalis S04 /03358520967

Wiew... Edit Trust...

Import...

3. Find and open the root certificate.

You will be asked what purposes the certificate will be trusted to identify. Select all options and select OK.

Downloading Certificate

procedures (if available).

W ey Exarnine CA certificate

Export...

Security Device

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Object Token

Delete or Distrust..,

Wou have been asked to trust a new Certificate Authority (CA),

Do ywou want to trust “secure” for the following purposes?
[ Trust this CA ta identify wehsites,
[ Trust this CA& to identify ernail users,

Ok

Before trusting this CA for any purpose, you should examine its certificate and its policy and

Cancel

Creating a CSR on the FortiGate

To create a CSR:

a

QK

1. Onthe FortiGate, go to System > Certificates and select Generate to create a new certificate signing request

(CSR).

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.



FortiAuthenticator standalone IAM

Enter a Certificate Name, the Internet facing IP address of the FortiGate, and a valid email address, then configure
the key options as shown in the example.

The Subject Alternative Name field must be configured with the internet facing IP address or FQDN in the following
format: IP:x.x.x.x or DNS:hostname.example.com.

Certificate Name Secure

Subject Information

ID Type Rgl=Sdl8 Domain Name  E-Mail

IP 172.25.176.127

Optional Information

Organization Unit

Organization

Locality(City)

State / Province

Country/ Region »
E-Mail

Subject Alternative Name

Password for private key

jny@nfﬁnnrld.conﬂ

IP:172.25.176.127

Key Type Elliptic Curve
Key Size 1024 Bit 1536 Bit pelLERHIE 4096 Bit

Enroliment Method FEEEEDE Online SCEP

2. Once created, the certificate will show a Status of Pending. Highlight the certificate and select Download.

+ Generate | #* Edit | W Delete 3] Import~ | @ View Details

MNarme Status

¥ secure O Pending

This will save a .csr file to your local drive.

. SECUre. Csr

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.
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Importing and signing the CSR on the FortiAuthenticator

To import and sign the CSR:

1. Back on the FortiAuthenticator, go to Certificate Management > End Entities > Users and import the .csr certificate

created earlier.

Make sure to select the Certificate authority from the dropdown menu, and set the Hash algorithm to SHA-256, as

configured earlier.

Import Signing Request or Certificate

Type: Local certificate

Certificate ID: secure

CSR file (.csr, .req): & Upload a file

Certificate Signing Options

Certificate authority: secure | CN=secure |~

Validity period: Set an expiry date
365 + | days

Hash algorithm: SHA-1

Subject Alternative Name

P Ernail:

® User Principal Name (UPN):

Other Extensions

» Add CRL Distribution Points extension (Location: Device FQDN has not been configured) Edit device FQDN

» Add OCSP Responder URL (Location: Device FQDN has not been configured)  Edit device FQDN

B Use certificate for Smart Card logon

Advanced Options: Key Usages

— ceneel

2. Once imported, you should see that the certificate has been signed by the FortiAuthenticator, with a Status of
Active. Highlight the certificate and select Export Certificate.

# Create New | | &8 Import | | ® Revoke & Export Certificate Search for user certificates

® Certificate signing request "CN=172.25 174 127, emailAddress-joy@offworld com” was signed with CA certificate "C=CA, 5T=0ON, L=Ottawa, O=Fortinet, OU=FIRS-CC, CM=Certs,
emailéddress= "

Certificate ID Subject Issuer

¥l securs CN=172.25.176.127, email Addresz=joy@offworld.com C=CA, ST=0N, L=0ttawa, O=Fortinet, OU=FIP5-CC, CN=Certs, emai...

This will save a .cer file to your local drive.

-,_ SECUre, Cer

Importing the local certificate to the FortiGate

To import the local certificate:

1. Back on the FortiGate, go to System > Cetrtificates, and select Local Certificate from the Import dropdown menu.

Browse to the .cer certificate, and select OK.

FortiAuthenticator 8.0.0 Examples
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Import Certificate

Type Walsb=| RNzl P15 312 Certificate . Certificate

Certificate file & secure.cer

You should now see that the certificate's Status has changed from Pending to OK. You may have to refresh your
page to see the status change.

MName Status Subject

Certificates (10}

¥ secure & oK emailAddress = joy@offworld com, TH = 17225 176127

Configuring the certificate for the GUI

To configure the certificate:

1. Onthe FortiGate, go to System > Settings.
Under Administration Settings, set HTTPS server certificate to the certificate created/signed earlier, then select
Apply.

Administration Settings
HTTF port a0
Redirectto HTTPS @

HTTFS port 2443

HTTFS server certificate | SECUrE -

S5H port 24

Telnet port 24

ldle timeout 45 Minutes (1 - 480)
Results

Close and reopen your browser, and go to the FortiGate admin login page. If you click on the lock icon next to the
address bar, you should see that the certificate has been signed and verified by the FortiAuthenticator. As a result, no
certificate errors will appear.

FortiAuthenticator 8.0.0 Examples
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@ @ https//172.25.176.127:8443/0gin e Oy

< Site Security

& 17225176127

Secure Connection

Verified by secure

hare Infarmation

FortiAuthenticator certificate with SSL inspection

For this example, you will create a certificate on the FortiGate, have it signed on the FortiAuthenticator, and configure
the FortiGate so that the certificate can be used for SSL deep inspection of HTTPS traffic.

Create CSR on the FortiGate device.

Import and sign CSR on FortiAuthenticator.

Download the signed intermediate CA.

Import signed certificate and apply deep inspection of cloud applications.

A

Note that, for this configuration to work correctly, the FortiAuthenticator must be configured as a certificate authority
(CA), otherwise the certificate created in this example will not be trusted. For more information on how to do this, see
FortiAuthenticator as a Certificate Authority.

This scenario includes creating a certificate signing request (CSR), signing the certificate on the FortiAuthenticator, and
downloading the signed certificate back to the FortiGate. You will then create an SSL/SSH Inspection profile for full SSL
inspection, add the certificate created to the profile, and apply the profile to the policy allowing Internet access.

As an example, you will also have Application Control with Deep Inspection of Cloud Applications enabled. This will
apply inspection to HTTPS traffic. Note that you may use another security profile instead of Application Control.

Creating a CSR on the FortiGate

To create a CSR:

1. Onthe FortiGate, go to System > Certificates and select Generate to create a new certificate signing request
(CSR).
Enter a Certificate Name, the Internet facing IP address of the FortiGate, and a valid email address, then configure
the key options as shown in the example.

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.
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The Subject Alternative Name field must be configured with the internet facing IP address or FQDN in the following
format: IP:x.x.x.x or DNS:hostname.example.com.

Certificate Mame Secure

Subject Information

ID Type RghEdl8 Domain Name E-Mail
IP 172.25176.127

Optional Information

Organization Unit

Organization

Locality(City)

State / Province

Country/ Region @ J
E-Mail joy@offworld.com
Subject Alternative Name | IP:172.25.176.127

Password for private key @

Key Type Elliptic Curve
Key Size 1024 Bit 1536 Bit peZEEE 4076 Bit

Enroliment Method FEEEEV N Online SCEP

2. Once created, the certificate will show a Status of Pending. Highlight the certificate and select Download.

+ Generate | 4 Edit 1 Delete | 3 Impart~ @ View Detalls | & Download || Search | Q |

MName Status Subject

Certificates (1)

¥ secure  Fending

This will save a .csr file to your local drive.

' SECUre. csr

FortiAuthenticator 8.0.0 Examples
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Creating an Intermediate CA on the FortiAuthenticator

To create an Intermediate CA:

1. On the FortiAuthenticator, go to Certificate Management > Certificate Authorities > Local CAs and select Import.
Set Typeto CSR to sign, enter a Certificate ID, and import the CSR file. Make sure to select the Certificate authority
from the dropdown menu, and set the Hash algorithm to SHA-256.

Import Signing Request or Local CA Certificate

Type: PKCS12 Cortificate | Certificate and Private Key Localcertificate. | NethiSM certificate
Certificate ID: secureocal
CSR file (.csr, .req): & Upload a file
Certificate Signing Options
Certificate authority: _ -
Validity period: Set an expiry date
3650 1] days

Hash algorithm: SHA-256 SHA-1

Subject Alternative Name
P Email:

W User Principal Name (UPN):

Advanced Options: Key Usages

n caneel

2. Once imported, you should see that the certificate has been signed by the FortiAuthenticator, showing a Status of
Active, and with the CA Type of Intermediate (non-signing) CA. Highlight the certificate and select Export

Certificate.
+ Create New | &8 Import | % Revoke 1 Delete Search for local CA certificates | W
@ Certificate signing request "CN-172.25.176.127, emailAdd ress= " was signed with CA certificate
@ CA certificate 'CN-172.25.176.127, emallAdd ress- abristow@fortinet com' was successfully Imported
Certificate ID Subject Issuer Status CA Type
vl secure.|ocal CN=172.25.178,127, email Address= =" =g iam s = g L} T Lo smm i L ! Active Intermediate (non-signing) CA

This will save a .crtfile to your local drive.

B ccurelocalort

Importing the signed certificate on the FortiGate

To import the signed certificate:

1. Back on the FortiGate, go to System > Certificates, and select Import > Local Certificate.
Browse to the CRT file and select OK.

FortiAuthenticator 8.0.0 Examples
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o
Import Certificate
Type Walst| WOl FH.C5 #12 Certificate . Certificate
Certificate file & securelocalcrt
2. You should now see that the certificate has a Status of OK.
+ Generate 4 Edit 1 Delete 3 Import> @ View Details & Download | Search Q

Marme Subject Issuer Status

Certificates (10)
&7 rmy-car emailAddress = & - LM =17225176.127  Fortinet & Ok

Configuring full SSL inspection

To configure full SSL inspection:

1. Go to Security Profiles > SSL/SSH Inspection, and create a new profile.
Enter a Name, select the certificate from the CA Certificate dropdown menu, and make sure Inspection Method is
set to Full SSL Inspection.

Mew S5LSEH Inspection Profile

Mame deep-inspection-cloud-apps

Wirite @ comment... | ovass

Comments

=50 Inspection Cptions

Enable S5L Inspection of Wultiple Clients Connecting to Multiple Servers
Frotecting S50 Server

Inspection Method S50 Certificate Inspection
CA Certificate My-Csr | & Download Certificate
Untrusted SSL Certificates m Block = ‘iew Trusted CAs List

RPC over HTTPS »

2. Add the certificate to your web browser's list of trusted certificates. End users will likely see certificate warnings
unless the certificate is installed in their browser.

FortiAuthenticator 8.0.0 Examples
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3. Next goto Policy & Objects > IPv4 Policy and edit the policy that allows Internet access.
Under Security Profiles, enable SSL/SSH Inspection and select the custom profile created earlier.

Enable Application Control and set it to default.

Edit Policy
Mame € internet
Incoming Interface | 23 lan
+
Qutgoing Interface | [ wan x
+
Source 2 al *®
+
Destination 2 al *®
+
Schedule always -
Service o AL *®
+
Action O IPzec
Inzpection Mode MR Proxy-hased

Firgwall / Metwork Cptions

MNAT ©
IF Pool Canfiguration utgoing Interf dri Use Dynamic IP Pool

Preserve Source Fort (B
Frotocal Cptions default v &

Security Profiles
Antivirus

Web Filter

OMNS Filter
Application Contral default | &
IPS

wialP

GeB VU@

S50 Inspectian deep-inspection-cloud-apg « | #*
Mirror SSL Traffic to Interfaces CB

Logging Cptions

Log Allowed Traffic @ @ Security Events
Comments | Vyrite a comment. . P

Enable this palicy @

FortiAuthenticator 8.0.0 Examples
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Results

1. Totest the certificate, open your web browser and attempt to navigate to an HTTPS website (in the example,
https://www.dropbox.com).
Click on the lock icon next to the address bar and click Show connection details.

@ & https/feardropbox.comlanding =dbv?

Site Information for www.dropbox.com

ﬂ Connection
Secure Connection >
A Connection verified by a certificate issuer that
is not recognized by Mozilla. | Show connection details
() Content Blocking Standard %f
Elockakle content detected an this site,
't Trackers ?
& Cookies >

Permissions o3

You have not granted this site any special permissions.

Clear Cookies and Site Data...

2. You should now see that the certificate from the FortiGate (172.25.176.127) has signed and verified access to the

site. As a result, no certificate errors will appear.
Optionally select More Information.

FortiAuthenticator 8.0.0 Examples
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@ & https:fen dropbox.com,/landing = dbw 2

L4 Site Security

& www.dropbox.com

Secure Connection

Verified by 172.25.176.127

Mozilla does not recognize this certificate issuer. It
A may have been added from your operating system
or by an administrator, Learn More

hare Information

FortiAuthenticator certificate with SSL inspection using an
HSM

For this example, you will create a certificate on the FortiGate, have it signed on a FortiAuthenticator with a configured
HSM server, and configure the FortiGate so that the certificate can be used for SSL deep inspection of HTTPS traffic.
This example uses the Safenet Luna V7 HSM.

:
= LI ?li
= —
1 L] el
1. Configure FortiAuthenticator with NetHSM.
2. Create CSR on the FortiGate device.
3. Import and sign the CSR using NetHSM.
4. Download the signed intermediate CA.
5. Import signed certificate and apply to deep inspection of cloud applications.
FortiAuthenticator 8.0.0 Examples 23
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To set up the certificate with SSL inspection using an HSM:

Configuring the NetHSM profile on FortiAuthenticator on page 24
Creating a local CA certificate using an HSM server on page 25
Creating a CSR on the FortiGate on page 26

Creating an Intermediate CA on the FortiAuthenticator on page 27
Importing the signed certificate on the FortiGate on page 28
Configuring full SSL inspection on page 28

7. Results on page 31

SR S\

In order for this configuration to work correctly, the FortiAuthenticator must be configured as a certificate authority (CA),
otherwise the certificate created in this example will not be trusted. For more information on how to do this, see Creating
a local CA certificate using an HSM server on page 25 and FortiAuthenticator as a Certificate Authority.

As an example, you will also have Application Control with Deep Inspection of Cloud Applications enabled. This will
apply inspection to HTTPS traffic. Note that you may use another security profile instead of Application Control.

Configuring the NetHSM profile on FortiAuthenticator

To configure a new the Safenet Luna HSM server:

1. InFortiAuthenticator, go to System > Administration > NetHSMs, and click Create New.
2. Inthe Create New HSM Serverwindow, configure the following:

Create New HSM Server

Server Settings

Name: Safenetluna

HSM Server Type: Safenet Luna v7
Server IP/FQDN: 172.27.2.248
Partition Password: eensseseene
Client IP: 172.27.246

Certificate Management

Upload server certificate: @ Safenstiuna HSM cer

Name Enter a name for the HSM server.

Server IP/FQDN Enter the IP address or FQDN of the HSM server to which the
FortiAuthenticator will connect.

Partition Password Enter the key partition password from the HSM server.

Client IP Enter the address of the FortiAuthenticator interface that the HSM will see.

Upload server certificate Click Upload server certificate to select the certificate from your HSM.

3. Click OKto complete the setup.

FortiAuthenticator 8.0.0 Examples
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To authorize FortiAuthenticator as a Safenet Luna HSM client:

Creating a local CA certificate using an HSM server

Once you have configured the HSM server on FortiAuthenticator, you can create a local CA certificate using the HSM
server to sign requests. For more information on setting up a certificate authority, see FortiAuthenticator as a Certificate

Make sure the FortiAuthenticator client certificate uses the <FAC IP>.pem naming convention. For example:

172.16.68.47.pem

Upload the FortiAuthenticator client certificate to Safenet Luna HSM using SCP transfer.
scp [certificate filename] admin@[HSM address]:
Use SSH to connect to the HSM, then register your FortiAuthenticator, and associate it with a partition.
ssh -1 admin [HSM address]
client register -c [client name] -ip [client address]
client assignpartition -c [client name] -p [partition name]
Confirm the status of the NetHSM client. For example:
client show -c my_fac

ClientID: my_fac

IPAddress: 172.16.68.47
Partitions: my_partition

Authority on page 8.

To create a new local CA certificate using HSM:

1.

a bk whN

On FortiAuthenticator, go to Certificate Management > Certificate Authorities > Local CAs, and click Create New.

Create New Local CA Certificate
Certificate ID: My_CA

Certificate Authority Type

Certificate type: Intermediate CA _ Intermediate CA signing request (CSR)

© Use netHsM

Hsm server. SafenetLuna (172.27.2.248) [~
Subject Information
Subject input method
Name (CN):
Department (OU):
Company (O):
City (L):
State/Province (ST):
Country (C):

Email address:

Key And Signing Options

Validity period: Setan expiry date
3650 5| days

Key type: RSA

Key size: 1024 409

Hash algorithm: SHA-L

Subject Alternative Name
Email:
User Principal Name (UPN)
Advanced Options: Key Usages
Certificate Revocation List (CRL)
Lifetime: 30 %] days (1-365)

Re-generate every: 1 5| days

Enter a name for the CA certificate, for example My_CA.
Select Root CA as the Certificate type.
Enable Use NetHSM, and choose an HSM server from the dropdown menu.

Configure the remaining settings as desired, and click OK to save your changes.
Once your CA certificate has been created, it can be exported and installed on your network. For more information
on setting up a certificate authority, see FortiAuthenticator as a Certificate Authority on page 8.

FortiAuthenticator 8.0.0 Examples
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Creating a CSR on the FortiGate

To create a CSR:

1. Onthe FortiGate, go to System > Certificates and select Generate to create a new certificate signing request
(CSR).
Enter a Certificate Name, the Internet facing IP address of the FortiGate, and a valid email address, then configure
the key options as shown in the example.

The Subject Alternative Name field must be configured with the internet facing IP address or FQDN in the following
format: IP:x.x.x.x or DNS:hostname.example.com.

Certificate Mame Secure

Subject Information

ID Type RghEdl8 Domain Name E-Mail
IP 172.25176.127

Optional Information

Organization Unit

Organization

Locality(City)

State / Province

Country/ Region @ J

E-Mail joy@offworld.com
Subject Alternative Name | IP:172.25.176.127

Password for private key @

Key Type Elliptic Curve
Key Size 1024 Bit 1536 Bit peZEEE 4076 Bit

Enroliment Method FEEEEV N Online SCEP

2. Once created, the certificate will show a Status of Pending. Highlight the certificate and select Download.

FortiAuthenticator 8.0.0 Examples
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+ Generate | #* Edit M Delete 3] Impart~ @& View Detalls | & Download || Search Q

MNarme Status

Suhbject

¥ secure O Pending

This will save a .csr file to your local drive.

. SECUre.csr

Creating an Intermediate CA on the FortiAuthenticator

To create an Intermediate CA:

On the FortiAuthenticator, go to Certificate Management > Certificate Authorities > Local CAs and select Import.
Set Typeto CSR to sign, enter a Certificate ID, and import the CSR file.

Select the Certificate authority configured with the HSM from the dropdown menu, and set the Hash algorithm to
SHA-256. Click OK.

Import Signing Request or Local CA Certificate

Type: PKCS512 Certificate Certificate and Private Key Local certificate MetHSM certificate
Certificate ID: secure.local
CSR file (.csr, .req): & Upload a file
Certificate Signing Options
Certificate authority: _ v
Validity period: St an expiry date
3650 = | days

Hash algorithm:

Subject Alternative Name
® Email:

W User Principal Name (UPN):

Advanced Options: Key Usages

Once imported, you should see that the certificate has been signed by the FortiAuthenticator, showing a Status of
Active, and with the CA Type of Intermediate (non-signing) CA.

Highlight the certificate and select Export Certificate.
4 Create New | &8 Import | % Revoke  fi Delete

@ Certificate signing request "CN=172.26.176.127, emailAddress=

Search far local CA certificates | W

“was signed with CA certificate

© CA certificate CN-172.25.176 127, emailAddress-abristow@fortinet com' was successfully imparted

Certificate ID Subject Issuer Status CAType

7 secure.ocal CN=172.25.176.127, emall Address=#m mmeg e ns 0w R ST NS n Active Intermediate (non-signing) CA

This will save a .crtfile to your local drive.

B -ccurelocalort
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Importing the signed certificate on the FortiGate

To import the signed certificate:

1. Back on the FortiGate, go to System > Certificates and select Import > Local Certificate.
Browse to the .crtfile, and select OK.

o
Import Certificate
Type Wle= (MOl P15 #12 Certificate . Certificate
Certificate file @ securelocalcrt
2. You should now see that the certificate has a Status of OK.
+ Generate | # Edit W Delete | # Impart~ | @ View Details & Download | | Search Q

Marme Subject Issuer Status

Certificates (10)
BF ry-casr emailAddress = & L LM =17225176.127  Fortinet & Ok

Configuring full SSL inspection

To configure full SSL inspection:

1. Onthe FortiGate, go to Security Profiles > SSL/SSH Inspection, and create a new profile.
Enter a Name, select the certificate from the CA Certificate dropdown menu, and make sure Inspection Method is
set to Full SSL Inspection.

FortiAuthenticator 8.0.0 Examples
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Mew S5LSEH Inspection Profile

Mame deep-inspection-cloud-apps

Wirite @ comment... | ovass

Comments

=50 Inspection Cptions

Enable S5L Inspection of Wultiple Clients Connecting to Multiple Servers
Frotecting S50 Server

Inspection Method S50 Certificate Inspection

CA Certificate My-Csr | & Download Certificate

Untrusted SSL Certificates m Block & WView Trusted CéAs List
RPC over HTTFS »

2. Add the certificate to your web browser's list of trusted certificates. End users will likely see certificate warnings
unless the certificate is installed in their browser.

FortiAuthenticator 8.0.0 Examples
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3. Next goto Policy & Objects > IPv4 Policy and edit the policy that allows Internet access.

Edit Policy
Mame € internet
Incoming Interface | 23 lan
+
Qutgoing Interface | [ wan x
+
Source 2 al *®
+
Destination 2 al *®
+
Schedule always -
Service o AL *®
+
Action O IPzec

Inspection Mode

Firgwall / Metwork Cptions

MNMAT ©

IF Pool Canfiguration Use Dynamic IP Pool
Preserve Source Fort (B

Frotocal Cptions default v &

Security Profiles
Antivirus

Web Filter

OMNS Filter
Application Contral default | &
IPS

wialP

GeB VU@

S50 Inspectian deep-inspection-cloud-apg « | #*
Mirror SSL Traffic to Interfaces CB

Logging Cptions

Log Allowed Traffic @ @ Security Events

Comments | YVrite a comment.. PR

Enable this palicy @

4. Under Security Profiles, enable SSL/SSH Inspection and select the custom profile created earlier.
5. Enable Application Control and set it to default.

FortiAuthenticator 8.0.0 Examples
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Results

1. Totest the certificate, open your web browser and attempt to navigate to an HTTPS website (in the example,
https://www.dropbox.com).
Click on the lock icon next to the address bar, and click Show connection details.

@ & https/feardropbox.comlanding =dbv?

Site Information for www.dropbox.com

ﬂ Connection
Secure Connection >
A Connection verified by a certificate issuer that
is not recognized by Mozilla. | Show connection details
() Content Blocking Standard %f
Elockakle content detected an this site,
't Trackers ?
& Cookies >

Permissions o3

You have not granted this site any special permissions.

Clear Cookies and Site Data...

2. You should now see that the certificate from the FortiGate has signed and verified access to the site. As a result, no

certificate errors will appear.
Optionally select More Information.

FortiAuthenticator 8.0.0 Examples
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@ & https:fen dropbox.com,/landing = dbw 2

L4 Site Security

& www.dropbox.com

Secure Connection

Verified by 172.25.176.127

Mozilla does not recognize this certificate issuer. It
A may have been added from your operating system
or by an administrator, Learn More

hare Information

FortiAuthenticator and FortiGate SCEP automatic enroliment

In this example, you will enable SCEP (Simple Certificate Enrollment Protocol) on FortiAuthenticator (acting as a private
CA) and use it to automatically issue a device certificate to a FortiGate.

Having a FortiAuthenticator signing certificate for FortiGate as a CA can be used in the following scenarios:

» Automatically renew/rotate for FortiGate VPN tunnels
o EAP-TLS for WiFi authentication
» |ssue a certificate for FortiGate administration GUI

1. Configure FortiAuthenticator as a local CA and enable its SCEP service.
2. Expose the SCEP service on a FortiAuthenticator interface.
3. From FortiGate, pull the CA/CRL over the SCEP URL, submit a SCEP CSR, and auto receive the signed certificate.

Prerequisites

o Forti0S7.4.2
« FortiAuthenticator 8.0.0

FortiAuthenticator 8.0.0 Examples 32
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SCEP path:

/app/cert/scep/

» FortiAuthenticator is reachable from FortiGate (HTTPS to the SCEP URL).
« FortiAuthenticator operating as a local/private CA.
« Administrative access to both the devices.

Topology

@ =)

FortiGate FortiAuthenticator
fgt1.example.com 192.168.20.245
192.168.20.111 fac245_Private_ CA

SCEP server

« FortiGate: fg1.example.com-192.168.20.111
» FortiAuthenticator (Private CA + SCEP): fac245.example.com-192.168.20.245
» SCEP URL:

https://fac245.example.com/app/cert/scep/

FortiAuthenticator and FortiGate SCEP automatic enroliment

Nooakowh2

Configuring FortiAuthenticator as a private CA on page 33

Enable the SCEP service on FortiAuthenticator on page 34

FortiGate: Trust CA and CRL via SCEP on page 35

SCEP enroliment method: Automatic on page 37

FortiGate: Request and install a certificate via SCEP (automatic approval) on page 38
Results on page 40

Troubleshooting on page 40

Configuring FortiAuthenticator as a private CA

To configure FortiAuthenticator as a private CA:

1.

o~ wh

Go to Certificate Management > Certificate Authorities > Local CAs, and select Create.
The Create New Local CA Certificate window opens.

Enter a Certificate ID.

In Certificate type, select Root CA to create a local root CA to sign device certificates.
In Subject input method, ensure that Field-by-field is selected.

Enter a Name (CN).

FortiAuthenticator 8.0.0 Examples 33
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6. Click Save.

Create New Local CA Certificate

Certificate ID: fac24s_Private CA

Certificate Authority Type

Certificate type: TN termeciate A Intermeciate CA signing request (CSR)
B Use netHSM

Subject Information

Subject input method Fully distinguished name

Name (CN): fac245_Private_CA

Department (OU):

Company (O):

City (L:

State/Province (ST)

Country (C): v

Email address:

Key And Signing Options

Validity period: Set an expiry date
3650 aavs

Key type: RSA

Key size: m 4096

Hash algorithm: EVSCPRNNCE N sha2ss |

Subject Alternative Name
» Email
® User Principal Name (UPN):

Advanced Options: Key Usages

Certificate Revocation List (CRL)
Lifetime: 30 | dapsiaass)
Re-generate every: 1 days

Enable the SCEP service on FortiAuthenticator

To enable the SCEP service on FortiAuthenticator:

1. Go to Certificate Management > Certificate Authorities > SCEP > General.
2. Select Enable SCEP.
Note: The default SCEP URL path:

/app/cert/scep/

Ensure that the Default CA is the CA configured in Configuring FortiAuthenticator as a private CA on page 33.
Enter the default enroliment password that is used when not setting a random password.

Ensure that the Enrollment method is Automatic.

Enable Revoke the old certificate on renewal.

Click Save.

Edit SCEP Settings

No ok~

@ Enable SCEP

c
5

/app/cert/scep/
fac245_Privas

Default CA: e CA [CN=fac245_Private CA] v

Default enrollment password:

Enroliment method:

@ Revoke the old certificate on renewal

Manual and Automatic

Enabling SCEP service on the interface

We now bind SCEP to an interface so clients can reach it.

To enable SCEP service on the interface:

1. Goto System > Network > Interfaces.
2. Selectaninterface to openit.
3. Enable HTTPS (TCP/443).

a. Enable SCEP (/app/cert/scep).

FortiAuthenticator 8.0.0 Examples
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4. Enable HTTP (TCP/80).
a. Enable SCEP (/app/cert/scep).
5. Click Save.

Edit Network Interface

1 Editing

Interface Status

Interface: port1
Status: o

1P Address / Netmask

1Pv4: 5
1Pv6:

Access Rights

Admin access: @ SSH (TCP/22)
® SNMP (UDP/161)
@© Web Interface (TCP/443)
@ RESTful AP (/api/)
“® Security Fabric (/api/v1/fabric/)

Services: @ HTTPS (TCP/443)
" Captive Portals (/guests, /portal, /fg/api/v1/cp)
“» SAML IdP (/saml-idp)
» SAML SP S5O (/saml-sp, /login/saml-auth)
 Kerberos S5O (/login/kerb-auth)
@ SCEP (/app/cert/scep)
“» CRL Downloads (/app/cert/crl)
“» CMP (/app/cert/cmp2/)
® SCIM (/scim)
~» FortiToken Mobile API (/api/v1 /pushauthresp, /api/v1/transfertoken)
“® OAuth Service (/api/v1/oauth, /api/v1/pushpoll, /guests, /portal)
@ HTTP (TCP/80)
@ SCEP (/app/cert/scep)
“» CRL Downloads (/app/cert/crl)
“» CMP (/app/cert/cmp2/)
SAMLIdP metadata (/saml-idp)
Kerberos SSO (/login/kerb-auth)

“® RADIUS Accounting Monitor (UDP/1646)
“® RADIUS Auth (UDP/1812)

D RADIUS Accounting SSO (UDP/1813)
“» RADSEC (TCP/2083)

B TACACS+ Auth (TCP/49)

"D LDAP (TCP/389)

D LDAPS (TCP/636)

“» FortiGate FSSO (TCP/8000)

» OCSP (TCP/2560)

“» FortiClient FSSO (TCP/8001)

“® Hierarchical FSSO (TCP/8003)

“» DC/TS Agent FSSO (TCP/8002)

» Syslog (UDP/514)

» Syslog over TLS (TCP/6514)

“» SAML IdP S5O (TCP/8143)

" SAML IdP Reverse Proxy (TCP/8144)

FortiGate: Trust CA and CRL via SCEP

Importing the CA:

1. Goto System > Certificates.

2. From the Create/Import dropdown, select CA Certificate.
The Import CA Certificate window opens.

3. Ensure that the Typeis Online SCEP.

4. In URL ofthe SCEP server, enter:

http://fac245.example.com/app/cert/scep/

5. Click OK.

Import CA Certificate x

URL of the SCEP server  http://fac245.example.com/app/cert/sce
Optional CA Identifier

Alternatively:

a. InFortiAuthenticator, export the private CA by selecting the CA in Certificate Management > Certificate
Authorities > Local CAs, and selecting Export Certificate.

The CA certificate is downloaded to your management computer.
b. InFortiGate, go to System > Certificates.

FortiAuthenticator 8.0.0 Examples
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¢. In Create/Import, select CA Certificate.
The Import CA Certificate window opens.

d. In Type, select File.

e. Select Upload.

f. On the management computer, locate the exported CA certificate, and select Open.
g. Click OK.

Type | Onlinescep |[E
Upload | © fac245_Private CAcrt

6. Confirm that the CA import is successful.

R CACert 1 CN =fac245 Private CA fac245_Private CA  2035/10/1406:19:03 @ Valid User

Importing the CRL:

Import CRL the same way as Importing the CA, pointing to the same SCEP URL (FortiGate fetches the CA’s CRL
distribution).
1. Goto System > Certificates.

2. From the Create/Import dropdown, select CRL.
The Import CRL window opens.

3. Ensure that the Import Method is Online Updating.
Enable SCEP.
5. In URL of the SCEP server, enter:

>

http://fac245.example.com/app/cert/scep/

6. Click OK.

Import CRL x

Import Method | File Based [TV oars
@ HTTP
 LDAP

© SCEP
Certificate @ S Fortinet CA_SSL M
URL of the SCEP server | http://fac245.example.com/app/cert/sct

Verify import success in logs

1. Goto Log & Report > System Events, and select the Logs tab.
2. Inthe Logstab, locate the CRL related log.

2025/10/16 15:10:12 L} Information hahmed Add vpn.certificate.crl CRL 2 Object attribute configured

3. Double-click the log entry to open it.

Log Details x
& Action
Action Add
B Security
Level L] Information
& Event

132514094
vpn.certificate.crl
CRL2

criflrangelgloballscep-urllhttp:/fac2
45 example.com/app/cert/scep/]

GUI(10.100.55.254)

Add vpn.certificate.crl CRL_2
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8 Other
D 7561945383862009954
itime 2025-10-16 15:10:11
evid 3
epid 3
dsteuid 3
dstepid 3
Log Version 704022571
LogID 0100044547
Type event
SubType system
Logevent original timestamp  1760652612544777500
Timezone 0700
of fabric
D-Time 2025-10-16 15:10:12
1Time 1760652611
Device Name Branch_Office 01

SCEP enroliment method: Automatic

To configure an automatic SCEP enrollment method:

1. Go to Certificate Management > SCEP > Enrollment Requests, and select Create New.
The Create New Certificate Enrollment Request window opens.

2. Ensure that the Automatic request typeis Regular.

3. Ensure that the Certificate authority is set to the CA configured in Configuring FortiAuthenticator as a private CA on
page 33.

4. Ensure that the Subject input methodis Field-by-field.

5. In Name (CN), enter:

fgl111l fac245d.example.com

6. Ensure that the Challenge password distribution is set to Display.
Keep the default settings in the Renewal pane.
8. Click Save.

Create New Certificate Enrollment Request

Automatic request type: Bl v

Certificate Authority

~

Certificate authority: fac245_Private_CA [CN+fac245_Private_CA] v

Subject Information

Subject input method:
Name (CN):
Department (OU)
Company (O):

City (L:
State/Province (ST)
Country (C): v

hed nam: Field-by-field

Email address:

Certificate Signing Options

Validity period: PRl Setan expiry date
365 days
Hash algorithm: sast2  shases [T

Challenge Password

Password generation: Default  Tune
Challenge password distribution: SMs Email

Renewal

 Allow renewal (7| days before certificate is expired
Allow renewal if revoked
Allow renewal if expired
Verify renewal request signature using the old private key

Subject Alternative Name
» Email
® User Principal Name (UPN):

Other Extensions

Advanced Options: Key Usages

The new enroliment request is now listed.

FortiAuthenticator 8.0.0 Examples
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+ Create New Qsearch vm
1 Please provi
The certificate enrollment request “CN=fg111_fac245d example.com” was added successfully.
] Method Status. Wildcard Issuer Subject Renewable Before Expiry (Days) Updated At
[u] Automatic Pending o CN=fac245_Private CA CN=fg111_fac245d.example.com ) Oct. 16,2025, 4:14 p.m.

Verify the enroliment log

1. Goto Logging > Log Access > Logs, and look for the SCEP enrollment request log entry.

Thu Oct 16 09:14:18 2025 Added C 1

Log Details
Log Record Detail

X

) 113
Timestamp  Thu Oct 16 09:14:18 2025
Level information

Action Add

Added Certificate Enrollment Request: CN=fg111_fac245d.example.c
om

Log Type
Type ld 10001
Name Entry Addition
Sub Category Admin Configuration
Category  Event
Description  Logs entry addition event performed through the GUI

FortiGate: Request and install a certificate via SCEP (automatic
approval)

With FortiAuthenticator SCEP enrollment method set to Automatic, the request is approved without manual intervention.

See SCEP enrollment method: Automatic on page 37.

To create a CSR using SCEP:

1. Goto System > Certificates.

2. From the Create/Import dropdown, select Generate CSR.
The Generate Certificate Signing Request window opens.

3. Enter a Certificate Name.

In ID Type, select Domain Name.

5. In Domain Name, enter:

>

fg111 fac245d.example.com

Note: The domain name is same as the name used in SCEP enrollment method: Automatic on page 37.
6. In Subject Alternative Name, enter:

fg111_fac245d.example.com

7. Enterthe Password for private key.

NP When prompted for a password in the CSR workflow, note that this is the private key
‘?' protection password, not an SCEP challenge password.
- You may set any value; it is not used by FortiAuthenticator for automatic SCEP
- approval.

8. In Enrollment Method, select Online SCEP.

FortiAuthenticator 8.0.0 Examples
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9.

10.

In CA Server URL, enter the SCEP URL:
https://fac245.example.com/app/cert/scep/

In Challenge Password, enter the password created on FortiAuthenticator for SCEP enroliment.

11. Click OK.

Generate Certificate Signing Request

Certificate Name | fg111_fac245d

Subject Information

Host IP E-Mail

DomainName  fg111_fac245d.example.com

1D Type

Optional Information

Organization Unit

Organization
Locality(City)
State / Province
Country/Region @
E-Mail

Subject Alternative Name | fg111_fac245d.example.com

Passwordfor private key | sssssses ©
Key Type Elliptic Curve

KeySize | 1024Bit 1536Bit [ETYEN 4096Bit

Enrollment Method | File Based [[NSead

CAServer URL https://fac245.example.com/app/cert/sc
Challenge Password | ssssesss ©

Cancel

Once the SCEP request is submitted, with automatic approval, the certificate is returned and the local certificate

Status changes to Valid.

Name & Subject &

5 fg111_fac245d

5 fg111_fac245d CN = fg111_fac245d.example.com

Q
Comments & Issuer & Expires & Status + Source
© Pending  User
fac245 _Private CA 2024/05/2117:06:32 @ Valid User

A\,

SCEP “Challenge” vs. Key Password:

Automatic enrollment is used on FortiAuthenticator, so no server-side SCEP
challenge is required.

The Challenge Password field shown during FortiGate CSR creation protects the
local private key and is not the SCEP enrollment password.

This distinction prevents confusion when reviewing logs.

Verify success log

FortiGate and FortiAuthenticator
On FortiGate:

1.
2.
3.

Select the Logs tab.

Summary  Logs
2|/ & ea
Date/Time Level
2023/05/22 17:06:33 | |
2023/05/22 17:06:32 L |
2023/05/22 17:06:30 u

FortiAuthenticator 8.0.0 Examples
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logs reflect successful issuance.

Goto Log & Report > System Events.

In the Logs tab, locate the SCEP enroliment logs.

Q| % General System Events ~ | | @ Disk~ | ® 1hour ~ | @
User Message Log Description
system Successfully signed local certificate via SCEP. Certificate succeed to auto-generate
admin Add vpn.certificatelocal fg111_fac245d Object attribute configured
admin User admin made a change via GUI(192.168.5.2) Configuration changed via GUI
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On FortiAuthenticator:

1. Goto Certificate Management > SCEP > Enrollment Requests.
In the Enroliment Requests lists, the SCEP enrollment request is Approved.

+ Create New vo
Method Status Wildeard lssuer Subject Renewahle Refore Fxpiry (Days) Updated At
Automatic Pendiny CN=fac245_Private CA <Empty subject> ° May 19,2023, 9:30 am.
Automatic Approved o CN=fac245_Private CA CN=fg111_fac245a.example.com o May 19,2023, 9:33 am.
Automatic Approved ° CN=fac245_Private CA CN=fg111_fac245b.example.com o May 19,2023, 9:36 am.
Automatic Approved o CN=fac245_Private CA CN=fg111_fac245c.example.com o May 22, 2023, 1:58 p.m.
Automatic Approved ° CN=fac245_Private CA CN=fg111_fac245d.example.com o May 22, 2023, 5:06 p.m.

571500 ests

2. Goto Logging > Log Access > Logs.
In the Logs list, locate the SCEP enrollment log.

2 Refresh | | @ Simplified | | & Downloads ~ [} Period: Last 24 hours @ D
D Timestamp Short Message Level Category
2902 Mon May 22 17:06:32 2023 SCEP PKCSReq: Certificate signing request for CN=fg111_fac245d.example.com is approved through automatic enrollment information Event
2901 Mon May 22 17:06:32 2023 Certificate signing request "CN=fg111_fac245d.example.com" signed with CA certificate "CN=fac245_Private_CA" information Event
2900 Mon May 22 17:06:32 2023 Edited User Certificate: User_Cert_4 | CN=fg111_fac245d.example.com (changed fields: hash algo) information Event
2899 Mon May 22 17:06:32 2023 Added User Certificate: User_Cert_4 | CN=fg111_fac245d.example.com information Event
2898 Mon May 22 17:06:32 2023 Enrolling a certificate for "CN=fg111_fac245d.example.com" that matches a request "CN=fg111_fac245d.example.com” information Event
2897 Mon May 22 17:06:32 2023 Signing certificate enrollment request with transaction ID 012E29E10BB96906AE658BEB1480FDD7 information Event
2896 Mon May 22 17:06:29 2023 SCEP PKCSReq message received information Event
2895 Mon May 22 17:06:29 2023 SCEP GetCA: Failed to retrieve requested CA, returning default CA certificate CN=fac245_Private_CA information Event
2894 Mon May 22 17:06:29 2023 SCEP GetCA: An error occurred while trying to find the requested CA certificate with id: CAldentifier error Event
2893 Mon May 22 17:06:29 2023 SCEP GetCA message received information Event

Results

1. The FortiGate now trusts the FortiAuthenticator CA and has a device certificate issued via SCEP.
GUI status shows Valid for the local certificate.

2. On FortiAuthenticator, the SCEP Enrollment Request appears in logs, and the request shows Automatic/Approved.
You can now reference this certificate, e.g., for the FortiGate HTTPS admin GUI or other TLS functions.

Troubleshooting

1. Password mismatch during SCEP/CSR submission:
FortiGate and FortiAuthenticator logs will show a clear failure entry.

Recheck the key password you set when generating the CSR on FortiGate.
Note: This is not the SCEP challenge in the automatic flow.
In case of password mismatch:

FortiGate

a Name & Subject & Comments & Issuer & Expires Status & Source &

5 fg111_fac245d @ Unknown  User

FortiAuthenticator

D Timestamp Short Message Level Category
2892 Mon May 22 16:58:01 2023 SCEP PKCSReq: Signing the certificate with subject "OU=fg111_fac245d. I CN=fg111_fac245d. I " failed error Event
2891 Mon May 22 16:58:01 2023 SCEP PKCSReq: Automatic enroliment denied for OU=fg111_fac245d.example.com, CN=fg111_fac245d. password did not match notice Event
2890 Mon May 22 16:58:01 2023 SCEP PKCSReq message received information Event
2889 Mon May 22 16:58:01 2023 SCEP GetCA: Failed to retrieve requested CA, returning default CA certificate CN=fac245_Private_CA information Event
2888 Mon May 22 16:58:01 2023 SCEP GetCA: An error occurred while trying to find the requested CA certificate with id: CAldentifier error Event
2887 Mon May 22 16:58:01 2023 SCEP GetCA message received information Event

FortiAuthenticator 8.0.0 Examples
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2.

Unable to fetch CA/CRL over URL.:
Verify the SCEP service is enabled on the correct FAC interface and that https://<fac-fqdn>/app/cert/scep/
is reachable from FortiGate.

Intune Certificate Provisioning with FortiAuthenticator CA

This example demonstrates how to integrate Microsoft Intune with FortiAuthenticator to provision certificates to
Windows endpoints using SCEP.

Microsoft Intune is a cloud-based unified management (UEM) and mobile device management (MDM) solution. It
helps manage and secure devices, applications, and data from a central cloud console.

FortiAuthenticator works with Microsoft Intune to issue and manage certificates for device authentication, WiFi, VPN,
and other secure access scenarios. This is performed using the Intune Certificate Connector and FortiAuthenticator
SCEP.

In this example, FortiAuthenticator acts as the Certificate Authority (CA), and Intune handles device enroliment and
certificate deployment.

The integration enables secure, automated certificate issuance for Intune-managed Windows devices.

It uses:

FortiAuthenticator for CA and SCEP services.
Microsoft Intune for device management and profile deployment.
Microsoft EntralD (formerly Azure AD) for identity and access control.

Use case:

Certificate distribution in Azure Cloud with Intune to Windows endpoints, using FortiAuthenticator as a cost effective CA.

Benefits:

Automated Certificate Provisioning: No manual intervention required for certificate issuance.
This reduces login issues and ensures more reliable and stable network connections.
Certificates give stronger security than passwords or SMS codes.

Secure Identity Integration: Leverages Microsoft EntralD and OAuth/SAML for authentication and group-based
access.

Scalable Deployment: Supports large-scale enterprise environments with centralized certificate management.

Improved BYOD experience: On personal devices, users do not need to give the IT full control. Only organization
applications get certificates. The device privacy is preserved.

Faster onboarding for new or replacement devices: New laptops/phones receive certificates automatically once
enrolled in Intune.

Consistent Experience Across All Devices: On Windows, macOS, iOS, and Android, certificate deployment works
the same.

Automatic setup and zero-touch enrollment: When a device enrolls into Intune:
» Root CA certificates are automatically pushed.
» Client certificate is automatically issued.
» WiFiand VPN profiles are delivered automatically.

FortiAuthenticator 8.0.0 Examples 41
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Intune Certificate Provisioning with FortiAuthenticator CA

1.

Creating a local certificate authority on page 42

Set up a root CA in FortiAuthenticator for issuing certificates.

Creating a local services certificate on page 43

Generate a server certificate from the CA for GUI management and SAML/OAuth IdP configuration.
Creating remote OAuth/SAML server on page 44

Integrate with Microsoft Entra ID for identity and access control, enabling group-based authentication.
Enabling and configuring SCEP on page 45

Activate SCEP on FortiAuthenticator, set enroliment methods, and create a wildcard enroliment request tied to
OAuth.

Configuring Intune on page 46

Assign Intune licenses to users and enable automatic device enroliment for Entra ID-joined devices.
Create configuration profiles on page 47

a. Deploy the CA certificate to endpoints using a Trusted Certificate profile.

b. Create a SCEP certificate profile for automated certificate issuance.

Join Windows endpoints to Microsoft EntralD on page 50

Connect devices to Entra ID to trigger Intune enroliment and certificate provisioning.

Creating a local certificate authority

You will deploy this CA certificate to Intune managed endpoints using a Configuration Profile in Intune.

To create a local CA:

1.
2.

Go to Certificate Management > Certificate Authorities > Local CAs.
Select Create New.

The Create New Local CA Certificate window opens.

Ensure that the certificate type is Root CA.

Enter a certificate ID.

In Name (CN), enter the common name.

FortiAuthenticator 8.0.0 Examples
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6.

Click Save.

Create New Local CA Certificate

Certificate ID: caftntlab.org

Certificate Authority Type
Certificate type: Intermediate A Intermediate CA signing request (CSR)
D Use netHSM

Subject Information

Subject input method: Fuly distinguished name
Name (CN): caftntlab.org

Department (OU):

Company (O):

City (L):

State/Province (ST):

Country (C): v

Email address:

Key And Signing Options

Validity period: Set an expiry date
3650 days

Key type: RSA

Key size: 2048 4096

Hash algorithm: SHAS12  SHA-384

Subject Alternative Name
® Email:
B User Principal Name (UPN):
Advanced Options: Key Usages
Certificate Revocation List (CRL)
Lifetime: 30 days (1-365)

Re-generate every: 1 days

“ coneel

Creating a local services certificate

Issue a server certificate from the newly created CA.

To create a local services certificate:

>

Go to Certificate Management > End Entities > Local Services.

Select Create New.
The Create New Server Certificate window opens.

Enter a certificate ID.

Ensure that the Certificate authority is the one created in Creating a local certificate authority on page 42.

In Name (CN), enter the common name.

FortiAuthenticator 8.0.0 Examples
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6. Click Save.

Create New Server Certificate

[ Please remember to enable HTTP for Automated certificate provisioning. HTTP needs to be enabled for Automated ACME certificate provisioning

Certificate ID: facintune ftntiab.org

Certificate Signing Options
Certificate authority: caftntlab.org [CN=ca ftntlab.org] v

Issuer: Third-party CA Automated

Subject Information

Subject input method: Fully distinguished name
Name (CN): facintune.ftntlab.org

Department (OU):

Company (O):

City (L):

State/Province (ST):

Country (C): “

Email address:

® DNS:
.
Validity period: Set an expiry date
1825 days
Key type: RSA
Key size: 2048 4096

Hash algorithm: SHA-512 SHA-384 SHA-256

k3 Other Subject Alternative Name

i Other Extensions

3 Advanced Options: Key Usages

“ coneel

Use this certificate for GUI management and SAML/OAuth IdP configuration.

1. Go to System > Administration > System Access.
2. In HTTPS Certificate, select the certificate created in Creating a local services certificate on page 43.
3. Click Save.

Edit System Access Settings

Administrative Access

© Require strong cryptography.

OB Warning message before authentication.

P lockout maximun failed login attempts: 3

login IP lockout period: 6 seconds (1-86400)

CLI Access

CLI idle timeout: o minutes (0-480)

Site title: FortiAuthenticator

GUI idle timeout: 400 minutes (1-480)

Maximum HTTP header length: 4 (4-16 KB)

HTTPS Certificate: facintune.ftntlab.org [CN=facintune.ftntlab.org] v

@ HTTP Strict Transport Security (HSTS) Expiry 365 (0-730ays)
O Allow all hosts/domain names
Additional allowed hosts/domain names:

Public IP/FQDN for FortiToken Mobile:
Cross-Origin Resource Sharing (CORS): None Selective

Inbound Proxy

End-user source IP origin when going through a proxy (in order of priority):
@ Get proxy IP from FORWARDED HTTP header (if available)

(@ Configure valid FORWARDED "by" values
P Get proxy IP from X_FORWARDED_FOR HTTP header (if available)

Creating remote OAuth/SAML server

Configure a remote SAML server, OAUTH server and EntralD Enterprise Application as shown in SAML IdP proxy for
Azure on page 189.

The above example uses a remote user sync rule to import SAML users to FortiAuthenticator.

SCIM may also be used, however, a public certificate is required on FortiAuthenticator if using SCIM.
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Make sure the relevant users in EntralD are given access to the Enterprise Application.
You must configure the SAML remote server to use the OAuth configuration to retrieve the group names.

Setup a SAML SP, e.g., FortiGate admin authentication, and use SAML tracer to validate the configuration.

Al
‘Q' If you are receiving group names in the SAML response from FortiAuthenticator to the
- FortiGate your SAML and OAuth configuration is working properly.

Enabling and configuring SCEP

+ Enable SCEP globally and on the interface.
* Allow both Manual and Automatic enroliment.
« Create a Wildcard Enrollment Request with a challenge password tied to the OAuth configuration.

To enable and configure SCEP:

Go to Certificate Management > SCEP > General, and select Enable SCEP.

In Default CA, select the local CA created in Creating a local certificate authority on page 42.
In Enrollment method, select Manual and Automatic.

Ensure that Revoke the old certificate on renewal is enabled.

Click Save.

Edit SCEP Settings
@ Enable SCEP

o krwh=

/app/cert/scep/
Default CA: ca.ftntlab.org [CN=ca.ftntlab.org] v

Default enrollment password: | sasssese

Enrollment method: JWEUSIS  Manual and Automatic

@ Revoke the old certificate on renewal
Send email notification for pending approval to:

To create a wildcard certificate enroliment request:

1. Go to Certificate Management > SCEP > Enrollement Requests, and select Create New.

The Create New Certificate Enrollment Request window opens.

In Automatic request type, select Wildcard.

In Certificate authority, select the local CA created in Creating a local certificate authority on page 42.
Enter the Subject Information.

In Password generation, select InTune.

In Remote oauth server, select the remote OAuth server created in Creating remote OAuth/SAML server on page
44,

7. In Other Extensions:
a. Selectto add a CRL Distribution Points extension.
In this example, the location is http://facintune.ftntlab.com/app/cert/crl/.crl
b. Selectto add a CRL Distribution Points extension.
In this example, the location is https://facintune.ftntlab.com.

o gk wN

FortiAuthenticator 8.0.0 Examples 45
Fortinet Inc.



FortiAuthenticator standalone IAM

8. Click Save.

Configuring Intune

Assign licenses

Allocate Intune licenses to users.

\ L}
‘?' Create all users first so you do not have to separately assign licenses to users each time a
- new user is created.
\‘ : ’I
q If you create a new user, you must assign an Intune license to that user if the user requires a
- certificate provisioned by Intune/FortiAuthenticator.

To assign Intune license:

In Microsoft 365 Admin Center, assign Intune licenses to all users requiring certificates:

1. Open https://admin.microsoft.com/.

4. From the list of users, select the users you want to allocate Intune licenses to, and select Assign licenses.
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Configuring device enroliment

To configure device enroliment:

1. Go to Devices > Windows > Enroliment.
2. Enable Automatic Enrollment for devices joined to EntralD.

Create configuration profiles

To create a CA certificate profile:

1. InIntune Admin Center, go to Devices > Windows > Configuration.

2. Inthe Policies tab, from the Create dropdown, select New Policy.

3. Configure the profile:
a. Platform: Windows 8.1 and later.
b. Profile type: Trusted certificate.

FortiAuthenticator 8.0.0 Examples
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4. We create a profile to deploy FortiAuthenticator CA certificate to endpoints:

a.

Name: Enter a name for the profile.

Certificate file: Upload the FortiAuthenticator CA certificate created in Creating a local certificate authority on

page 42.
Destination store: Computer certificate store - Root.
Assignments: All devices.

PKCS certificate

5. Save the configuration profile.

Create a SCEP certificate type configuration profile.

To create a SCEP certificate profile:

1. Repeat steps 1 and 2 from To create a CA certificate profile.
2. Configure the profile:

a.
b.

Platform: Windows 8.1 and later.
Profile type: SCEP Certificate.

!!!!!!!!!!!!!
Windows | Configuraton

Name: Enter a name for the profile.

SCEP certificate

‘‘‘‘‘‘‘‘‘

Subject name format. CN={{UserName}}, E={{EmailAddress}}, L={{DeviceId}}.
Note:

The Deviceldis used to create a unique certificate CN for each device that the user logs in to.

This is required since FortiAuthenticator will not provision multiple certificates with the same CN.

Subject alternative name: The email address.
Key storage provider (KSP): Enroll to Software KSP.

FortiAuthenticator 8.0.0 Examples
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d. Key usage: Digital Signature and Key Encipherment.

h. Key size (bits). 4096.

i. Hash algorithm: SHA-2.

j- Root Certificate: The certificate from To create a CA certificate profile.
k. Extended key usage: Client Authentication.

I. SCEP Server URLs: The FortiAuthenticator SCEP server URL:

https://facintune.ftntlab.org/app/cert/scep

SCEP certificate

m. Assignments: All Devices, All Users.

a int SCe

GroupMembers ) Fter  Fiter

3. Save the configuration profile.

4. Refresh the view and you should now have two Configuration Profiles - one to deploy the CA certificate and one to
provision an endpoint user certificate using SCEP.

me > Devices | Windows > Windows

Windows | Configuration

Policy name.

Endpoint SCEP Certificate

FAC CA Certficate:

‘Q' If you have other devices, e.g., macOS, phones/tablets, you must create new
- configuration profiles. These are not covered in this example.

FortiAuthenticator 8.0.0 Examples
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Join Windows endpoints to Microsoft EntralD

On each Windows device:

1. Goto Settings > Accounts > Access work or school.

®  postion Accounts
-

@ it accounts

2. Select Connectto add a work or school account.

& e Accounts > Access work or school

3. Enter the email address, select Join this device to Microsoft EntralD.

Microscft account >

Set up a work or school account

You'l get access to resources like email, apps, and the network. Connecting means your
work or school might control some things on this evice, such as which settings you can
change. For specific info about this, ask them.

Altemate actions:

These actions wil set up the device as your organization's and give your organization
full control over this device.

4. Authenticate and complete the join process.

Microsoft account x

You're all set!
This device is connected to Default Directory.

When you're ready to use this new accout, select the Start button, select your current
account picture, and then select ‘Switch adcount. Sign in using your
bwillis@facintunegmail.onmicrosoft.com email and password.

Once joined, devices will automatically enroll with Intune and receive the CA and SCEP certificates provisioned by
FortiAuthenticator.

Authentication and User management

The section describes authentication and user management examples for FortiAuthenticator.
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Fortinet Inc.



FortiAuthenticator standalone IAM

FortiToken Mobile Push for Agentless VPN

Remote user SSL VPN

[ ]
FortiGate = =
FortiToken Mobile
Internal network

FortiAuthenticator

In this example, you set up FortiAuthenticator to function as a RADIUS server to authenticate Agentless VPN users
using FortiToken Mobile Push two-factor authentication. With Push notifications enabled, the user can easily accept or
deny the authentication request.

For this configuration, you:

» Create a user on the FortiAuthenticator.

» Assign a FortiToken Mobile license to the user.

» Create the RADIUS client (FortiGate) on the FortiAuthenticator, and enable FortiToken Mobile Push natifications.
Connect the FortiGate to the RADIUS server (FortiAuthenticator).

Create an Agentless VPN on the FortiGate, allowing internal access for remote users.

The following names and IP addresses are used:

« Username: gthreepwood

» User group: RemoteFTMGroup

+ RADIUS server: OfficeRADIUS

« RADIUS client: OfficeServer

« Agentless VPN user group: SSLVPNGroup

» FortiAuthenticator: 172.25.176.141

» FortiGate: 172.25.176.92
For the purposes of this example, a FortiToken Mobile free trial token is used. This example also assumes that the user
has already installed the FortiToken Mobile application on their smartphone. You can install the application for Android
and iOS. For details, see:

o FortiToken Mobile for Android

» FortiToken Mobile for iOS

Adding a FortiToken to the FortiAuthenticator

Before push notifications can be enabled, a Public IP/FQDN for FortiToken Mobile must be configured in System >
Administration > System Access.

If the FortiAuthenticator is behind a firewall, the public IP/FQDN will be an IP/port forwarding rule directed to one of the
FortiAuthenticator interfaces.

The interface that receives the approve/deny FTM push responses must have the FortiToken Mobile APl service
enabled.
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ﬂ If FortiAuthenticator is not accessible to the Internet, you must create a VIP and policy on
I FortiGate in order for mobile push to work. The VIP must point from an external port to
FortiAuthenticator at port 443.

Once configured, you can add your FortiToken.

To add a FortiToken:

1. On the FortiAuthenticator, go to Authentication > User Management > FortiTokens, and select Create New.
2. Set Token typeto FortiToken Mobile, and enter the FortiToken Activation codes in the field provided.

Create New FortiToken

Token type: FortiToken Hardware FortiToken Mobile

® Get FortiToken Mobile free trial tokens
Activation codes:

— s

Adding the user to the FortiAuthenticator

To add a user to FortiAuthenticator:

1. Onthe FortiAuthenticator, go to Authentication > User Management > Local Users, and select Create New.
Enter a Username (gthreepwood) and enter and confirm the user password.

Enable Allow RADIUS authentication, and select OKto access additional settings.

Create New Local User

Username: gthreepwood

Password creation: Specify a password ~
Password: (TTTTTTT]

Password confirmation: sssssnes

& Allow RADIUS authentication

» Force password change on next logon

Role

Role: Administrator Sponsor

Account Expiration

» Enable account expiration

“ Cance'

2. Enable Token-based authentication and select to deliver the token code by FortiToken. Select the FortiToken
added earlier from the FortiToken Mobile drop-down menu.
Set Delivery method to Email. This will automatically open the User Information section where you can enter the
user email address in the field provided.
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Edit Local User

@ The local user "gthreepwood" was added successfully. You may edit it again below.

Username: gthreepwood
_® Disabled
& Password-based authentication | change Password

& Token-based authentication

Deliver token code by: Email | SMS | Dual (Email & SMS) Test Token
Hardware m Cloud
Token: N

Activation delivery method: m SMS

+ Temporary token
@ Allow RADIUS authentication
_® Enable account expiration
» Force password change on next logon

User Role

Role: Administrator Sponsor

® Allow LDAP browsing

User Information

First name: Last name:
Email: I | rhone number:
Mobile number: SMS gateway: Use default ~ Test SMS

Street address:

City: State/Province:
Country: ~
Language: Use default v

Organization: [ Please Select ] |~

Alternative Email Addresses
Password Recovery Options

Groups

Next, go to Authentication > User Management > User Groups, and select Create New.
Enter a Name (RemoteFTMUsers) and add gthreepwood to the group by moving the user from Available users to
Selected users.

Create New User Group

Name: RemoteF TMUsers
Type: Remote LDAP Remote RADIUS Remote SAML MAC
Q ilter gthreepwood
admin
Choose all Remave all

Password policy: Default |~

» Usage Profile [ Please Select ] |+
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4. The FortiAuthenticator sends the FortiToken Mobile activation to the user’s email address. If the email does not
appear in the inbox, check the spam folder.
The user activates their FortiToken Mobile through the FortiToken Mobile application by either entering the
activation code provided or by scanning the QR code attached.

= n Gmail Q, Search email

= g o : 1 0f 9,041
I- Compose
O b FortiToken Mobile Activation on fac.school.net & inbox x &5 @2
nbox:
©  snoozed . admin@fac.school.net © 11:50 (2minutes ago) Y7 4
» Important : fome =
> Sent Welcome to FortiToken Mabils - One-Time-Password software token
. Drafts Please visit http-//docs fortinet. com/fortitoken/ for instructions on how to install your FortiToken Mobile application on your device and to activate your token
o Spam ] You must use FortiToken Mobile version 2 or above to activate this token.
~ @  Categories et Activation Code for FortiToken Mobile which you will need to enter on your device later, is
o 4
et e "EEIGDOCEQ3D7BQXQ"
= i Alternatively, use the attached QR code image te activate your token with the "Scan Barcode” feature of the app.

‘You must activate your token by: Monday, August 20, 2018 09:50 PDT (UTC -0700), after which your will need to contact your system administrator to re-enable your activaticn.

—
1 = l|
-
L
] e, wld
-l -

4, Reply m Forward

For more information, see the FortiToken Mobile user instructions.

Creating the RADIUS client and policy on the FortiAuthenticator

To create the RADIUS client:

1. On the FortiAuthenticator, go to Authentication > RADIUS Service > Clients, and select Create New to add the
FortiGate as a RADIUS client.

2. Entera Name (OfficeServer), the IP address of the FortiGate, and set a Secret.
The secret is a pre-shared secure password that the FortiGate will use to authenticate to the FortiAuthenticator.
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3. Click OK.

= _= FortiAuthenticator VM FAC-VM0000000000

System > | Edit Authentication Client
Authentication

Name: FortiGz
& User Account Policies Client address: St [ e

# User Management
& Self-service Portal
<& Portals

&2 Remote Auth. Servers

& RADIUS Service v

Clients
EAP

Services,

>
B 1722517692
> Secret:  esessess

> | @B Accept RADIUS accounting messages for usage enforcement
>

@ Support RADIUS Disconnect messages

Custom Dictionaries

& LDAP Service

& OAuth Service

B samLidP

§13 FAC Agent
Fortinet SSO Methods
Monitor

Certificate Management

Logging

To create the RADIUS policy:

Go to Authentication > RADIUS Service > Policies, and select Create New.

Enter the RADIUS policy name, description, and select the FortiGate RADIUS client.
Optionally, configure RADIUS attribute criteria.

Choose Password/OTP authentication as the authentication type.

Choose a username format (in this example: username@realm), and select the Local realm.

Set the authentication method to Mandatory two-factor authentication, and enable the Allow FortiToken Mobile
push notifications option.

7. Click Save and Exit.

o0k whN 2

= _= FortiAuthenticator VM FAC-VM0000000000

System >

Authentication factors

Authentication

& User Account Policies
® Mandatory two-factor authentication

O Verify all configured authentication factors
O Password-only authentication

O Token-only authentication

# User Management
& Self-service Portal
<& Portals

&2 Remote Auth. Servers

& RADIUS Service

v v v ov v <

@ Allow FortiToken Mobile push notifications

<

Policies OB Reject usernames containing uppercase letters
Clients (OB Device authorization
EAP

Custom Dictionaries

& LDAP Service

& OAuth Service

B samLidP

§13 FAC Agent
Fortinet SSO Methods
Monitor

Certificate Management

Logging

s‘é’, Note the Username input format. This is the format that the user must use to enter their

username in the web portal, made up of their username and realm. In this example, the full
username for gthreepwood is gthreepwood@local.

Connecting the FortiGate to the RADIUS server

To connect the FortiGate to the RADIUS server:

1. Onthe FortiGate, go to User & Device > RADIUS Servers, and select Create New to connect to the RADIUS server
(FortiAuthenticator).
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Enter a Name (OfficeRADIUS), the IP address of the FortiAuthenticator, and enter the Secret created before.

Select Test Connectivity to be sure you can connect to the RADIUS server. Then select Test User Credentials and
enter the credentials for gthreepwood.

Mew RADIUS Server

MName OfficeRADIUS
Authentication method DEET M Specify
NAS P

Include in every user group OB

Primary Server

[P/Mame 172.25.176.141
Secret sessenses
Connection status & Successful

Test Connectivity

Test User Credentials

Secondary Server

IP/Name

Secret

Cance

Because the user has been assigned a FortiToken, the test should return stating that More validation is required.
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New RADI

Name
Authentica
NAS IP

Include in

Primary 5e
IP/Name
Secret
Connectio
Test Con
Test User

Secondary

Test User Credentials

Username | gthreepwood

Password TIIITIIIT)

Connection status @ Successful

User credentials © More validation is required

Server message

AVP: |=79 t=Reply-Message(18) Value: &apos;+Enter token code or no
code to send a notification to your FortiToken Mobile&apaos; AVP: =11
t=Vendor-5pecific(26) v=Fortinet(12356) V5A: I=5 t=Fortinet-Token-

Challenge(15) Value: &apos;001&apos; AVP: |=3 t=5State(24) Value: 31

Test Cloze

The FortiGate can now connect to the FortiAuthenticator as the RADIUS client configured earlier.

2. Then go to User & Device > User Groups, and select Create New to map authenticated remote users to a user
group on the FortiGate.
Enter a Name (SSLVPNGroup) and select Add under Remote Groups.

Select OfficeRADIUS under the Remote Server drop-down menu, and leave the Groups field blank.

Hew Lser Group

Mame
Tyne

hMembers

SELVYPMGroup

Firewall

Fortinet Single Sign-0On (F3350)
RADIUS Single Sign-0n (RS50)
Guest

Remote Groups

+ Adi

# Edit W Delete

Femote Server Group Mame

E. OfficeRADIUS ATy

o< I

3. Inthe FortiGate CLI, increase the remote authentication timeout to 60 seconds.
#tconfig system global
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#set remoteauthtimeout 60
#end

Configuring the Agentless VPN

To configure the Agentless VPN:

1. Onthe FortiGate, go to VPN > Agentless VPN Portals, and edit the full-access portal.
Toggle Enable Split Tunneling so that it is disabled.

Edit S5L-VPN Portal

Mame full-access

Limit Users ta One SSLVPM Connectionata Time OB

@ Tunnel Mode

Enable Split Tunneling @

Source IP Pools I SSLVPN_TUNNEL_ADDR1 x
+

2. Goto VPN > Agentless VPN Settings.
Under Connection Settings set Listen on Interface(s) to wan1and Listen on Portto 10443.

Under Tunnel Mode Client Settings, select Specify custom IP ranges. The IP Ranges should be set to SSLVPN_
TUNNEL_ADDR1 and the IPv6 version by default.

Under Authentication/Portal Mapping, select Create New.

Set the SSLVPNGroup user group to the full-access portal, and assign All Other Users/Groups to web-access — this
will grant all other users access to the web portal only.
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S5L-VPN Settings

Connection Settings €@

Listen on Interface(s) ™ wan1 x®

Listen on Port | 10443 |

© Web mode access will be listening at https://172.25.176.92:10443

Redirect HTTP to SSLVPN (B

Restrict Access e e sl Limit access to specific hosts

ldle Logout O
Inactive For | 300 | Seconds
Server Certificate | Fortinet_Factory v |

You are using a default built-in certificate, which will not be able to verify
your server's domain name (your users will see a warning). It is
recommended to purchase a certificate for your domain and upload it for
use.

A

Click here to learn mare

Require Client Certificate (B

Tunnel Mode Client Settings @

Address Range Automatically assign addresses EsiEeli@alE il B Gl G

IP Ranges I SSLVPN_TUNNEL_ADDR1 b
13 SSLVPN_TUNNEL_IPv6_ADDR1 %
+
DNS Server Same as client system DNS [gejsllolis%
Specify WINS Servers >

Allow Endpoint Registration (B

Authentication/Portal Mapping @

+ CreateNew & Edit | [ Delete
Users/Groups Realm Portal
&= SSLVPNGroup / full-access
All Other Users/Groups f web-access

Apply
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3. Then go to Policy & Objects > IPv4 Policy and create a new Agentless VPN policy.
Set Incoming Interface to the Agentless VPN tunnel interface and set Outgoing Interface to the Internet-facing
interface (in this case, wan7).

Set Source to the SSLVPNGroup user group and the all address.
Set Destination to all, Schedule to always, Serviceto ALL, and enable NAT.

New Palicy
Name €@ SSL-VPN
Incoming Interface 2 SSLVPN tunnel interface (ssl.root %
+
Outgoing Interface M wan1 x
+
Source = all x
& SSLVPNGroup x
+
Destination = all b
+
Schedule (@ always -
Service @ ALL x
+

Action DGl © DENY = LEARN

Firewall / Network Options

MNAT O

Results

1. From a remote device, open a web browser and navigate to the Agentless VPN web portal (https.://<fortigate-
ip>:10443).

2. Enter gthreepwood's credentials and select Login. Use the correct format (in this case, username@realm), as per
the client configuration on the FortiAuthenticator.
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Please Login

gthreepwood@local

Launch FortiClient

3. The FortiAuthenticator will then push a login request natification through the FortiToken Mobile application. Select
Approve.
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Login Request

gthreepwood

4:31:41 PM

August 20, 2018

Browser: RADIUS_CLIENT

Approve
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Upon approving the authentication, gthreepwood is successfully logged into the Agentless VPN portal.

SSL-VPN Portal

& Launch FortiClient | @ Download FortiClient ~

(" Quick Connection + New Bookmark

History

2018/08/20 16:02:56 192.168.1.111 2 minute(s) and 11 second(s) 0Bin/0Bout

4. Onthe FortiGate, go to Monitor > Agentless VPN Monitorto confirm the user’s connection.

< Refresh
Username « Last Login Remote Host Active Connections
gthreepwood@local 2018/08/20 16:32:02 192.168.1.111

MAC authentication bypass with dynamic VLAN assignment

In this example, you will configure MAC authentication bypass (MAB) in a wired network with dynamic VLAN
assignment.

The purpose of this example is to configure and demonstrate MAB with FortiAuthenticator, using a 3rd-party switch
(EX2200) to confirm cross-vendor interoperability. The example also demonstrates dynamic VLAN allocation without a
supplicant.

—, aut flow — portt
= -
ge-0/0/0.0 ge-0/0111.0
Printer Ex2200 FortiAuthenticator
fortiad Switch 101.229
printer fortiad.net
L3VLANIP 10.1.2.27
002268:1aft20 DHCP Server 10.1.2.220-230

VLANA10 - Engineering
(0 supplicant) VLAN10 - Engineering

Configuring MAC authentication bypass on the FortiAuthenticator

1. Go to Authentication > User Management > MAC Devices and create a new MAC-based device.
Enter a name for the device along with the device's MAC address.
Alternatively, you can use the Import option to import this information from a CSV file.
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FortiAuthenticator VM fac.school.net

System
Authentication

& User Account Policies

@ User Management v

Local Users
Remote Users
Remote User Sync Rules
Social Login Users
Guest Users
User Groups
Usage Profile
Organizations
Realms
FortiTokens
MAC Devices

& Self-service Portal
& Portals

£R Remote Auth. Servers
& RADIUS Service

& LDAP Service

& OAuth Service

Ei sAMLIdP

&3 FAC Agent

Fortinet 55O Methods

Monitor

Certificate Management

Logging

>

>

Name:
MAC address:
Description:

Create New MAC-based Authentication Device

printer-fortiad-net

 This device belongs to a user

“ conel

Configuring the user group

1. Go to Authentication > User Management > User Groups and create a new user group.
Select MAC as the type, and add the newly created MAC device. Click OK.

2. Enter the RADIUS Attributes as shown in the image below.

FortiAuthenticator VM fac.schaol.net

System
Authentication

& User Account Policies

@ User Management ~

Local Users
Remote Users
Remote User Sync Rules
Social Login Users
Guest Users
User Groups
Usage Profile
Organizations
Realms
FortiTokens
MAC Devices
& Self-service Portal
& Portals
S5 Remote Auth. Servers
& RADIUS Service
& LDAP Service

>

>

Edit User Group.
Name:

Type:

Mac devices:

RADIUS Attributes
Attribute
Tunnel-Medium-Type
Tunnel-Private-Group-1d

Tunnel-Type

VLAN1O

Available Mac Devices @ Selected Mac Devices

Q [Fiter printer-fortiad-net (01:23:45:67:69:25)

Remove all

Value
IEEE-802 (6)
engineering

VLAN (13)

Vendor
Default
Default

Default

& OAuth Service

B samLIdP

23 FAC Agent
Fortinet SSO Methods

Add Attrbute

“ coree

Monitor
Certificate Management

Logging

Actions

A\,

RADIUS attributes can only be added after the group has been created.
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Configuring RADIUS settings on FortiAuthenticator

To create the RADIUS client:

1. Go to Authentication > RADIUS Service > Clients and create a new RADIUS client.

Configure the IP and shared secret from your switch, and click OK.

= = FortiAuthenticator VM fac.school.net

System > | Create New Authentication Client
Authentication ~ | Name: EX2200
& User Account Policies > | Client address: Subnet | Range
@ User Management > 101227
& Self-service Portal > | Secret:
ortals > ccep accounting messages for usage enforcemen
& Portal ® Accept RADIUS i f f t
2 Remote Auth. Servers > | (O Support RADIUS Disconnect messages

& RADIUS Service ~

Clients
Policies
EAP
Services
Custom Dictionaries
& LDAP Service
& OAuth Service
B samLidp
23 FAC Agent
Fortinet SSO Methods
Monitor

Certificate Management

Logging

To create the RADIUS policy:

1. Go to Authentication > RADIUS Service > Policies and create a new RADIUS policy.

In RADIUS clients, enter a policy name, and add the previously configured RADIUS client.

= _= FortiAuthenticator VM fac.school.net

System
Authentication

& User Account Policies
Policy name: Printer Policy

Description:
& Self-service Portal

& Portals

&3 Remote Auth. Servers RADIUS clients: Available RADIUS Clients @
Clients
Policies
EAP

>
>
@ User Management >
>
>
>

Services
Custom Dictionaries
& LDAP Service
& OAuth Service
B sAmLIdP
§03 FAC Agent

Monitor

>
>
>
>
Fortinet SSO Methods >
>
Certificate Management >

>

Logging

RADIUS attribute criteria can be left blank.
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2. In Authentication type, select MAC authentication bypass (MAB).

rtiAuthenticator VM fac.school.net

System

Authentication type: O Password/OTP authentication
©® MAC authentication bypass (MAB)
O Client Certificates (EAP-TLS)

Authentication
& User Account Policies
@ User Management
& Self-service Portal
& Portals

£R Remote Auth. Servers

& RADIUS Service

Clients

v vy v ¢~

Previous Discard and exit Next

<

Policies
EAP
Services
Custom Dictionaries
& LDAP Service
& OAuth Service
B sAMLIdP
&3 FAC Agent
Fortinet SSO Methods
Monitor

Certificate Management

Logging

3. In Identity source, add the previously configured MAC group to Authorized groups.

= _= FortiAuthenticator VM fac.school.net

System
Authentication

T T E—

® Require Call-Check attribute for MAC-based authentication

Authorized groups: )

Blocked groups:

& User Account Policies
@ User Management
& Self-service Portal
& Portals

£2 Remote Auth. Servers

& RADIUS Service Previous Discard and exit Next

Clients

v v v v~ ¢

<

Policies
EAP
Services
Custom Dictionaries
& LDAP Service
& OAuth Service
B samLidP
§13 FAC Agent
Fortinet SSO Methods
Monitor

Certificate Management

Logging

4. Configure the RADIUS response to reject unauthorized requests, and click Save and exit.

=_= FortiAuthenticator VM fac.school.net

System >
Authentication . RADIUS clents RADIUS attrbute cteria Ahenieatin e P —
& User Account Policies >
& User Management » | MACAuthentication Bypass (MAB)
& celf service Portal 2 MAB Authentication Result RADIUS Authentication Response Return Device Group Attributes Return Additional Attributes
& Portals >
£S5 Remote Auth. Servers > Authorized Access-Accept o e
& RADIUS Service v
Clients Unauthorized Access-Refect |~ o .
Policies
o Blocked Access-Reject (-] (-]
Services

Custom Dictionaries
& LDAP Service
& OAuth Service
B sAMLIdP
73 FAC Agent
Fortinet SSO Methods

Monitor
Certificate Management

Logging

Configuring the 3rd-party switch

The switch configuration provided below is intended for demonstration only. Your switch configuration is likely to differ
significantly.

set system services dhcp pool 10.1.2.0/24 address-range low 10.1.2.220
set system services dhcp pool 10.1.2.0/24 address-range high 10.1.2.230
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set
set
set
set
set

set

set
set
set

set
set
set
set
set

system services dhcp pool 10.1.2.0/24 domain-name fortiad.net

system services dhcp pool 10.1.2.0/24 name-server 10.1.2.122

system services dhcp pool 10.1.2.0/24 router 10.1.2.1

system services dhcp pool 10.1.2.0/24 server-identifier 10.1.2.27

interfaces ge-0/0/0 unit @ family ethernet-switching #no vlan assigned to printer port, this
will be allocated based on Group attributes

interfaces ge-0/0/11 unit @ family ethernet-switching vlan members engineering #interface
used to communicate with FortiAuthenticator

interfaces vlan unit 10 family inet address 10.1.2.27/24

protocols dotlx authenticator authentication-profile-name profilel

protocols dotlx authenticator interface ge-0/0/0.0 mac-radius restrict #forces mac address as
username over RADIUS

access radius-server 10.1.2.29 secret "$9%kmfzIRS1vLhSLNVYZGk.Pf39"

access profile profilel authentication-order radius

access profile profilel radius authentication-server 10.1.2.29

vlans engineering vlan-id 10

vlans engineering 13-interface vlan.10

No configuration is required on the endpoint.

Results

1. Connect the wired device (in this case, the printer).

2. Using tcpdump, FortiAuthenticator shows receipt of an incoming authentication request (execute tcpdump host

10.

1.2.27 -nnvvXS):

tcpdump: listening on portl, link-type EN1OMB (Ethernet), capture size 262144 bytes

17:

36:19.110399 IP (tos ox@, ttl 64, id 18417, offset @, flags [none], proto UDP (17), length
185)
10.1.2.27.60114 > 10.1.2.29.1812: [udp sum ok] RADIUS, length: 157
Access-Request (1), id: ox@8, Authenticator: b77fe0657747891fc8d53ae@ad2boe7a
User-Name Attribute (1), length: 14, Value: 002268lafla@ #Switch forces username to be
endpoint MAC address, no configuration needed on endpoint

0x0000: 3030 3232 3638 3161 6631 6130

NAS-Port Attribute (5), length: 6, Value: 70
0Xx0000: 0000 0046

EAP-Message Attribute (79), length: 19, Value:
0x0000: 0200 0011 0130 3032 3236 3831 6166 3161
0x0010: 30

Message-Authenticator Attribute (80), length: 18, Value: .y{.j.%..9|es.'x
0Xx0000: ab679 7b82 6344 2593 639 7c65 73eb 2778

Acct-Session-Id Attribute (44), length: 24, value: 802.1x81fa002500078442
0x0000: 384f 322e 3178 3831 6661 3030 3235 3030
0x0010: 3037 3834 3432

NAS-Port-rd Attribute (87), length: 12, Value: ge-0/0/0.0
0x0000: 6765 2430 230 230 2e30

Calling-Station-Id Attribute (31), length: 19, value: 00-22-68-l1la-fl-a@
0x0000: 3030 2032 3220 3638 2031 6120 6631 2461
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3.

4,

0x0010: 30
Called-Station-Id Attribute (30), length: 19, Value: a8-40-e5-b0-21-80
0x0000: 6138 2464 3024 6535 2d62 302d 3231 2d38
0x0010: 30
NAS-Port-Type Attribute (61), length: 6, value: Ethernet
0x0000: 0000 000f

On the FortiAuthenticator, go to Logging > Log Access > Logs to verify the device authentication.
The Debug Log (athttps://<fac-ip>/debug/radius) should also confirm successful authentication.

Continuing with the tcpdump, authentication is accepted from FortiAuthenticator and authorization attributes
returned to the switch:
17:36:19.115264 IP (tos Ox@, ttl 64, id 49111, offset @, flags [none], proto UDP (17), length
73)
10.1.2.29.1812 > 10.1.2.27.60114: (bad udp cksum ©x1880 -> ©x5ccel] RADIUS, length: 45
Access-Accept (2), id: oxe@8, Authenticator: b5c7blbb5a316fb483a622eaae58ccc2
Tunnel-Type Attribute (64), length: 6, Value: Tag[Unused] #13
0x0000: 0000 000d
Tunnel-Medium-Type Attribute (65), length: 6, Value: Tag[Unused] 802
0x0000: 0000 0006
Tunnel-Private-Group-ID Attribute (81), length: 13, Value: engineering
Ox0000: 656e 6769 6e65 6572 696e 67
0x0000: 4500 0049 bfd7 0000 4011 a293 ©a@l ©21d E..I....@ .......
0x0010: 020l 021b 0714 ead2 0035 1880 0208 ©02d 5
0x0020: b5c7 blbb 5a31 6fb4 83a6 22ea ae58 ccc2 ....2lo..."..X..
0x0030: 4006 0000 00O 4106 00O 0VL6 510d 656e @ A Q en
0x0040: 6769 6e65 6572 696e 67 gineering
Post-authentication DHCP transaction is picked up by FortiAuthenticator
The Switch CLI shows a successful dot1x session:
root# run show dotlx interface ge-0/0/0.0
802.1X Information:
Interface Role State MAC address User
ge-0/0/0.0 Authenticator Authenticated ©00:22:68:1A:F1:A0 0022681af1a®
The MAC address interface has been dynamically placed into correct VLAN:
root# run show vlans engineering
Name Tag Interfaces
engineering 10
ge-0/0/0.0*, ge-0/0/11.0%*
Additionally, the printer shows as available on the network:
root# run show arp interface vlan.10
MAC Address Address Name Interface Flags
00:0c:29:5b:90:68 10.1.2.29 10.1.2.29 vlan.1@ none
6Cc:70:9f:d6:ae:al 10.1.2.220 10.1.2.220 vlan.10 none
b8:53:ac:4a:d5:f5 10.1.2.221 10.1.2.221 vlan.10 none
00:22:68:1a:f1:a0 10.1.2.224 10.1.2.224 vlan.10 none
a4:¢3:61:24:b9:07 10.1.2.228 10.1.2.228 vlan.10 none
Total entries: 5

{master:0}[edit]

root* run ping 10.1.2.224

PING 10.1.2.224 (10.1.2.224): 56 data bytes

64 bytes from 10.1.2.224: icmp_seq=0 tt1=128 time=2.068 ms
64 bytes from 10.1.2.224: icmp_seq=1 tt1=128 time=2.236 ms
64 bytes from 10.1.2.224: icmp_seq=2 tt1=128 time=2.699 ms

--- 10.1.2.224 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
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round-trip min/avg/max/stddev = 2.068/2.334/2.699/0.267 ms

FortiAuthenticator user self-registration

This example enables end-users (guests/BYOD) to create their own local accounts on FortiAuthenticator using a portal.
It supports:

1. Email and/or SMS verification before the account becomes usable.
2. Optional administrator approval or endorser approval by email.

3. Automatic group placement for self-registered users.
4

Password choice (user-defined) or random password with delivery by email/SMS or on-page (if approval is not
required).

5. Optional device registration/tracking for BYOD (MAC based).

Topology

&—=—48
1 FortiAuthenticator 2
1. User requests a new account.
2. Administrator approves the request by email.

Since administrators will approve requests by email, this example describes how to add an email server to your
FortiAuthenticator. You will create and use a new server instead of the unit default server.

Prerequisites

1. Setdevice identity and time:

a. Inthe System Information widget in Dashboard > Status, set the device FQDN and enable NTP (accurate time
is required for token/OTP and link validity).

2. Configure outbound email (SMTP):
See Creating a new SMTP server on page 69.

a. Goto System > Messaging > Email Services, and from the Userdropdown, select the recently created SMTP
server.

Optionally, set the public address.
3. Optionally, configure SMS:

a. Goto System > Messaging > SMS Gateways, and configure a new SMS gateway (including CA certificates for
HTTPS APIs if needed).

Creating a new SMTP server

To create a new SMTP server:

1. Goto System > Messaging > SMTP Servers and create a new email server for your users.
Enter a Name, the IP address of the FortiAuthenticator, and leave the default port value (25).
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Enter the administrator’s email address, Account username, and Password.

Note that, for the purpose of this example, Secure connection will not be setto STARTTLS as a signed CA

certificate would be required.

Create Mew SMTF Server

Marme; MEW-SEMET
Server name/1P; 17225174141
Fort: 25

Sender name [optional):

Sender email address: gl gl e il

Connection Security and Authentication
Secure connection: MNone v
0 Enable authentication

Account username: administrator

Password: LIITT T Y]

Test Connecton Cancel

2. Once created, highlight the new server and select Set as Default.
The new SMTP server will now be used for future user registration.

# Create New

) Successfully set "new-server [172.25.176.141:25)" a5 the default cutgoing mail server

MName Server
new-server 172.25176.141:25
Local Mail Server |ocalhost:25

2 SMTP servers

Configuring a self-registration portal

You create a portal and enable User Account Self-Registration.

This adds the Create accountlink on the login page.
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Creating a portal

To create a portal:

1.
2.
3.

13.

Go to Authentication > Portals > Portals, and select Create New.
In Name, enter a name for the portal.

Click Save.

Name: self-reg-portal
Description:

“
SMS gateway: Use default v

B3 Pre-Login Services
f3 Post-Login Services

In the portal, under User Accounts, enable User Account Self-Registration.
Enabling User Account Self-Registration displays the Create account link on the portal.

Enable Require administrator approval, select Forward all approvals to the following email addresses, specify
administrator email addresses where the registration approval link for new users is sent.

Enable Place registered users into a group and select a user group.
Enable Enforce contact verification and select from the given options.
In Password creation, select Randomly generated.
In Account delivery options available to the user, select Email.
By default, First name, Last name, Email, Mobile number are required.
You can add address/phone/custom fields as needed.
Optionally, set up Pre-Login Services and Post-Login Services.
Optionally, if you want new devices to be explicitly registered by the user at first login, enable Devices in Post-login
Services.
a. Choose Tracking and Management mode, set max devices per user (default 3, up to 20). Optionally, place
registered devices into the MAC group, and set the device expiration (default 7 days, range 1-365).
On first login from an unknown MAC, the user is prompted to register the device.
After registration, network access proceeds per policy.
Click Save.

Creating a portal policy

Self-registration works when the portal is reachable and mapped by a portal policy.

To create a portal policy:

No ak~owbdh-=

Go to Authentication > Portals > Policies.

In the Self-Service Portaltab, select Create New.

Enter a name for the policy.

In Portal, select the portal created in Creating a portal on page 71, and click Next.

Ensure that the Username format is username@realm.

Enable Use the default realm if the user-provided realm does not match any of the configured realms.
Click Next.
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8. Click Save and exit.

Results - Self-registration

1. When the user visits the login page, https.//<FortiAuthenticator-IP>/auth/register/, they can click the Register
button, where they will be prompted to enter their information.
They will need to enter and confirm a Username, Password, First name, Last name, and Email address. These are
the only required fields, as configured in the FortiAuthenticator earlier.

Select Submit.

Please enter your information below.

Username: rdeckard
Password: srananen

Confirm password: ssananas

First name: Rick

Last name: Deckard

Email address: uin i i o
Confirm email address: r 2l .y
Address

State/Province:
Country A\
Phone number

Maobile number:

Submit || Cancel

2. The user's registration is successful, and their information has been sent to the administrator for approval.

Registration Successful
Your information has been sent to the administrator for approval. You will recelve an email once your account has been approved and activated

3. When the administrator has enabled the user’s account, the user will receive an activation welcome email.
The user's login information will be listed.

FortiAuthenticator 8.0.0 Examples
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Your account has been activated Inbax » =
2 admin@fac.school.net 12:52 (6 minutes ags) Yy i,
* o me =

Wialcame to Wallace Corporation, rdeckard!

Your login information:
Username: rdeckard
Fassword: =

Fleasze login and change your password here:
httpsdifac. school.netlogini?username=rdeckard

MianderYallace, Systermn Administratar

4. Selectthe link and log in to the user's portal.

rdeckard

Login

Register
Fargot my password

5. The useris now logged into their account where they can review their information.
As recommended in the user’s welcome email, the user may change their password. However, this is optional.

FortiAuthenticator 8.0.0 Examples
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Logged in a5 rifeckand E*

Iy Account ¥ | View Profile
Profile First narne: Rick
Last name: Deckard
£ General 5
Erall address: adam.rhbristow@gmail.com

Phone number:

Mobile number:
Street address:

City:
State/Province:

Country:

Password Recovery Options

Email recovery: o

Security guestion: -

Cancel

Results - Administrator approval

1. After receiving the user’s registration request, in the FortiAuthenticator as the administrator, go to Authentication
> User Management > Local Users. The user has been added, but their Status s listed as Not Activated.

+ Create New &8 Import & Export i= Disabled Users ~ Search for local users Y
User First name Last name Email address Admin Status Token Token Requested Groups Authentication Methods
T o o ® RADIUS
= ) © Expired password ® RADIUS
o L L
=TT ) o ) RemoteFTMUsers RADIUS
T Ll L] e
o © Expired password ) RADIUS and LDAP
Tl Ll Tl L o o Ll RADIUS
rdeckard Rick Deckard k" Ll -] ] self reg users RADIUS

B local users

2. Inthe administrator’'s email account, open the user’'s Approval Required email. The user’s full name will appear in
the email’s subject, along with their username in the email’s body.
Select the link to approve or deny the user.

Approval Required for "Rick Deckard”

abristow@fortinet.com
Sent: Tue11/07/17 4:30 PM
T Adam Bristow

User "rdeckard" has just registered and is waiting for approval.

Please go to the following link to approve or deny this user:
https://172.25.176.141/auth/register/12/approve/

Klaus Fischer, System Administrator

FortiAuthenticator 8.0.0 Examples
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3. Thelink will take you to the New User Approval page, where you can review the user’s information and either
approve or deny the user’s full registration.
Select Approve.

MNew User Approval

Please review the following user information. You can approwe or deny this user.

Username: rdeckard
First name: Rick

Last name: Deckard

Ermail address: TR
Address:

City:

State/Province:
Country:
Phone number:

Mobile numbetr;

4. The user has now been approved and activated by the administrator.

Uzer Registration Completed

User Registration Completed

Llser "rdeckard" has been activated.

(30 back to the main page

This can be confirmed by going back to Authentication > User Management > Local Users. The user’s Status has

changed to Enabled.
4+ Create New | | & Import | &8 Export = Disabled Users ~ Search for local users T
User First name | Last name Ernail address Admin Status Token | Token Requested Groups Authentication Methods
e el ] -] RADIUS
e © Expired password e RADIUS
] -]
= e e RemoteFTMUsers RADIUS
-] -]
) © Expired password e RADIUS and LDAP
- Tk ] ] RADIUS
rdeckard Rick Deckard i mirariea ) e self reg users RADIUS

E local users

5. Youcan also go to Logging > Log Access > Logs to view the successful login of the user and more information.
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& Refresh &8 Download Raw log | & Log Type Reference | | &8 Debug Report | ~

D Timestamp Level Category Sub category

1858 Mon Jul 15 13:03:51 2019 information  Event

1856

User Portal

Mon Jul 15 13:00:39 2019 information  Event User Portal 50000

1855
1854
1853

Mon Jul 15 12:52:15 2019 30%08
10301

10301

information  Event System

Mon Jul 15 12:52:15 2019 information Event  Admin Configuration

Mon Jul 15 12:52:15 2019 information  Event  Admin Configuration

1852 Mon Jul 15 12:52:15 2019 information  Event  Admin Configuration 10002

1851
1850
1849

Mon Jul 15 12:42:26 2019 10301
30908

10002

information  Event  Admin Configuration

Mon Jul 15 12:42:28 2012 information  Event System

Mon Jul 15 12:42:26 2012 information  Event  Admin Configuration

1848 Mon Jul 15 12:42:26 2019 information  Event  Admin Configuration 10001

Typeid Action Status

50001 Logout

Login  Success

Edit

Edit
Add

Source IP

Search for log records

Short message

Lag Details x

User 'rdeckard’ logged out

D

L

Local user authentication with no token successful

smtp mafl: send to 2k s le R L0 via localhost:
Notifying user “rdeckard" about his/her newly activated acc|
"abristow" has approved the new account for user "rdecka)
Edited Local User: rdeckard [changed fields: active)
Registration form submitted by user “rdeckard"
smtp mail: send to whafss s d & memeom s via localhost25)
Edited Local User Profile: rdeckard (changed fields: emall rec

Added Local User Profile: rdeckard

Level
Action
Status
Saurce IP
Message

User

Type ld

Name

Sub Categary

Category
Descriptian

Log Record Detsil
1857
Mon Jul 15 13:00:39 2018
informaticn
Login
Sueess
172.25.181.136

Web access granted to 'id
eckard"

rdeckard
Log Type
20994
Admin GUI Login
Authentizarion
Event

Logs admin GUI site login
e

Computer authentication using FortiAuthenticator with MS AD
Root CA

This example includes the configuration required for computer authentication using FortiAuthenticator with a Microsoft
Active Directory Root CA.

This configuration uses the following topology:

Microsoft Active Directory configured with a Root CA.
A wireless client with a computer certificate issued by the MS AD Root CA.
A FortiGate and a managed FortiAP SSID with a WPA2-enterprise and RADIUS assigned VLAN.

A FortiAuthenticator.

FortiAP

FortiAuthenticator —
— o L]
1 = = LEe
[Q rrrrrrrrrrrrrr ) =
FortiGate with managed —

FortiAP SSID with WPA2-enterprise
and RADIUS assigned VLAN

Wireless client
with computer certiicate
issued by Microsoft AD Root CA

Microsoft AD with Root CA

To configure computer authentication using FortiAuthenticator with a Microsoft AD Root CA:

1
2
3.
4
5

Configure the certificates and Root CA on page 76

Configure LDAP users on FortiAuthenticator on page 78
Configure RADIUS authentication on page 81

Creating the SSID on page 87
Results on page 88

Configure the certificates and Root CA

With Microsoft Active Directory as the Root CA, use Group Policy Management to deploy client certificates to domain
computers. This is the certificate that will be used to validate RADIUS requests.

To create a computer client certificate:

1.

In Active Directory > Group Policy Management, create a new Group Policy Object (GPO) with settings configured

for auto-enroliment.
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5 Group Policy Management Certificate-Enroliment
v 44 Forest wh-cse.net
= Scope Detals Semtngs Oclegaton Stas
~ (3 Domains
~ g3 whsenet wected -

4l Default Dormain Policy Growos and usen
3] CORETEAM -

2] Domain Centreliers ¥
- fl‘e'“ Fie Action View Help
44 Certificate-Enrollment bl W] - = B Certificate Services Client - Certificate Envoliment Polic. 7 X
i ROP ~ 8 Computes Configuraion ot -
&l Computers v 2] Policies Encrypting File System S
5 e | Softnacs Settings Data Protection
& Users ~ 1 Windows Settings Configuraton Model: Enabled v
31 TAC Name Resolution Policy Bitlocker Drive Encryption
< (2} Group Policy Obects Serpts GtatoprSivtonri BitLocker Drive Encryplion Network Unlock Certficate Corsbente rvament ey bt
| Cenificate-Envoliment o Dcployed Prinders 1 Automatic Certificate Regquest Settings
/ Default Bomain Controllers Policy « i Securky Settings Trusted Roct Cenification Authorities Defedt | M P——
Default Domain Policy 3 Account Policies Enterprise Trust 2 -
3 Local Policies Intermediate Certfication Authorities
d Eventlog Trusted Publishers
& Resticted Groups Untrusted Cenificates
& System Senvices Trusted People
2 e GPO: @ Registry I Centificate Services Client - Certificate Enroliment Policy
18 5des X & File System 78] Certficate Path Validation Settings add... Remove... Propectes
1 Group Policy Modeling T/ Wired Network (EEE 8023) Po, | () Certficate Services Clent - Auto-Envollment
B Grovp Polrbusus Windows Firewsll wth Advend Adkdtionsl certicate envolment polcy configuration
Metwork List Manager Policies a
£f Wireless Network (EEE 802.11) Disable uscr configured envolment pokcy servers
cur n Active e
) e o e ot _ C= ] ==
< >

2. Link the GPO to the OU where the client computers are located.
The computer account in Active Directory must use the attribute dNSHostName with the value of the computer's
name. This attribute is used later on FortiAuthenticator when creating the user remote sync rule.

T420 Properties 7 X

General Operating System Member Of Delegation Password Replication
Location Managed By Object Security Dialin Atribute Editor

Attributes
Attribute Value C
department Number <not set>
description <not set>
desktopProfile <not set>
destinationindicator <not set>
displayName <not set>

displayNamePrintable  <not set>
distinguishedName CN=T420,0U=Computers, OU=LAB ,DC=wi<:

division <not set>
dNSHostName T420 wicse net
dSASignature <not set>

dSCorePropagationD... 14-05-2020 09:04:24 Romance Daylight Tims
dynamicLDAP Server <not set>

employeelD <not set>

employeeNumber <not set> e

< >
Edit Fiter

Cancel Apply Help

To import the Microsoft AD Root CA as a trusted CA:

1. Onthe FortiGate, go to System > Certificates, and click Import > CA Certificate. Configure the following settings,
and click OKwhen complete.

a. Type: File.
b. Upload: Click Upload and browse to the location of your certificate.

2. On the FortiAuthenticator, go to Certificate Management > Certificate Authorities > Trusted CAs, and click Import.
Configure the following settings, and click OK when complete.

a. Certificate ID: Enter the certificate ID.
b. Certificate: Click Upload a file and browse to the location of your certificate.

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.



FortiAuthenticator standalone IAM

Once the Root CA is configured, you can issue certificates from AD to both the FortiGate and the FortiAuthenticator.

Configure LDAP users on FortiAuthenticator

You can now configure the remote LDAP server on FortiAuthenticator to connect to Active Directory, create a user realm
and user group, and import the AD users into FortiAuthenticator using a remote user sync rule.

To configure LDAP users on FortiAuthenticator:

Gl o

Configuring the LDAP server on page 78

Creating a user realm on page 79

Creating a user group on page 79

Importing users with a remote user sync rule on page 80

Configuring the LDAP server

Create an LDAP entry for remote lookup of computers with the username attribute as dNSHostName.

To configure remote LDAP server on FortiAuthenticator:

1. InFortiAuthenticator, go to Authentication > Remote Auth. Servers > LDAP, and click Create New.
2. Under Create New LDAP Server, set the following:

b.
C.
d

Name: Enter the server name, for example: AD_Computers.
Primary server name/IP: Enter the LDAP server name, for example: dc@1.wl-cse.net using Port636.
Base distinguished name: Enter the base distinguished name, for example: DC=wl-cse,DC=net.

Bind type: Regular.
Enter the username and password for your LDAP user.

3. Under Query Elements, set the following:

© 800

User object class: computer.

Username attribute: dNShostName.

Group object class: group.

Obtain group memberships from: Group attribute.
Group membership attribute: memberof.

FortiAuthenticator 8.0.0 Examples
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4. Enable Secure Connection, and set the following:
a. Protocol: LDAPS.

b. CA certificate: Select the CA certificate you previously configured.
Edit LDAP Server

Name: AD_Computers
Primary server name/IP: dcOlwl-cse.net Port: 636 3

B Use secondary server

Base distinguished name: DC=w-cse,DC=net &
Bind type: Simple
Username: wl-cse\servicelogin Password: eesesees

Server type: Microsoft Active Directory OpenLDAP/GSuite Novell eDirectory/Others Apply template

(® Add supported domain names (used only if this is not a Windows Active Directory server)

Query Elements

User object class: computer

Username attribute: dNSHostName

Group object class: group

Obtain group memberships from: User attribute
Group membership attribute: memberOf

(W Force use of administrator account for group membership lookups

Secure Connection

& Enable
Protocol: LDAPS STARTTLS
CA certificate: MS_AD | DC=net, DC=wl-cse, CN=wl-cse-DCO1-CA e

(B Use Client Certificate for TLS Authentication

‘Windows Active Directory Domain Authentication
(B Enable

Remote LDAP Users

Username Token Actions

“ goneel

Import users ~ Go

5. Click OK.

Creating a user realm

Create a user realm for the users (computers) from your remote LDAP. This realm is used later when configuring
RADIUS authentication.

To create a user realm:

1. Go to Authentication > User Management > Realms, and click Create New.
2. Setthe following:

a. Name: Enter a name for the realm, for example: host.

b. User source: Select the previously configured remote LDAP server.

Create New Realm

Name: host

User source: AD_Computers (dc01.wl-cse.net) ~

(B Chained token authentication with remote RADIUS server | [ Flease Select]

“ goreel

3. Click OK.

Creating a user group

Create a user group for the users (computers) from your remote LDAP.

FortiAuthenticator 8.0.0 Examples
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To create a remote LDAP user group:

1. Go to Authentication > User Management > User Groups, and click Create New.

2. S
a.
b.
C.
d.
e
3. C

et the following:

Name: Enter a name for the LDAP group, for example: AD_LAB_PC.

Type: Remote LDAP.

User retrieval: Set a list of imported remote LDAP users.

Remote LDAP: Select the previously configured remote LDAP server, for example AD_Computers.
. LDAP users: Add your chosen LDAP users to the Selected LDAP Users pane.

lick OK.

Importing users with a remote user sync rule

Creat

LDAP filter to match specific groups in Active Directory. For the LDAP username and certificate binding common name,

e the user sync rule to import your users (computers) into FortiAuthenticator. You can configure this rule with an

use dNSHostName. This must match the CN of the actual issued certificate.

To configure a remote user sync rule:

1. G
2. U

a.

b.
C.
d

3. U

-~ ® Qo0 UTD

o to Authentication > User Management > Remote User Sync Rules, and click Create New.

nder Edit Remote LDAP User Synchronization Rule, set the following:

Name: Enter a name for the rule, for example: AD-computers.

Remote LDAP: Select the remote LDAP server you previously configured.

Base distinguished name: Enter your base distinguished name, for example: DC=wl-cse,DC=net.

LDAP filter: Select the LDAP filter which matches your specific group in Active Directory, for example: (&
(objectClass=computer) (memberof=CN=LAB-Computers,OU=Computers,0U=LAB,DC=wl-cse,DC=net)).

nder Synchronization Attributes, set the following:

Token-based authentication sync priorities: Select None.

Sync every: Select the sync frequency based on your preferences, for example: 1 hour(s).
Sync as: Remote LDAP User.

User role for new user imports: User.

Group to associate users with: Select your remote LDAP user group.

Certificate binding CA: Select your CA for certificate binding.

FortiAuthenticator 8.0.0 Examples
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4. Under LDAP User Mapping Attributes, set the following:
a. Username: dNSHostName.
b. Certificate binding common name: dNSHostName.

Create New Remote LDAP User Synchronization Rule

Name: AD-computers

Remote LDAP: AD_Computers [dcO1lwl-csenet) |+

Base distinguished name: DC=w-cse,DC=net

LDAP filter: (&lobjectClass=computer){memberof=CN=LAB-Computers,OU=Computers,O0U=LAB,DC=wl-cse,l Test Filter

Synchronization Attributes

Token-based authentication sync

priorities: @ None (users are synced explicitly with no token-based authentication) User Fields Format x
(W FortiToken Hardware (assign if serial number is provided) The following user fields will be synchronized
(T FortiToken Hardware (assign an available token) * Usemame:
o maximum length: 255 characters
(I FortiToken Mobile (assign an available token) « First name:
. o maximum length: 30 characters
(W FortiToken Cloud o[EEhEEnrs
 Emnail o maximum length: 30 characters
* Email address -
I SMS o maximum length: 254 characters
o must be a valid email address
(3 Dual (Email and SMS) = Phone number:
o maximum length: 64 characters
Sync every: 1 |v|| hourls) |+~ Flease note that user fields will be truncated if
Sym a5 _ theirvalues exceed the maximum length.
: Remote LDAP User IETSIIVESS
User role for new user imports: CPRRETY ST
Group to associate users with: AD_LAB_PC ~
Organization: [ Please Select] |~
Certificate binding CA: MS_AD | DC=net, DC=wl-cse, CN=wil- |~

(B Email password recovery
(® Do not delete synced users when they are no longer found on the remote server
B Proceed with rule even when response empty.

LDAP User Mapping Attributes

Username: dNSHostName
First name: givenName

Last name: sn

Email: mail

Phone number: telephoneNumber

Mobile number:
FTK-200 serial number:

Certificate binding common dNSHostName
name:

Debugging Settings
Preview Mapping Show Sync Fields

“ goneel

5. Click OK.

Once the user sync rule has been created, run it to import your user (computer) account, and then verify the user was
successfully created in Authentication > User Management > Remote Users and that the certificate binding is in place.

Configure RADIUS authentication

You can now configure RADIUS authentication between the FortiAuthenticator and FortiGate.

To configure RADIUS authentication:

1. Adding RADIUS attributes on page 82
2. Configuring the RADIUS client on page 82
3. Configuring the EAP server certificate on page 83
4. Creating a RADIUS policy on page 83
FortiAuthenticator 8.0.0 Examples 81
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5. Configuring the RADIUS server on FortiGate on page 85

Adding RADIUS attributes

RADIUS attributes can be added to the previously configured LDAP user group.

To add RADIUS attributes to the LDAP user group:

1. Go to Authentication > User Management > User Groups, and edit the user group associated with the remote

LDAP users.

2. Under RADIUS Attributes, add the RADIUS attributes required by your configuration. In this example, the following
attributes are required:

e Tunnel-Type: VLAN.

e Tunnel-Medium-Type: IEEE-802.

o Tunnel-Private-Group-Id: 240.

« Fortinet-Group-Name: FTNT_LAB_Computers.

Edit User Group
Name:
Type:

User retrieval:

Remote LDAP:
LDAP users:

(C Usage Profile

TACACS+ Authorization

TACACS+ authorization rule:

RADIUS Attributes
Attribute

Tunnel-Type
Tunnel-Medium-Type
Tunnel-Private-Group-Id
Fortinet-Group-Name

Add Antribute

AD_LAB_PC

(O Specify an LDAP filter
@® Set alist of imported remote LDAP users

AD_Computers (dc01.wl-cse.net) |~

Available LDAP Users @ Selected LDAP Users
Q Filter t420.wl-cse.net @ AD_Computers (dc01.wi-cse.ne

win10a.wl-cse.net @ AD_Computers (dc01wi-cse.

Remove all

[ Please Select ] |~
[ Please Select] |~

Value
VLAN (13)
IEEE-802 (6)
240

FTNT_LAB_Computers

“ conee

Configuring the RADIUS client

To configure RADIUS authentication using FortiAuthenticator, the FortiGate must be configured as a RADIUS client.
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To configure the RADIUS client settings:

1. Go to Authentication > RADIUS Service > Clients, and click Create New.
2. Set the following:
a. Name: Enter a name for the RADIUS client, for example: FGT-LAB.

b. Client address: Select IP/Hostname, and enter your RADIUS client's IP or hostname, for example: fgt.wl-
cse.net.

c. Secret: Enter a shared secret. This will also be used to configure RADIUS settings on FortiGate.
d. (Optional) Accept RADIUS accounting messages for usage enforcement: Enabled.
e. (Optional) Support RADIUS Disconnect messages: Enabled.

Edit Authentication Client

Name: FGT-LAB

Client address: Subnet Range
fgtwl-csenet

Secret: sssssens

@ Accept RADIUS accounting messages for usage enforcement
& Support RADIUS Disconnect messages

“ ceneel

3. Click OK.

Configuring the EAP server certificate

In order to use EAP, you must specify the certificate used for FortiAuthenticator in the RADIUS-EAP configuration
settings.

To configure the RADIUS certificate for EAP-TLS:

1. Go to Authentication > RADIUS Service > Certificates.
2. Specify the EAP Server Certificate and the Trusted CA from Active Directory that you previously configured.
RADIUS-EAP Configuration

Server Settings

EAP Server Certificate: fac | C=DK, O=w-cse, CN=fac.wi-cse.net, emailAddress=admin@wl-cse.net e
RADSEC Server Certificate: fac | C=DK, O=wl-cse, CN=fac.wi-cse.net, emailAddress=admin@wl-cse.net ~
EAP-TLS Authentication

Local CAs:

Trusted CAs:

xMS_AD | DC=net, DC=wl-cse, CN=wl-cse-DCO1-

3. Click OK.

Creating a RADIUS policy

A RADIUS policy must be configured in order to allow RADIUS authentication for the selected client.

FortiAuthenticator 8.0.0 Examples 83
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To create a RADIUS policy:

1. Go to Authentication > RADIUS Service > Policies, and click Create New.
2. Under RADIUS clients, configure the following, and click Next.
a. Policy name: Enter a name for this policy, for example: FGT-Computer-TLS.
b. RADIUS clients: Add the previously configured FortiGate RADIUS client to the Chosen RADIUS Clients

section.
RADIUS clients
Policy name: FGT-Computer-TLS
Description:
Q [Filter FGT-LAB (fgt.wl-cse.net)
Remove all
Discard and exit Hext

3. Under RADIUS attribute criteria, click Next.

RADIUS attribute criteria

(1 RADIUS authentication request must contain specific attributes

Previous Discard and exit Next

4. Under Authentication type, choose Client Certificates (EAP-TLS), and click Next.

Authentication type

Authentication type: (O Password/QTP authentication
O MAC authentication bypass (MAB)
@ Client Certificates (EAP-TLS)

Previous Discard and exit Next

5. Under Identity source, configure the following, and click Next.
a. Username format: Select your preferred username format, for example: realm\username.
b. Realms: In the Realms table, select your AD realm.

To return the RADIUS attributes associated with the group to which the user belongs, the groups need to be
added to the group filter list. In this example, add the AD_LAB_PC user group previously defined.

© Understanding the Client Certificates (EAP-TLS) workflow
Username format: © username@realm
O realm\username
O realm/username
@ Use default realm when user-provided realm is different from all configured realms
Realms: Default - Allow Local Users To Override Remote Groups © .
Users
O] host | AD_Computers (dcO1.wi-cse.n¢ et) v 3 © Fi\ter.‘/\D,U\E,PC
Adda ream
Previous Discrd and ext Next

Fortinet Inc.
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6. Under Authentication factors, click Next.

RADIUS clients RADIUS attribute criteria Authentication type RADIUS response

e Device authorization

I Verify MAC address in authentication requests
RADIUS attribute: [Default]

Authorized groups:

e Advanced options
(® Reject usernames containing uppercase letters

Previous Discard and exit Next

7. Under RADIUS response, click Save and exit.

RADIUS clients RADIUS attribute criteria Authentication type Authentication factors RADIUS response

EAP-TLS
Certificate Verification Result RADIUS Authentication Response Return User Attributes Return User Group Attributes
Valid Access-Accept (] (-]
Invalid Access-Reject [-] (-]

Configuring the RADIUS server on FortiGate

Finally, you can configure the RADIUS server settings (FortiAuthenticator) on FortiGate.

To configure the RADIUS server on FortiGate:

1. On FortiGate, go to User & Authentication > RADIUS Servers, and click Create New.
2. Under New RADIUS Server, set the following:

a. Name: Enter a name for the RADIUS server, for example: FAC.
b. Authentication method: Default.

FortiAuthenticator 8.0.0 Examples
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3. Under Primary Server, set the following:
a. IP/Name: Enter the IP address of the FortiAuthenticator.

b. Secret: Enter the RADIUS server secret created on FortiAuthenticator.
New RADIUS Server

Name FAC
Authentication method [BEENE Specify
NAS IP

Include in every user group (B

Primary Server
IP/Name 192.168.200.2
Secret ssssssee
Connection status

Test Connectivity

Test User Credentials

Secondary Server

IP/Name

Secret

4. Click OK.

Configure the SSID and interface objects

To configure the SSID and interface objects:

1. Creating the SSID on page 87
2. Creating interfaces on page 88

FortiAuthenticator 8.0.0 Examples
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Creating the SSID

To create an SSID with dynamic VLAN assignment:

1. On FortiGate, go to WiFi & Switch Controller > SSID, and click Create New > SSID.
2. Create a new SSID with Dynamic VLAN assignment enabled under Additional Settings.

Name = FGT-FAC-8021X (FGT-8021X)
Alias Used for 802.1X

Type = WIFi SSID

VRFID @ 0

Trafficmode @ () Tunnel

Address

IP/Netmask 0.0.0.0/0.0.0.0
Create address object matching subnet OB

Secondary IP address »

Administrative Access

IPva CJHTTPS HTTP 6@ J PING
[J FMG-Access [ ssH () SNMP
OF™M RADIUS Accounting [ Security Fabric

Connection &

® DHCP Server

Network

Device detection @ @©

WiFi Settings

SSID FGT-FAC-8021X
Client limit >

Broadcast 551D @

Security Mode Settings

Security mode WPAZ2 Enterprise -
Authentication | Local JGEABIVERT-TR% 1y
a0 FAC -

Client MAC Address Filtering

RADIUS server (0

Additional Settings

Dynamic VLAN assignment @
Schedule €@ [@ always ®
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Creating interfaces

You can now create interfaces as required.

To create additional interfaces:

1. Go to Network > Interfaces, and click Create New > Interface.
2. Configure your VLAN interface. In this example, the DomainComputers VLAN is created with the following settings:
a. Name: DomainComputers.

o Inortacs Theconfigursd S3D, FGT-FAC-B021X (FET-FAC-S032X)
o Rolei LA,
Interface @ DomainComputers
Link @
Port Speed Auto-Negotiation
Type A VLAN
Role LAN
IPv4 Addresses 10.10.240.1/24
VLANID 240
Base Interface ¥ FGT-FAC-8021X (FGT-FAC-8021X)
Results

Once the configuration is complete, you should now be able to authenticate your computer using FortiAuthenticator with
a Microsoft AD Root CA.

To confirm computer authentication is working as intended:
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1. When connecting to the client, you can see Authentication Success in the FortiAuthenticator logs.

System > | @ Refresh | @ Download RawLog |8 Log Type Reference | & Debug Report = Search forkog records
Authentication »
D Timestamp Level Category Sub Category Log Type ID Action Status Saurce IP g ey 8
Fortinet SO Methods > Log Record Detail
Meritr , itomati | Evnt [ mathentcaion | 20020 mathentca.. | Sucess || 1521682001 o0 e
Certificate Management 5 |480.. ThuSep2414:5.. informati.. Event System 30350 M Timestamp T Se0 24 141539
Logging - |480.. ThuSep241414.. informati.. Event Authentication 20994 Login Success  192.168.190.108 W Level information
Bl 480.. ThuSep2414:14.. informati.. Event Authentication 20994 Login Success ) Action Authentication
- . — Status. Success
480... ThuSep2414:14.. informati... Event Authentication 20994 Login Success Ll; ™ 192.148.2001
* |480.. ThuSep2414:14.. informati. Event System 30350 J 802.1x authentication
BB Audit Reports N Huccamis
480.. ThuSep24 14:13.. informati... Event System 30350 4 User host/T420wi-cse.net
480.. ThuSep2414:12.. informati... Event System 30350 J Log Type
n
480... ThuSep2414:11... informati.. Event System 30350 J{Teerd 20420 )
Name 8021 Authenticatio
480.. ThuSep2414:10.. informati,. Event System 30350 J N
Sub Category  Authentication
480.. ThuSep2414:09... informati. Event System 30350 IS 9 ca Fuent
480.. ThuSep2414:08.. informati. Event System 30350 14 Description. - 802.1x authentication
ABO €24 AANT  inkermnkd - - anzen .

2. When reviewing the debug logs, you can see that certificate binding check has passed.

&« c fh 9 & https://facwl-cse.net/debug/radius/?offset=08&limit=500 E] - @ ﬁ
Service:  RADIUS Authentication e Max. log files size: 1 MB ~ Enter debug made
2020-05-24T14:17:35.572936+02:00 FAC radiusd[1571]: (262) # Executing group from file /usr/etc/raddb/sites-enabled/default

2020-03-24T14:
2020-09-24T14:
2020-05-24T14:
2020-09-24T14:
2020-09-24T14:
2020-03-24T14:
2020-09-24T14:
2020-05-24T14:
2020-019-24T14:

:35.572546+02:00 FAC radiusd[1571]: (262) eap: Expiring EAP session with state Ox79449ede7d0c9386

:35.572851+02:00 FAC radiusd[1571]: (262) eap: Finished EAP session with state Ox73449ede7d0c3386

:35.572956+02:00 FAC radiued[1571]: (262) eap: Previous EAP request found for state 0x79449ede7d0c9386, released from the list
:35.574169+02:00 FAC radiusd[1571]: rlm_eap tls: Certificate passed CRL check.

:35.574832+02:00 FAC radiusd[1571]: fn _eap_tls.c: Verifying remote LDAP user cert binding (user: t420.wl-cse.net, ldap id: 2)
.576344+02:00 FAC radiusd[1571]
:35.576426+02:00 FAC radiusd[1571]9 rlm eap tls: Certificate binding check succeeded. (CN=T420.wl-cse.net, I:suerffDC:net/DC:wl*cselcﬁlfcse*Dch*cA)]
:35.577215+02:00 FAC radiued[1571]4 zlm eap tls: Certificate passed CRL check.

:35.577624+02:00 FAC radinad(15711: (282) man: FAP sm=sinn Adding Arenlu:State = Nx19483ede c0d93RR

3. On FortiGate, you can see that the client successfully connected:

| @ Dashboard v [
Status
Security € Clients By FortiAP
Network FortiAP Technology
Users & Devices e [1PU421E3X16003 o
* A [ 4 |
FortiView Sources l I | |
| \ |
FortiView Destinations £ y "\\ N -
4 o 4
FortiView Applications 4 \\\ — 4
FortiViiew Web Sites g —
FortiView Policies & Diagnostics and Tools Search Q
Bt .
m'vwses:ms P MAC Address User Device SsiD
¥ Security Fabric > El 24GH: @
o+ Network 5 10102402 8C:A9:B2AE:4E:D6 host/T420mwl-csenet O 8ca9:82aede:dé () FGT-FAC-8021X

4. Packet capture shows the RADIUS-Accept message, including the VLAN 240.
- 140.122548 192.168.200.9 192.168.200.1 RADIUS 304 Access-Accept id=111

Authenticator: 960d1fdleb®7285343c9710b9886a250
[This is a response to a request in frame 13
[Time from request: ©.816899000 seconds]
v Attribute Value Pairs
AVP: t=Vendor-Specific(26) 1=58 vnd=Microsoft(311)
AVP: t=Vendor-Specific(26) 1=58 vnd=Microsoft(311)
AVP: t=EAP-Message(79) 1=6 Last Segment[1]
AVP: t=Message-Authenticator(80) 1=18 val=c@dc18c@9834985cela3f6ce@3clc71b
AVP: t=User-Name(1l) 1=22 val=host/T420.wl-cse.net
AVP: t=Tunnel-Medium-Type(65) 1=6 Tag=0x00 val=IEEE-802(6)
AVP: t=Tunnel-Type(64) 1=6 Tag=0x00 val=VLAN(13)
AVP: t=Tunnel-Private-Group-Id(81) 1=5 val=240

VWV OV VYV VWV

Logging in to FortiGate as an administrator using FIDO2
authentication

For information on FIDO2 authentication, see https://fidoalliance.org/fido2/.
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In this example, we will log in to a FortiGate device using FIDO2 authentication method for SAML.
FortiGate acts as the web authentication relying party:

» SAML authentication configured for the admin authentication using FortiAuthenticator as the IdP.
FortiAuthenticator is the web authenticator:

» FortiAuthenticator uses local and remote LDAP users as example.
» FortiAuthenticator is the IdP for FortiGate.

A\,

S L4
? All Fortinet products supporting SAML for authentication can also use FIDO2.

To configure admin login on FortiGate using FIDO2:

Configuring SAML on FortiGate on page 90
Configuring SAML on FortiAuthenticator on page 92
Editing users to set up FIDO authentication on page 93
Results on page 95

Gl o

Configuring SAML on FortiGate

To configuring SAML on FortiGate:

1. Goto Security Fabric > Fabric Connectors.
2. Double-click Security Fabric Setup to open it.
The Security Fabric Settings window opens.

= Q > ©- 1e- o
Core Network Security Connectors | Security Fabric Settings x
/ : : Additional Information
/j Security Fabric Setup Security Fabric role Standalone R AR Ll Join Existing Fabric
& @ API Preview
. Allow other Security Fabric devices tojoin [ Internet A (port1) x 5 Editincll
fabric [P DMZ Segment (port2) x
[ 1SFW (port3) x % SAMLSSO
[# Management (port4) x -
nternet_B (por onfigure ingle Sign-On in the Security Fabric &
[ Internet_B (port5) X B Configure SAML Single Sign-On in the S Fabric &
[ MPLS-to-HQ (port6) x R N
(2 VPN_A Tunnel (Branch-HQ-A) x @ Online Guides
(2 VPN_B_Tunnel (Branch-HQ-8) x B Relevant Documentation
i i B Video Tutorials &
LAN Edge Devices ® HQMPLS (HQ-MPLS) X ideo Tutorials &
Device Type Device Count (@ FortiDEMO X & Fortinet Community
8 FortiGate + FortiAuthenticator SAML for FortiSIEM
w9 FortiAP Fabric name fabric ® SAnswers wh 1Votes © 805 Views
. Fortigate and SAML
X Fortiswitch 1 Growpasword  esessses Change e 4 1Vote .
S FortiExtender - - S o
Device authorization 5Connected /5 Total | # Edit SAML Configuration for Forti VPN SSO - Invalid HTTP request.
® 21Answers 1k OVotes 2Views
FortiCloud account enforcement @ ©
———— SeeMore &
SEULACELI SIS Allow downstream device REST APl access @~ QD
Fabric global object ©
E Central Management
SAML Single Sign-On @ © [Z' Advanced Options
FortiGate Cloud Mode Identity Provider (IdP)
Connected
ez 1dP certificate E§ FortiDemo -
&, Download
& 1dP address @ [ el Specify
Fabric Connector
an Management IP/FQDN @ Use WAN IP
FGT3 hahmed-test.fortidemo.fortinet.com
FGVM02TM24005450
e Management port Use Admin Port
Serial Number

3. Inthe Security Fabric Settings window, in SAML Single Sign-On, click Advanced Options.
A new SAML SSO window opens.
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Q o-

Core Network Security Connectors | Security Fabric Settings SAMLSSO x

'//) Security Fabric Setup Security Fabricrole Mode Disabled [ IREA R ATl Service Provider (SP)

8 Configure SAML Single Sign-Onin the Security

Fabric Root Allow other Security Fabric devicestojolt |dp address @ | hahmed-test fortidemo.fortinet.com:14 ent Bro Fabric
fabric 1dP certificate | B9 FortiDemo ~ | & Download
@
S — 8 Relevant Documentation
& Video Tutorials &
+CreateNew | ¢ Search Q
tinet Community
LAN Edge Devices e PR Rz FortiAuthenticator SAML for Forti
ers % 1Votes ®
Device Type Device Count osf faz fazfortidemo338710 =0
= Fortigate and SAML
R FortiGate (5] csf_fmg fmgfortidemo338710 6 Answers & 1 s @ ews
Y
Rl o Fabricname csf_hahmed-test.fortidemo.fortio001  csf_zpjfku73auz2uuikcf9onInIbbBsénw SAML Configuration for Fortigate SSL VPN SSO -
X Fortiswitch Invalid HTTP request.
= e Group password csf_hahmed-test.fortidemo.forti0002  csf_b25hcpuSpfayzvmpdros53lkdni2zwo ® 21 Answers % O Votes
F FortiExtender (0] .
Device authorization csf_hahmed-test fortidemo fortio003  csf_1oko7f82btjfi4rdnorlz0xuqymfkh SeeMore
FortiCloud account enforcement @ csf_hahmed-test fortidemo ortio004 | csf_me7Obsfktyten3bawqo8febvzZjrsty

Security Fabric Connectors Allow downstream device REST APl accet (<]

Fabric global object
E Central Management
SAML Single Sign-On @

Ty FortiGate Cloud Mode

Status Connected
° IdP certificate

1dP address @
Management IP/FQDN @

Management port

4. Inthe SAML SSO window:
a. In Mode, select Service Provider.
. In SP address, ensure that the address is the current browser address.
In SP. certificate dropdown, select an SP certificate.
In Default admin profile, select super_admin.
Ensure that IdP type is Fortinet Product.
In IdP address, enter the FQDN for the FortiAuthenticator.
InPrefix, enter a prefix.
. Inthe IdP certificate dropdown, select the IdP certificate.

Core Network Security Connectors | Security Fabric Settings SAMLSSO x

SQaQ .0 a0 T

Security Fabric Set ity Fabri
R LT Security Fabric role Mode Disabled _ Identity Provider (1dP) [Nt A)

Allow other Security Fabric devices tojoil  sp address © & Configure SAML Single Sign-Oniin the Security Fabric (2

Fabric Root hahmed-test.fortidemo.fortinet.com:14
fabric ser Address ® on
serAddres Onlir e
SP certificate © FortiDemo ~ & Download & Relevant Documentation &
Defaultlogin page @ Single Sign-On ¢ Video Tutorials (2
Default adminprofile @ | super_admin -
®, Fortinet Community
SP Details
FortiAuthenticator SAML for FortiSIEM
LAN Edge Devices ® 5 Ans Py N ews
Device Type Device Count 1dP Settings @ Fortigate and SAML
= ® 6 Answers 4 1Votes  ® 799 Views
B FortiGate (5} 1dP type Fortinet Product [[SYSt
SAML Configuration for Fortigate SSL VPN S5O - Invalid HTTP
“ FortiAP o Fabric name IdP address @ | facfido.ca request.
X FortiSwitch (2] Group password Prefix adminsso © 2 e 40 -
- 7
& FortiExtender (0] 1dP certificate | B2 REMOTE_Cert_1 - SeeMore

Device authorization

FortiCloud account enforcement @
Security Fabric Connectors Allow downstream device REST AP! accat

Fabric global object
E Central Management

SAML Single Sign-On @
FortiGate Cloud Mode
us @ Connected

=

IdP certificate

1dP address @
Management IP/FQDN @

Management port

5. Click OK.
6. Click OK.
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Configuring SAML on FortiAuthenticator

To configure SAML general settings on FortiAuthenticator:

a kN

Go to Authentication > SAML IdP > General, and select Enable SAML Identity Provider portal.
In Server address, enter the FQDN for FortiAuthenticator.

Enable Use default realm when user-provided realm is different from all configured realms.

In Realms, add realms.

Click Save.

Edit SAML dentity Provider Settings

To configure SAML SP settings on FortiAuthenticator:

Here, we add FortiGate SP settings to FortiAuthenticator.

1.

Go to Authentication > SAML IdP > Service Providers, and select Create New.
The Create New SAML Service Provider window opens.
In SP name, enter the a name for the SP.

In Create an identifier for this IdP, select +, in the Create an Alternate indentifier window, enter the same identifier
used as the prefix in IdP settings in Configuring SAML on FortiGate on page 90, and click OK.

In Authentication method, select FIDO.

Ensure that FIDO-only is selected and Allow two-factor authentication (password and OTP) if no FIDO keys are
available for the user accountis enabled.

In Assertion Attribute Configuration, keep the default settings.

In Assertion Attributes, select Add Assertion Attribute:

a. In SAML attribute, enter username.

b. Inthe User attribute dropdown, select Email.

In Assertion Attributes, select Add Assertion Attribute:

a. In SAML attribute, enter groups

b. Inthe User attribute dropdown, select Group.

Click Save.

The Edit SAML Service Provider window opens.

In the SP Metadata pane:

a. In SPentity IP, paste the Entity ID from FortiGate.

b. In SPACS (login) URL, paste Assertion consumer service URL from FortiGate.
c. In SPSLS (logout) URL, paste Single logout service URL from FortiGate.
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10. Click Save.

© The SAML service provider “admin” was added successfully. You may edit it again below.

SP name: adi
Server certificate: Use def

setting in SAML 6P General page. v

1dP signing algorithm:

gning algorithm in SAML IdP General page. v
 Support IdP-initiated assertion response
® Participate in single logout

IdP Metadata

Seleclan\denhﬁertod\sulav\dp adminsse v X+

IdP entity id: http://fac.fido.ca/saml-idp/adminsso/metadata/ -
IdP single sign-on URL: https://fac.fido.ca/saml-idp/adminsso/login/ (@
IdP single logout URL: https://fac.fido.ca/saml-idp/adminsso/logout/ (@

& 1P metadata

SP Metadata

2 Import SP metadate

SP entity ID
SPACS (login) URL: Attemative ACS URLS
SP SLS (logout) URL:
® SAML request must be signed by SP

Authentication

Authentication method: ) Mandatory password and OTP
O Al configured password and OTP factors
O Password-only
O OTP-only
® FIDO
FIDO-only  [EESEREEY
© Allow two-factor authentication (password and OTP) if no FIDO keys are available for the user account

Sends username in this usemame
parameter
Application name for FTM push

notificatio

Assertion Attribute Configuration

Subject NamelD:

Format:

mesitc:SAML2.0:nameid-format:unspecified

® Include realm name in subject NamelD

B Assertion Attributes

Assertion attribute:
SAML attribute:
User attribute:

Assertion attribute: x
SAML attribute: sroups
User attribute: Username v

+ Add Assertion Aftibute

Debugging Options

Editing users to set up FIDO authentication

To edit a local user to set up FIDO authentication:

1. Goto User Management > Local Users.
2. From the list double-click a local user to edit it.
The Edit Local Userwindow opens.
If you need to create a new local user, see Local users in the latest FortiAuthenticator Administration Guide.
3. Enable FIDO authentication.
4. Select Register FIDO key.
The Add new FIDO Key window opens.
5. Enterakey name in FIDO Key name.
Click OK.

7. Inthe Verify your identity dialog that appears, select USB security key, push the button on the FortiToken 410
(FIDO client) physical device.

*

OR

If using a Mac device, in the Verify your identity dialog that appears, select This device, register your fingerprint
using the Touch ID button.

The FIDO key registration is complete.
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8. Click Save.

Edit Local User
Username: brucelee
Disabled
@ Password authentication  Change Password
One-Time Password (OTP) authentication using FortiToken Cloud
@ FIDO authentication

FIDO Key Name Revoke Delete
ChucksFIDO S x
Chucktdhone S x
+Regiter FIDOkey | | X Dalete allFIDO koys

© Allow RADIUS authentication
Enable account expiration
Force password change on next logon

User Role

Role: Sponsor
User Information
Password Recovery Options
Groups

Add new Fido Key
FIDO Key name: [Chucks2ndFIDQ|

To edit an LDAP user to set up FIDO authentication:

1. Goto User Management > Remote Users and select the LDAP tab.
2. From the list, double-click an LDAP user to edit it.

The Edit Remote LDAP Userwindow opens.

If you need to import a new remote user, see Remote users in the latest FortiAuthenticator Administration Guide.
Enable FIDO authentication.

Select Register FIDO key.

The Add new FIDO Key window opens.

Enter a key name in FIDO Key name.

Click OK.

Follow step 7 from Editing a local user to set up FIDO authentication.
Click Save.

W

©® N O

Edit Remote LDAP User

Remote LDAP server: Win2019-LDAPS (144.130.115.112)

Username: chucknorris

Distinguished name: CN=Chuck Norris CN=Users,DC=roundhousekick DC=me
Disabled

One-Time Password (OTP) authentication using FortiToken Cloud
@ FIDO authentication
+ Register FIDO key

@ Allow RADIUS authentication
User Role

Role: ==

User Information
Password Recovery Options
Usage Information
Certificate Bindings
Devices

RADIUS Attributes

‘Add new Fido Key

FIDO Key name: (ChuckNorrisFTK410

“ cencel

A\,

b ] L4
q Users can self-provision using a self-service portal.
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Results

1. Onthe web browser, go to the FortiGate GUI.
2. Select Sign in with Security Fabric.

Sign in with Security Fabric

or

| Dsemame I

3. Inthe IdP login screen, enter the user name and click Next.

ACCELERATE 24

Step Into the \“"mm
Platform Era.

April 1-5,2024
Mandalay Bay Convention Center, Las Vegas

FCT Endpoints Click Here

or

FZ:RTINET 'l H

- brucelee ‘

Next

4. Inthe Verify your identity dialog that appears, select USB security key, push the button on the FortiToken 410
physical device.
If this is the first login, the user account is created.

5. Click Continue.

Single Sign-On was successful

An SSO administrator account has been created for
"brucelee@roundhousekick.me".

You are now logged in to the FortiGate GUI.
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A~ @ brucelee@roundhousekick.me (SSO) ~

+ Add widget

System Information

1]
‘

Licenses (= 208.184.237.68)® =~ FortiGate Cloud

Status A Not Activated
Support Updates IPS
Wbl

i
«

Hostname ChuckNorris

Serial number FG5HOE5818907421
Firmware v7.4.4 build2662 (Feature)
Mode NAT

Systemtime  2024/06/06 16:44:06

Uptime 15d 21h 38m 8s
WAN IP B8 144.130.115.112
"""""""""""""" FortiToken
50%
Security Fabric i =- Administrators c =~
LAN Edge o FortiExplorer o SSO
ER @ FortiGate X @ Fortiswitch brucelee@roundhousekick.me super_admin

Configuring FIDO2 authentication for Agentless VPN

For information on FIDO2 authentication, see https://fidoalliance.org/fido2/.

In this example, we set up an Agentless VPN tunnel that uses FIDO2 authentication.

A FortiToken 410 physical device is used to perform FIDO2 authentication.

FortiAuthenticator is the |dP for FortiGate.

To configure FIDO2 authentication for Agentless VPN:

© O NOOGOAWN=

Configuring SAML SP on FortiGate on page 96

Configuring SAML IdP general settings on FortiAuthenticator on page 97
Configuring SP settings on FortiAuthenticator on page 98

Editing users to set up FIDO authentication on page 99

Creating a user group with the SAML SSO server on page 100
Configuring Agentless VPN on FortiGate on page 100

Creating a firewall policy for Agentless VPN traffic on page 102
Configuring Agentless VPN on FortiClient on page 102

Results on page 103

Configuring SAML SP on FortiGate

To configure SAML SP on FortiGate:

1.

w

Go to User & Authentication > Single Sing-On, and select Create new.
A New Single Sign-On wizard opens.

In Name, enter the name for the SP.

Click Next.

In the Service Provider Configuration:

a. In Address, keep the FQDN of the SP (FortiGate).
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5. In Identity Provider Details:
a. In Type, select Fortinet Product.
b. In Address, enter the FQDN of the IdP (FortiAuthenticator).
c. In Prefix, enter a prefix.
d. Inthe Certificate dropdown, select a certificate.
If required, click +to import a certificate.
6. Inthe Additional SAML Attributes pane:
a. In Attribute used to identify users, enter username.
b. In Attribute used to identify groups, enter groups.
7. Click Submit.

Edit Single Sign-On
Name test_SP

Service Provider Configuration

Address@ hahmed-test fortidemo.fortinet.com:14003

Certificate o

Certificate [ zyacrggl.roundhousekick.me .

Additional SAML Attributes

The FortiGate willlook for
@ sttempts.
Attribute Statement.

ADFS claim o
Attribute used to identify users username L]

Atribute used to identify groups groups L]

8. Double-click the recently created SP to openit.

9. Inthe Service Provider Configuration pane, copy and save Entity ID, Assertion consumer service URL, and Single
logout service URL as a text file on your management computer. This is needed when configuring SP settings on
FortiAuthenticator.

See step 9 in Configuring SP settings on FortiAuthenticator on page 98.

Configuring SAML IdP general settings on FortiAuthenticator

To configure SAML IdP on FortiAuthenticator:

Go to Authentication > SAML IdP > General, and select Enable SAMLIdentity Provider portal.
In Server address, enter the FQDN address of the FortiAuthenticator.

Enable Use default realm when user-provided realm is different from all configured realms.

In Realms, add realms.

In Default IdP certificate dropdown, select the same certificate as in step 5-d of Configuring SAML SP on FortiGate
on page 96.

a~wnh=
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Click Save.

Allow Local Users To Override Remote Users

Configuring SP settings on FortiAuthenticator

To configure SP settings on FortiAuthenticator:

1.

Go to Authentication> SAML IdP > Service Providers, and select Create New.
The Create New SAML Service Provider window opens.
In SP name, enter the name of the SP.

In Create an identifier for this IdP, select +, in the Create an Alternate indentifier window, enter the same identifier
used as the prefix in IdP settings in Configuring SAML SP on FortiGate on page 96, and click OK.

In Authentication method, select FIDO.
Ensure that FIDO-only is selected and Allow two-factor authentication (password and OTP) if no FIDO keys are
available for the user accountis enabled.

In Assertion Attribute Configuration, keep the default settings.
In Assertion Attributes, select Add Assertion Attribute:

a. In SAML attribute, enter username.

b. Inthe User attribute dropdown, select Email.

In Assertion Attributes, select Add Assertion Attribute:

a. In SAML attribute, enter groups

b. Inthe User attribute dropdown, select Group.

Click Save.

The Edit SAML Service Provider window opens.

From the text file that you saved in step 9 in Configuring SAML SP on FortiGate on page 96, in the SP Metadata
pane on FortiAuthenticator:

a. In SPentity ID, paste the Entity ID from FortiGate.
b. In SPACS (login) URL, paste Assertion consumer service URL from FortiGate.
c. In SPSLS (logout) URL, paste Single logout service URL from FortiGate.
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10. Click Save.

Edit SAML Ser 3

 Participa

e
1dP Metadata

tifer to display I0P [ samsshen v | X+

& 0P
a

P Metadata

Editing users to set up FIDO authentication

To edit a local user to set up FIDO authentication:

1. Goto User Management > Local Users.
2. From the list double-click a local user to edit it.
The Edit Local Userwindow opens.
If you need to create a new local user, see Local users in the latest FortiAuthenticator Administration Guide.
3. Enable FIDO authentication.
4. Select Register FIDO key.
The Add new FIDO Key window opens.
5. Enter a key name in FIDO Key name.
6. Click OK.

7. Inthe Verify your identity dialog that appears, select USB security key, push the button on the FortiToken 410
(FIDO client) physical device.
OR

If using a Mac device, in the Verify your identity dialog that appears, select This device, register your fingerprint
using the Touch ID button.

The FIDO key registration is complete.
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8. Click Save.

Edit Local User

Username: brucelee

O® Disabled

@ Password authentication  Change Password

» One-Time Password (OTP) authentication using FortiToken Cloud

@ FIDO authentication
FIDO Key Name Revoke Delete
ChucksFIDO S x
Chucktdhone S x

+ Register FIDOkey | | X Dalete allFIDO keys

© Allow RADIUS authentication
O Enable account expiration
O» Force password change on next logon

User Role

Role: S ]

User Information
Password Recovery Options
Groups

Add new Fido Key

Creating a user group with the SAML SSO server

To create a user group:

1. Goto User & Authentication > User Groups, and select Create New.
The New User Group window opens.
2. In Name, enter a name for the user group.
In Type, select Firewall.
4. Inthe Remote Groups pane, select Add:
The Add Group Match window opens.
a. In Remote Server, select the SSO server created in Configuring SAML SP on FortiGate on page 96.
b. Click OK.
5. Click OK.

Edit User Group

w

Name test_user_group
Type Firewall
Members + % Send SSL-VPN Configuration

Remote Groups

# Edit || B Delete @ APIPreview

% References
Remote Server & Group Name

>_ EditinCLI

@ test SP

SeeMore &

Configuring Agentless VPN on FortiGate

To configure Agentless VPN on FortiGate:

1. Goto System > Feature Visibility.
2. Enable Agentless VPN.

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.

100



FortiAuthenticator standalone IAM

W

© N

11.
12.
13.

14.

Click Apply.

New Agentless VPN related tabs are now ready to be configured in VPN.
Go to VPN > Agentless VPN Settings.

In Listen on Port, enter 14003.

This is the same port appended to the WAN accessible FQDN for the SP (FortiGate).
See Configuring SAML SP on FortiGate on page 96.
This port number will be used when configuring FortiClient.

See Configuring Agentless VPN on FortiClient on page 102.

In the Server Certificate dropdown, select a server certificate.
Enable Redirect HTTP to Agentless VPN.

In Restrict Access, select Allow access from any host.
In Address Range, select Specify custom IP ranges.
In IP Ranges, add IP address ranges.
In DNS Server, select Specify.
Enter IP addresses for DNS servers in DNS Server #1and DNS Server #2.

In the Authentication/Portal Mapping pane, select Create New:
The New Authentication/Portal Mapping window opens.

a. In Users/Groups, select +, from the Select Entries list, select the user group created in Creating a user group

with the SAML SSO server on page 100, and click Close.
b. Inthe Portal dropdown, select full-access.
c. Click OK.

Click Apply.

SSL-VPN Settings

sslvPNstatus XSRS © Disable @ AP Preview

> EditinCLI

Forincreased security, scalability, and flexibility, use ZTNA or IPsec VPN
asanalternative to SSL-VPN tunnel modes.

Connection Settings @

Listen onInterface(s) 4 80-LAB-LAN (80) x
+
Listen on Port 14003
Server Certificate  RHK2405
Redirect HTTP toSSLVPN ©
Restrict Access Limit access to specific hosts ® Online Guides
Idle Logout © & Relevant Documentation '
Inactive For 300 Seconds & Video Tutorials 7

Require Client Certificate (B

Tunnel Mode Client Settings @ Mikrotk it tosite- Fortgate vithout public

Address Range Automatically assign addresses [EERRT oo FGT SSLVPNwith Mic
1P Ranges B 1PSec-Remote_range x e ! -
i FortiClient disconnectis licking CONNECT -noerror code visible
DNS Server Same as client system DNS v
DNSServer #1 10990239
DN Server #2 10990238

1PV DNS Server #1 ZTNAor IPsecVPNshould be use...
1PV6 DNS Server #2

Dismissed (D
Specify WINS Servers (B
Authentication/Portal Mapping ©

3 Thelegacy SSLVPN web mode feature s disabled globally. Web mode
will not be accessible n portals.

# Edit | @ Delete | | &% Send SSL:VPN Configuration

Users/Groups & Portal &
5 test_user_group © full-access
Al Other Users/Groups © full-access
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Creating a firewall policy for Agentless VPN traffic

To configure a firewall policy:

1. Goto Policy & Objects > Firewall Policy, and select Create new.
The Create New Policy window opens.
2. Inthe Settings tab:

a. In Name, enter a name for the firewall policy.
b. In Type, select Standard.
¢. In Incoming interface, select +, from the Select Entries list, select an incoming interface, and click Close.
d. Inthe Outgoing interface, select +, from the Select Entries list, select outgoing interfaces, and click Close.
e. In Source:
i. Select + from the Select Entries list, select all.
ii. From the dropdown, select User, select the user group created in Creating a user group with the SAML
SSO server on page 100, and click Close.

f. In Destination, select destinations.
g- In Service, select +, from the Select Entries list, select ALL, and click Close.
h. In Inspection mode, select Proxy-based.

i. Disable NAT.

3. Click OK.

Name @ 118 ;

Type ZINA

Incoming interface 2 SSL-VPN tunnel interface (ssl.root) X

Outgoinginterface *# 10-VLAN10 (LAN) x -

¥ TelstraNBN (port8) x

Sour Bal x

Security posture tag @ +

Destination B ChuckLAB x

B wAN x

Schedule © ;\\;vavs

Service WAL x

Acti © DENY

Inspection mode Flow-based [[aeee]

Firewall/Network Options

NAT

o

Protocol options default -

Security Profiles

AntiVirus
Web filter
Videofilter
DNSfilter

Application control

1PS

File filter

000000 OW0

SSLinspection no-inspection -

Logeing Options

Log allowed traffic @

Configuring Agentless VPN on FortiClient

Since the FortiClient mini browser does not support FIDO2, you must use an external browser for FIDO2 authentication.
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To configure Agentless VPN on FortiClient:

1. Open the FortiClient console.

2. Goto REMOTE ACCESS and from the More Options icon, select Add a new connection.
The New VPN Connection window opens.

3. In Connection Name, enter a name.

4. In Remote Gateway, enter FQDN from the Address field in Configuring SAML SP on FortiGate on page 96.

5. Select Customize port and enter the same port number as used in step 5 in Configuring Agentless VPN on
FortiGate on page 100.

6. Select Enable Single Sign On (SSO) for VPN Tunnel and Use external browser as user-agent for saml user
authentication.

7. Click Save.

New VPN Connection
veN SSLVPN S
Connection Name [FiDO SSLVPN ]

Em [ ]

Remote Gateway

Single Sign On Settings

Client Certificate

Results

1. On the FortiClient console, go to REMOTE ACCESS.
2. From the dropdown, select the VPN connection created in Configuring Agentless VPN on FortiClient on page 102.
3. Select Connect.
The default web browser is automatically launched by FortiClient.
4. On the FortiAuthenticator login page that open, enter the user name, and click Next.

FortiTrust Identity

FE:ATINET } i
ACCELERATE 24 ‘

\
Step Into the N"“"""“

Platform Era.

April 1-5,2024
Mandalay Bay Convention Center, Las Vegas

FCT Endpoints Click Here

or

2 brucelee

5. Inthe Verify your identity dialog that appears, select USB security key, push the button on the FortiToken 410
physical device.

The web browser completes the authentication and responds to FortiClient.
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< C O 127.00.1:8020/%d=1-baecdb5d3174516b-MICOGOp18KiLqGez W & )

VPN Connecting

Your VPN connection
F

orti
You may close the

FortiClient completes the Agentless VPN tunnel setup.

WiFi and onboarding

WiFi onboarding using FortiAuthenticator Smart Connect

This example demonstrates how to configure WiFi onboarding using FortiAuthenticator Smart Connect with either
Google Workspace or Microsoft Azure.

This configuration assumes that you have already configured your FortiAuthenticator following the initial configuration
steps available within the FortiAuthenticator Administration Guide. FortiAuthenticator must be version 6.1.1 or higher.

Before starting, you should already have the following available:

A registered domain name and functional DNS. This example uses fortixpert.com.

A publicly signed wildcard certificate for your domain (for example *.fortixpert.com used to sign MS Azure DS
Secure LDAP Connector).

A publicly signed host/server certificate for FortiAuthenticator.
An active Google Workspace Enterprise or MS Azure subscription, depending on your chosen configuration.
« Please note: Secure LDAP is not supported using Google Workspace Business or Google Workspace Basic
subscriptions.
« An active MS Azure subscription requires AD Directory Services to be provisioned in order to support Secure
LDAP.
Have the appropriate Fortinet infrastructure in place, for example, Fortigate running FOS 6.2.4GA+, FortiSwitch
running 6.2.4GA+, FortiAP/FortiAP-U running latest GA and FortiAuthenticator 6.1.1 and above.
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To configure WiFi onboarding using Smart Connect:

1. [Initial settings on FortiAuthenticator on page 105

2. Select either the Google Workspace or Azure configuration:
a. Option A - WiFi onboarding with Smart Connect and Google Workspace on page 109
b. Option B - WiFi onboarding with Smart Connect and Azure on page 118

3. FortiGate configuration on page 139

4. Results on page 149

Initial settings on FortiAuthenticator

To set up the initial configuration on FortiAuthenticator:

Install certificates on page 105

Configure the RADIUS client settings on page 107

Configure the local root CA on page 107

Configure the EAP server certificate and CA for EAP-TLS on page 108

Gl o

Install certificates

To install a wildcard certificate on FortiAuthenticator:

1. Go to Certificate Management > Certificate Authorities > Trusted CA.

Import a trusted root/intermediate public CA certificate in order to support your wildcard certificate.
Import Trusted CA Certificate

Certificate ID: RootCACerts
Certificate: & Upload afile

“ goreel

2. In Certificate Management > End Entities > Local Services, click Import, select Certificate and Private Key, and
import your domain wildcard certificate as *domainname. For example, *fortixpert.com.
Import Certificate

Type: PKC512 Certificate Certificate and Private Key Local certificate

Certificate ID: *fartixpert.com
Certificate file (.cer): & Upload afile
Private key file: & Upload afile

Passphrase: sssssses

“ goneel

To generate a Certificate Signing Request (optional):

The following steps are optional and can be done if the server certificate matching the FortiAuthenticator FQDN is not
yet available.

1. In Certificate Management > End Entities > Local Services, select the Create New button.
Configure the following settings:

a. Under Create New Server Certificate, set the Certificate ID to your certificate name, for example,
fac.fortixpert.com.
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b. Under Subject Information, configure the Name, Department, Company, City, State/Province, Country and
Email Address for your certificate.

c. (Optional) If you are using a self-signed certificate on FortiAuthenticator, add a Subject Alternative Name
(SAN) matching the FQDN under Subject Alternative Name.

(Optional) Under Advanced Options: Key Usages, choose all Key Usages and Extended Key Usages.

All other fields can be left in their default state. Click OK to save your changes.

= _= FortiAuthenticator VM FAC-VM0000000000

System > | Create New Server Certificate
Authentication Certificate ID:

Fortinet SSO Method
ortine cthods Certificate Signing Options

Issuer:

>
>
Monitor >
Certificate Management v

>

Subject Information

B Policies

Subject input method:
53 End Entities v

ers Name (CN):

e Department (OU):

8 Certificate Authorities >
& scep >
Logging >

Company (O):

City (L:

State/Province (ST)
Country (C):

Email address:

Key And Signing Options
Key type:

Key size:

Hash algorithm:

Subject Alternative Name
> Email:

P User Principal Name (UPN);
> URI:

 DNs:

Advanced Options: Key Usages

facfortixpert.com
[P Trirc-party CA
Fuly distinguished name || R

facfortixpert.com
i3

FortiXpert

Sydney

New South Whales

Australia (AU) B

admin@fortixpert.com
RSA

1024 e
sinzse TS}

“ cored

2. Export the pending CSR by selecting the pending entry and then clicking Export Certificate. Use the downloaded
certificate-name.csr file to obtain a certificate from a public CA.

3. Import the signed certificate file from the public CA by selecting Import and uploading the certificatename.cer

file.

To install local service certificates:

1. Go to Certificate Management > Certificate Authorities > Trusted CA.
Upload the trusted root/intermediate public CA certificates in order to support your host/server certificate.

2. Under Certificate Management > End Entities > Local Services, Import your publicly signed host/server certificate
matching the FQDN (i.e. fac.fortixpert.com) along with the matching private key.

3. Under System > Administration > System Access > GUI Access, configure the following:

a. For HTTPS Certificate, select the server certificate matching the device FQDN from the dropdown box.

b. For CA Certificate, select the Root CA certificate that was used to sign the host/server certificate selected

above.
4. Select OK.
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Configure the RADIUS client settings

To configure the RADIUS client:

1. Add the FortiAuthenticator host record to your local DNS server.

If you are using FortiGate as the DNS server, this can be set under Network > DNS Servers on FortiGate.

2. Under System > Dashboard > Status, edit and set the hostname and FQDN for FortiAuthenticator so that it matches

the DNS host record.

3. In Authentication > RADIUS Service > Clients, add the wireless controller, in this example FortiGate, as a new

RADIUS client.
Enter the Name and IP/Hostname of the wireless controller, and create a Secret.
4. Click OK.

= _= FortiAuthenticator VM FAC-VM0000000000

System > | Create New Authentication Client

Authentication Name: FortiGate-WLC

& User Account Policies

> | Client address: Subnet  Range

@ User Management > 101101
& Self-service Portal > | Secrett  eessssse
% Portals > | @ Accept RADIUS accounting messages for usage enforcement
B2 Remote Auth. Servers > | € Support RADIUS Disconnect messages

Clients

Policies

EAP

Services

Custom Dictionaries
& LDAP Service
& OAuth Service

SAML IdP

13 FAC Agent
Fortinet SSO Methods
Monitor

Certificate Management

Logging

Configure the local root CA

You can now configure a local CA on FortiAuthenticator. This will be used to generate client certificates for

authentication via EAP-TLS.

To configure the Local Root CA:

1. In Certificate Management > Certificate Authorities > Local CAs, select Create New.

2. Configure the following settings:
a. Setthe Certificate ID to the Local_Root_CA_Name.
b. In Certificate Authority Type, set the Certificate Type to Root CA.

c. In Subject Information, configure the Name, Department, Company, City, State/Province, Country, and Email

address for your certificate.

d. In Advanced Options > Key Usages, choose all Key Usages and Extended Key Usages.
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3. Leave all other settings as their default, and click OK.

= _= FortiAuthenticator VM FAC-VM0000000000

System > | Create New Local CA Certificate
Authentication > | Certificate ID: FortiXpert_Root_CA
Fortinet SSO Method
ortine ethods > | certificate Authority Type
Monitor > §
Certificate type: Intermediate CA _ Intermediate CA signing request (CSR)
Certificate M; t v
ertificate Management B Use nettiSM
B Policies >
= Subject Information
End Entities > ot
— Subject input method: Fully distinguished name
Certificate Authorities v
[ 8 cerrare urrories - NN inciospmcan
le=lEs Department (OU): "
CRLe c ©r
ompany (O): FortiXpert
Trusted CAs . :’Sy "
ity (L: Sycn
B scep v ey
State/Province (ST) NSW
Logging >
Country (C): Australa (AU) v
Email address: admin@fortixpert.com
Key And Signing Options
Validity period: Set an expiry date
365(3] days
Key type: RSA
Key size: 1020 SRR w0ve
Hash algorithm: SHA-L

Subject Alternative Name
> Email:
 User Principal Name (UPN);
Advanced Options: Key Usages
Certificate Revocation List (CRL)
Lifetime: 421 days 1-365)

Re-generate every: 1 [ dars

“ coneel

Configure the EAP server certificate and CA for EAP-TLS

To set an EAP Server Certificate and CA for EAP-TLS:

1. Go to Authentication > RADIUS Service > Certificates.

2. In Server Settings > EAP Server Certificate, select the publicly signed certificate matching the FortiAuthenticator
FQDN (e.g. fac.fortixpert.com).

3. In EAP-TLS Authentication > Local CAs, select the local CA (e.g. FortiXpert_Root_CA).
Edit EAP Certificates

Server Settings

EAP Server Certificate:
fac.fortixpert.com | OU=Domain Control Validated, CN=fac.fortixpert.com

EAP-TLS Authentication
Local CAs:

x FortiXpert_Root_CA | C=AU, ST=NSW, L=Sydney

Trusted CAs:

4. Click OK.
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Option A - WiFi onboarding with Smart Connect and Google Workspace

This section outlines how to configure the FortiAuthenticator to communicate with Google Workspace via Secure
Lightweight Directory Access Protocol.

To configure WiFi Onboarding with Google Workspace:

1. Configure Google Workspace LDAPS Integration on page 109
2. Configure Smart Connect and the captive portal on page 114
3. Configure RADIUS settings on FortiAuthenticator on page 117

Configure Google Workspace LDAPS Integration

Here you will configure FortiAuthenticator to communicate with Google Workspace via Secure Lightweight Directory
Access Protocol.

To configure FortiAuthenticator and Google Workspace LDAPS integration:

1. Provision the LDAP connector in Google Workspace on page 109
2. Configure certificates on FortiAuthenticator on page 111
3. Configure the remote LDAP server and users on page 112

Provision the LDAP connector in Google Workspace

To provision the LDAP connector in Google Workspace:

Configure FortiAuthenticator to communicate with Google Workspace via Secure Lightweight Directory Access Protocol
(LDAPS).

1. Login to the Google Workspace admin console using a Google Workspace admin account.
2. Click the Apps icon, then select LDAP and Add Client.
3. In Add LDAP Client Step 1, configure the following settings:

a. Name:Enter a name, for example FAC.

b. Description: Enter a description, for example Secure LDAP Client for FAC.

X Add LDAP client

Step 1 of 2: Client details

Client details

FAC

Secure LDAP Client for FAC

FortiAuthenticator 8.0.0 Examples 109
Fortinet Inc.



FortiAuthenticator standalone IAM

4. Under Add LDAP Client Step 2, configure the following settings:
a. Verify User Credentials: Entire domain.
b. Read user information: Entire domain.
¢. Read Group Information: On.

5. Click Add LDAP Client.

Verify user credentials

Specify client's access level for verifying user credentials. Changes can
take up to 24 hours to take effect. @

@ Entire domain (fortixpert.com)
o Selected organizational units

O Noaccess

Read user information

Specify client's access level for reading user information. Some clients
need additional information before authenticating users. @

@ Entire domain (fortixpert.com)
o Selected organizational units

o No access

Read group information

Client can read group information. Some clients need additional
information before authenticating users. @

. On

BACK ADD LDAP CLIENT

You will now be prompted to connect your client to the LDAP service.
6. Click Download Certificate and save the ZIP file.

& FAC added

© Next, connect your client to the LDAP service

1. Download the generated certificate (it might take a few minutes to
generate).

Want to do this later? You can generate and download a certificate
at any time from the client’s details page.

Google_2023_05_15_9640
Expires May 15, 2023

#* Download certificate

2. Upload the certificate to your LDAP client and configure the
application. Configuration might require LDAP access credentials.
Learn more

CONTINUE TO CLIENT DETAILS

Unzip the certificate file to a local folder. Contained within will be a public certificate along with a private key.

FortiAuthenticator 8.0.0 Examples 110
Fortinet Inc.



FortiAuthenticator standalone IAM

7. Select Continue to Client Details. Select Service status and change the status to On.
Service status

(®) ON for everyone

(O OFF for everyone

o Changes may take up to 24 hours to propagate to all users.

1 unsaved change
CANCEL
SAVE

8. Click Save.
Configure certificates on FortiAuthenticator

To download Google Root CA Certificate:

1. Open a new Internet browser and navigate to https://pki.goog.

2. Under Root CAs in the Repository tab, download the GS Root R2 certificate in the DER format. The file will be
called GSR2.crt.

To import the Google Certificates into FortiAuthenticator:

1. InFortiAuthenticator, go to Certificate Management > Certificate Authorities > Trusted CAs, and click Import.
2. Enter a Certificate ID and then upload the Google Root CA certificate previously downloaded.
Import Trusted CA Certificate

Certificate ID: Google_RootCA_GSR2
Certificate: GSR2.crt

3. Goto Certificate Management > End Entities > Local Services, and click Import.

4. Under Import Certificate , select Certificate and Private Key as the Type.
Enter a Certificate ID, and select the Certificate file and Private key file from the file you unzipped previously. A
Passphrase is not required. Click OK.

Import Certificate

Type: PKCS12 Certificate Local certificate
Certificate ID: GSuite_LDAP

Certificate file (.cer): [3 Google_2023_05_15_9640.crt

Private key file:

Passphrase:

“ ceneel
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Configure the remote LDAP server and users

To provision the remote LDAP server:

1.
2.

In FortiAuthenticator, go to Authentication > Remote Auth. Servers > LDAP, and click Create New.
Under Create New LDAP Server, set the following:

a. Name: Enter a name for the remote LDAP server, for example google.fortixpert.com.

b. Primary server name/|P: Idap.google.com.

c. Base distinguished name: Enter the base LDAP search directory, for example the Google Workspace
domain: dc=fortixpert,dc=com.

d. Bind type: Simple.

Under Query Elements, set the following:

a. Pre-defined templates: Select OpenLDAP/G Suite from the dropdown box, and click Apply.

Under Secure Connection, enable the secure connection function, and set the following:

a. Protocol: LDAPS.

b. CA Certificate: Select the Google RootCA_GSR2Z certificate from the dropdown box.

c. Use Client Certificate for TLS Authentication: Enabled.

d. Client certificate: Select the G Suite LDAP client certificate from the dropdown box.

At the top of the page under Base distinguished name, select the directory lookup icon.
Once the LDAPS connection is established you'll see the Directory of Groups and Users within Google Workspace.

FortiAuthenticator 8.0.0 Examples

Fortinet Inc.

112



FortiAuthenticator standalone IAM

6.

Select OK.
Create New LDAP Server
Name: google.fortixpert.com
Primary server name/IP: Idap.google.com Port: 636 &

» Use secondary server

Base distinguished name: de=fortixpert,dc=com &

Bind type:

» Add supported domain names (used only if this is not a Windows Active Directory server)

Query Elements

Pre-defined templates: OpenLDAP/GSuite R Apply
User object class: person

Username attribute: uid

Group object class: group

Obtain group memberships from: User attribute

Group membership attribute: member

® Force use of administrator account for group membership lookups

Secure Connection

@ Enable
Protocol: LDAPS STARTTLS
CA certificate:

Google_RootCA_GSR2 | OU=GlobalSign Root CA - R2, O=GlobalSign, CN=GlobalSign

@ Use Client Certificate for TLS Authentication

Client certificate:
GSuite_LDAP | O=Google Inc., L=Mountain View, CN=LDAP Client, OU=GSuite, C=US, ST=California

Windows Active Directory Domain Authentication

Select OK again to save the LDAP server settings.

(2 Enable

To import remote user accounts:

1.

2.

Go to Authentication > User Management > Remote Users, and confirm that LDAP is selected at the top right of the
page.

Click Import.

Under Import Remote LDAP Users, set the following:

a. Remote LDAP server: Select your connector bound to Idap.google.com from the dropdown box.

b. Action: Import Users.

Click Go. Alist of all the users within your Google Workspace directory will be displayed.

Select the users you want to be able to connect to the wireless network using their Google Workspace account, and
select OKto import the relevant user accounts.

Under Synchronization Attributes, set the following:
a. Token-based authentication sync priorities: None.

b. Sync every: Select the sync frequency. In production environments, this should be set to 30 minutes or more
depending on the number of users being synchronized.

c. Sync as: Remote LDAP User.
d. Userrole for new user imports: User.
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7. Leave all other settings in their default state, and click OK.

To create a new realm:

1. Go to Authentication > User Management > Realms, and click Create New.
2. Configure the following settings:

a. Name: Enter a name for your realm, for example fortixpert.com.

b. User source: Select the remote LDAP service from the dropdown box.
3. Click OK.

Configure Smart Connect and the captive portal

This section outlines the configuration required on FortiAuthenticator to provision a captive portal using Smart Connect
authenticating against Google Workspace.

To configure Smart Connect and portals on FortiAuthenticator:

1. Create the Smart Connect profile on page 114
2. Create the captive portal on page 115
3. Create the self-service portal policy on page 116

Create the Smart Connect profile

To create Smart Connect profiles:

1. Go to Authentication > Portals > Smart Connect Profiles, and click Create New.
2. Under General Information, enter a name for the profile, and click Next.

General Information

Name: Smart Connect
Connect type:

-

3. Under Wireless Connection Settings, set the following and then click Next.
a. SSID: Enter your SSID name, for example Secure Wi-Fi.
b. Auth method: WPAZ Enterprise.
c. Hidden SSID: Disabled.

Wireless Connection Settings

SSID: Secure Wi-Fi

Auth method: 'WPA2 Personal 'WPA2 Enterprise

_» Hidden SSID

“ geneel

4. Under EAP General Settings, set the following and then click Next.
a. EAP Type: TLS.
b. Signing CA: Select the local Root CA configured earlier.
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¢. Username Format: Select your preference, for example username@realm.

EAP General Settings

EAP Type: TS PEAP
Signing CA: FortiXpert_Root_CA | C=Al, ST=NSW, L=Sydney, O=FortiXpert, OU=IT, CN=fac fortixpert.com, email Address=admin@fortixpert.com |+
Username Format: O username

® username@realm
O realm\username
O realm/username

“ geneel

5. Under Certificate Installation Settings, set the following and then click OK.
a. Install local CA certificates: Choose to install the local Root_CA certificate.

b. Install trusted CA certificates: Choose to install any certificate that is required for all relevant certificate chains
to be fully trusted.

Certificate Installation Settings

Install local CA certificates: Available Install Local CA Certificates @ Selected Install Local CA Certificates
Q [Fiter FortiXpert_Root_CA| C=AU, ST=NSW. L=Sydney,
Remove all
Install trusted CA certificates: Available Install Trusted CA Certificates @ Selected Install Trusted CA Certificates
Q. [Filter Fortinet_CA1_Root | C=US, ST=California, L=Sunr
e Fortinet_CA2_Intermediate | C=US, ST=California

Fortinet_CA2_Root | C=US, ST=California, L=Sunr
Go_Daddy_Class_2_CA | C=US, O="The Go Dadd"
Go_Daddy_Root_CA_G2 | C=US, ST=Arizona, L=S
Go_Daddy_Secure_CA_G2 | C=US, ST=Arizona, L
Google_RootCA_GSR2 | OU=GlobalSign Root CA
Sectigo_RSA_DV_Secure_Server_CA | C=GB, ST=t
Sectigo_Root_CA | C=US, ST=New Jersay, L=Jerse

Remove all

“ Canee!

6. Select OKto complete the setup of the Smart Connect profile.
Create the captive portal

To create a captive portal:

1. Go to Authentication > Portals > Portals, and click Create New.
2. Under Create New Portal, enter a name and optional description for the portal.

3. Under Post-login services, enable Smart Connect and select the previously configured Smart Connect profile from
the dropdown.
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4. Select OK.

= _= FortiAuthenticator VM FAC-VM0000000000

System > | Create New Portal
Authentication v | Name: Smart Connect Portal
& User Account Policies > | Description: Captive Portal to be used for Smart Connect user
@ User Management >
& Self-service Portal >
General
+ Portals M| M cateway: Use default =
Policies
P Pre-login Services
Access Points » Disclaimer
FortWLC Pinholes B Passward Reset

® Account Registration
 Token Revocation

Replacement Messages
Smart Connect Profiles

— " Usage Extension Notifications
2 Remote Auth. Servers

Certificate Management

>
& RADIUS Service » |nietoeinSenvices
» Profile
& LDAP Service > | » Password Change
& OAuth Service > | O Token Registration
B samLidP > | @ Smart Connect
&5 FAC Agent 5 Smart connect profile: smart Connect || [ B Add a smart connect profile |
Fortinet S50 Methods » | O® Device Tracking and Management
Monitor >
>
>

Logging

Create the self-service portal policy

To create a self-service portal policy:

1. Go to Authentication > Portals > Policies. Select the Self-Service Portal option, and click Create New.

2. Under Policy Type, set the following and then click Next.
a. Name: Enter a policy name, for example SmartConnect.
b. Description: Enter an optional description for the policy.

c. URL: Note this URL. This is the external captive portal redirection URL which must be added to the

Onboarding SSID configured on the FortiGate/WLC later.

System N
& User Account Policies >
@ User Management > Na’"e_' ) SmartConnect
& Self-service Portal s Description: Smart Connect Portal - User Onboarding Policy

URL: ? is i
Policies https://fac.fortixpert.com/portal/selfservice/SmartConnect/

Portals Portal: Smart Connect Portal |v

e S
==
FortiWLC Pinholes

Replacement Messages
Smart Connect Profiles
&5 Remote Auth. Servers
& RADIUS Service
& LDAP Service
& OAuth Service
B sAMmLIdP
§13 FAC Agent
Fortinet SSO Methods
Monitor
Certificate Management

Logging

>
>
>
>
>
>
>
>
>
>

3. Under Identity sources, set the following and then click Next:
a. Username format: username@realm.
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b. Realms: In the dropdown box, select the LDAP realm associated with [dap.google.com, for example
fortixpert.com.

= = FortiAuthenticator VM FAC-VMO0000000000

System >
Authentication

& User Account Policies

Local/Remote Users:

username@realm
& self-service Portal Username format: © @
O realm\username

& Portals O realm/username

@ User Management

v v v <

<

ic Realms:
Policies Default @ Realm Allow Local Users To Override Remote Users Groups @ Delete
Portals -
Access Points ® fortixpert.com | azure fortixpertcom (13.75.227.41)  |v 3 . Ifﬂter.‘
Filter loca
FortiWLC Pinholes
+ Addareaim

Replacement Messages
Smart Connect Profiles
E2 Remote Auth. Servers Freves peerdendent m et
& RADIUS Service
& LDAP Service
& OAuth Service
B samLidP
§13 FAC Agent
Fortinet SSO Methods
Monitor
Certificate Management

Logging

>
>
>
>
>
>
>
>
>
>

4. Under Authentication factors, leave the default options in place, and click Save and exit.
Configure RADIUS settings on FortiAuthenticator

To create a RADIUS service policy:

1. Goto Authentication > RADIUS Service > Policies, and click Create New.
2. Under RADIUS clients, set the following and then click Next:
a. Policy Name: Enter a name for the policy, for example EAP-TLS Policy Google Workspace.
b. Description: Enter an optional description, for example EAP-TLS Policy for User Authentication.

c. RADIUS Clients: Add the FortiGate to the Chosen RADIUS Clients section.

Policy name: EAP-TLS Policy Azure:

Description: EAP-TLS Policy for User Authentication

RADIUS clients Avalable RADIUS Clients © eI —
Q [Fiter FortiGate-WLC (10.1.10.1)
Remove all
Discard and et Next

3. Under RADIUS attribute criteria, click Next without making changes.

4. Under Authentication type, select Client Certificates (EAP-TLS), and click Next.

Authentication type: O Password/OTP authentication
O MAC authentication bypass (MAB)
@ Client Certificates (EAP-TLS)

Previous Discard and ext Next
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5. Under Identity source, set the following and then click Next.
a. Username format: Select your preferred format, for example username@realm.
b. Realms: Select the realm that you set up to communicate with Idap.google.com, for example fortixpert.com.

Identity source

@ Understanding the Client

Username format;

Realms:

Realm Allow Local Users To Override Remote Users Groups © Delete

fortxpert.com | azure fortxpertcom. wa7s2274 v 2  Filter:

6. Under Authentication factors, click Next without making changes.
7. Under RADIUS response, validate that the EAP-TLS response is as expected, and click Save and exit.

Option B - WiFi onboarding with Smart Connect and Azure

This section outlines how to configure the FortiAuthenticator to communicate with Microsoft Entra ID Directory Services
via Secure Lightweight Directory Access Protocol

To configure WiFi Onboarding with Azure:

1. Configure Microsoft Entra ID (formerly Microsoft Azure AD) DS LDAPS integration on page 118
2. Configure Smart Connect and the captive portal on page 122
3. Configure RADIUS settings on FortiAuthenticator on page 126

Configure Microsoft Entra ID (formerly Microsoft Azure AD) DS LDAPS integration

This guide does not include information on how to provision Microsoft Entra ID DS. Please refer to Microsoft's support
site for instructions on how to do this.

To configure Microsoft Entra ID DS LDAPS integration:

1. Provision the LDAPS connector in Microsoft Entra ID DS on page 118
2. Provision the remote LDAP server on FortiAuthenticator on page 120

Provision the LDAPS connector in Microsoft Entra ID DS

To provision the LDAP connector in Microsoft Entra ID DS:

Login to the Azure admin portal using an Azure admin account.

Select Active Directory Domain Services.

Select View.

Select your AD DS instance, for example fortixpert.com.

Within the AD DS menu for your domain, select Secure LDAP under Settings.
In the Secure LDAP window, perform the following:

a. Set Secure LDAPto Enable.

b. Set Allow secure LDAP access over the internetto Enable.

oo kwh =
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¢. Upload your domain wildcard certificate, for example *.fortixpert.com, in .PFX format.

d. Enterthe password to decrypt the PFXfile.
&) save X Discard

Secure LDAP Allow secure LDAP access over the internet
Disabled Disabled
Thumbprint Certificate expires
Not available Not available
a
Secure LDAP (O
Disable (EEEED)

Allow secure LDAP access over the internet (

Disable

Upload a .PFX file containing the certificate to be used for secure LDAP access to this managed domain

.PFX file with secure LDAP certificate * ©

"star fortixpert.com.p12.pfx"

Password to decrypt .PFX file * O

7. Select the Save button at the top of the page, and wait for Azure to configure Secure LDAP.

This process takes approximately five minutes.

8. Once provisioning is complete, you must now allow inbound access for the secure LDAP protocol (port 636 to your

AD DS instance.
9. Browse to the network security group linked in your Secure LDAP connector.

10. Select the network secure group link to access the network security group settings.
You can follow the steps found on Microsoft's support website to enable user accounts for Azure AD DS. This is

required for users to authenticate through Secure LDAP.

42 Change Certificate

Secure LDAP Allow secure LDAP access over the internet
Enabled Enabled

Thumbprint Certificate expires
3E2973752E953750A07102AA7B305DACC22FABSE Tue, 25 Jan 2022 23:59:59 GMT

Secure LDAP (O

Disable m

Allow secure LDAP access over the internet (O

Disable m

Your subnet is protected by network security group aadds-nsg-01. To give user access to secure LDAP endpoint, please ensure “Allow"
rule on port 636 is configured with proper IP ranges on the network security group.

& Users cannot bind using secure LDAP or sign in to the managed domain, until you enable password hash synchronization to Azure AD
Domain Services. Follow the instructions below, depending on the type of users in your Azure AD directory. Complete both sets of
instructions if you have a mix of cloud-only and synced user accounts in your Azure AD directory.

# Instructions for cloud-only user accounts
# Instructions for synced user accounts

To create an Azure inbound firewall policy:

1. Within the network security group, go to Settings > Inbound Security Rules, and click Add.

2. In Add inbound security rule, set the following:
a. Source: IP Address.

b. Source IP address/CIDR ranges: Set as the IP address/range that the inbound request will be originating

from.
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3.

c. Destination port ranges: 636.

d. Name: Enter the name, for example AllowSecureLDAP.
e. Description: Add an optional description.

Leave all other settings as their default values, and click Add.

To obtain the LDAPS IP address:

1.

Go to Azure AD Directory Services, and select the Azure domain.

2. Goto Settings > Properties. Note down the Secure LDAP external IP address.

Provision the remote LDAP server on FortiAuthenticator

To provision the remote LDAP server:

1.
2.

In FortiAuthenticator, go to Authentication > Remote Auth. Servers > LDAP, and click Create New.

In the Create New LDAP Serverwindow, set the following:

a. Name: Enter a name, for example azure.fortixpert.com.

b. Primary server name/|P: Enter the Secure LDAP IP.

c. Bind type: Regular.

d. Username/Password: Enter a username and password that can access MS Azure DS to perform directory
lookups.

e. Base distinguished name: Leave blank.

In the Query Elements section, set the following:

a. Pre-defined templates: Select Microsoft Active Directory and click Apply.

b. Force use of administrator account for group membership lookups: Enabled.

In the Secure Connection section, set the following

a. Secure Connection: Enabled.

b. Protocol: LDAPS.

c. CA Certificate: Select the Root CA certificate for the wildcard certificate that was uploaded to MS Azure to use
with the Secure LDAP connector.

Select the lookup icon next to Base distinguished name. Choose the base DN for your user accounts, for example
DC=fortixpert,DC=com. Click OK.
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Name:

Primary server name/IP;
» Use secondary server

Base distinguished name:

Bind type:

Username:

azure fortixpert.com

13.75.227.41 Port: 636 1%
DC=fortixpert,DC=com _L||
Idapservice@fortixpert.com Password: sesesnes

(® Add supported domain names (used only if this is not a Windows Active Directory server)

Query Elements
Pre-defined templates:
User object class:
Username attribute:

Group object class:

--- Please select a template ---  ~ Apply
person
sAMAccountName

group

Obtain group memberships from: Group attribute

Group membership attribute:

memberOf

@ Force use of administrator account for group membership lookups

Secure Connection

@ Enable
Protocol: STARTTLS
CA certificate:

Sectigo_Root_CA | C=US, ST=New Jersey, L=Jersey City, O=The USERTRUST Network, CN=USERTrust RSA Certification Authority

(O Use Client Certificate for TLS Authentication

Windows Active Directory Domain Authentication

(O Enable
Remote LDAP Users

Username

Import users

Token Actions

Go

“ ceneel

6. Click OKto save the remote LDAP server configuration.

To import remote user accounts:

1. Go to Authentication > User Management > Remote Users. Confirm LDAP is selected at the top of the page, and

click Import.

2. Under Import Remote LDAP User, complete the following:

a. Remote LDAP Server: Select the Azure remote LDAP server.
b. Action: Select Import users, and click Goto view a list of users within your Azure directory.
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c. Select the users you wish to be able to connect to the wireless network using their Azure based account.

Import Remote LDAP Users
LDAP server: 13.75.227.41:636
Filter: (&(objectClass=user)(objectCategory=person))

Apply Clear User attributes
@ Filter child nodes and show number of children

Select user(s) to import below. Only LDAP entries that are marked green can be imported (indicating that these entries match the configured
LDAP filter and their usernames can be found using the configured username attribute). You can configure other user mapping attributes above.

Select Visible Select None
= —J CN=Users (3
b [0 CN=Guest
) CN=dcaasadmin
) CN=krbtgt
=+ [ 1) OU=AADDC Users ()
k- [ 1120 CN=Brian Andersen d
_J CN=Eric Mougque First name=E
\J CN=John Battam (87B7184F)
' CN=Vincent Ribiere First narr
\J CN=jbattam@fortinet.com Battam

J CN=lab1

J CN=Idap
Distinguished name: DC=fortixpert,DC=com
Organization: [Please Select] v

“ ca”ce‘

3. Click OK.

To set up a remote user sync rule:

1. Go to Authentication > User Management > Remote User Sync Rule, and click Create New.
2. Under Create New Remote LDAP User Synchronization Rule, set the following:

a. Name: Enter a name, for example Azure_Remote_Sync.

b. Remote LDAP: Select your Azure remote LDAP server.

c. Base distinguished name: This setting can be left as the default, for example DC=fortixpert,DC=com.
3. Under Synchronization Attributes, set the following:

a. Token-based authentication sync priorities: Enable None.

b. Sync every: Select the sync frequency. In production environments, this should be set to 30 minutes or more
depending on the number of users being synchronized.

c. Sync as: Remote LDAP User.
d. User role for new user imports: User.
4. Leave all other settings in their default states, and click OK.

To create a new realm:

1. Go to Authentication > User Management > Realms, and click Create New.
2. Under Create New Realm, set the following:

a. Name: Enter the realm name, for example fortixpert.com.

b. User source: Select the remote LDAP service from the dropdown box.
3. Click OK.

Configure Smart Connect and the captive portal

This section outlines the configuration required on FortiAuthenticator to provision a Captive Portal using Smart Connect
authenticating against Microsoft Entra ID DS.

FortiAuthenticator 8.0.0 Examples 122
Fortinet Inc.



FortiAuthenticator standalone IAM

To configure Smart Connect and portals on FortiAuthenticator:

1. Create the Smart Connect profile on page 123
2. Create the captive portal on page 124
3. Create the self-service portal policy on page 125

Create the Smart Connect profile

To create Smart Connect profiles:

1. Go to Authentication > Portals > Smart Connect Profiles, and click Create New.
2. Under General Information, enter a name for the profile, and click Next.

General Information

Name: Smart Connect
Connect type:

“ Geneel

3. Under Wireless Connection Settings, set the following and then click Next.
a. SSID: Enter your SSID name, for example Secure Wi-Fi.
b. Auth method: WPAZ Enterprise.
c. Hidden SSID: Disabled.

Wireless Connection Settings

SSID: Secure Wi-Fi

Auth method: 'WPA2 Personal 'WPA2 Enterprise

_® Hidden SSID

“ geneel

4. Under EAP General Settings, set the following and then click Next.
a. EAP Type: TLS.
b. Signing CA: Select the local Root CA configured earlier.

c. Username Format: Select your preference, for example username@realm.
EAP General Settings

EAP Type: TTLS PEAP
Signing CA: FortiXpert_Root_CA | C=AU, ST=NSW, L=Sydney, O=FortiXpert, OU=IT, CN=fac fortixpert.com, email Address=admin@fortixpertcom
Username Format: O username

@® username@realm
O realm\username
O realm/username

“ goneel

5. Under Certificate Installation Settings, set the following and then click OK.
a. Install local CA certificates: Choose to install the local Root_CA certificate.

b. Install trusted CA certificates: Choose to install any certificate that is required for all relevant certificate chains
to be fully trusted.
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Certificate Installation Settings

Install local CA certificates:

Install trusted CA certificates:

Q, |Filter

Q, [Filte

Available Install Local CA Certificates @

Available Install Trusted CA Certificates @

Selected Install Local CA Certificates
FortiXpert_Root_CA| C=AU, ST=NSW. L=Sydney,

Remove all

Selected Install Trusted CA Certificates

Fortinet_CA1_Root | C=US, ST=California, L=Sunr
Fortinet_CA2_Intermediate | C=US, ST=California
Fortinet_CA2_Root | C=US, ST=California, L=Sunr
Go_Daddy_Class_2_CA | C=US, O="The Go Dadd"
Go_Daddy_Root_CA_G2 | C=US, ST=Arizona, L=5
Go_Daddy_Secure_CA_G2 | C=US, ST=Arizona, L
Google_RootCA_GSR2 | OU=GlobalSign Root CA
Sectigo_RSA_DV_Secure_Server_CA | C=GB, ST=t
Sectigo_Root_CA | C=US, ST=New Jersay, L=Jerse

Remove all

Cancel

6. Select OKto complete the setup of the Smart Connect profile.

Create the captive portal

To create a captive portal:

1. Go to Authentication > Portals > Portals, and click Create New.
2. Under Create New Portal, enter a name and optional description for the portal.
3. Under Post-login services, enable Smart Connect and select the previously configured Smart Connect profile from

the dropdown.

4. Select OK.

rtiAuthenticator VM FAC-VM0000000000

System

Authentication
& User Account Policies
@ User Management
& Self-service Portal

Policies
Portals
Access Points
FortiWLC Pinholes
Replacement Messages
Smart Connect Profiles
&5 Remote Auth. Servers
& RADIUS Service
& LDAP Service
& OAuth Service
B sAMmLIdP
§13 FAC Agent
Fortinet SSO Methods
Monitor
Certificate Management

Logging

>
>
>
>

Create New Portal

Name: Smart Connect Portal

Description: Captive Portal to be used for Smart Connect user
onboarding.

General

SMS gateway: Use default

Pre-login Services

» Disclaimer

» Password Reset

® Account Registration

 Token Revocation

" Usage Extension Notifications

Post-login Services

» Profile

“» Password Change

B Token Registration

© Smart Connect
Smart connect profile:

» Device Tracking and Management
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Create the self-service portal policy

To create a self-service portal policy:

1. Go to Authentication > Portals > Policies. Select the Self-Service Portal option, and click Create New.
2. Under Policy Type, set the following and then click Next.

a. Name: Enter a policy name, for example SmartConnect.

b. Description: Enter an optional description for the policy.

¢. URL: Note this URL. This is the external captive portal redirection URL which must be added to the
Onboarding SSID configured on the FortiGate/WLC later.

d. Portal: Select the previously configured Smart Connect portal.

75 FortiAuthenticator VM FAC-VMO0000000000

System N
Authentication v Policy type
& User Account Policies >
Name: o
@ User Management N martConnet
Description:
& Self-service Portal >

<& Portals v
Policies
Portals

URL:
Portal:
Access Points
FortiWLC Pinholes
Replacement Messages
Smart Connect Profiles
&5 Remote Auth. Servers >
& RADIUS Service >
& LDAP Service >
& OAuth Service >
B samLidP >
§13 FAC Agent >
Fortinet SSO Methods >
Monitor >
>
>

Certificate Management

Logging

Smart Connect Portal - User Onboarding Policy

https://fac.fortixpert.com/portal/selfservice/SmartConnect/

S oo B
S ....... [

3. Under Identity sources, set the following and then click Next:
a. Username format: username@realm.
b. Realms: In the dropdown box, select the LDAP realm associated with Azure, for example fortixpert.com.

rtiAuthenticator VM FAC-VM0000000000

System
Authentication

& User Account Policies
Local/Remote Users:
Username format:

@ User Management

v v v ¢~

& Self-service Portal

Policies Realms:
Portals

<

Access Points
FortiWLC Pinholes
Replacement Messages
Smart Connect Profiles

&5 Remote Auth. Servers >
& RADIUS Service >
& LDAP Service >
& OAuth Service >
B samLidP >
§13 FAC Agent >
Fortinet SSO Methods >
Monitor >
>

>

Certificate Management

Logging

Identity sources

@ username@realm
O realm\username
O realm/username

Default @ Realm Allow Local Users To Override Remote Users Groups @ Delete

®

fortixpert.cor

fortixpert.com (13.75.227.41) ~ o 3 Ifi\ter.‘

+ Adda reaim

e ........ [

4. Under Authentication factors, leave the default options in place, and click Save and exit.
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Configure RADIUS settings on FortiAuthenticator

To create a RADIUS service policy:

1. Go to Authentication > RADIUS Service > Policies, and click Create New.
2. Under RADIUS clients, set the following and then click Next:

a. Policy Name: Enter a name for the policy, for example EAP-TLS Policy Azure.

b. Description: Enter an optional description, for example EAP-TLS Policy for User Authentication.

c. RADIUS Clients: Add the FortiGate to the Chosen RADIUS Clients section.

Policy name: EAP-TLS Policy Azure:

Description: EAP-TLS Policy for User Authentication

Q |Fitter FortiGate-WLC (10.0.10.1)

3. Under RADIUS attribute criteria, click Next without making changes.

4. Under Authentication type, select Client Certificates (EAP-TLS), and click Next.

Authentication type: O Passworc d/OTP authentication
O MAC authentication bypass (MAB)
@ Client Certificates (EAP-TLS)

5. Under Identity source, set the following and then click Next:
a. Username format: Select your preferred format, for example username@realm.

b. Realms: Select the realm that you set up to communicate with Azure, for example fortixpert.com.

Identity source

Realm Allow Local Users To Override Remote Users Groups @ Delete

fortixpert.com | azure. fortixpert.com (1375.227.41) > 3 ® Filter:

6. Under Authentication factors, click Next without making changes.

7. Under RADIUS response, validate that the EAP-TLS response is as expected, and click Save and exit.

FortiGate configuration

This section outlines the configuration required on FortiGate WLAC to provision an onboarding (Smart Connect

enabled) WiFi network and a secure (WPA2 + EAP-TLS enabled) Wi-Fi network.

To configure the FortiGate:

1. Configure the RADIUS server on FortiGate on page 140
2. Create the user group for cloud-based directory user accounts on page 140
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3. Provision the Onboarding and Secure WiFi networks on page 141

Configure the RADIUS server on FortiGate

To configure the RADIUS server:

1. InFortiGate, go to User & Authentication > RADIUS Servers, and click Create New.
2. Under New RADIUS Server, set the following:
a. Name: Enter a name for the RADIUS server, for example FAC.
b. NAS IP: Enter the Network Access Server (NAS) IP. This should ideally be the IP from the

interface/VLAN FortiAuthenticator is on.

3. Under Primary Server, set the following:

a.

IP/Name: Enter the FortiAuthenticator IP address.

b. Secret: Enter the secret matching the one configured on FortiAuthenticator.
4. Click Test Connectivity to test if the connection is correctly configured, and click OK.

S-5 FortiGate VM64  FabricRoot FortiGate ~

& System
B Policy & Objects
& Security Profiles

Guest Management

LDAP Servers

Edit RADIUS Server

Name FAC
Authentication method [SEI Specify

NASIP 101101

Cvv vy v vy

RADIUS Servers. g

tting:

FortiTokens IP/Name

= WiFi & Switch Controller > Sea

il Log & Report >

Create the user group for cloud-based directory user accounts

To create user groups:

1. Goto User & Authentication > User Groups, and click Create New.
2. Configure the following settings:

a.
b.
c.

Name: Configure a name, for example Onboarding.
Type: Firewall.

Remote Groups: Select Add. Within the Add Group Match window, select FortiAuthenticator as the remote
server from the dropdown box.

Groups: Any.

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.

127



FortiAuthenticator standalone IAM

3. Select OKon the Add Group Match window. The Onboarding group is now created.

== FortiGate VM64  FabricRoot FortiGate ~

@ Dashboard > EditUser Group
& Security Fabric o> FortiGate
Name Onboarding
b Network > ) & FabricRoot_FortiGate
Type Firewall . s 3
& System >
Members + .
B Policy & Objects > % Send SSL-VPN Configuration
& Security Profiles > || Remote Groups S
VPN >
i # Edit | Delete & Online Help 2
|.| User & Authentication v & Video Tutorials &
User Definition Remote Server Group Name
User Groups Y & FAC
Guest Management
LDAP Servers

RADIUS Servers

Authentication Settings

FortiTokens
= WiFi &Switch Controller >
il Log & Report >

Provision the Onboarding and Secure WiFi networks

To provision the Smart Connect enabled "Onboarding" SSID:

1. Goto Wi-Fi & Switch Controller > SSID, and click Create New.
2. Under Create New SSID, set the following:
a. Profile name: Enter a name for the profile, for example Onboarding.
b. Traffic mode: Tunnel.
3. Under Address, set the following:
a. IP/Netmask: Enter the interface IP address for the Onboarding SSID.
4. Under DHCP Server, enable the DHCP Server setting and set the following:
a. Leave Address range, Netmask, Gateway, and Lease time in their default states.

b. DNS server: Select Same as Interface IP or specify a local DNS server that can resolve your
FortiAuthenticator FQDN. If you are using the DNS database on FortiGate, select Same as Interface IP.

=7= FortiGate VM64  FabricRoot FortiGate ~

@ Dashboard > Create NewSSID
& Security Fabric o> FortiGate
Name Onboarding
b Network d . (@ FabricRoot FortiGate
& System > -
Type = WiFiSSID X
B, Policy & Objects > ® Documentation
@ Security Profiles > VREID © 0 & OnlineHelp &'
Trafficmode ©  [TERTIEN & Bridge & Mesh & Video Tutorials (2
I=RV:N >
& User & Authentication > || Address
= WiFi & Swif v
I = WIFi&Switch Controller 1P/Netmask 10.1.60.1/24

Managed FortiAPs Create address object matching subnet @
WIFi Clients Name B Onboarding address
WiFi Maps Destination 10.160.1/24

SSIDs. fad  Secondary IPaddress [e ]

FortiAP Profiles

WIDS Profiles Administrative Access
il Log & Report > v O HTTPS HTTP @ OPING
(O FMG-Access OssH O sNmP
OF™M (O RADIUS Accounting ( Security Fabric

Connection @

© DHCP Server
Address range 10.1.60.2-10.1.60.254
©

Netmask 255.255.255.0

Default gateway [[ERAIN UGN Specify
DNSserver Same as System DNS [N INearell Specify

Lease time @ @ | 604800 second(s)

Advanced

5. Under Network, leave the Decide detection setting enabled.
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6. Under WiFi Settings, set the following:

SSID: Enter the SSID, for example Onboarding.
Security mode: Captive Portal.

Portal type: Authentication.

Authentication portal: Select External, and enter the FortiAuthenticator Smart Connect portal redirection URL
obtained when configuring Smart Connect on FortiAuthenticator.

User groups: Select the previously configured user group, for example Onboarding.
Exempt destinations/services: Select FortiAuthenticator.

a.

b.
C.
d

o

Leave all other settings as their default state.

=7= FortiGate VM64  FabricRoot FortiGate ~

@ Dashboard >
3 Security Fabric (1]
b Network
& System
B Policy & Objects
& Security Profiles
I=RV:N
& User & Authentication
| = WiFi & Switch Controller

< vv vy v vy

Managed FortiAPs
WiFi Clients
WiFi Maps
FortiAP Profiles
'WIDS Profiles
Ll Log & Report >

7. Click OK.

Create New SSID

WiFi Settings

FortiGate
sSID Onboarding & FabricRoot_FortiGate
Clientlimit (B
Broadcast SSID @ ® Documentation

& OnlineHelp &

Security Mode Settings ¢ Video Tutorials ('
Security mode Captive Portal -
Portal type Authentication -

Authentication portal Local

https://facfortixpert.com/portal/selfser

User groups & Onboarding x
+

Exempt sources +

Exempt destinati i & Forti i x

+

Redirect after Captive Portal  [KOIFIGILGRIETY Specific URL

Client MAC Address Filtering

RADIUS server (B

Additional Settings

Schedule @ 8 always x
+

Block intra-SSID traffic (B

Broadcast suppression @ | ARPs for known clients x
DHCP unicast x
DHCP uplink x
+
Quarantine host ©
VLAN pooling @
Traffic Shaping

Outbound shaping profile (B

Miscellaneous

Comments 0255

Status [JIELEN © Disabled

To provision the "Secure Wi-Fi" network:

1. Goto WiFi & Switch Controller > SSID, and click Create New.
2. Configure the following settings:

a.

o a0 0T

Profile name: Enter a profile name, for example Secure Wi-Fi.

Traffic mode: Bridge.

SSID: Enter the SSID name, for example Secure Wi-Fi.

Security mode: WPAZ Enterprise.

Authentication: Choose RADIUS Server, and select the FortiAuthenticator.
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f. Optional VLAN ID: This setting is optional and can be configured if WiFi traffic needs to be tagged by the AP to
a VLAN configured on your local switch. Dynamic VLAN assignment is also supported.

ortiGate VM64  FabricRoot FortiGate

@ Dashboard

4 Security Fabric

b Network

& System

B Policy & Objects

& Security Profiles

I=RV:N

& User & Authentication

| = WiFi & Switch Controller

Managed FortiAPs
WiFi Clients
WiFi Maps

SSIDs g

FortiAP Profiles
WIDS Profiles
il Log & Report

3. Click OK.

Edit Interface

Name = Secure Wi-Fi (Secure Wi-Fi)
Alias b

Type = WiFiSSID

VRFID @ 0

Trafficmode @ 2% Bridge

WiFi Settings

SSID Secure Wi-Fi
Clientlimit (B

Broadcast SSID @©

Security Mode Settings

Securitymode | WPA2 Enterprise

Authentication | Local [T

& FAC

Client MAC Address Filtering

RADIUS server (B

Additional Settings

Local standalone @ @
Dynarmic VLAN assignment (B
Schedule @ @ always

Blockintra-SSID trafic (B

Optional VLAN ID 20
Security profilegroup (B
Broadcast suppression @ | ARPsfor known clients
DHCP unicast
DHCP uplink
+
VLAN pooling @

Miscellaneous

Comments 07255

Status [JZEEESY © Disabled

To assignh SSIDs to FortiAP profiles:

1. Goto WiFi & Switch Controller > FortiAP Profiles.

x

x

Cancel

FortiGate

(& FabricRoot FortiGate

Status
Q Up

MAC address
00:ff:0e:17:cf:58

@ Documentation

& Online Help 2
& Video Tutorials (2

2. Select the relevant AP profile(s) and assign the previously created SSIDs (Onboarding and Secure Wi-Fi) to the
AP radio interfaces.
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3. Confirm the SSIDs are broadcasting and can be seen by WiFi enabled devices.
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Edit FortiAP Profile

Name FAP-U422EV-CH1-CH149

Comments Write a comment. .. oEss

Platform FAPU422EV

Country / Region Australia

AP login password @  Set

Administrative access HTTPS S5H SNMP

Client load balancing Frequency Handoff () AP Handoff

Radio 1

Mode Disabled Dedicated Monitor

WIDS profile >

Radio resource provision @O

Band 24GHz | 802.11n/g/b -

Channel width 20MHz

Short guard interval O

Channels 1 (& O11

TX power control NGl Manual

TX power | 20 - 20 dBm

5SIDs @ () Tunnel | #% Bridge

@) Onboarding (Onboarding)
= Secure Wi-Fi (Secure WiFi)
+

Monitor channel utilization @

Radio 2

Mode Dedicated Monitor

WIDS profile »

Radio resource provision @

Band 5GHz | 802.11ac/n/a

Channel width eV o rl 40MHz  S80MHz  160MH:z

Short guard interval O

Channels [ 36 [ 40 044
FortiAuthenticator 8.0.0 Examples 8 :g* 8 :i: g ig.ﬂ*
Fortinet Inc. 0 104° 0 108° 0 112*

(] 116" (132" (136"

132



FortiAuthenticator standalone IAM

4. Click OK.

To create a new FortiAuthenticator object to use with firewall policies:

1. Goto Policy & Objects > Addresses, and click Create New > Address.
2. Configure the following settings:

a. Name: Enter a name, for example FAC.

b. Type: Subnet.

c. IP/Netmask: The FortiAuthenticator IP address.

d. Interface: any.

S-5 FortiGate VM64  FabricRoot FortiGate ~ - 1 @ 02 @ admin~

@ Dashboard >
Xk Security Fabric @ > Name FAC

b Network > || Color 2 | Change 3 Configuring an AWS Dynamic Address (1
1 System Type Subnet - A Configuring an Azure Dynamic Address (2
Configuring a Google Cloud Platform Dynamic Address (Z*
Ia Policy & Objects IP/Netmask 10.1.10.25/32 ~- Configuring an Oracle Cloud Infrastructure Dynamic Address ('
Firewall Policy Interface O any - T Configuring an OpenStack Dynamic Address (21

1Pv4 DoS Policy Static route configuration (B oo
e comment ocumentation
Internet Service Database & Video Tutorials (2
Services
Schedules
Virtual IPs
1P Pools
Protocol Options
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile
Virtual Servers
Health Check
& Security Profiles
I=RV:N
& User & Authentication
= WiFi &Switch Controller

il Log & Report

3. Click OK.

To create a firewall policy for the Onboarding SSID:

1. Goto Policy & Objects > Firewall Policy, and click Create New.

2. Onthe New Policy page, set the following:

Name: Enter a name, for example Onboarding Policy.

Incoming Interface: Select the Onboarding SSID.

Outgoing Interface: Select the Management VLAN.

Source: Select all or the Onboarding address subnet range.

Destination: Select FortiAuthenticator and the DNS server if you are using a third party DNS server.
Service: DNS, HTTP, and HTTPS.

Under Advanced, enable the Exempt from Captive Portal option.
When using a FortiOS version earlier than 6.4.1, you can enable this setting in the CLI with the command set

@ »0 a0 0D
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captive-portal-exempt enable.
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Name @ Onboarding
Incoming Interface = Onboarding (Onboarding) x
+
Outgoing Interface @ Management (VLAN10) x
+
Source & Onboarding address x
+
Negate Source »
Destination & DNS Server x
B FaC X
-+
Negate Destination (B
Schedule (@ always v
Service 3] DNS x
g HTTP X
(8] HTTPS X
+
Action Vay-lseaulm © DENY
Inspection Mode Proxy-based
Firewall / Network Options
NAT »
Protocol Options | [iis default 'I &

Security Profiles
AntiVirus

Web Filter

DNS Filter

plication Control

VoUuvuuoue

File Filter
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3. Click OK.

Results

You can now connect your device to the Onboarding SSID and proceed with the Smart Connect onboarding process:

« Smart Connect Windows device onboarding process on page 149
o Smart Connect iOS device onboarding process on page 151

Smart Connect Windows device onboarding process

To onboard a Windows device:

1. On your Windows device, connect to the Onboarding WiFi network.

Disconnect

The FortiAuthenticator login screen is displayed.
2. Enter either your Google Workspace or Azure login credentials, and select Login.
Once logged in, select Smart Connect.

F:RTINET

Welcome to FortiAuthenticator Guest Portal

Logged in as: labiuser

Smart Connect
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3. Enter a unique Device ID and choose your operating system from the Platform dropdown. Click OK.

- £23 Generate Smart Connect Confi X [iae

- (] X
« ¢ © @ httpsy/facfortixpert.com/portal/post_login/smart_connect - & v @D e ®HEm =
You must log in to this network before you can access the Internet. Open Network Login Page = X
Generate Smart Connect Configuration File

DevicelD: 88

Platform: Windows-Self-extracting (exe) >

— caneel

A SmartConnect_UserName.exe file will be made available. Save this file.
4. Runthe SmartConnect UserName.exefile.

If the Microsoft Defender warning message appears, click More info > Run anyway. If the User Account Control

warning appears, click Yes.
The Fortinet Smart Connect network configuration tool will now run.
5. Select Start.

F::RTINET

Welcome to the Smart Connect network configuration tool. This utility will
configure your device so that it can connect to the network.

Tap on Start to continue.

Your device will now be provisioned with the wireless network information and certificates in order to connect to the
Secure Wi-Fi SSID.

Once provisioning is complete, click Connect. Your device will now connect to the Secure Wi-Fi network using

WPA2 and EAP-TLS.

You may wish to forget the Onboarding network to prevent your device from automatically connecting to it in the

future.
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Smart Connect iOS device onboarding process

To onboard an iOS device:

1. OntheiOS device, connect to the Onboarding WiFi network.

Wi-Fi 0

N Onboarding = @

Unsecured Network:

NETWORKS
Secure Wi-Fi a7
Wi-Fi a® 0O

Other...

Ask to Join Networks Notify
Known networks will be joined automatically. If no known
networks are available, you will be notified of available
networks.

Auto Join Hotspot Ask to Join
Allow this device to automatically discover a nearby personal
hotspots when no Wi-Fi network is available.

The FortiAuthenticator login screen is displayed.
2. Enter either your Google Workspace or Azure login credentials, and select Login.
Once logged in, select Smart Connect.
=:RTINET.

‘Welcome to FortiAuthenticator Guest Portal

Logged in as: labiuser

Smart Connect

3. Enter a unique Device ID and choose your operating system from the Platform dropdown. Click OK.

AA @ fac.fortixpert.com ©
Generate Smart Connect Configuration File
DevicelD: 888
Platform: i0S L_J
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4. When prompted, download the configuration profile.
In Settings, select Profile Downloaded.

o

6. Select Install within the SmartConnect Install Profile. Depending on your device setup, you may be prompted to
enter your device passcode/password.

Cancel Install Profile Install

SmartConnect

d by fac.fortixpert.com
Not Verified
scription SmartCennect Configuration Profile
ntains  Wi-Fi Network
1 Certificates

More Details

7. On the warning screen, select Installto install any root certificates included within the profile. Once the installation is
finished, click Done.

8. In Settings, select the information icon next to the Onboarding WiFi network and select Forget this Network. Once
the network has been forgotten, the device will automatically connect to the Secure Wi-Fi network.

< Settings Wi-Fi

Wi-Fi ()

v/ Secure Wi-Fi a 7T 0O
NETWORKS
Onboarding T @
Wi-Fi aT 0O

Other...

FortiGate configuration

This section outlines the configuration required on FortiGate WLAC to provision an onboarding (Smart Connect
enabled) WiFi network and a secure (WPA2 + EAP-TLS enabled) Wi-Fi network.

To configure the FortiGate:

1. Configure the RADIUS server on FortiGate on page 140
2. Create the user group for cloud-based directory user accounts on page 140
3. Provision the Onboarding and Secure WiFi networks on page 141
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Configure the RADIUS server on FortiGate

To configure the RADIUS server:

1. InFortiGate, go to User & Authentication > RADIUS Servers, and click Create New.
2. Under New RADIUS Server, set the following:
a. Name: Enter a name for the RADIUS server, for example FAC.

b. NAS IP: Enter the Network Access Server (NAS) IP. This should ideally be the IP from the
interface/VLAN FortiAuthenticator is on.

3. Under Primary Server, set the following:
a. IP/Name: Enter the FortiAuthenticator IP address.
b. Secret: Enter the secret matching the one configured on FortiAuthenticator.
4. Click Test Connectivity to test if the connection is correctly configured, and click OK.

> Edit RADIUS Server

[ 1389
Name FAC

Authentication method [SEI Specify
NASIP 10.1.10.1

& System

B Policy & Objects
Include in every user group (B
& Security Profiles

< vovovov v

VAN
I.I Us

Guest Management

LDAP Servers

RADIUS Servers. g

tting:

FortiTokens IP/Name
= WiFi & Switch Controller > Secret

il Log & Report >

Create the user group for cloud-based directory user accounts

To create user groups:

1. Goto User & Authentication > User Groups, and click Create New.
2. Configure the following settings:

a. Name: Configure a name, for example Onboarding.

b. Type: Firewall.

c. Remote Groups: Select Add. Within the Add Group Match window, select FortiAuthenticator as the remote
server from the dropdown box.

d. Groups: Any.
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3. Select OKon the Add Group Match window. The Onboarding group is now created.

== FortiGate VM64  FabricRoot FortiGate ~

@ Dashboard > EditUser Group
& Security Fabric o> FortiGate
Name Onboarding
b Network > ) & FabricRoot_FortiGate
Type Firewall . s 3
& System >
Members + .
B Policy & Objects > % Send SSL-VPN Configuration
& Security Profiles > || Remote Groups S
VPN >
i # Edit | Delete & Online Help 2
|.| User & Authentication v & Video Tutorials &
User Definition Remote Server Group Name
User Groups Y & FAC
Guest Management
LDAP Servers

RADIUS Servers

Authentication Settings

FortiTokens
= WiFi &Switch Controller >
il Log & Report >

Provision the Onboarding and Secure WiFi networks

To provision the Smart Connect enabled "Onboarding" SSID:

1. Goto Wi-Fi & Switch Controller > SSID, and click Create New.
2. Under Create New SSID, set the following:
a. Profile name: Enter a name for the profile, for example Onboarding.
b. Traffic mode: Tunnel.
3. Under Address, set the following:
a. IP/Netmask: Enter the interface IP address for the Onboarding SSID.
4. Under DHCP Server, enable the DHCP Server setting and set the following:
a. Leave Address range, Netmask, Gateway, and Lease time in their default states.

b. DNS server: Select Same as Interface IP or specify a local DNS server that can resolve your
FortiAuthenticator FQDN. If you are using the DNS database on FortiGate, select Same as Interface IP.

=7= FortiGate VM64  FabricRoot FortiGate ~

@ Dashboard > Create NewSSID
& Security Fabric o> FortiGate
Name Onboarding
b Network d . (@ FabricRoot FortiGate
& System > -
Type = WiFiSSID X
B, Policy & Objects > ® Documentation
@ Security Profiles > VREID © 0 & OnlineHelp &'
Trafficmode ©  [TERTIEN & Bridge & Mesh & Video Tutorials (2
I=RV:N >
& User & Authentication > || Address
= WiFi & Swif v
I = WIFi&Switch Controller 1P/Netmask 10.1.60.1/24

Managed FortiAPs Create address object matching subnet @
WIFi Clients Name B Onboarding address
WiFi Maps Destination 10.160.1/24

SSIDs. fad  Secondary IPaddress [e ]

FortiAP Profiles

WIDS Profiles Administrative Access
il Log & Report > v O HTTPS HTTP @ OPING
(O FMG-Access OssH O sNmP
OF™M (O RADIUS Accounting ( Security Fabric

Connection @

© DHCP Server
Address range 10.1.60.2-10.1.60.254
©

Netmask 255.255.255.0

Default gateway [[ERAIN UGN Specify
DNSserver Same as System DNS [N INearell Specify

Lease time @ @ | 604800 second(s)

Advanced

5. Under Network, leave the Decide detection setting enabled.
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6. Under WiFi Settings, set the following:

SSID: Enter the SSID, for example Onboarding.
Security mode: Captive Portal.

Portal type: Authentication.

Authentication portal: Select External, and enter the FortiAuthenticator Smart Connect portal redirection URL
obtained when configuring Smart Connect on FortiAuthenticator.

User groups: Select the previously configured user group, for example Onboarding.
Exempt destinations/services: Select FortiAuthenticator.

a.

b.
C.
d

o

Leave all other settings as their default state.

=7= FortiGate VM64  FabricRoot FortiGate ~

@ Dashboard >
3 Security Fabric (1]
b Network
& System
B Policy & Objects
& Security Profiles
I=RV:N
& User & Authentication
| = WiFi & Switch Controller

< vv vy v vy

Managed FortiAPs
WiFi Clients
WiFi Maps
FortiAP Profiles
'WIDS Profiles
Ll Log & Report >

7. Click OK.

Create New SSID

WiFi Settings

FortiGate
sSID Onboarding & FabricRoot_FortiGate
Clientlimit (B
Broadcast SSID @ ® Documentation

& OnlineHelp &

Security Mode Settings ¢ Video Tutorials ('
Security mode Captive Portal -
Portal type Authentication -

Authentication portal Local

https://facfortixpert.com/portal/selfser

User groups & Onboarding x
+

Exempt sources +

Exempt destinati i & Forti i x

+

Redirect after Captive Portal  [KOIFIGILGRIETY Specific URL

Client MAC Address Filtering

RADIUS server (B

Additional Settings

Schedule @ 8 always x
+

Block intra-SSID traffic (B

Broadcast suppression @ | ARPs for known clients x
DHCP unicast x
DHCP uplink x
+
Quarantine host ©
VLAN pooling @
Traffic Shaping

Outbound shaping profile (B

Miscellaneous

Comments 0255

Status [JIELEN © Disabled

To provision the "Secure Wi-Fi" network:

1. Goto WiFi & Switch Controller > SSID, and click Create New.
2. Configure the following settings:

a.

o a0 0T

Profile name: Enter a profile name, for example Secure Wi-Fi.

Traffic mode: Bridge.

SSID: Enter the SSID name, for example Secure Wi-Fi.

Security mode: WPAZ Enterprise.

Authentication: Choose RADIUS Server, and select the FortiAuthenticator.
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f. Optional VLAN ID: This setting is optional and can be configured if WiFi traffic needs to be tagged by the AP to
a VLAN configured on your local switch. Dynamic VLAN assignment is also supported.

ortiGate VM64  FabricRoot FortiGate

@ Dashboard

4 Security Fabric

b Network

& System

B Policy & Objects

& Security Profiles

I=RV:N

& User & Authentication

| = WiFi & Switch Controller

Managed FortiAPs
WiFi Clients
WiFi Maps

SSIDs g

FortiAP Profiles
WIDS Profiles
il Log & Report

3. Click OK.

Edit Interface

Name = Secure Wi-Fi (Secure Wi-Fi)
Alias b

Type = WiFiSSID

VRFID @ 0

Trafficmode @ 2% Bridge

WiFi Settings

SSID Secure Wi-Fi
Clientlimit (B

Broadcast SSID @©

Security Mode Settings

Securitymode | WPA2 Enterprise

Authentication | Local [T

& FAC

Client MAC Address Filtering

RADIUS server (B

Additional Settings

Local standalone @ @
Dynarmic VLAN assignment (B
Schedule @ @ always

Blockintra-SSID trafic (B

Optional VLAN ID 20
Security profilegroup (B
Broadcast suppression @ | ARPsfor known clients
DHCP unicast
DHCP uplink
+
VLAN pooling @

Miscellaneous

Comments 07255

Status [JZEEESY © Disabled

To assignh SSIDs to FortiAP profiles:

1. Goto WiFi & Switch Controller > FortiAP Profiles.

x

x

Cancel

FortiGate

(& FabricRoot FortiGate

Status
Q Up

MAC address
00:ff:0e:17:cf:58

@ Documentation

& Online Help 2
& Video Tutorials (2

2. Select the relevant AP profile(s) and assign the previously created SSIDs (Onboarding and Secure Wi-Fi) to the
AP radio interfaces.
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3. Confirm the SSIDs are broadcasting and can be seen by WiFi enabled devices.
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Edit FortiAP Profile

Name FAP-U422EV-CH1-CH149

Comments Write a comment. .. oEss

Platform FAPU422EV

Country / Region Australia

AP login password @  Set

Administrative access HTTPS S5H SNMP

Client load balancing Frequency Handoff () AP Handoff

Radio 1

Mode Disabled Dedicated Monitor

WIDS profile >

Radio resource provision @O

Band 24GHz | 802.11n/g/b -

Channel width 20MHz

Short guard interval O

Channels 1 (& O11

TX power control NGl Manual

TX power | 20 - 20 dBm

5SIDs @ () Tunnel | #% Bridge

@) Onboarding (Onboarding)
= Secure Wi-Fi (Secure WiFi)
+

Monitor channel utilization @

Radio 2

Mode Dedicated Monitor

WIDS profile »

Radio resource provision @

Band 5GHz | 802.11ac/n/a

Channel width eV o rl 40MHz  S80MHz  160MH:z

Short guard interval O

Channels [ 36 [ 40 044
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4. Click OK.

To create a new FortiAuthenticator object to use with firewall policies:

1. Goto Policy & Objects > Addresses, and click Create New > Address.
2. Configure the following settings:

a. Name: Enter a name, for example FAC.

b. Type: Subnet.

c. IP/Netmask: The FortiAuthenticator IP address.

d. Interface: any.

S-5 FortiGate VM64  FabricRoot FortiGate ~ - 1 @ 02 @ admin~

@ Dashboard >
Xk Security Fabric @ > Name FAC

b Network > || Color 2 | Change 3 Configuring an AWS Dynamic Address (1
1 System Type Subnet - A Configuring an Azure Dynamic Address (2
Configuring a Google Cloud Platform Dynamic Address (Z*
Ia Policy & Objects IP/Netmask 10.1.10.25/32 ~- Configuring an Oracle Cloud Infrastructure Dynamic Address ('
Firewall Policy Interface O any - T Configuring an OpenStack Dynamic Address (21

1Pv4 DoS Policy Static route configuration (B oo
e comment ocumentation
Internet Service Database & Video Tutorials (2
Services
Schedules
Virtual IPs
1P Pools
Protocol Options
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile
Virtual Servers
Health Check
& Security Profiles
I=RV:N
& User & Authentication
= WiFi &Switch Controller

il Log & Report

3. Click OK.

To create a firewall policy for the Onboarding SSID:

1. Goto Policy & Objects > Firewall Policy, and click Create New.

2. Onthe New Policy page, set the following:

Name: Enter a name, for example Onboarding Policy.

Incoming Interface: Select the Onboarding SSID.

Outgoing Interface: Select the Management VLAN.

Source: Select all or the Onboarding address subnet range.

Destination: Select FortiAuthenticator and the DNS server if you are using a third party DNS server.
Service: DNS, HTTP, and HTTPS.

Under Advanced, enable the Exempt from Captive Portal option.
When using a FortiOS version earlier than 6.4.1, you can enable this setting in the CLI with the command set

@ »0 a0 0D
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captive-portal-exempt enable.
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Name @ Onboarding
Incoming Interface = Onboarding (Onboarding) x
+
Outgoing Interface @ Management (VLAN10) x
+
Source & Onboarding address x
+
Negate Source »
Destination & DNS Server x
B FaC X
-+
Negate Destination (B
Schedule (@ always v
Service 3] DNS x
g HTTP X
(8] HTTPS X
+
Action Vay-lseaulm © DENY
Inspection Mode Proxy-based
Firewall / Network Options
NAT »
Protocol Options | [iis default 'I &

Security Profiles
AntiVirus

Web Filter

DNS Filter

plication Control

VoUuvuuoue

File Filter
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3. Click OK.

Results

You can now connect your device to the Onboarding SSID and proceed with the Smart Connect onboarding process:

« Smart Connect Windows device onboarding process on page 149
o Smart Connect iOS device onboarding process on page 151

Smart Connect Windows device onboarding process

To onboard a Windows device:

1. On your Windows device, connect to the Onboarding WiFi network.

Disconnect

The FortiAuthenticator login screen is displayed.
2. Enter either your Google Workspace or Azure login credentials, and select Login.
Once logged in, select Smart Connect.

F:RTINET

Welcome to FortiAuthenticator Guest Portal

Logged in as: labiuser

Smart Connect
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3. Enter a unique Device ID and choose your operating system from the Platform dropdown. Click OK.

- £23 Generate Smart Connect Confi X [iae

- (] X
« ¢ © @ httpsy/facfortixpert.com/portal/post_login/smart_connect - & v @D e ®HEm =
You must log in to this network before you can access the Internet. Open Network Login Page = X
Generate Smart Connect Configuration File

DevicelD: 88

Platform: Windows-Self-extracting (exe) >

— caneel

A SmartConnect_UserName.exe file will be made available. Save this file.
4. Runthe SmartConnect UserName.exefile.

If the Microsoft Defender warning message appears, click More info > Run anyway. If the User Account Control

warning appears, click Yes.
The Fortinet Smart Connect network configuration tool will now run.
5. Select Start.

F::RTINET

Welcome to the Smart Connect network configuration tool. This utility will
configure your device so that it can connect to the network.

Tap on Start to continue.

Your device will now be provisioned with the wireless network information and certificates in order to connect to the
Secure Wi-Fi SSID.

Once provisioning is complete, click Connect. Your device will now connect to the Secure Wi-Fi network using

WPA2 and EAP-TLS.

You may wish to forget the Onboarding network to prevent your device from automatically connecting to it in the

future.
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Smart Connect iOS device onboarding process

To onboard an iOS device:

1. OntheiOS device, connect to the Onboarding WiFi network.

Wi-Fi 0

N Onboarding = @

Unsecured Network:

NETWORKS
Secure Wi-Fi a7
Wi-Fi a® 0O

Other...

Ask to Join Networks Notify
Known networks will be joined automatically. If no known
networks are available, you will be notified of available
networks.

Auto Join Hotspot Ask to Join
Allow this device to automatically discover a nearby personal
hotspots when no Wi-Fi network is available.

The FortiAuthenticator login screen is displayed.
2. Enter either your Google Workspace or Azure login credentials, and select Login.
Once logged in, select Smart Connect.
=:RTINET.

‘Welcome to FortiAuthenticator Guest Portal

Logged in as: labiuser

Smart Connect

3. Enter a unique Device ID and choose your operating system from the Platform dropdown. Click OK.

AA @ fac.fortixpert.com ©
Generate Smart Connect Configuration File
DevicelD: 888
Platform: i0S L_J
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4. When prompted, download the configuration profile.
In Settings, select Profile Downloaded.

6. Select Install within the SmartConnect Install Profile. Depending on your device setup, you may be prompted to
enter your device passcode/password.

o

Cancel Install Profile Install

SmartConnect

fac fortixpert.com
Not Verified

ript SmartCennect Configuration Profile

Wi-Fi Network
1 Certificates

More Details

7. On the warning screen, select Installto install any root certificates included within the profile. Once the installation is
finished, click Done.

8. In Settings, select the information icon next to the Onboarding WiFi network and select Forget this Network. Once
the network has been forgotten, the device will automatically connect to the Secure Wi-Fi network.

< Settings Wi-Fi

Wi-Fi ()

v/ Secure Wi-Fi a 7T 0O
NETWORKS
Onboarding T @
Wi-Fi aT 0O
Other...
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Advanced scenarios

Accessing an AD server with a zero trust tunnel on
FortiAuthenticator

A zero trust tunnel allows FortiAuthenticator to securely access TCP-based-on-premise services from the public
internet.

Using a zero trust tunnel, you can access an on-premise LDAP/AD server.

Requirements:

This example uses FortiAuthenticator 6.6.0, FortiOS 7.4.2, and an AD server.

; Zero trust tunnel (=
) 2k
FortiAuthenticator FortiGate Active Directory
_ or " (ZTNA server) or
FortiTrust Identity hitpsifac.school.net8443/ LDAP

(Client)

In this example:

1. FortiAuthenticator operates as a local certificate authority (CA).
2. FortiAuthenticator generates a client certificate for the connection between FortiAuthenticator and the AD server.

3. Thelocal root CA certificate is exported and installed on the FortiGate in order to authenticate and trust the client
connection.

4. FortiGate acts as a ZTNA application gateway allowing FortiAuthenticator to access the AD server using TCP
forwarding access proxy.

To access an AD server with a zero trust tunnel on FortiAuthenticator:

1. Configure certificate authentication for FortiAuthenticator. See Configuring certificate authentication for
FortiAuthenticator on page 155.

2. Configure a zero trust tunnel on FortiAuthenticator. See Configuring a zero trust tunnel on FortiAuthenticator on
page 154.

3. Configure an LDAP server on FortiAuthenticator. See Configuring an LDAP server with zero trust tunnel enabled on
FortiAuthenticator on page 154.

4. Configure the FortiGate device as the ZTNA server. See Configuring a ZTNA server on page 158.
5. Configure a ZTNA rule on the ZTNA server. See Configuring a ZTNA rule on page 159.
6. Fortroubleshooting, see Debugging: Zero trust tunnel related issues on page 160.
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Configuring a zero trust tunnel on FortiAuthenticator

To configure a zero trust tunnel:

1.
2.

Go to System > Network > Zero Trust Tunnels.

Select Create New.

The Create New Zero Trust Tunnel window opens.

In Name, enter a name for the zero trust tunnel.

In URL, enter a URL specifying the IP/FQDN and port for the ZTNA server, e.g.,
https://fac.school.net:8443/.

In the Client certificate dropdown, select a certificate.

This certificate is used to authenticate to the ZTNA server. In this example, it is generated by the FortiAuthenticator
CA. See Server Certificate.

Click Save.

Configuring an LDAP server with zero trust tunnel enabled on
FortiAuthenticator

We configure the AD server on FortiAuthenticator.

To configure an LDAP server:

1.
2.

3.

Go to Authentication > Remote Auth. Servers > LDAP, and select Create New.
In Create New LDAP server.
a. In Name, enter a name.

b. Enable Use Zero Trust tunnel, and from the dropdown, select the zero trust tunnel configured in Configuring a
zero trust tunnel on FortiAuthenticator on page 154.

¢. In Primary Server IP, enter the IP address/FQDN of the AD server.
d. In Port, enter the port number of the LDAP server.
e. In Base distinguished name, enter a base distinguished name.
f. In Bind Type, select Regular.
Enter the username and password for the LDAP server administrator account.
Click OK.
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Edit LDAP Server
Name: test LDAP.
Primary server IP: Port 389
@ Use Zero Trust tunnel | test_tunnel v
Use secondary server
Base distinguished name: DCew-cse, DC=net Q Browse

Bind type: smo [IEEEE

Username: wi-cse\servicelogin Password:  essesens

Server type CoenloAPIGaate | NovelleDvectonyOtes | | Aol enoie
Add supported domain names (used only if this is not a Windows Active Directory server)

Query Elements

User object class: person

Username attribute: sAMAccountName

Group object class:

or account for group membership lookups
Secure Connection

Enable
Windows Active Directory Domain Authentication

Enable

Configuring certificate authentication for FortiAuthenticator

To configure a local root CA:

1. Go to Certificate Management > Certificate Authorities > Local CAs, and select Create New.
The Create New Local CA Certificate window opens.

2. In Certificate ID, enter a unique ID for the CA.

3. Ensure that the Certificate type is Root CA.

4. In Name(CN), enter the subject name, e.g., a domain name.

5. Click Save.

To export the local root CA:

1. Go to Certificate Management > Certificate Authorities > Local CAs.

2. From the local CA certificate list, select the local root CA created in Configuring a local root CA, and select Export
Certificate.
The public certificate (. crt file) for the CA is downloaded to your computer, and the certificate is later imported to
FortiGate. See Importing local root CA.

To create a server certificate for FortiAuthenticator signed by the CA:

1. Go Certificate Management > End Entities > Local Services, and select Create New.
The Create New Server Certificate window opens.
2. In Certificate ID, enter a unique ID for the certificate.

3. Inthe Certificate Signing Options pane, ensure that the Issueris Local CA and the Certificate authority is the local
CA created in Configuring a local root CA.

4. Inthe Subject Information pane, for Name(CN), enter the FQDN of the FortiAuthenticator.
The certificate is used when configuring the zero trust tunnel. See Configuring a zero trust tunnel on
FortiAuthenticator on page 154.

To import the local root CA to FortiGate:

1. Goto System > Certificates, and from the Create/Import dropdown, select CA Certificate.
The Import CA Certificate window opens.

2. In Type, select File.
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3. Select Upload, and locate the local root certificate created in Configuring a local root CA on your computer.
4. Click OK.

O ! ’, The imported root CA is available with the name CA_Cert_X where X denotes the number
? of certificates imported.

The Issuerfield for the imported root CA is the Name(CN) you gave it.

To rename the root CA on FortiGate:
Ay
‘?' In the CLI console, enter the following commands:

config vpn certificate ca
rename <cert> to <new name>

To create address objects on FortiGate for FortiAuthenticator and the LDAP server:

—

Go to Policy & Objects > Addresses, and select the Address tab.
In the Address tab, select Create new.
The New Address window opens.

N

3. In Name, enter a name for the address, e.g., FAC.
4. In IP/Netmask, enter the public IP address of the FortiAuthenticator with its subnet mask.
M, 154.52.4.227 and 69.167.109. 243 are the WAN IP addresses for FortiAuthenticator
? Cloud to build zero trust tunnels into an on-prem environment.
- Use the IP address with its subnet mask.
5. Click OK.
The address is used when Configuring an authentication rule.
6. Goto Policy & Objects > Addresses, select the Address tab.

7. Inthe Addresstab, select Create new.
The New Address window opens.
8. In Name, enter a name for the address, e.g., lab-ad-address.
9. In IP/Netmask, enter the private IP address of the LDAP server with its subnet mask.
10. Click OK.

To configure an authentication scheme with user-cert enabled on FortiGate:

—

Go to Policy & Objects > Authentication Rules.

From the Create New dropdown, select Authentication Scheme.
The New Authentication Scheme window opens.

N

3. In Name, enter a name for the authentication scheme.
4. In Method.

a. Select +to open the Select Entries window.

b. Select Certificate.

c. Select Close.
5. Click OK.

Alternatively, in the CLI console, enter the following commands:
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config authentication scheme
edit "test_scheme" #The authentication scheme name
set method cert
set user-cert enable
next
end

To configure an authentication rule that uses the authentication scheme on FortiGate:

1. Goto Policy & Objects > Authentication Rules.
2. From the Create New dropdown, select Authentication Rule.
The Add New Rule window opens.
3. In Name, enter a name for the authentication rule.
4. In Source Address:
a. Select +to open the Select Entries window.
b. Search and select the address object for FortiAuthenticator. See Address object for FortiAuthenticator.
c. Select Close.
5. In Incoming interface:
a. From the dropdown, select the external interface used in Configuring a ZTNA server on page 158.

6. Enable Authentication Scheme and from the dropdown select the authentication scheme created in Creating an
authentication scheme.

7. Set IP-based Authentication as Disable.
8. Click OK.

Alternatively, in the CLI console, enter the following commands:

config authentication rule
edit "Cert-Auth-Rule" #The authentication rule name
set srcintf "portl"
set srcaddr "fac"
set ip-based disable
set active-auth-method "test_scheme" #The authentication scheme
next
end

To configure authentication setting to use the CA that issued the client certificate as the user-cert-ca:

1. Inthe CLI console, enter the following commands:

config authentication setting

set user-cert-ca "FAC_Cloud" #The CA certificate being used for client certificate
verification

end
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Configuring a ZTNA server

To configure a ZTNA server:

1. Goto Policy & Objects > ZTNA and select the ZTNA Servers tab.
2. Select Create new.

The New ZTNA Serverwindow opens.
3. In Typeselect IPv4.

Once set up, Type cannot be changed when editing the ZTNA server.

4. In Name, enter a name for the server.
5. Inthe Connect On pane:

a. Inthe Interface dropdown, select an external interface.
The IP address and the Portfields are automatically set to the selected interface and the default port 443.
In the dropdown, select +to create a new interface.

b. In /P address, enter the external IP address that the ZTNA clients, e.g., FortiAuthenticator, connect to.

c. In Port, enter the port number that the ZTNA clients, e.g., FortiAuthenticator, connect to, e.g., 8443.

6. In Services and Servers pane:

a. In Default certificate dropdown, select Fortinet_Factory.

Clients are presented with this certificate when they connect to the access proxy VIP.

If Fortinet_Factory is not selected as the default certificate, the local root CA

Ny configured/exported from FortiAuthenticator and imported to FortiGate can be used.

N (Y See
? ¢ Configuring a local root CA
- * Exporting the local root CA
¢ Importing the local root CA

b. In Service/server mapping, select Create new.
The New Service/Server Mapping window opens.

i. In Type, select IPv4.

All hosted servers must be the same address type. The address type cannot be
changed after the mapping is created.
ii. In Service, select TCP Forwarding.
iii. Inthe Serverpane:
i. Inthe Address dropdown, select an address, e.g., lab-ad-address.
ii. In Ports, enter a port number for the LDAP server, e.g., 389.

\y

~ P The address and the port number must match the Primary Server IP and Port
9 when Configuring an LDAP server with zero trust tunnel enabled on
- FortiAuthenticator on page 154.
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Ay

b ] L4
q By default, LDAP uses port 389.
iv. Click OK.
7. Click OK.
New ZTNA Server
Type @ IPva
Name zserver
Comments
Connect On
Interface
IP address
Port 8443

@ saML
Services and Servers

Default certificate R Fortinet_Factory x
+

Service/server mapping

Service & URL % Server & Type &
TCP Forwarding  /tcp lab-ad-address:389  1Pv4

Configuring a ZTNA rule

To configure a ZTNA rule:
1. Goto Policy & Objects > Firewall Policy.
2. Select Create new.
The Create New Policy window opens.
3. In Name, enter a name for the ZTNA policy.
4. Set Typeto ZTNA.
5. In Incoming Interface, select the same interface as selected in Configuring a ZTNA server on page 158.
6. In Source, select +, and from the Select Entries list, select the address object for FortiAuthenticator.

See Address object for FortiAuthenticator, and select Close.
7. In ZTNA Server, select the server created in Configuring a ZTNA server on page 158.
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8. Click OK.

Create New Policy

Name @
Type

Incoming interface
Source

Security posture tag

ZTNAserver

Schedule

Action

Firewall/Network Options

Protocol options

Security Profiles

AntiVirus
Web filter
Video filter
DN fiter
Application control

1PS

0000000

Filefilter

SSLinspection

Logging Options

Logallowed traffic @

Workflow Management

Policy expiration @

Comments

Enable thispolicy @

ztrule
Standard
B port1 -
B rac x
+
Ay I
¥
@ zserver x
+
[® always -
v ACCEPT ENJnlaNg
default -
no-inspection -
[EN Specify | Expiresin 30 days
y
0/1023

Debugging: Zero trust tunnel related issues

To debug:

1. Gotohttps://<FortiAuthenticator-IP-Address>/debug.
2. From the tree menu, go to Others > GUI to see extended FortiAuthenticator debug logs.

Debug kit:| € Upload afile

Max log filessize: 10MB v | Loglevel en

Tor

& Download | | searchin the log

2023-12-15T07:03:40. gui[1994] debug history.types _init_ Deleting log type infornation from database
2023-12-15T07:03:40. gui[1994] debug history.types _init_ Loading log type definition File from /home/wu-data/fac/fac/conf/type_definition.xnl
2023-12-15T07:03:42. gui[1994] debug - ' ds..post_upgrade __init__ Post_upgrade: fresh install or downgrade, enable strong crypto
2023-12-15T07:03:42. gui[1994] debug < ' ds..post_upgrade _init__ post_upgrade: at least 1 migration uas performed
2023-12-15T07:03:42. i i gui[1994] debug - ' ds..post_upgrade _init__ Running post-upgrade task:
2023-12-15T07:03:42.352179-25:00 gui[1994] debug autn it € init_ Cleaning up stale content types and permissions.
2023-12-15T07:03:43. gui[1994] debug autn by t Zinit_ Installing built-in permission
2023-12-15T07:03:44. gui[1994] debug <. ' ds..post_upgrade _init_ Tnstalling language files..
2023-12-15T07:04:00. [2525] debug it _init_ 4 Call _rsyslog_remote
2023-12-15707:04:00.532623-08:00 FortiAutnenticator gui[2525] debug fac.apps.fsae.utils __init_ 13978923312518¢ Syslog SSO disabled, regenerate empty config
2023-12-15707:04:00.833431-08:00 FortiAutnenticator gui[2525] debug fac.apps.fsae.utils _init_ 13978923312518¢ Applying regenerated sso config for syslog
137.013115-05:00 Eui[613] debug f: history.types __init_ Deleting log type information from database
L065517-08:00 EUi[613] debug f: history. types _init_ Loaging log type definition file from /home/w-data/fac/fac/cont/type_definition.xml
EUi[613] debug f: st . ds.post_upgrade _init_ Neither upgrade nor migration is found in system.
gui[1661] debug it _init_ L -_rsyslog_remote
EUi[1061] debug fac.apps.fsae.utils _init_ 139874666297152 Syslog SSO disabled, regenerate empty config
155055 EUi[1061] debug fac.apps.fsae.utils _init_ 139874666297152 Applying regenerated sso config for syslog
2024-02-06T03:20:33.311437-05:00 Eui[613] debug f: history.types __init_ Deleting log type information from database
EUi[613] debug f: history. types _init_ Loaging log type definition file from /home/w-data/fac/fac/cont/type_definition.xml
EUi[613] debug f: st . ds.post_upgrade __init_ Neither upgrade nor migration is found in system.
gui[1661] debug it __init__ 130914581124928 Call /usr/sbin/conf_rsyslog_remote
EUi[1061] debug fac.apps.fsae.utils _init_ 139914581124328 Syslog SSO disabled, regenerate empty config
EUil1061] debug fac.apps.fsae.utils _init_ 139914581124328 Applying regenerated sso config for syslog

Showing the last 100 lines.

You can change the Log levelto increase or decrease the depth of details.
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Accessing WAD debug categories and setting them to the maximum

level in a FortiGate ZTNA server:

To access WAD debug categories:

1.

In the CLI console, enter the following command:
diagnose wad debug enable all

cert-status: failure

wad_vs_ss1_access_proxy_on_clt_certs:11553 1:ZTNA-LDAP: received certs from the client.

wad_ss1_cert_auth_find 160 find wad_ss1_cert_auth_info fail by timeout 1654239602

wad_ss1_cert_auth_find 178 Can't find auth_info!

wad_vs_ss1_access_proxy_on_clt_certs:11557 1:ZTNA-LDAP: cert cache cert(0x343ab124) authi(@x336054c0)

wad_vs_ss1_access_proxy_on_clt_certs:11562 1:ZTNA-LDAP: vs, Found the cert, and issued by:trusted rootl

wad_ss1_cert_check_auth_status_with_ca_store:305 authi(0x336054c0) status(@)

wad_ui_ss1_ca_store_verify 13193 10K, cur_cert(0x3375943c) err(20)

wad_ss1_validate_cert_by_ca_store :3278 Failed to verify the cert!(20)

wad_vs_ss1_access_proxy_on_clt_certs:11612 1:ZTNA-LDAP: Cert auth failed. status=9

wad_vs_log_clt_cert_failure :79 1:ZTNA-LDAP: Denied: cert auth failed, cert-cn:Jumper Proxy Test Client, cert-issuer:www.fortinet.com, cert-status:failure|

cert-status: success

wad_vs_ssl_access_proxy_on_clt_certs:11553 1:Terminator-ZTNA: received certs from the client.
__wad_ssl_cert_open_cert 1655 https server uses key_len 4096
wad_vs_ss1_access_proxy_on_clt_certs:11557 1l:Terminator-ZTNA: cert cache cert(@x343beb28) authi(@x336bfa5c)
wad_vs_ssl_access_proxy_on_clt_certs:11580 1:Terminator-ZTNA: Empty EMS CAs!
wad_ss1_cert_check_auth_status_with_ca_store:305 authi(@x336bfa5c) status(0)
wad_ss1_validate_cert_by_ca_store :3275 Certificate verified!

wad_vs_ssl_access_proxy_on_clt_certs:11601 1:Terminator-ZTNA: Cert auth success. issued_by: cert-auth-case

FortiAuthenticator SCIM integration with AWS

System for Cross-domain Identity Management (SCIM) is an open standard for automating user identity information

exchange between an identity provider (IdP) and a service provider (SP).

The following shows the SCIM topology being used in this example:

o aanges
= A—
o >
(e o) :
User AWS as an SP FortiAuthenticator as an IdP
(SCIM server) (SCIM client)

To set up FortiAuthenticator as a SCIM client for AWS as the SCIM SP:

oo kW

Enabling IAM Identity Center in AWS on page 162

Changing the identity source from IAM Identity Center to FortiAuthenticator on page 163
a. Importing SP metadata on page 166

b. Exporting the IdP metadata to the IAM Identity Center on page 167

¢. Importing the IdP certificate to the IAM Identity Center on page 167

Manage provisioning on page 168

Creating a local user on page 169

Creating a user group on page 170

Creating a new SCIM SP on page 171
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Enabling IAM Identity Center in AWS

For information on AWS Identity Center, see What is IAM Identity Center.

To enable IAM Identity Center in AWS:

1. Loginto the IAM Identity Center console with administrative privileges.
2. In Enable IAM Identity Centeron the right, select Enable.
A new Enable IAM Identity Center page opens.

Enable IAM Identity Center X

3. In Select preferred setup, select Continue with setup by creating the account instance. Only one account instance
can be created per account for all regions.

4. Select Continue.
Optionally, select Add new tag to add tags to organize AWS resources in your IAM Identity Center instance.
6. Select Enable.

The IAM Identity Center Dashboard opens.

1AM Identity Center X a

o

Dashboard
1AM dene . e

1AM Identity Center setup
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Changing the identity source from |IAM ldentity Center to

FortiAuthenticator

To configure the identity source:

1. Goto Settingsin IAM Identity Center.
2. In Identity source, from the Actions dropdown, select Change identity source.

IAM Identity Center X

Your account

25, 2024 at 40509 PM POT

nce/ssoins-668408067bafe00e

08067b4fe00e

Your organization

zations (3

com/ssoins-668408067b4fe00e

3. In Choose identity source, select External identity provider.
IAM Identity Center » Settings » Change identity source

sip1 . .
ey Choose identity source

Your identity source is where you manage users and groups. You use IAM Identity Center to manage permissions for users and

s groups in your identity source to access AWS accounts and cloud applications. Learn more [
ep2

Configure extemal identity
provider

O Identity Center directory O Active Directory © Externalidentity provider
Yo

seps
Confirm change

Cancel Next

4. Click Next.
The Configure external identity provider page opens.

Keep the Configure external identity provider page open in a separate tab as you need it to perform steps 7, 8, and

9.
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ity Center ) Settings ) Change identity source

®
Configure external identity provider

Service provider metadata ) Download metadata file

Cancel [ Previous Next

5. On FortiAuthenticator, go to Authentication > SAML IdP > General.

a.
b.

Select Enable SAML Identity Provider portal.

In Server address, enter the AWS access portal sign-in URL from the Configure external identity provider page
in the IAM Identity Center.

Select Add a realm to add the default local realm to which the users will be associated.

In Default IdP certificate, select a default certificate the IdP uses to sign SAML assertions from the dropdown
menu.

In this example, the Default-Server-Certificate is selected.

Select Save.

@ Enable SAML Identity Provider portal
Device FQDN: fac.scim.ca
Server address: 4926772

IdP-initiated login URL:

apps.c
https://d-9a677202aa.awsapps.com/start/saml-idp/portal/ (@
Username input format: ® username@realm
O realm\username
O realm/username
Captcha: Disabled
Use default realm when user-provided realm is different from all configured realms

Realms:

® local | Local users v Filter:

x

+ Add areaim

Legacy login sequence
Trusted endpoint single sign-on
Reverse proxy integration
Login session timeout: 480
Default IdP certificate:

172800

Default-Server te [C-US, ST-California, L+ Sunnyvale, O~ Fortinet, .. cator, CN-Default-Server-Certificate-DO1CBD01] v
Automatically switch IdP certificate before its expiry time
Default signing algorithm: itp://vaveve:w3.org/ 200104 /xmidsig-morefrsa-sha256 v

Get nested groups for user
Use geolocation in FortiToken Mobile push notifications

6. On FortiAuthenticator, go to Authentication > SAML IdP > Service Providers.

a.

d.
e.

Select Create New.
In SP name, enter a name for the SP.
In Create an identifier for this IdP, select +:
i. In Create Alternate IdP identifier window, select Random to randomly generate an IdP identifier.
ii. Click OK.
IdP entity id, IdP single sign-on URL, and IdP single logout URL are populated automatically.

In Authentication method, select All configured password and OTP factors.
Click Save.

7. Toimport the SP metadata from the IAM Identity Center, see Importing SP metadata on page 166.
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8. To export the IdP metadata to the IAM Identity Center, see Exporting the IdP metadata to the IAM Identity Center on

page 167.
9. Toimport the IdP certificate to the IAM Identity Center, see Importing the IdP certificate to the IAM Identity Center
on page 167.
10. Click Next.

The Confirm change page opens.

AM Identity Center  Settings > Change identity source

®
Confirm change

Step 1: Choose identity source

Identity source

Step 2: Configure external identity provider

Service provider metadata

11. Review your settings in the Confirm change page and enter ACCEPT in the Confirm that you want to change your
identity source by entering ACCEPT in the field below field.

12. Select Change identity source.

A green banner at the top confirms that you have successfully changed the identity source from IAM Identity Center
to an external IdP, in this example, FortiAuthenticator.
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© You successfully changed the identity source from IAM Identity Center to an external identity provider (1dP). X

1AM Identity Center > Settings

Settings

1AM _identity_Center

Region
US East (Ohio) | us-east-2

Instance ID
ss0ins-668408067b4fe00e
Your organization

Organization ID
o-geOhlhjhao

Date created

Thursday, April 25, 2024 at 4:05:09 PM PDT

I RN

"B armawsissorzinstance/ssoins-668408067b4fe00e

@ Automatic provisioning
When your dentity source is set to an external identity provider (1gP), you can configure how best to provision all your users and groups into IAM Identity Center so that you can make assignments to the AWS accounts or cloud applications you
have configured.
Tags
Identity source
Choose th directory where you want to manage your users and groups. Learn More [

Identity source
External identity provider

Authentication method
SAML 20

hitpsy//d-5267730233 awsapps.com/start [4

Issuer URL

Manual

Identity store ID

4-9a6772022a

Importing SP metadata

We will be importing the SP metadata from the 1AM Identity Center.

To import the SP metadata to the IAM Identity Center:

1. Inthe Service Providers list, click the recently created SP to edit it.

2. Inthe Configure external identity provider page opened in a separate tab as described in step 4 in Changing the
identity source from IAM Identity Center to FortiAuthenticator on page 163, under the Service provider metadata
pane, select Download metadate file.

The SP metadata file is downloaded to your management computer.
3. On FortiAuthenticator, go to Authentication > SAML IdP > Service Providers and select the SP entry created in step

6 in Changing the identity source from IAM Identity Center to FortiAuthenticator on page 163.
4. Inthe SP Metadata pane, select Import SP metadata.

5. Inthe Import Service Provider Metadata pane, select Upload a file, locate the SP metadata file on your
management computer, click Open.
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Click Save.

i
P name:

Exporting the IdP metadata to the IAM Identity Center

We will be exporting the IdP metadata to the IAM Identity Center.

To export the IdP metadata to the IAM Identity Center:

Gl o

In the Service Providers list, click the recently created SP to edit it.
In IdP Metadata, select an identifier from the dropdown.
Select IdP metadata to download the IdP metadata to your local computer.

In the Configure external identity provider page opened in a separate tab as described in step 4 in Changing the
identity source from IAM Identity Center to FortiAuthenticator on page 163, under the Identity provider metadata
pane, select Choose filein IdP SAML metadata, locate the IdP metadata file on your local computer, and click
Open.

Importing the IdP certificate to the IAM Identity Center

To import the IdP certificate:

1.
2.

In the I/dentity provider metadata pane, we will be importing the IdP certificate.

In FortiAuthenticator, for this example, we are using the Default-Server-Certificate.

You can verify the default IdP certificate being used by going to Authentication > SAML IdP > General.

Go to Certificate Management > End Entities > Local Services.

Select Default-Server-Certificate from the server certificate list, then select Export Certificate from the top.
The IdP certificate is downloaded to your management computer.

In the Configure external identity provider page opened in a separate tab as described in step 4 in Changing the
identity source from IAM Identity Center to FortiAuthenticator on page 163, under the Identity provider metadata
pane, select Choose file in IdP certificate.

Locate the IdP certificate on your management computer, and click Open.
Continue from step 10 in Changing the identity source from IAM Identity Center to FortiAuthenticator on page 163.
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Manage provisioning

To manage provisioning:

1. Ensure that the automatic provisioning is enabled for your identity center directory.

L}
‘9' Copy and save the access token on your management computer as it is required on the
- FortiAuthenticator side.

The access token is only displayed once. If you do not save it, you must generate a new
access token.

Inbound automatic provisioning x
Automatic provisioning was in your Identity C 2
Next you'll need to provide the following information to configure your external provider and create the trust
relationship.

Note: Only the top-level groups from your identity provider will be provisioned in your Identity Center
directory. Learn more [2

Download or copy the access token as this is the only time it will be shown
You cannot recover it later. However, you can generate new tokens at any time. Lear more [

SCIM endpoint

hit -east-2.amazon: V/HwSa71329¢ w2/

Access token

dCz2WYQlq10UZwsAIK Ibufa98C82LpK2Cf¢

27Cq: QAQ/T) 4] 0 (TX5p! il
(TexL5MxvT+2818Qp3ly MArTtr7TQzgk:  TOHOFNxdhL7W62S/LircedXxVg

0I3QLZNtbLYPPOHPVZYISS/q9020QmG1WO3Q95y]+/NH1vOKAVK]qj1LYhJUQaBP37FuHBeOdnK6nyF/NuQahlg==

2. Goto Settingsin the IAM Identity Center.
3. Inthe Identity source tab, from the Actions dropdown, select Manage Provisioning.

1AM Identity Center X
Your account

jns-668408067b4fe00e

Your organization

Identity source | Authentication | Management | Tags

Identity source Actions &

The Automatic provisioning tab opens.
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AM Identity Center % Settings > Automatic provisioning ®

Automatic provisioning

Automatic provisioning relies on the protocol System for Cross-domain Identity Management (SCIM) to provision users from your identity provider (1dP), and it requires that your IdP support a compatible SCIM profile. Lea more [

Configuration
S b::::f/o/‘s‘: m.us-east-2.amazonaws.com/HwSa713a9e1-d74f-4034-bb25-8f44afd0ead3 /scim/v2/ S@”;‘\:bleu
Access tokens (1)
bcedbce-00d8-44ae-9548-b35b6305a4eb Active 4/30/2024 © 4/30/2025
AWS generates the SCIM endpoint and the Access token.
Ay
S L4
? Copy and save the SCIM endpoint and the Access token on your management computer.
=
Ay
S L4
q SCIM endpoint and Access token are needed on the FortiAuthenticator side.
-—

Creating a local user

To create a local user:

1. On FortiAuthenticator, go to Authentication > User Management > Local Users.
2. Select Create Newto create a new user.
3. In Username, enter a user name.
4. Ensure that Password creation is set to Specify a password.
5. In Password, enter a password.
6. Confirm the password in the Password confirmation field.
7. Click Save.
The Edit Local Userwindow opens.
AWS requires the following four fields:
» Username
e Display name
e Firstname
e Lastname
If any of the above user related fields are missing, AWS rejects the sync.
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8. Fillin the remaining required fields in the User Information pane, i.e., Display name, First name, and Last name.

Edit Local User

© The local user *scim_t local" was added successfully. You may edit it again below.
Username: scim_test_user_local
® Disabled

@ Password authentication | Change Password

7 One-Time Password (OTP) authentication

® FIDO authentication

© Allow RADIUS authentication

 Enable account expiration

B Force password change on next logon
Sync in HA Load Balancing mode

User Role

Role: Administator  Sponsor

“» Allow LDAP browsing

B User Information

Display name: scim_test
First name: tocal Last name:

Email Phone number:

Mobile number: [T SMS gateway: Use default v| [ Testsus

Street address:
City: State/Province:

Postal code:
Country; v
Company:

Department:

Title:

Birthdate: =

<

Language: Use default

lease Select ] v

FortiToken Logo:

o o o
3
g 3 g
2 9 g
8 8 g
8 7
g

Password Recovery Options

Usage Information

Email Routing

Alternative Email Addresses

Certificate Bindings

RADIUS Attributes

Cancel

Click Save.

Creating a user group

To create a user group:

1.
2.

On FortiAuthenticator, go to Authentication > User Management > User Groups.
Select Create New.

The Create New User Group window opens.

In Name, enter a name for the user group.

In Type, select Local.

From the Available Users list, select the recently created local user in Creating a local user on page 169 and move it

to Chosen Users.
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6. Click Save.

Name: test_Group_1

Type Remore AP Femote RADIUS | RemoteSAML | MAC
» Guest Group

Users:

Choose all Remove all

2Users

1 of1 > |show 500 v

Password policy: Defaut v
® Usage Profile

TACACS+ authorization rule: | |

RADIUS Attributes

“ cenes

Creating a new SCIM SP

To create a new SCIM SP:

1. InFortiAuthenticator, go to Authentication > SCIM > Service Provider.
2. Select Create New.

The Create New SCIM Service Provider window opens.
3. In Name, enter a name for the SCIM SP.

4. In Scim endpoint, enter the SCIM endpoint URL that you earlier copied and saved in Manage provisioning on page
168.

5. In Access token, enter the access token that you earlier copied and saved in Manage provisioning on page 168.

\‘é', The fields in User Attributes Mapping are the variables for the JSON schema being

imported to AWS, e.g., the FortiAuthenticator user name will map to the user name of the
JSON schema.

6. Click Sync.

Edit SCIM Service Provider

Name: test SOM_SP
Scim endpoint: httpsi/scimus
Accesstoken:  [sesseees

Users/Groups To Synchronize

Remote auth. server.

Synchronization set:

User Attributes Mapping

User name:

First name:
Last name:

Email {type e "work'Lval
Phone number:

Mobile number: phoneNumbersitype ea'n
User display name:

Company:

Department: department
Title: title
Active: active
Group display name: di e

Group members: m
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Log in to a Windows host using SSOMA

In this example:

* We use SSOMA to log in to a Windows host.
* An AD server is the remote LDAP server.

—

For information on SSOMA, see FortiClient SSO Mobility Agent in the latest FortiAuthenticator Administration Guide.

To log in to a Windows host using SSOMA:

a s~ nh =

Configuring a remote LDAP server on page 172
Enabling FSSO service on page 173
Configuring SSO settings on page 173
Installing SSOMA on page 174

Result on page 175

Configuring a remote LDAP server

We configure an LDAP connection to an Active Directory (AD) server on FortiAuthenticator.

To configure a remote LDAP server on FortiAuthenticator:

1.

©C©OoONOOA~AWN

Go to Authentication > Remote Auth. Servers > LDAP, and select Create New.
The Create New LDAP Serverwindow opens.

In Name, enter a name.

In Primary server name/IP, enter the AD server IP address.

In Base distinguished name, enter DC=iamexperts,DC=1ab.

In Bind type, select Regular.

In Username, enter the user name.

In Password, enter a password.

Ensure that the Server type is Microsoft Active Directory.

Leave the settings in the Query Elements pane as default.

Click Save.

Name: D

Primary server name/IP: 10103 Port: 389
B Use Zero Trust tunnel | [Please Select] v

B Use secondary server

Base distinguished name:

Bind type:

Username: sla Password:  [eesesees
Server type: OpenlDAP/GSuite | NovelleDirectory/Others | Apply template
" Add supported domain names (used only if this is not a Windows Active Directory server)
User object class:
Username attribute:

Group object class:

Obtain group memberships from: Group attribute
Group membership attribute: memberof
B Force use of administrator account for group membership lookups

Secure Connection

» Enable

‘Windows Active Directory Domain Authentication
» Enable
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‘Q' Ensure that you can browse the AD tree (IAM OU) by clicking Browse in Base
- distinguished name when editing the LDAP server.

Go to Monitor > SSO > Domains to see all the configured DC/LDAP servers as well as the

ﬂ known domains that have been provisioned.
< Refresh | | 4 Expand All
E} 433 iamxperts.lab

& 3 Domain Controllers
T APAC-DC1Liamxperts.lab (10.1.0.3) ©

Enabling FSSO service

To enable FSSO service:

1. Goto System > Network > Interfaces, and double-click port1 to edit it.

2. In Access Rights, in Services, enable FortiGate FSSO (TCP/8000) and FortiClient FSSO (TCP/8001).
3. Click Save.

Edit Network Interface

B Editing

Interface Status
Interface: portl

Status: °

IP Address / Netmask
1Pv4: 172.19.51 550
1Pvé:

Admin access: @ SSH (TCP/22)
HTTPS (TCP/443)
@ GUI (TCP/443)
@ REST API (/api/)
W Fabric (/api/v1/fabric/)
® HTTP (TCP/80)
® SNMP (UDP/161)

Services: D HTTPS (TCP/443)
T HTTP (TCP/80)
® RADIUS Accounting Monitor (UDP/1646)
D RADIUS Auth (UDP/1812)
T RADIUS Accounting SSO (UDP/1813)
D RADSEC (TCP/2083)
T TACACS+ Auth (TCP/49)
T LDAP (TCP/389)
D LDAPS (TCP/636)
@ FortiGate FSSO (TCP/8000)
D OCSP (TCP/2560)
© FortiClient FSSO (TCP/8001)
® Hierarchical FSSO (TCP/8003)
T DC/TS Agent FSSO (TCP/8002)
® Syslog (UDP/514)
® Syslog over TLS (TCP/6514)
D SAML IdP SSO (TCP/8143)
T SAML IdP Reverse Proxy (TCP/8144)

“ cenes

FortiAuthenticator restarts.

Configuring SSO settings

To configure SSO FortiGate setting:

1. Add a secret key:
a. Goto Fortinet SSO > Settings > FortiGate.
b. Select Enable authentication.
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c. Entera Secret key.

A\,

b [ 4
? The Secret key must match the value entered in the FSSO connector on FortiGate.

d. Click Save.

Edit FortiGate SSO Configuration

Listening port: 8000
Enable encryption

© Enable authentication
Secretkey:  [eesseens

Login expiry: 480

Extend user session beyond logoff by: ° seconds (0-3600
NTLM authentication

Username attribute:

2. Enabling FortiClient SSO Mobility Agent Service:
a. Goto Fortinet SSO > Settings > Methods.
b. Enable FortiClient SSO Mobility Agent Service.

c. Ensure that Enable authentication is selected and the Secret key matches SSOPSK set when installing the
SSOMA.

See Installing SSOMA on page 174.
d. Click Save.

Edit Fortinet Single Sign-On Methods

Maximum concurrent user sessions: Fine-grained control

Windows event log polling (e.g. domain controllers/Exchange servers) | Configure Events
FortiNAC S5O | FortiNAC sources
RADIUS Accounting SO clients
Syslog SSO | Sysiog sources
© FortiClient SSO Mobility Agent Service
FortiClient listening port: 8001
Require client certificate in TLS connection
© Enable authentication
Secret key:

Keep-alive interval

Idle timeout;
NTLM authentication

Tenant ID for legacy SSOMA:
Tenant domain name for legacy SSOMA:
Hierarchical FSSO tiering

DC/TS Agent Clients

Restrict auto-discovered domain controllers to configured Windows event log sources and remote LDAP servers
Windows Active Directory workstation IP verification

Allow NTLMv1 in client authentication to Windows AD server

Allow SMB1 i client connection to Windows AD server

Installing SSOMA

We install SSOMA on a Windows host.

To install SSOMA:

Log in to the FortiCare portal.
Go to Support > Firmware Download.
From the Select Product dropdown, select FortiClient, and select Download.

In Image Folders/Files, go to Windows, and download the SSOMA setup zip file (FortiClientSSOSetup_
7.X.X.X_x64.zip) from one of the version directories.

Call o
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Image File Path
/ EortiClient/ Windows/ v7.00/ 7.0/ 7.0.7/

Image Folders/Files

Up to higher level directory

Name Size (KB)

forticl

DD DD wDwww

5. Extract and save the installer to C: \Fortinet.
6. In Command Prompt, go to the directory where the FortiClient.msi was extracted.

cd C:\Fortinet\
7. Inthe Command Prompt, run the following command:

FortiClientSSO.msi SSOSERVER="10.255.255.12" SSOPORT="8001" SSOPSK="F@OrtiXperts"

Ay
b ] L4
q SSOSERVER is your FortiAuthenticator IP address or FQDN.
]
s‘ 'I SSOPORT is the FortiClient listening portin Fortinet SSO > Settings > Methods when
9 FortiClient SSO Mobility Agent Service is enabled.
— See Configuring SSO settings on page 173.
]
s‘ 'a SSOPSK is the Secret key set up in Fortinet SSO > Settings > Methods when FortiClient
9 SSO Mobility Agent Service and Enable authentication are selected.
— See Configuring SSO settings on page 173.

The installer runs and the SSOMA service is started.
8. You can check if the SSOMA service is running by going to Services on the Windows host.

5 StrtupType  LogOnAs

L
L
L
N
L
L

Result

1. Log into the Windows host.
2. Go to Monitor > SSO > SSO Sessions to see information about the recent SSO session.
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FortiAuthenticator SSOMA for native Microsoft Entra ID joined

workstation

In this example, an endpoint is joined to Microsoft Entra ID. When the endpoint connects to the network, the SSOMA

shares the identity and the IP address with the FortiAuthenticator.

The FortiAuthenticator then does a group lookup and shares the identity with the FortiGate device.

If the endpoint now moves from a wired to a wireless connection, the SSOMA shares the updated IP address with

FortiAuthenticator which then shares the information with the FortiGate device.

For information on this feature, see FSSO for cloud-native Azure AD users in the FortiAuthenticator 6.5.5 Administration
Guide.

Prerequisites:

FortiAuthenticator 6.5.0 or above

FortiClient 7.2.0 or above

A Windows 10/11 endpoint that supports Microsoft Entra ID
Microsoft Entra ID tenant

Authentication flow:

Noooakkowdh=

The user logs on to Microsoft Entra ID joined workstation.

The SAML session is transparently set up in the background on Azure.

SSOMA retrieves the user identity.

SSOMA shares the user name and the IP address with FortiAuthenticator.
FortiAuthenticator retrieves the group information (OAuth).

FortiAuthenticator sends the user identity to FortiGate devices configured to receive.

Identity-based access to all FortiGate service is provided transparently without the user needing to reenter
credentials.

FortiAuthenticator SSOMA for native Microsoft Entra ID joined workstation

NGO~ wDh =

©

— o -d
N =2Oo

—
w

Enabling SSOMA on FortiClient EMS on page 177
Configuring prefer_azure on the EMS on page 177

Installing SSOMA with FortiClient on page 177

Creating a Microsoft Entra ID tenant on page 178

Creating a user and associating with groups on page 179
Joining the Windows 10 endpoint to Microsoft Entra ID on page 180
Verifying that the endpoint is domain joined on page 182
Creating FortiAuthenticator enterprise application on page 183
Getting application ID and the authentication key on page 184
Adding the application to directory readers role on page 185
Provisioning OAuth API on FortiAuthenticator on page 186
Results on page 187

FSSO sessions and debug logs on page 187
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Enabling SSOMA on FortiClient EMS

To enable SSOMA on FortiClient EMS:

Go to Endpoint Profiles > System Settings.

Select Edit next to a profile to edit it.

Switch to the Advancedtab.

In Other.

a. Enable FortiClient Single Sign-On Mobility Agent.

b. InIP Address/Hostname, enter the IP address for the endpoint.
c. In Port, enter 8001.

d. Entera pre-shared key.

5. Click Save.

N =

Other
Install CA Certiicate on Client

FortiClient Single Sign-On Mobility Agent @ «

1P Address/Hostname 102224879
Port 8001

Pre-Shared Key ®

DRBG Reseed Minutes @ 1440

Configuring prefer_azure onthe EMS

Configuring prefer_azure on the EMS

1. In EMS, edit the desired endpoint profile's XML configuration to match the IP address, port, and PSK configured on
the FortiAuthenticator, and to have FortiClient detect Azure user information and send it to FortiAuthenticator.

<fssoma>
<enabled>1</enabled>
<serveraddress>10.222.48.79</serveraddress>
<presharedkey>Fortinet123!</presharedkey>
<prefer_azure>l<prefer_azure>

<fssoma>
M, Tosetup prefer_azure_registry key on SSOMA, see:
? https://community.fortinet.com/t5/F ortiAuthenticator/Technical-Tip-How-to-install-a-
- standalone-Windows-FSSO-Mobility/ta-p/298044

Installing SSOMA with FortiClient

When installing FortiClient on the endpoint, make sure to select Single Sign-On Mobility Agent in the Additional Security
Features window.
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1 FortiClient Setup —

Additional Security Features

[J Antivirus

Real-Time and On-Demand AntiVirus scanning
[J web Filtering

Web Filtering

[ single Sign-On Mobility Agent
Single Sign-On Mobility Agent

[J Anti-Ransomware
Anti-Ransomware

[ Application Firewall
Application Firewal

Check that the configuration that you added in Enabling SSOMA on FortiClient EMS on page 177 is applied on
FortiClient in Settings > Advanced.

= Advanced
Default tab
Action for EMS invalid certificates
Enable Single Sign-On mobility agent

Server address 10.222.48.79

Port 8001

Pre-sharedkey ~ sseesen
sy

‘Q' To install the standalone Windows FSSO Mobility Agent, see Technical Tip: How to install a
- standalone Windows FSSO Mobility Agent.

Creating a Microsoft Entra ID tenant
To create a Microsoft Entra ID tenant:

To create a tenant:

1. Signin to Microsoft Azure Portal.
2. In Azure portal, go to Microsoft Entra ID.
The Overview page opens.

Home

(' § csefac8 | Overview

Azure Active Directory

+ Add v £} Manage tenants What's new B3 Preview features 27 Got feedback?

© Overview
I Preview features ®© Microsoft Entra has a simpler, experience for all your Identity and Access Manageme
K Diagnose and solve problems
Overview Monitoring Properties Recommendations Tutorials
Manage
& Users £ Search your tenant
& Groups

Basic information
8E External Identities

& Roles and administrators Name csefach Users 3
& Administrative units Tenant ID 99064eba-0819-45ba-91a0-c1fe65ebacb3 [ Groups 3

® Delegated admin partners Primary domain csefac8.onmicrosoft.com Applications 2
i Enterprise applications license Azure AD Free Devices s

Ol Devices

3. In Overview, Select Manage tenants, and then select Create.
Create a tenant window opens.
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In the Basics tab, select Azure Active Directory as the tenant type, and select Next: Configuration.

Home

Default Directory > Switch tenant

Create a tenant -

are same administration e

Review + create [ Next: Configuration =

In Configuration, enter the Organization name, Initial domain name, and Country/Region.

Create a tenant

Select Next: Review + create to review the entries, and select Create to create the tenant.

2. Select Switch directory.
3. From the list, select Switch for the directory you intend to use.

To switch to the correct directory:
x 1. Click the user icon on the top right.

Creating a user and associating with groups

We create a user john doe associated with engineering and marketing groups on the Azure portal.

To create a user and associate it with groups:

1.
2.
3.

o

In Azure portal, go to Users.

Select +New user.

In Basics:

a. In User principalname, enter a user name.

b. In Display name, enter a display name.

c. In Password, enter a password.

d. Select Account enabled.

e. Click Next: Properties.

In the Properties tab, fill in user identity, job, and contact information.
Click Next: Assignments.

In Assignments:

a. Select +Add group.

b. From Select group, select engineering and marketing groups.
c. Click Next: Review + create.
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Home > csefac8 | Users

® Users
ah

£ Search

& Al users (preview)

@ Auditlogs

D Sign-in logs

X Diagnose and solve problems
Manage

& Deleted users (preview)

Password reset

Home > csefacg | Overview

Fy john doe | Groups

User

& Overview
@ Auditlogs

D Sign-inlogs

£ Diagnose and solve problems

Manage
&, Assigned roles
& Administrative units

2 Groups

£ Search

+ Newuser > L Download users [% Bulkoperations v () Refresh £33 Manage view 7 Per-user MFA
© Want to switch back to the legacy users st experience? Click here to leave the preview.

[P search ¥ Add filter

3 users found

[[]  Display name User principal name User type On-premises sy...  Identities

O . chris rock D Member No csefacB onmicrosoftcom

O e FNULNU D Member No csefacBonmicrosoftcom

O e john doe john@csefacg.onmicroso... [ Member No csefacB.onmicrosoft.com
john doe

+ Add memberships X T Refresh &
[ search groups ] v Addfitters

Name T Objectld Group Type
(] . engineering d81cd923-8736-43a2-8b6b-8074...  Security
[} marketing a6581b3d-e21a-4a3d-8071-1a78...  Security

Joining the Windows 10 endpoint to Microsoft Entra ID

To join the Windows 10 endpoint to Microsoft Entra ID:

1. On the Windows 10 endpoint, open Settings > Email & accounts.
2. Select Access work or school.
3. Select Connect.

Settings

@ Home

Access work or school

Find a setting

Accounts

A= Your info

B Email & accounts

Related settings

Add or remove a provisioning package
Export your management log files

Set up an account for taking tests

€ Sign-in options
(=]

Access work or school

R. Family & other users

e Sync your settings

Enroll only in device management

Help from the web

Solving PC problems remotely

Using Remote Desktop

Configuring VPN

A\,

S L4
9 Ensure that the endpoint is not joined to an on-prem AD domain.
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4. Select Join this device to Azure Active Directory.

Microsoft account X

Set up a work or school account

You'll get access to resources like email, apps, and the network. Connecting means your
work or school might control some things on this device, such as which settings you can
change. For specific info about this, ask them.

|’ww\1\h

Alternate actions:

These actions will set up the device as your organization's and give your organization
full control over this device.

Join this device to Azure Active Directory

Join this device to a local Active Directory domain

5. Sign in with the Microsoft Entra ID user, e.g., john@csefac8.onmicrosoft.com, and click Next.

Microsoft account

B® Microsoft
Sign in
john@csefac8.onmicrosoft.com| x

Can't access your account?
Next

@, Sign-in options

6. Enter the password and click Sign in.

Microsoft account

B% Microsoft
« john@csefac8.onmicrosoft.com
Enter password

7. Note that the domain is the Microsoft Entra ID primary domain and select Join.

Make sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned on or other changes might be made to your PC
Is this the right organization?

Connecting to: csefac8.onmicrosoft.com

User name: john@csefac8.onmicrosoft.com
User type: Administrator
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Microsoft account X

You're all set!

This device is connected to csefac8.

When you're ready to use this new account, select the Start button, select your current
account picture, and then select ‘Switch account'. Sign in using your
john@csefac8.onmicrosoft.com email and password.

Verifying that the endpoint is domain joined

To verify that the endpoint is domain joined:

1. Onthe endpoint, open Settings > Email & accounts.
2. Select Access work or school.

You will see that the endpoint is connected to the Microsoft Entra ID tenant configured in Creating a Microsoft Entra

ID tenant on page 178.

Settings - o X
@ Home Access work or school
Find a setting e I
o Connect
Accounts

@csefac8.onmicrosoft.com

A= Your info

3. Onthe Azure portal, in All devices, you can see that the endpoint is Microsoft Entra ID joined.

Home
All devices (Preview)
L Download devices () Refresh 3 Columns [ Preview features AP Got feedback?

© Want to switch back to the legacy devices list experience? Click here to turn off the preview and refresh your browser. You may need to toggle it on and off once more.

‘ £ Search by name or device ID or object ID Y Add filter

3 devices found

] Name Enabled O Version Join Type Owner MDM Compliant

Registered Activity

[:I |__\j PC-B_POC-15 @ Yes Windows 10.0.19042.1766 Azure AD registered chris rock None N/A 1/19/2023, 5:46 PM 1/19/2023, 5:46 PM
[ [)ecsrocas @Yes  Windows 100.19042.1526 Azure AD registered john doe None N/A 2/22/2023,607PM  2/22/2023, 6:07 PM
D l:j DESKTOP-CISASUK @ Yes Windows 10.0.19044.2604 Azure AD joined john doe None N/A 2/24/2023, 415 PM 2/24/2023, 415 PM
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Creating FortiAuthenticator enterprise application

To create a FortiAuthenticator enterprise application:

1. Go to Azure Active Directory > Enterprise applications.

erprise applications

Manage

B Al applications

- R itpsi/oca
[« [
B o
u ctor
- - ole et
n gtha
n FortigatevM hitpsy/13.78.51.164
B - tps 152
2. In Enterprise applications, select New application.
The Browse Azure AD Gallery page opens.
ome > Defadt Directry > Enriesepcaton
Browse Azure AD Gallery
R
D App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SS0) and automated user provisioning. When deploying an app from the App Gallery, you leverage prebuilt templates to connect your users more securely to their apps. Browse or create your own
single Sign-on : All User Account Management : All Categories : All
Cloud platforms
Amazon Web Services (AWS) Google Cloud Platform Oracle SAP
Google Cloud
On-premises applications
Add an on-premises application Learn about Application Proxy Manage Application Proxy connectors

3. Inthe Browse Azure AD Gallery, select Create your own application.
The Create your own application window opens.
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4. Inthe Create your own application window, enter a name for the application, and select Create.

Create your own application X

A7 Got feedback?

In the newly created enterprise application, select Assign users and groups.

Select Add user/group.

In the Add Assignment page, select None Selected.

From Users and groups, select to add the user created in Creating a user and associating with groups on page 179.
Select Assign to assign the user to the application.

|>-ome csefac8 | Enterprise applications > Enterprise applications | All applications FACl

© ® N O

2 FAC| Users and groups

Enterprise Application

+ Add user/group =2 Columns

B Overview

@ The appiication will appear for assigned users within My Apps. Set Visible to users?"to no in properties to preven
[ Deployment Plan

K Diagnose and solve problems
Assign users and groups to app-roles for your application here. To create new app-roles for this application, ust

Manage

= 2 First 200 shown, to search all users & gro

Il Properties

2 Owners Display Name Object Type

& Users and groups

Getting application ID and the authentication key

The application ID and key is needed for MS Graph API (OAuth based).

Note down the Application ID for the application created in Creating FortiAuthenticator enterprise application on page
183.

Home > csefac8 | Enterprise applications > Enterprise applications | All applications

sz FAC | Overview
-y
Enterprise Application

w . A .

L Gy Properties

Deployment Plan Name @

X Diagnose and solve problems H [ Fac n|
Manage Application ID ©

| 0e357320-2368-44c0-b76c ... Iy |
Il Properties
ObjectID @

2 Owners | asa28dbe-0cdf-420c-gaac ... 1 |
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To get the authentication key:

1. Inthe Microsoft Entra ID tenant created in Creating a Microsoft Entra ID tenant on page 178, go to Manage > App
registrations.

2. Inthe All applications tab, select the application created in Creating FortiAuthenticator enterprise application on
page 183.

3. Goto Manage > Certificates & secrets.
Select New client secret.
5. In Add a client secret.
a. Enter adescription.
b. Click Add.
The key is displayed.

>

c. Copy and save the key value on your management computer. You cannot retrieve the key later.

FAC

FAC | Certificates & secrets =

27 Got feedback?

B Ovenview

© Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). F urance, we recomm: i

igher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
# Integration assistant

Manage
@ Applcatior

2 Branding & properties

D Authentication
Certificates (0) ~ Client secrets (2)  Federated credentials (0)

Certificates & secrets

' A secret strng that the application uses to prove it identity when requesting a token. Also can be referred to as application password.
11l Token configuration

> APl permissions + New client secret
@ Expose an APl Description Expires Value SecretID

B App roles FAC 1272172023 42ab1add-72a1-4041-2880-23678686¢5 .. 1

= =

& Owners FAC4 2/21/2025 060356fd-e7b0-4eec-9cfb-0f05ae6158bc [

Adding the application to directory readers role

We assign Directory Readers role for the application created in Creating FortiAuthenticator enterprise application on
page 183. The role allows the application to read the directory to determine the group membership for users.

To add the application to directory readers role:

1. Inthe Azure portal, go to Microsoft Entra ID > Roles and administrators.

and administrators | All roles X
e prurestore

&7 Got feedback?

> Troubleshoating + Support

We recommend using these built-in roles for delegating access to manage broad 2 ration permissions wi access to manage other parts of Microsoft Entra ID not related to application

*g Add filters

Role . Prvieged N sy Type
. 167 it
Buitn

0 Buitn

Buitn

Buitn

Buitn

Buitn

Buitin

Buitn

3 Buitn

Buitn

Buitn

0 Buitn

Buitn

Buitn
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2. Inthe search bar, enter Directory Readers.

2 Roles and administrators | All roles X

Fortinet AzureStore

O Refresh | B Preview festures | A7 Got feedback?

| (D= @ Getjosn-time sccess to 8 o when you need g P

A\ Trere e currently 3526 privileges role assignments. It s recommended to not exceed 10

(@ Your Role: Global Reader and 1 other roles

vileged actions in Microsoft Entra ID. We recommend using these buit-in rales for elegating access to manage broad 3 ration permissions wi access to manage other parts of Microsoft Entra ID not related to application

<] g Add fiters

Role T4 Description Privileged T Am.M Type

[ Directory Readers Can read basic y c iy y read access to applications and guests. 7 Builtin

3. Select Directory Readers, click Description, and go to Assignments.
Select Add assignments.
5. From the list, look up the application, select, and click Add.

>

Provisioning OAuth API on FortiAuthenticator

To provision OAuth API on FortiAuthenticator:

On FortiAuthenticator, go to Authentication > Remote Auth. Servers > OAUTH.

Select Create New.

Enter a name for the remote OAuth server.

In OAuth source, select Azure Directory.

In Client ID, enter the application ID from Getting application ID and the authentication key on page 184.

In Client Key, enter the authentication key from Getting application ID and the authentication key on page 184.

Enable Include for SSO, and in Azure AD tenant ID, enter the tenant ID from Creating a Microsoft Entra ID tenant on
page 178.

Azure AD tenand ID is used used by FortiAuthenticator upon receiving SSOMA update from FortiClient to know
which OAuth server /Azure tenant to query.

8. Click Save.

Nooakowh2

= = FortiAuthenticator VM fac-cloud-1.fortiad.info

System > | Edit Remote OAuth Server
Authentication v | Name: (Azure_Fac_oa )
& User Account Policies > | OAuth source: Azure Directory v
& User Management > | ClientID: 0e3573a0-2368-44c0-b76¢-6a1288cf350e
& Portals > | Client Key:
@ Include for SSO
General Azure AD tenant ID: 99064eba-0819-45ba-91a0-c1feéSebach3
LDAP
RADIUS
OAUTH
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Results

1. When logging in to Microsoft Entra ID, select Other user.

2. Log in as john@csefac8.onmicrosoft.com.

Other user

john@csefac8.onmicrosoft.com

D

Sign in to: Your work or school account

john doe

~*Welcome

FSSO sessions and debug logs

On FortiAuthenticator, when you go to Monitor > SSO Sessions, you can see the FSSO sessions.

System > | £ Refresh & Export @ LogoffAll Yo
Authentication >
Fortinet SSO Methods N (] Logon Time Update Time Workstation IP Address Domain Grouping Domain Username Source Group
Monitor . | FriFeb2416:19:.. FriFeb24 16:19:10... DESKTOP-CISASU... 172.27.1.80 DEFAULT CSEFAC8.0... JOHN FortiClient ~ JOHN+ENGINEERING+MARKETING
Q@ sso I [ FriFeb2416:19:.. FriFeb 24 16:19:10... DESKTOP-CISASU... 10.222.48.80 DEFAULT CSEFAC8.0... JOHN FortiClient ~ JOHN+ENGINEERING+MARKETING
Domalbs 2550 sessions
SSO Sessions
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Go to extended debug logs https://<FortiAuthenticator-IP-Address>/debug to see FSSO debug logs in Log

Categories > Single Sign On.

©2/24/2023
©2/24/2023
©2/24/2023
©2/24/2023
©2/24/2023
©2/24/2023
©2/24/2023
©2/24/2023
02/24/2023
©2/24/2023
02/24/2023
©2/24/2023

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

1e
1e
1e
1e
1e
1e
11
12
12
12
16
16

[43CEC700] FCT server accepting one connection from 10.222.48.88(sock 16)

[3COCE700] FCT LOGON 2023-62-24-16:19:10/1970-01-01-01:

[3C9CE700] FCT 10.222.48.80: SSOMA UUID: AAD4642EA201440C8A4580A285341FDA ENS S/N: FCTENS8823000467 EMS t
3

nant ID: (null)

[3C9CE700] FCT 10.222.48.80: pending user CSEFACS.ONMICROSOFT.COM/JOHN group lookup with tenant ID 99064EBA-0819-45BA-91A0-C1FE6SEBACE3
[43ccB700] [OAUTR [INFO]: session Azure_FAC_OA' successfully get access token (expires in 3508 sec)

[43ccB700] [OAUth [INFO]: session ‘Azure FAC_OA' successfully get 2 groups for user CSEFACS.ONMICROSOFT.COM/JOHN

[43ccB700] Group Cache [INFO]: added: CSEFACS.ONMICROSOFT.COM/JOAN

[43ccB700] Logon Cache [INFO]: Added new logon, workstation:DESKTOP-CISASUK.CSEFACS.ONMICROSOFT.COM ip:10.222.48.80;172.27.1.80 user:CSEFACS.ONMICROSOFT.COM/JOHN
[43C0@3700] Send new updates (total 2) to FGVMULTM2200125@-root/172.27.1.254(sock 14)

[43ce3700] Send new updates (total 1) to GUI(sock 12)

FortiAuthenticator 8.0.0 Examples
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0:00 FortiClient (null):DESKTOP-CISASUK.CSEFACS.ONMICROSOFT.COM/10.222.48.80;172.27.1.80 CSEFAC8.ONMICROSOFT.COM/JOHN
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Federation and identity integrations
(SAML, OAuth)

SAML IdP proxy for Azure

This example describes how to set up FortiAuthenticator as a SAML IdP proxy for Microsoft Azure to add OTP to the
Azure IdP authentication.

To configure FortiAuthenticator as a SAML IdP proxy for Azure:

Configuring OAuth settings on page 189

Configuring the remote SAML server on page 190

Creating a remote SAML user synchronization rule on page 194
Configuring an Azure realm on page 191

Configuring SAML IdP settings on page 192

Configuring SP settings on FortiAuthenticator on page 193
Configuring the login page replacement message on page 192
Results on page 193

®NoOO~ELDN=

Configuring OAuth settings

A remote OAuth server is configured to import SAML users and assign an OTP method through a sync rule import. See
Configuring the remote SAML server on page 190 and Creating a remote SAML user synchronization rule on page 194.

To configure remote OAuth settings:

1. On FortiAuthenticator, go to Remote Auth. Servers > OAUTH, and click Create New.
2. Provide a name for the server and select Azure Directory as the OAuth source.
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Federation and identity integrations (SAML, OAuth)

3. Enter the client ID and client key from the SAML application on your Azure account.

213 FortiAuthenticator VM FAC-1dP

System > | Create New Remote OAuth Server
Authentication v Name e
& User Account Policies > | OAuth source: Azure Directory 5
@ User Management > | Client ID:
>
>

& Self-service Portal

Client Key:
<& Portals
General
LDAP
RADIUS
OAUTH
SAML
& RADIUS Service
& LDAP Service
& OAuth Service
E samLidp
§13 FAC Agent
Fortinet SSO Methods
Monitor

Certificate Management

Logging

4. Click OKto save changes.

Configuring the remote SAML server

To configure the remote SAML server:

1. Goto Remote Auth. Servers > SAML, and click Create New.
The server name must match the one created in https://portal.azure.com/. For example, if the name in Azure is set
as AZIdP, the SAML server should also use AZIdP (case sensitive).

2. Forthe Entity ID, click the dropdown menu and select the Azure IdP option.
3. Import the IdP metadata from Azure. To download and import the Azure federation metadata:

a. InAzure, go to Azure Active Directory > App Registrations and select the application being used for
SAML authentications for your FortiAuthenticator.

b. In Endpoints, select the federation metadata document, enter the URL into the browser, and save it as an
XML file.

c. Click Import IDP metadata/certificate, and upload the federation metadata file.

4. In Group Membership, select Cloud and choose the previously created Azure OAuth server. See Configuring
OAuth settings on page 189.

5. Atthe top of the page, select Proxy as the Type, and copy the Portal URL to be used later when customizing the
replacement message.
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Federation and identity integrations (SAML, OAuth)

FortiAuthenticator VM FAC-IdP

System > | Create New Remote SAML Server 5
Authentication v | Name: AZidP

& User Account Policies > | Description:

# User Management >

& Self-service Portal >

& Portals » | Deviee FQDN: fac.school.net

3 Remote Auth. Servers Type: F$50
General URL Nomenclature:

et Portal URL: https://fac.school.net/saml-idp/proxy/AZIdP/login/ €]
RADIUS Entity ID: w) [V @
OAUTH
ACS (login) URL: //fac.school.s ! 2
e~ https:// ool ip/pr 1dP/saml/?ac: @
import 0P metadata/certicate
& RADIUS Service >
A IDP entity ID:
LDAP S
ervice > | IDP single sign-on URL:
& OAuth Service > | IDP certificate fingerprint:
Ex samiigp > | Fingerprint algorithm:
&3 FAC Agent > | Authentication context: o g
Fortinet SSO Methods > | OB Enable IdP-initiated assertion response
Monitor 5 | C® Sign SAML requests with a local certificate
Certificate Management » | single Logout
Logging > | O® Enable SAML single logout
Username
Obtain username from: O Subject NamelD SAML assertion
® Text SAML assertion
Group Membership

Obtain group membership from: O SAML assertions
O LDAP lookup
® Cloud
OAuth server: | azure 2

Groups field:

» Implicit group membership

6. Click OKto save changes.

Configuring an Azure realm

To create an Azure realm and add it to the IdP:

1. Go to Authentication > User Management > Realms
2. Click Create New.
3. Add the details of the Azure realm, and click OK.
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Configuring SAML IdP settings

To configure general settings:

1. Go to Authentication > SAML IdP > General.
2. Select Enable SAML Identity Provider portal, and enter the following:
a. Server address: Enter the FortiAuthenticator FQDN.

b. Default IdP certificate: Select a default certificate to use.

5 .
@ Enable SAML Identity Provider portal
Device FQDN:
Server address: facschoolnet
1dP Initiated Login
URL: httpsy//fac.schoolnet/saml-idp/portal/ (@
Authentication method: O Mandatory password and OTP
© Al configured password and OTP factors
O Password-only
O OTP-only
O FIDO
Authentication And Security
Captcha: Disabled
Login session lifetime: 480 minutes (5-172800)
Username input format: O username@reaim

O realm\username

O realm/username
Use the default realm if the user-provided realm does not match any of the configured realms
Legacy login sequence
Trusted endpoint single sign-on

Certificates
Default IdP certificate:
Default-Server-Certificate [C-US, ST-Calfornia, L-Sunnyvale, O~Fortinet, . cator, CN=Default-Server-Certificate-4CAABSDD] v

Default signing algorithm: http://wvevew3.org/2001/04/xidsig- morefrsa-sha256 v

Automatically switch IdP certificate before its expiry time

Advanced Settings

Reverse proxy integration
Use geolocation in FortiToken Mobile push notifications

@ Get nested groups for user
N
3. Click Save.

To add a realm:

A\,
‘?' Starting FortiAuthenticator 6.6.3, to add a realm for SAML IdP, go to Authentication
- > SAML IdP > User Sources.

1. Go to Authentication > SAML IdP > User Sources, and select Create New.
2. From the Realm dropdown, select the realm associated with the remote server for Azure IdP.

[Create New Other Client Realm Mapping

Realm: adidp | Local users v

Filter realm users by group

3. Click Save.

Configuring the login page replacement message

To configure the login page replacement message:

1. Go to Authentication > SAML IdP > Replacement Messages.
2. Onthe Login Page replacement message, click the Restore Defaults dropdown and choose idp-server-and-proxy.
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3. In the text/html editor, scroll down until you see the [proxy_portal_url] placeholder and replace it with the
previously saved proxy portal URL.

125 FortiAuthenticator VM FAC-1dP

System > | & Manage Images
Authentication v
Name Description Modified
& User Account Policies >
 User Management > | SAMLIdP
& Self-service Portal , | LoginPage HTML page for SAML IDP user login °
& Portals » | Token Login Page HTML page for SAML IDP two factor authentication °
2 Remote Auth. Servers > |  SAMLIDP Login Success Page HTML page presented when user is successfully authenticated °
& RADIUS Service > SAML IDP Request Expired Page HTML page presented when SAML assertion request is expired o
& LDAP Service > | SAMLIDP Logout Success Page HTML page presented when user is successfully logged-out o
& OAuth Service >
B sAMmLIdP o
General
Replacement Messages
Service Providers
Save | 'O Restore Default ~ | BB Toggle Tag List Format: text/html
&5 FAC Agent >
Fortinet S5O Methods > ‘m
Monitor >
Certificate Management > Please enter correct credentials.
Logging >
Example message andt on
john
Password
or g cloud server
5 |o

To test Azure login through the SP:

1. Enter in the portal login URL from the service provider in a new browser.
You are redirect you to the FAC's IdP-server and proxy page.

2. Click on the link below the login options to be redirected to Microsoft's login page.

Configuring SP settings on FortiAuthenticator

To configure service provider settings:

1. Go to Authentication > SAML IdP > Service Providers and create a new reference for the service provider that you
will be using as your SAML client.

2. Enter the following information:
a. SP name: Enter a name for the SP device.

b. IdP prefix: Select +, enter an IdP prefix in the Create Alternate IdP Prefix dialog or select Generate prefix, and
click OK.

c. Server certificate: Select the same certificate as the default IdP certificate used in Authentication > SAML IdP
> General. See Configuring SAML IdP settings on page 192.

3. Click Save.
4. Inthe SP Metadata pane, enter the SP information from the client you will be using as the SAML service provider.

5. Download the /dP metadata.
This can be used to set up the SAML IdP configuration in your SAML SP client (if allowed by your client).
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6. Click OK.
Select and click Editto edit the recently created SP.
8. In Assertion Attribute Configuration:
a. Select Username from the Subject NamelD dropdown.
b. Select urn:oasis:names:tc:SAML:2.0:nameid-format:unspecifiedin Format.
9. In Assertion Attributes, select Add Assertion Attribute:
a. Entera SAML Attribute name that your SAML SP is expecting to identify the user.
b. Select a User Attribute for this selection. If you are unsure of which attribute to pick, select SAML username.

~

o] VM FAC-VMO000000000 0D © i
System > | Edit SAML Service Provider
Authentication ¥ | 1dP address fac.schoolnet
& User Account Policies > | sPname:  lsami isp
& User Management > | 1dP prefix dtowBn117agh v X +
< Portals > | 1dP entity id: http:/fac.school.net/samk-idp/3dtkw8vOh1174gyh/metadata/ 2
B2 Remote Auth. Servers > | |gp single sign-on URL: https:/fac.school.net/saml-idp/3dtkw8voh1174gyh/login/ )
& RADIUS Service > | 1dPsingle logout URL: https://fac.school.net/saml-idp/3dtkw8voh1174gyh/logout/ 2
& TACACS+ Service > | Server certificate: Default-Serv N-Defauit Server-Certficate-SBABTOEE v
& 1DAPService > | 1dp signing algorithm: Use ot
& OAuth Service >

Support IdP-initiated assertion response

B samLIcP Bl O» Participate in single logout

General SP Metadata
Replacement Messages
Service Providers SP entity ID:

§23 FAC Agent
Fortinet SSO Methods

SPACS (login) URL: s/ 129%p.
SPSLS (logout) URL: ts:/1291p.ore/s
D SAML request must be signed by SP

Monitor

Certificate Management Authentication

Logging O Mandatory password and OTP

@ Al configured password and OTP factors
Password-only

O OTP-only

O FIDO-only

Authentication method:

 Adaptive Authentication Confiuee suonets

Application name for FTM push
notification:

Use FIDO-only authentication if requested by the SP
Assertion Attribute Configuration

Subject NamelD:

Format
© Include realm name in subject NamelD
ReamFormat: (SN . ccname realm/username

8 Assertion Attributes

Assertion attribute: x
SAML attribute: memberof
User attribute: SAML usemame v
+ Add Assertion Atribate

© Debugging Options

Do not return to service provider automatically after successful authentication, wait for user input.

® Disable this service provider

10. Click OKto save changes.

Creating a remote SAML user synchronization rule

To create a SAML synchronization rule:

1. Go to Authentication > User Management > Remote User Sync Rules.

2. Inthe Remote User Sync Rules tab, select SAML, and then select Create New.
The Create New Remote SAML User Synchronization Rule window opens.

3. Enter a name for the synchronization rule.

4. In Remote SAML server, select the remote SAML server created in Configuring the remote SAML server on page
190.

5. In SAML group, select All users.

6. In Token-based authentication sync priorities, set the priority by enabling and dragging FortiToken Mobile (assign
an available token) to the top and enabling None (users are synced explicitly with no token-based authentication).
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sync_e

Azigp v

\ccount Policies > emote: erver
& User Management - [ Al users <~
Local Users
Synchronization Attributes
Remote Users
Token-based authentication sync
priorities:

Remote User Sync Rules © FortiToken Mobile (assign an available token)

Social Login Users @ None (users
Guest Users

are synced explicitly with no token-based authentication)

 FortiToken Hardware (assign if serial
User Groups

Usage Profile
Realms » FortiToken Cloud

D FortiToken Hardware (assign an available token)

FortiTokens » Email
MAC Devices
1AM

<& Portals

B8 Remote Auth. Servers > | Syncevery. 1v o houl) v

»SMs
 Dual (Email and SMS)

& RADIUS Service > | Group to associate users with { Pease Select
& TACACS+ Service > | FortiToken Logo: [ Please Select] v

& LDAP Service > | Do not delete synced users when they are no longer found on the remote server

& OAuth Service > | SAML User Mapping Attributes

Certificate Management

Logging

7. Click OKto create the new SAML synchronization rule.

SAML IdP proxy for Google Workspace

This example describes how to set up FortiAuthenticator as a SAML IdP proxy for Google Workspace to add OTP to the
Google Workspace IdP authentication.

To configure FortiAuthenticator as a SAML IdP proxy for Google Workspace:

Configuring OAuth settings on page 195

Configuring the remote SAML server on page 196

Creating a remote SAML user synchronization rule on page 197
Configuring a Google Workspace Realm on page 197
Configuring IdP settings on page 198

Configuring SP settings on FortiAuthenticator on page 198
Configuring the login page replacement message on page 199
Results on page 200

o A

Configuring OAuth settings

A remote OAuth server is configured to import SAML users and assign an OTP method through a sync rule import. See
Configuring the remote SAML server on page 196 and Creating a remote SAML user synchronization rule on page 197.

To configure remote OAuth settings:

1. On FortiAuthenticator, go to Remote Auth. Servers > OAUTH, and click Create New.
2. Provide a name for the server and select Google Workspace Directory as the OAuth source.
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3. Enter the Google workspace admin, and upload the Service account key file from the SAML application on your

Google Workspace account.

4. Click OKto save your changes.

ote OAuth

Configuring the remote SAML server

To configure the remote SAML server:

1. Goto Remote Auth. Servers > SAML, and click Create New.
The server name must match the one created in Google Workspace. For example, if the name in Google
Workspace is set as GSIdP, the SAML server should also use GSIdP (case sensitive).

2. Import the IdP metadata obtained from the SAML app on Google Workspace.
In Username, select Subject NamelD SAML assertion.

W

4. In Group Membership, select Cloud and choose the previously created Google Workspace OAuth server. See

Configuring OAuth settings on page 195.

5. Atthe top of the page, select Proxy as the Type, and copy the Portal URL to be used later when customizing the

replacement message.

= _= FortiAuthenticator VM FAC-VMTM20000589

System > | Create New Remote SAML Server
Authentication ¥ | Name: GSIdP
& User Account Policies > | Description:
@ User Management >
<& Portals > | Device FQDN: fac.school net
&5 Remote Auth. Servers M Toe rsso
General URL Nomenclature:
LDAP
RADIUS Portal URL: https://fac.school.net/saml-idp/proxy/GSIdP/login/ [wa)
— Entity ID: hitp:/fac schooL net/saml-idp/proxy/GSIdP/metadata/ - 4]
SAML ACS (login) URL: https://fac.school.net/saml-idp/proxy/GSIdP/saml/?acs €&

& RADIUS Service
& TACACS+ Service
& LDAP Service

& OAuth Service
B sAMLIdP

Import IdP metadata/certificate
|dP entity ID:
|dP single sign-on URL:

|dP certificate fingerprint:
Fingerprint algorithm:

>
Authentication context: Default i ML:2 Orac :Password Pr tedTransport) |
.3 FAC Agent > L R
i (T Enable IdP-initiated assertion response
Fortinet S50 Methods > a Sign SAML requests with a local certificate
Monitor ’ Single Logout
Certificate Management ’ (T Enable SAML single logout
Logging »
Username
Obtain username from: @ Subject NamelD SAML assertion
O Text SAML assertion
Group Membership

Obtain group membership from: O SAML assertions
O LDAP lookup
@® Cloud

OAuth server: | G Suite h

“ fonee

(® Implicit group membership

6. Click OKto save your changes.
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Creating a remote SAML user synchronization rule

To create a SAML synchronization rule:

Go to Authentication > User Management > Remote User Sync Rules.

In the Remote User Sync Rules tab, select SAML, and then select Create New.
The Create New Remote SAML User Synchronization Rule window opens.
Enter a name for the synchronization rule.

In Remote SAML server, select the remote SAML server created in Configuring the remote SAML server on page
196.

In SAML group, select All users.

In Token-based authentication sync priorities, set the priority by enabling and dragging FortiToken Mobile (assign
an available token) to the top and enabling None (users are synced explicitly with no token-based authentication).

75 FortiAuthenticator VM FAC-VMO0000000000

System > | Edit Remote SAML User Synchronization Rule
Authentication v | Name: sync_rile
& User Account Policies > | Remote SAML server: GsidP. v
W User Management M| SAML group: Al users

Local Users
Synchronization Attributes

Remote Users

Token-based authentication sync —— -

Remote User Sync Rules priorities: © FortiToken Mobile (assign an available token)

Social Login Users @ None (users are synced explicitly with no token-based authentication)

Guest Users =

FortiToken Hardware (assign if serial number is provided)

User Groups

Usage Profile FortiToken Hardware (assign an available token)

Realms FortiToken Cloud
FortiTokens Email
MAC Devices MS
1AM
& portas Dual (Email and SMS)
&3 Remote Auth. Servers Sync every: 1 v hourls) v
& RADIUS Service Group to associate users with: [ Please Select] v
& TACACS+ Service FortiToken Logo: [ Please Select ] v

& LDAP Service
& OAuth Service

Do not delete synced users when they are no longer found on the remote server

SAML User Mapping Attributes

B3 samLiop Username: userprincipaiName
€23 FAC Agent First name: lame.
Fortinet SSO Methods Last name:
Monitor Email
Mobile number: mobile

Certificate Management

FTK-200 serial number:
Logging

“ ke

Click OKto create the new SAML synchronization rule.

Configuring a Google Workspace Realm

To create a Google Workspace Realm and add it to the IdP:

1. Go to Authentication > User Management > Realms.
2. Click Create New.
3. Add the details of the Google Workspace realm, and click OK.
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Configuring IdP settings

To configure general settings:

1. Go to Authentication > SAML IdP > General.

2. Select Enable SAML Identity Provider portal, and enter the following:
a. Server address: Enter the FortiAuthenticator FQDN.
b. Default IdP certificate: Select a default certificate to use.

Edit SAML Identity Provider Settings

@ Enable SAML Identity Provider portal
Device FQDN:

Server address: facschoolnet
IdP Initiated Login
URL:

Authentication method:

https://fac.school.net/saml-idp/portal/ (@
O Mandatory password and OTP

© Al configured password and OTP factors
O Password-only

O OTP-only
O FIDO
Authentication And Security
Captcha: Disabled
Login session lifetime: 480 minutes (5-172800)

Username input format: © username@realm

O realm\username
O realm/username
Use the default realm if the user-provided realm does not match any of the configured realms
Legacy login sequence
Trusted endpoint single sign-on
Certificates

Default IdP certificate:
Default-Server-Certificate [C-US, ST-Calfornia, L-Sunnyvale, O~Fortinet, . cator, CN=Default-Server-Certificate-4CAABSDD] v

Default signing algorithm: http://wvevew3.org/2001/04/xidsig- morefrsa-sha256 v

Automatically switch IdP certificate before its expiry time

Advanced Settings
Reverse proxy integration
Use geolocation in FortiToken Mobile push notifications

@ Get nested groups for user
3. Click Save.

To add a realm:

\,
‘9' Starting FortiAuthenticator 6.6.3, to add a realm for SAML IdP, go to Authentication
- > SAML IdP > User Sources.

1. Go to Authentication > SAML IdP > User Sources, and select Create New.
2. From the Realm dropdown, select the realm associated with the remote server for Google Workspace.

Create New Other Client Realm Mapping

Realm: gsidp | Local users v

Filter realm users by group

3. Click Save.

Configuring SP settings on FortiAuthenticator

To configure service provider settings:

1. Go to Authentication > SAML IdP > Service Providers and create a new reference for the service provider that you
will be using as your SAML client.
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2. Enter the following information:
a. SP name: Enter a name for the SP device.

b. IdP prefix: Select +, enter an IdP prefix in the Create Alternate IdP Prefix dialog or select Generate prefix, and
click OK.

c. Server certificate: Select the same certificate as the default IdP certificate used in Authentication > SAML IdP
> General. See Configuring IdP settings on page 198.

3. Click Save.
4. Inthe SP Metadata pane, enter the SP information from the client you will be using as the SAML service provider.

5. Download the /dP metadata.
This can be used to set up the SAML IdP configuration in your SAML SP client (if allowed by your client).

6. Click OK.
7. Select and click Editto edit the recently created SP.
8. In Assertion Attribute Configuration:
a. Select Username from the Subject NamelD dropdown.
b. Select urn:oasis:names:tc:SAML:2.0:nameid-format:unspecifiedin Format.
9. In Assertion Attributes, select Add Assertion Attribute:
a. Enter a SAML Attribute name that your SAML SP is expecting to identify the user.
b. Select a User Attribute for this selection. If you are unsure of which attribute to pick, select SAML username.

- ) VM FAC-VMO000000000 0 @ xnn
System > | Edit SAML Service Provider
Authentication ¥ | 1dP address fac.school.net
& User Account Policies > | sPname <amisp
@ User Management > | 1dP prefix: 3dtkwsvon1174gyh v X +
& Portals > | 1dP entity id htp://fac.school. ! 11 4]
B2 Remote Auth. Servers > | 1p single sign-on URL: https:/fac.school.net/saml-idp/3dtkwvoh1174gyh/login/ )
& RADIUS Service > | 1dP single logout URL: https://fac.school. I 1 @
& TACACS+ Service > tificate: - o] N 5 ™
& LDAP Service > | 1dP signing algorithm: Use defaultsigning algorthm in SAML IdP General page. v
& OAuth Service > Support IdP-initiated assertion response
Participate in single logout
General SP Metadata
Replacement Messages
Service Providers SPentity ID:
8 FAC Agent > | SPACS (login) URL: =
Fortinet SSO Methods > | SPSLS (logout) URL: tos:/ 1290,
Monitor > SAML request must be signed by SP
Certificate Management > | Authentication
Logging > | Authentication method: ) Mandatory password and OTP

@ Al configured password and OTP factors
O Password-only

© OTP-only

O FIDO-only

Adaptive Authentication Configue subnets

Application name for FTM push
notification:

Use FIDO-only authentication f requested by the SP
Assertion Attribute Configuration
Subject NamelD:

Format:

© Include realm name in subject Nam
Realm Format:

B Assertion Attributes

Assertion attribute: x
SAML attribute: memberof
User attribute: SAML username v
Add Assertion Atiibute

8 Debugging Options.

Do not return to service provider automatically after successful authentication, wait for user input.

10. Click OKto save changes.

Configuring the login page replacement message

To configure the login page replacement message:

1. Go to Authentication > SAML IdP > Replacement Messages.
2. Onthe Login Page replacement message, click the Restore Defaults dropdown and choose idp-server-and-proxy.
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3. In the text/html editor, scroll down until you see the [proxy_portal_url] placeholder and replace it with the
previously saved proxy portal URL.

125 FortiAuthenticator VM FAC-1dP

System > | & Manage Images
Authentication v
Name Description Modified
& User Account Policies >
 User Management > | SAMLIdP
& Self-service Portal , | LoginPage HTML page for SAML IDP user login °
& Portals » | Token Login Page HTML page for SAML IDP two factor authentication °
2 Remote Auth. Servers > |  SAMLIDP Login Success Page HTML page presented when user is successfully authenticated °
& RADIUS Service > SAML IDP Request Expired Page HTML page presented when SAML assertion request is expired o
& LDAP Service > | SAMLIDP Logout Success Page HTML page presented when user is successfully logged-out o
& OAuth Service >
B sAMmLIdP o
General
Replacement Messages
Service Providers
Save | 'O Restore Default ~ | BB Toggle Tag List Format: text/html
&5 FAC Agent >
Fortinet S5O Methods > ‘m
Monitor >
Certificate Management > Please enter correct credentials.
Logging >
Example message andt on
john
Password
or g cloud server
5 |o

To test Google Workspace login through the SP:

1. Enter in the portal login URL from the service provider in a new browser.
You are redirect you to the FAC's IdP-server and proxy page.

2. Click on the link below the login options to be redirected to Google's login page.

SAML FSSO with FortiAuthenticator and Okta

In this example, you will provide a Security Assertion Markup Language (SAML) FSSO cloud authentication solution
using FortiAuthenticator as the service provider (SP) and Okta, a cloud-based user directory, as the identity provider
(1dP).

Okta is a secure authentication and identity-access management service that offer secure SSO solutions. Okta can be
implemented with a variety of technologies and services including Office 365, Google Workspace, Dropbox, AWS, and
more.

A user will start by attempting to make an unauthenticated web request. The FortiGate’s captive portal will offload the
authentication request to the FortiAuthenticator's SAML SP portal, which in turn redirects that client/browser to the
SAML IdP login page. Assuming the user successfully logs into the portal, a positive SAML assertion will be sent back to
the FortiAuthenticator, converting the user’s credentials into those of an FSSO user.
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In this example configuration, the FortiGate has a DMZ IP address of 192.168.50.1, and the FortiAuthenticator has the
Port1 IP address of 192.168.50.100. Note that, for testing purposes, the FortiAuthenticator’s IP and FQDN have been
added to the host’s file of trusted host names; this is not necessary for a typical network.

This configuration assumes that you have already created an Okta developer account.

([an) FortiAuthenticator

The user attempts to access internet using FortiGate.
The FortiGate captive portal offloads the request.
The user is redirected by the FortiGate to the FortiAuthenticator SAML SP portal URL configured for Okta.

The FortiAuthenticator SAML SP portal URL is redirected to the FortiAuthenticator IdP Single Sign-On URL which is
the Okta SSO URL.

This is the SAML request for authentication.

Gl o

5. The user authenticates with the username and password.
Okta Verify Push or manual Okta MFA code can be entered if configured.

6. Okta sends the SAML assertion containing the user and group authentication to the FortiAuthenticator SAML SP
ACS (login) URL.

7. FortiAuthenticator consumes the assertion and sends user and group information via the SSO connector to the
FortiGate.

8. The user browses the internet based on FortiGate identity based policies.

Configuring DNS and FortiAuthenticator's FQDN

1. On FortiAuthenticator, go to System > Dashboard > Status. In the System Information widget, select the edit icon
next to Device FQDN.
Enter a domain name (in this example, fac.school.net). This will help identify where the FortiAuthenticator is
located in the DNS hierarchy.
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2. Enter the same name for the Host Name. This is so you can add the unit to the FortiGate's DNS list so that the local
DNS lookup of this FQDN can be resolved.

= _= FortiAuthenticator VM fac.school.net

System ~ || 4 Add Widget 3
Status
User Lookup System Information User Inventory

HA Status Users Used: 1
4 Network

& Administration

Disabled: 0

Used:0

FAC-VMO000000000 Used:0 Disabled: 0

Wed Apr 120:54:32 2020 Used:0 Disabled: 0

A Messaging

v6.1.0, build0396 (GA) Logged-in: 0 Max. allowed: 5 Available: 5

Authentication
Last Backup: N/A

Logsedin:0 Masimum llowed: 5 Avalable: 5
Fortinet: SSO Methads 0 day(s) 18 hour(s) 37 minute(s)

Monitor
Certificats R .
ertificate Authentication Activity
Logging License Information o o
SMS

Logins per minute

HA Status
Enabled o 00z
75 7s 7 N N 7 7. 7, 76 B 2
£ % &3 % ® £ &3

Disk Monitor
RAID ‘Time - Last Updated: Thu, Apr 2, 2020 3:54 a.m.

Enabled o
Disk Usage

Current Usage ©oofs7G8

Top User Lockouts

admin Lockouts: 0

’ System Resources ‘

3. On FortiGate, open the CLI Console and enter the following command using the FortiAuthenticator host name and
internet-facing IP address.
config system dns-database
edit school.net
config dns-entry
edit 1
set hostname fac.school.net
set ip 192.168.50.100
next
end
set domain school.net
next

Enabling FSSO and SAML on FortiAuthenticator

1. On FortiAuthenticator, go to Fortinet SSO Methods > SSO > General and set FortiGate SSO options. Make sure to
Enable authentication.

Enter a Secret key and select OK'to apply your changes. This key will be used on FortiGate to add the
FortiAuthenticator as the FSSO server.

FortiAuthenticator 8.0.0 Examples 202
Fortinet Inc.



Federation and identity integrations (SAML, OAuth)

FortiAuthenticator 8.0.0 Examples

System »
Authentication >
Fortinet SSO Methods v

General

Portal Services

SAML Authentication

‘Windows Event Log Sources
RADIUS Accounting Sources
Syslog Sources

Fine-grained Controls

§50 Users

S50 Groups

Domain Groupings
FortiGate Filtering

IP Filtering Rules

Tiered Architecture

& Accounting Proxy

Monitor

Certificate Management

Logging

Go to Fortinet SSO

FortiAuthenticator VM fac.

Edit SSO Configuration

FortiGate

Listening port: 8000 |+
@ Enable authentication
Secret key: ssnssase

Login expiry: 480 |$4 | minutes.
Extend user session beyond logoff by: ]

(B Enable NTLM authentication

]| seconds (0-3600)

Fortinet Single Sign-On (FS50)

Maximum concurrent user sessions: 0 5 [Configure Per User/Group]
Log level: Emor  Wamning Debug | [Configure Log Filter]

(P Enable Windows event log polling (e.g. domain controllers/Exchange servers)
(@ Enable FortiNAC SSO
(T Enable RADIUS Accounting 550 clients
(B Enable Syslog SSO[Configure syslog sources]
® Enable FortiClient SSO Mobility Agent Service
B Enable hierarchical FSSO tiering
B Enable DC/TS Agent Clients
(@ Restrict auto-discovered domain controllers to configured Windows event log sources and remote LDAP servers
(@ Enable Windows Active Directory workstation IP verification
@ Disable NTLMv1 in client authentication to Windows AD server
@ Disable SMB1 in client connection to Windows AD server

Methods > SSO > Portal Services and select Enable SAML portal.

school.net

System >
Authentication >
Fortinet S50 Methods v

General

Portal Services

SAML Authentication

‘Windows Event Log Sources
RADIUS Accounting Sources
Syslog Sources

Fine-grained Controls

S50 Users

5SSO Groups

Domain Groupings
FortiGate Filtering

IP Filtering Rules

Tiered Architecture

&8 Accounting Proxy >
Monitor »
Certificate Management >
Logging >

Edit Portal Services Settings

User Portal

B Enable S50 on login portal

Kerberos User Portal
Enable Kerberos login for SSO | import keytab and enable
Kerberos Principal:

SAML Portal

@ Enable SAML portal

S50 Web Service

(O Enable SSO Web Service

Next, go to Authentication > Remote Auth. Servers > SAML, and click Create New. Enter Okta as the name.

A\,

You will not yet be able to save these settings, as the IdP information - IdP entity ID, IdP
single sign-on URL, and IdP certificate fingerprint - must be entered. These fields will be
filled out later once the IdP application configuration is complete Okta.
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FortiAuthenticator VM facschool net

System > | Create New Remote SAML Server
Authentication * | Name: ke
& User Account Policies > | Description:
@ User Management >
& Self-service Portal >
& Portals , | Device FQDN: fac.school.net
i Remote Auth. Servers Type: FSSO ]
General URL Nomenclature: egacy
LDAP Portal URL: https://fac.school.net/saml-sp/Okta/login/ 7]
RADIUS Entity ID: hittp://fac. schoolnet/saml-sp/Okta/metadata/ v @
:::IH ACS (login) URL: https://fac.school.net/saml-sp/Okta/saml/?acs ]
A EeIEeare , Import IdP metadate/certificate
) IdP entity ID:
& LDAP Service ’ I1dP single sign-on URL:
& Onuth Service * | 1dP certificate fingerprint:
B samLidp * | Fingerprint algorithm:
€23 FAC Agent > | Authentication context: Default i ML:2.0:acc :PasswordProtectedTransport) |~
Fortinet SSO Methods » | (B Enable IdP-initiated assertion response
Monitor » | (@ Sign SAML requests with a local certificate
Certificate Management » | Single Logout
Logging » | (@ Enable SAML single logout
Username
Obtain username from: @ Subject NamelD SAML assertion
O Text SAML assertion
Group Membership

Obtain group membership from: ~ ® SAML assertions
@ "In_<group>" boolean assertions
O Text-based list

O LDAP lookup
O Cloud

B Implicit group membership

“ Gonee
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Configuring the Okta developer account IdP application

1. Open a browser, go to the Applications tab and select Add Application.

=2 Applications

£} Add Application 5 Assign Applications

Active - 0

2. Select Create New App and create a new application using the SAML 2.0 sign on method.

Create a New Application Integration X

Platform Web

Sign on method Secure Web Authentication (SWA|

3. Enter a custom app name, and select Next. You may upload an app logo if you wish.
The name entered here is the name of the portal that users will log into.

=3 Create SAML Integration

o General Settings

App name ForuAuthenticator

o
fac-icon.png Browse..
Upload Logo

App visibility D Do not display application Icon to usars

D Do not display application icon In the Okta Mobile app

ancel “

4. Under A - SAML Settings, set Single sign on URL and Audience URL (SP Entity ID)to the ACS and Entity URLs
(respectively) from FortiAuthenticator.
Users will be required to provide their email address as their username, and their first and last names (as seen in
the example).
Before continuing, select Download Okta Certificate. This will be imported to the FortiAuthenticator later.
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o SAML Setting
Whet does this form do

Ihu.l-.m-. URI (SP Entity ID) tp:/ifac.school netimetad I

Defaut RelayState

In the section below, configure a Group attribute to match on FortiAuthenticator. The word Group (case-sensitive)
must be entered in Text-based listunder Obtain Group Membership from: SAML assertions inside the remote
SAML setup configuration on FortiAuthenticator. Regex matching is the most flexible option for group matching.

The below example matches all groups of a single user.

GROUP ATTRIBUTE STATEMENTS (OPTIONAL)

Name Name format i Filter

Group Unspecified v Matches regex v

Add Another

5. Inthe last step, confirm that you are an Okta customer, and set the App type to an internal app. Select Finish.

e Help Okta Support understand how you cenfigured this application

Are you a customer or partner? O I'm an Okta customer adding an Internal app

( ) I'm a software vendor. I'd like to Integrate my app with
Okta

The optional questions below assist Okta Support In understanding your app
Integration

App type This Is an intemal app that we have created

s ﬁ
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6. Once created, open the Sign Ontab and download the I/dentity Provider metadata.

FortiAuthenticator

Settings

SAML 2.0 Is not configured until you complete the setup Instructions

Application usemname format

Password reveal Allow users to securely see thelr password (Recommended;

7. Finally, open the Assignments tab and select Assign > Assign to people.
Assign the users you wish to add to the application. This will permit the user to log in to the application's portal.
Save your changes, and select Done.

Importing the IdP certificate and metadata on
FortiAuthenticator

1. On FortiAuthenticator, go to Authentication > Remote Auth. Servers > SAML, and import the IdP metadata and
certificate downloaded from Okta.
This will automatically fill in the IdP fields. Select OK'to save your changes.
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System > | Edit Remote SAML Server
Authentication ¥ | Name: Ok
& User Account Policies * | Description:
@ User Management >
& Self-service Portal >
& Portals , | Device FQDN: fac.school.net

=R Remote Auth. Servers B Type: Proxy
General URL Nomenclature: =

LDAP Portal URL: https://fac.school.net/saml-sp/Okta/login/ [a]
RADIUS Entity ID: hitp://fac.schoolnet/saml-sp/Okta/metadata/ v @
OAUTH .
s ACS (login) URL: https://fac.school.net/saml-sp/Okta/saml/?acs ]
Import IdP metadata/certificate
& RADIUS Service » )
2 IdP entity ID: http: ffwww.okta.com/exkar: 7
LDAP Service >
IdP single sign-on URL: https: /dev-241684 ok i pp/forti 41684 _forti i 1) Oh7/ss0/sam
& OAuth Service > . _—
IdP certificate fingerprint: 218087c3d42(f153f8ae55¢7715afe0eaebeb099ee07635656fb3e841dccchs
N
B samLidp > | Fingerprint algorithm: sha256
ol -
EL3 FAC Agent > | Authentication context: Default i ML:2.0:accd tedTransport) |~
Fortinet S50 Methods ’ ® Enable IdP-initiated assertion response
Monitor 4 » Sign SAML requests with a local certificate
Certificate Management > Single Logout
Logging * | C® Enable SAML single logout
Username
Obtain username from: ® Subject NamelD SAML assertion

O Text SAML assertion

Group Membership

Obtain group membership from: @ SAML assertions
O "In_<group>" boolean assertions
@ Text-based list  Group

(O LDAP lookup
Q) Cloud

® Implicit group membership

“ conee!

Enable SAML single logout and add the IdP single logout URL under the Single Logout section of the Okta Remote
SAML Server.

For example, if your Okta organization is "facschool" then the IdP single logout URL: entry would be
https://facschool.okta.com/login/default.

Single Logout
@ Enable SAML single logout
SLS (logout) URL: https://fac.school.net/saml-sp/Okta/saml/?sls @&

IdP single Iogout URL: https:/#<OktaOrganization>.okta.com/login/default

Go to Fortinet SSO Methods > SSO > FortiGate Filtering, and create a new FortiGate filter.

Enter a name and the FortiGate's DMZ-interface IP address, and click OK.

Once created, enable Forward FSSO information for users from the following subset of users/groups/containers
only. Select Create Newto create SSO group filtering objects that match each group inside Okta, and select OKto
apply all changes.
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FortiAuthenticator VM fac.school.net

System > | Edit FortiGate Filter
Authentication > | Name: Okta
Fortinet SSO Methods ¥ | FortiGate name/IP: 192.168.50.1
General o
IP Filtering

Portal Services X
(W Enable IP filtering for this service.

SAML Authentication

Windows Event Log Sources Domain Grouping Filtering

RADIUS Accounting Sources (O Forward FSSO information for users from the following domain groupings only.

Syslog Sources Fortinet Single Sign-On (FSSO)

Fine-grained Controls @ Forward FSSO information for users from the following subset of users/groups/containers only:

Ok SSO Filtering Objects

SSO Groups )

Domain Groupings REIEEN lES fctions

FortiGate Filtering Okta_groupl Group %
Create New Import

IP Filtering Rules

Tiered Architecture “ Cancel
E¥ Accounting Proxy

Monitor >
Certificate Management >
Logging >

The names entered for the filter must be the same as the group names created in Okta.
Failing to enter the exact same names will result in the SSO information not being pushed
to FortiGate.

Configuring FSSO on FortiGate

To configure FSSO on FortiGate:

1. On FortiGate, go to Security Fabric > Fabric Connectors.
Create a new FSSO agent connector to the FortiAuthenticator.

2. Select Apply & Refresh. The SAML user groups name has been successfully pushed to FortiGate from
FortiAuthenticator, appearing when you select View.

="2 FortiGate 100EF FortiGate 100EF

-
@ Dashboard >  Edit Fabric Connector
|'\Z'\. Security Eabric v & Public SDN Connector Setup Guides
Physical Topology 550/Identity

25 Amazon Web Services ('
Logical Topology ® Google Cloud Platform ('
A Microsoft Azure (£

Security Rating =< Oracle Cloud Infrastructure (&'

Automation
. B Private SDN Connector Setup Guides
ettings
Eabric C t s % Cisco Application Centric Infrastructure ('
Sl UASL LLss e = Nuage Virtualized Services Platform (2
& FortiView 5 T OpenStack Connector ('
4 Network N Connector Settings ws VMware NSX (7
& System N Name fac.school.net @ Documentation
B Policy & Objects > Primary FSSO agent 192.168.50.100 - sssssase + & OnlineHelp
4 Video Tutorials ('
& Security Profiles >
Enable SSL/TLS connection (B
L VPN >
User group source €@ Collector Agent ]|

User & Device >
& ! Users/Groups @ 1 @ View
Ll Log & Report >
€ Monitor >

Apply & Refresh Cancel
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Select View and make sure that the FSSO group has been pushed to FortiGate.

3. Goto User & Device > User Groups and create a new user group.
Enter a name, set Typeto Fortinet Single Sign-On (FSSO), and add the FSSO group as a Member.

@ Dashboard > New User Group
Nk Security Fabric >
Name Okta_groupl
|8 FortiView >
Type Firewall
b Network > Fortinet Single Sign-On (FSSO)
£ System > RADIUS Single Sign-On (RSSO)
® Policy & Objects > Guest
@ Security Profiles ,  Members F2 OKTA_GROUP1 x
+
S0 VPN >
| & User & Device v
User Definition Cancel
User Groups hd

Guest Management
Device Inventory
LDAP Servers
RADIUS Servers

Authentication Settings
FortiTokens
Ll Log & Report >
€& Monitor >
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Configure automatic redirect

To configure automatic redirect on FortiGate:

In order to automatically redirect the user to the initial website after authentication, erase the existing HTML code and
replace it with the following HTML code on the FortiGate in System > Replacement Messages > Authentication > Login
Page.

Replace <FortiAuthenticator-FQDN> with the DNS name of the FortiAuthenticator.

<html>
<head>
<meta charset="UTF-8"/>

<meta http-equiv="refresh" content="1;url=https://<FortiAuthenticator-FQDN>/saml-
sp/Okta/login/?user_continue_url=%%PROTURI%%&userip=%%USER_IP%%" />

<script type="text/javascript">
window.location.href="https://<FortiAuthenticator-FQDN>/saml-sp/Okta/login/?user_continue_
url=%%PROTURI%%&userip=%%USER_IP%%"
</script>

<title>
Page Redirection
</title>

</head>

<body>
If you are not redirected automatically,
<a href="https://<FortiAuthenticator-FQDN>/saml-sp/Okta/login/?user_continue_
url=%%PROTURI%%&userip=%%USER_IP%%" >
login
</a>

</body>

</html>
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Configure address objects and policies

To configure addresses objects and policies on FortiGate:

1. Goto Policy & Objects > Addresses and add the FortiAuthenticator as an address object.

=" = FortiGate 100EF FortiGate_100EF

@ Dashboard >  Edit Address
NA Security Fabric >
Name fac.school.net
I FortiView > =
Color ] Change
+ Network >
Type v
& System >
IP/Netmask 192.168.50.100/32
I B Policy & Objects v
Interface ® dmz v
IPv4 Polic
v H Show in address list O

Authentication Rules
Static route configuration (B

- i Comments Write a comment... A orss
Internet Service Database

Services

Schedules

Virtual IPs

IP Pools

Protocol Options

Traffic Shapers

Traffic Shaping Policy

Traffic Shaping Profile

& Security Profiles >
[ ox STy

8 VPN >

2. Create the FQDN objects below.
» *.okta.com
*.mtls.okta.com

» *.oktapreview.com

» *.mtils.oktapreview.com
» *.oktacdn.com

» *.okta-emea.com
*.mtls.okta-emea.com

* kerberos.okta.com

*.kerberos.okta-emea.com
» *.kerberos.oktapreview.com
As these are FQDNs, make sure to set Type to FQDN.

3. Create an Address group and name it Okta Bypass and add the FQDNs you created above into the Okta Bypass
address group.

4. Goto Policy & Objects > IPv4 Policy and create all policies shown in the examples below: a policy for DNS, for
access to the FortiAuthenticator, for Okta bypass, and for FSSO including the SAML user group.
Allow access to the FortiAuthenticator on the DMZ from the LAN:
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Edit Policy

Name ©

Incoming Interface

Outgoing Interface

Source

Destination

Schedule

Service

Action

FortiAuthenticator
=2 lan

™ dmz

&= lan

& fac.school.net

[@ always

Q) HTTPS
+

V@ deiul @ DENY

Inspection Mode REEIEESE Proxy-based

Firewall / Network Options

NAT

O

Add the following three policies in order:
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Edit Policy

Name €
Incoming Interface
Outgoing Interface

Source

Destination

Schedule

Service

Action

DNS

=2 lan
™ wan1
= lan

= all

[0 always

fa) DNS
&

V.ol © DENY

Inspection Mode REMNTEEEEM Proxy-based

Firewall / Network Options

NAT

FortiAuthenticator 8.0.0 Examples
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Edit Policy
Name © Okta_Bypass
Incoming Interface | =2 lan v
Outgoing Interface = M wan1 v
Source & lan x
+
Destination e Okta_Bypass x
+
Schedule [0 always v
Service 1) HTTPS x

+
Action v ACCEPT JZN»I3)4
Inspection Mode REGNEEHE Proxy-based

Firewall / Network Options
NAT L @

Inthe SSO_Internet_Access policy, add the Firewall Guest-group and the Okta FSSO group that is received from
FortiAuthenticator. The Guest-group redirects the initial Internet access request from the browser to Okta. Once the
user is authenticated the browser will automatically redirect to the website from the initial HTTP/HTTPS request
matching the Okta SSO group.
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Edit Policy
Name © SSO_Internet_Access
Incoming Interface | 22 lan v
Outgoing Interface ™ wan1 v
Source = lan x
¥= Guest-group x
2 OKTA_GROUP1 b
+
Destination & all x
+
Schedule fo always v
Service 3] ALL %
+
Action v Yeloaam @ DENY

Inspection Mode REGIEELGE Proxy-based

Firewall / Network Options

NAT O

Results

To test the connection, open a new browser window and attempt to browse to the Internet. The browser will redirect to
the FortiAuthenticator SAML portal, which pushes the browser to the SAML IdP.

Alternatively, you can directly navigate to the portal URL.
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1. Enter the user's credentials, and select Sign In.

Connecting to [e=]

Sign-in with your fortinet-dev-24 unt to access

Fortiauthenticato

okta

Sign In

LA LR L L AL L AL L)

The assertion is pushed to FortiAuthenticator where the user is authenticated.

2. On FortiAuthenticator, go to Monitor > SSO > SSO Sessions to view the user and assigned user group.

3. On FortiGate, go to Monitor > Firewall User Monitorto view user information, and confirm that the user has been
authenticated via FSSO.

Office 365 SAML authentication using
FortiAuthenticator with 2FA in Azure/ADFS hybrid

environment

FortiAuthenticator can act as the SAML IdP for an Office 365 SP using FortiToken served directly by FortiAuthenticator
or from FortiToken Cloud for two-factor authentication.

The configuration outlined in this guide assumes that you have already configured your FortiAuthenticator with
FortiToken Cloud. For more information on how to do this, please see the FortiAuthenticator Administration Guide.
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Office 365

)

Azure

FortiAuthenticator ~ Active Directory

Q
O

—

The user browses to 0365 login page.

The user enter the UPN to begin login.
0365 determines the domain is federated.

0365 redirects the browser to the PassvielLogonUri configured for the domain.

The PassvieLogonUri is the IdP single sign-on URL configured for the O365 SP on the FortiAuthenticator.
The user enters the UPN and password in the FortiAuthenticator |dP logon.

FortiAuthenticator validates the username and password.

The user is prompted for 2FA.
The 2FA push approval is sent by the user.

8. Authentication is completed by FortiAuthenticator and the browser is redirected to the O365 home page.

N

No ok~

To configure Office 365 SAML authentication using FortiAuthenticator with 2FA in Azure/ADFS hybrid
environment:

Configure the remote LDAP server on FortiAuthenticator on page 218

Configure SAML settings on FortiAuthenticator on page 219

Configure two-factor authentication on FortiAuthenticator on page 220

Configuring FortiAuthenticator SAML with Microsoft Entra ID (formerly Azure AD) on page 221
Configure Microsoft Entra ID Connect on page 222

oo kwh =

Results on page 229

Configure the remote LDAP server on FortiAuthenticator

To configure the LDAP server:

1. Go to Authentication > Remote Auth. Servers > LDAP and click Create New.
2. Configure the following settings:

a. Name: Provide a name for the remote LDAP server.
Primary server name/IP: Enter the IP address for the AD (Active Directory) source.
Base distinguished name: Configure the based distinguished name for your AD source.
Bind type: Select Regular.

Username/Password: Enter the username and password for your AD source.
The remaining settings can be left in their default state.

3. Click OKto save your changes.

a0 0T
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To configure the Active Directory realm:

1. Go to Authentication > User Management > Realms and click Create New.
2. Configure a name for the realm and select your LDAP server as the User source.
3. Click OKto save your changes.

Configure SAML settings on FortiAuthenticator

To configure FortiAuthenticator IdP settings:

1. Go to Authentication > SAML IdP > General and click Enable SAML Identity Provider portal.
2. Configure the following settings:

a. Server address: The IP address or FQDN of the FortiAuthenticator.

b. Realms: Select the previously created LDAP realm.

c. Default IdP certificate: Choose a certificate. The default can be used if desired.
The remaining settings can be left in their default state.

= _= FortiAuthenticator VMAZURE fac1

System > | Edit SAML Identity Provider Settings
Authentication ¥ | @ Enable SAML Identity Provider portal
& User Account Policies > Device FQDN: fac1.ftnt.xyz
W User Management 4 Server address: fact fintxyz
& Self-service Portal » IdP-initiated login URL: https:/fac1 ftnt.xyz/saml-idp/portal/ )
+& Portals L Username input format: ® username@realm
&2 Remote Auth. Servers > realm\usemame
O realm/usemname
& RADIUS Service > Real
ealms:
& LDAP Senvice s Default © Realm Allow Local Users To Override Remote Users Groups Delete

& OAuth Service > ® 2| AD(17216106) v © Filter:
= Filter local users:
B sAMLIdP -
Add areaim
General
Replacement Messages Login session timeout: 480 | minutes (5-1440)
Service Providers Default IdP certificate: 1] CN-fact fintaxyz e
23 FAC Agent

Monitor
Certificate Management

Logging

3. Click OKto save your changes.

To configure the service provider settings on FortiAuthenticator:

1. Go to Authentication > SAML IdP > Service Providers and click Create New.
2. Configure the following settings:

a. SP Name: enter a name for your service provider.

b. IdP Prefix: Click Generate prefix to create a new |dP prefix.

c. Server certificate: Select the certificate to be used in your configuration or choose Use default setting in

SAML IdP General page.
SP entity ID: Enter urn:federation:MicrosoftOnline.
SP ACS (login) URL: Enter https://login.microsoftonline.com/login.srf.
SP SLS (logout) URL: Enter https://login.microsoftonline.com/login.srf.
g. Participate in single logout: Can be enabled if you wish this SP to participate in SAML single logout.
3. Inthe Assertion Attributes section, configure the following settings:
a. Subject NamelD: Select user mS-DS-Consistency Guid.

b. Format: Select urn:oasis:names:tc:SAML:2.0:nameid-format:persistent.
Press Enter and then SAML attributes can be created.

- 0 Qo
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4. Inthe Debugging Options section click Create New to create a SAML attribute with the following settings:

a. SAML attribute: Enter IDPEmail.

b. User attribute: In the dropdown, select userPrincipalName under Remote LDAP server.

= .5 FortiAuthenticator VMAZURE facl

System Edit SAML Service Provider
Authentication SP name: 0365
& User Account Policies 1dP prefix: 8d95ind90xebgibu

4@ User Management Server certificate: 1| EN=fact fentxyz

& Self-service Portal 1dP address: faot. fntayz

1dP entity id: http://fac1.fint.xy

&4 Remote Auth. Servers

1dP single sign-on URL:
& RADIUS Service

1dP single logout URL:

Hdp/8do5in4

&

https://fac?.ftnt.xyz/sami-idp/8d95in490xeg 1bu/login/ 21

& LDAP Service https://fac.fint.xy. dp.

& OAuth Service

B sAMLIdP SP entity ID:

= SP ACS (login) URL: hitps:/logi
SP SLS (logout) URL: hitps:/login.mi
Support IdP-initiated assertion response
» Participate in single logout

>
>
>
>
& Portals >
>
N
>
>

rosoftOnline

urm:federati

oftonline.com/login.srf

oftonline.com/login.srf

Replacement Messages
Service Providers
i FAC Agent

) SAML request must be signed by SP
Fortinet SSO Methods

Monitor Authentication

" Authentication method:
Certificate Management .

(O Password-only authentication
O Token-only authentication

Logging

Assertion Attributes
Subject NamelD: user mS-DS-ConsistencyGuid v

Format: 2.0:

©O Mandatory two-factor authentication
@ Verify all configured authentication factors

Bypass FortiToken authentication when user is from a trusted subnet  Configure

Include realm name in subject NamelD
Debugging Options
SAML Attribute
IDPEmail

5. Click OKto save your changes.

User Attribute

@

jbnets

Remote LDAP userPrincipalName

temative ACS URLs

Actions

%

Configure two-factor authentication on FortiAuthenticator

To configure a remote user sync rule:

1. Go to Authentication > User Management > Remote User Sync Rules, and click Create New.

2. Configure the following settings:
a. Name: Enter a name for the sync rule (e.g. AD).

b. Remote LDAP: Select your remote LDAP server.

3. Configure the token-based sync priority settings under Synchronization Attributes by enabling and ordering the

authentication sync priorities.

This example scenario uses FortiToken Cloud for two-factor authentication, so the priority is FortiToken Cloud
followed by None (users are synced explicitly with no token-based authentication).
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FortiAuthenticator VM FAC-VMTM20000589

System
Authentication

& User Account Policies

& User Management v

Local Users
Remote Users
Remote User Sync Rules
Social Login Users
Guest Users
User Groups
Usage Profile
Organizations
Realms
FortiTokens
MAC Devices
"E' Partals
&2 Remote Auth. Servers
& RADIUS Service
& TACACS+ Service
& LDAP Service
& OAuth Service
B samLidp
£28 FAC Agent
Fortinet SSO Methods
Monitor

Certificate Management

Logging

>

Create New Remote LDAP User Synchronization Rule

Name: SAMLAD

Remote LDAP: LDAPR (192.168.50.123) |+
Base distinguished name: DC=ftnt,DC=xyz

LDAP filter:

Synchronization Attributes

Token-based authentication sync 8 .
priorities: & FortiToken Cloud

& FortiToken Hardware (assign if serial number is provided)

(1 None (users are synced explicitly with no token-based authentication)

D FortiToken Hardware (assign an available token)
B FortiToken Mobile (assign an available token)
(B Email
B SMs
B Dual (Email and SMS)

Sync every: 1 |v| | hourls) |v

Sync as: Local User

User role for new user imports: Administrator Sponsor

Group to associate users with: [ Please Select] |~

Organization: [ Please Select] ~

Certificate binding CA: [Please select] ~

(® Do not delete synced users when they are no longer found on the remote server
(2 Proceed with rule even when response empty.

LDAP User Mapping Attributes

Username: sAMAccountMame
First name: givenName

Last name: sn

Email: mail

Phone number: telephoneNumber

Mobile number:

4. Select or create a user group to associate users with from the dropdown menu.
5. The remaining settings can be configured to your preference or left in their default state.

6. Click OKto save your changes when completed.

To configure remote users with two-factor authentication:

1. Go to Authentication > User Management > Remote Users and Import users from your Active Directory account.
2. Editauser and enable Token-based authentication, and select FortiToken > Cloud as the delivery method.

3. Click OKto save your changes.

Configuring FortiAuthenticator SAML with Microsoft Entra ID

(formerly Azure AD)

This shows how to configure a domain and integrate FortiAuthenticator as an SP in Microsoft Entra ID using Microsoft
Graph PowerShell.

To configure FortiAuthenticator SAML with Microsoft Entra ID:

Step 0: Install the required module

Install-Module Microsoft.Graph -Scope CurrentUser
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Step 1: Connect to Microsoft Graph

Connect-MgGraph -Scopes "Domain.ReadWrite.All", "Directory.AccessAsUser.All", "User.Read.All",
"Application.ReadWrite.All"

Step 2: Define domain and federation settings

$domain = "contoso.com"

$PassivelLogOnUri= "https://auth.fortitrustid.forticloud.com/saml-idp/h9p8jetp8eez364e/login/"
$LogOffUri= "https://auth.fortitrustid.forticloud.com/saml-idp/h9p8jetp8eez364e/logout/"
$IssuerUri= "https://auth.fortitrustid.forticloud.com/saml-idp/h9p8jetp8eez364e/metadata/"
$MetadataExchangeUri = "https://auth.fortitrustid.forticloud.com/saml-

idp/h9p8jetp8eez364e/metadata/"

$ActiveSignInUri= "https://auth.fortitrustid.forticloud.com/saml-idp/h9p8jetp8eez364e/login/"
$SigningCert= Get-Content "C:\path\auth.fortitrustid.forticloud.cer" -Raw

$DisplayName = "contoso.com"

$FederatedIdpMfaBehavior = "acceptIfMfaDoneByFederatedIdp”

Step 3: Create and verify the domain

New-MgDomain -Name $domain

Get-MgDomainVerificationDnsRecord -DomainId $domain

A Update your DNS records to complete domain verification.

Step 4: Configure federation

New-MgDomainFederationConfiguration -DomainId $domain -PassiveSignInUri $PassivelogOnUri -

SignOutUri $LogOffUri -IssuerUri $IssuerUri -MetadataExchangeUri $MetadataExchangeUri -
SigningCertificate $SigningCert -DisplayName $DisplayName -FederatedIdpMfaBehavior
$FederatedIdpMfaBehavior -PreferredAuthenticationProtocol "saml" -ActiveSignInUri $ActiveSignInUri

Step 5: Revert to Entra ID as the IdP (if needed)

Update-MgDomain -DomainId $domain -AuthenticationType "Managed"

Configure Microsoft Entra ID Connect

You will first need to download Microsoft Entra ID Connect from Microsoft on your Active Directory Domain Controller.

To configure Microsoft Entra ID Connect:

1.

Launch Microsoft Entra ID Connect to create a synchronization service to sync attributes from Active Directory to
Office365.
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2. Select Customize to begin a customized installation, and click Install.

‘ Microsoft Azure Active Directory Connect

Install required components
Express Settings

Required Components No existing synchronization service was found on this computer. The Azure AD Connect synchronization
service will be installed. o

User Sign-in

("] specify a custom instaliation location
[] Use an existing SQL Server
L Use an existing service account

] specify custom sync groups
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3. Onthe User sign-in page, select Do not configure, and click Next.

osoft Azure Active Directory Connect

Express Settings

=

Required Components
Connect to Azure AD
Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
dentifying users
Filtenng
Optional Features

Configure

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.

User sign-in
Select the Sign On method, @

Password Hash Synchronization @
Pass-through authentication )
Federation with AD FS 0
*) Federation with PingFederateo
% Do not configure 0

Select t[«} option to enable single sign-on for your corporate desktop users:

Enable single sign-on @

Previous
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4. Onthe Connect to Azure AD page, enter your Microsoft Entra ID global administrator credentials, and click Next.

* Microsoft Azure Active Directory Connect

Express Settings
Required Components

User Sign-in

Connect to Azure AD

Syne
Connect Directonies
Azure AD sign-in
Domain/OU Filtering
dentifying users
Filtering

Features

Optiona

Configure

FortiAuthenticator 8.0.0 Examples
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Connect to Azure AD

Enter your Azure AD global administrator credentials. @

USERNAME

| usermamed@oomoso, ommaro soit com |

PASSWORD

| |
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5. Select your Active Directory Forest, and click Add Directory. Create your on-premise AD admin user account.

‘ Microsoft Azure Active Directory Connect

Connect your directories

Express Settings

Required Components Enter connection information for your on-premises directories or forests. @
User Sign-In DIRECTORY TYPE

Connect to Azure AD Active Directory -

Sync FOREST @

Azure AD sign-in

Domain/OU Filtering CONFIGURED DIRECTORIES
dentifying users fint.xyz (Active Directory) @
Filtenng
Optional Features
Configure

Previous

When finished, click Next. If completed successfully, you will see your domain has been verified.
Click Nextagain.
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync

Connect Directories
Domain/OU Filtering
dentifying users
Filtenng
Optional Features

Configure

Azure AD sign-in configuration

To sign-in to Azure with the same credentials as your on-premises directory, a matching Azure AD Domain is
required. The following table lists the UPN suffixes for your on-premises environment and the status of the
associated Azure AD Domain. 0

Active Directory UPN Suffix

Azure AD Domain

ftnt.xyz verified

O

Select the on-premises attribute to use as the Azure AD username
USER PRINCIPAL NAME @

userPrincipalMame i
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6. Click Nexton the remaining pages in the configuration wizard, and click /nstall on the Ready to configure page.

soft Azure Active Directory Connect

Ready to configure

Express Settings

Required Components Once you click Install, we will do the following:

User Sign-In = Configure synchronization services on this computer

Connect to Azure AD s Configure Source Anchor Attribute

Sync * Configure rjremiengmailcom.onmicrosoft.com - AAD Connector

Connect Directaries o Configure ftnt.xyz Connector

¢ Disable Password hash synchronization
» Enable Azure AD Export Deletion Threshold (500)

Arure AD sign-in
Domain/OU Filtering
dentifying users [] Start the synchronization process when configuration completes.

Filtering [] Enable staging mode: When selected, synchronization will not export any data to AD or Azure AD.

Optional Features

The last Azure Active Directory synchronization happened at 6:49 AM. To avoid synchronization
conflicts, do not deploy more than one active server. Learn more %

7. Once the installation is complete, you are presented with the Configuration complete page which provides a
summary of the configuration changes.
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)soft Azure Active Directory Connect

Configuration complete

Express Settings
Azure AD Connect configuration succeeded. The synchronization precess has been initiated.

Required Components

User Sign- . . .
ser Sign-in The configuration is complete. You can now log in to the Azure or Office 365 portal to verify that

Connect to Azure AD user accounts from your local directory have been created. Then, do a test sign-on to the Azure

portal. Learn more

The Active Directory Recycle Bin is not enabled for your forest (ftnt.xyz) and is strongly

recommended. Learn more

e i o Azure Active Directory is configured to use AD attribute m5-DS5-ConsistencyGuid as the source

Gomain/OLI Fiindin anchor attribute. Learn more

dentifying users

Syng
Connect Directories

Azure AD sign-in

Filtenng

Optional Features

Results

Once configured, Active Directory synchronized users can sign in to Office 365 using two-factor authentication from

FortiAuthenticator.
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To sign in to Office 365 using FortiAuthenticator with two-factor authentication:

1. Navigate to Office 365 and click Sign in or Switch to a different account.
2. Enter a user account with domain and click Sign in.

. =\
B Microsoft | Office Products v Resources v Templates  Support My account t All Microsoft ~  Signin (£,

Hello, azurell. Welcome back.

azure9@ftnt. xyz| x

Switch to a different account

N 2112 Forget this account

Follow Office jm £ W © B

What's new Microsoft Store Education Enterprise Developer Company

Aecount profile Microsoft in education

Downloa

Mierosoft 365 Microsof

3. Authentication is redirected to FortiAuthenticator. Enter your user credentials, and click Login.

Username

—

Password
Or Sign in using a cloud server

Enter your 2FA token or approve the access request from your FortiToken push request.
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Confirm on Your Mobile Device or Enter
Token Code

azure9@ftnt.xyz
Token Code

—_—

Not azure9@ftnt.xyz? Sign in as a different user

Once approved you are logged in to your Office 365 account.

SAML FSSO with FortiAuthenticator and Microsoft
Entra ID (formerly Microsoft Azure AD)

In this example, you will provide a Security Assertion Markup Language (SAML) FSSO cloud authentication solution
using FortiAuthenticator as the service provider (SP) and Microsoft Entra ID, as the identity provider (IdP).

g
LAN

1 L N )

[ f——— | o 111 Intemet }——————— ) SAML IdP
Windows 10 DMz 3 Microsoft Entra ID
192.168.1.20 2 >

4
SAMLSP

FortiAuthenticator
19851.100.3

1. The client connects to FortiGate, which redirects the user to the FortiAuthenticator captive portal.
2. The client connects to FortiAuthenticator (SAML SP), which redirects the user to Microsoft Entra ID (SAML IdP).

3. The client connects to the Microsoft Entra ID to perform authentication. It receives SAML token on successful
authentication.

4. The client updates the SP with its SAML token.
5. The authenticated user is synced with the FortiGate device.
6. The user can now pass from LAN to WAN.
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To configure SAML FSSO with FortiAuthenticator and Microsoft Entra ID:

1. Microsoft Azure related configurations:
a. Creating a tenant in Azure Portal on page 232.
b. Creating an enterprise application in Azure Portal on page 234.
¢. Setting up single sign-on for an enterprise application on page 235
i. Adding a user group SAML attribute to the enterprise application on page 236.
ii. Adding users to an enterprise application on page 237.
d. Adding the enterprise application as an assignment on page 237.

Registering the enterprise application with Microsoft identity platform and generating authentication key on
page 238.

2. FortiAuthenticator related configurations:
a. Creating a remote OAuth server with Azure application ID and authentication key on page 238.
b. Creating a remote SAML server on page 239.
c. Setting up SAML SSO in FortiAuthenticator on page 240.
3. FortiGate related configurations:
a. Adding an FSSO agent on page 241.
b. Configuring an interface to use an external captive portal on page 242.
¢. Configuring a policy to allow a local network to access Microsoft Azure services on page 241.
d. Creating an exempt policy to allow users to access the captive portal on page 242.
4. Results on page 243.

Creating a tenant in Azure Portal

To create a tenant:

1. Signin to Microsoft Azure Portal.
2. In Azure portal, go to Azure Active Directory.
The Overview page opens.
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i ) Default Directory | Overview

+ Add % Manage tenants [7) What's new 5 Preview features 27 Got feedback?

Overview  Monitoring  Tutorials

solve problems

Manage
Basic information
& us
Name Default Directory Users
942b! 4-42a1-8dcf-ab21dece61ba [ Groups 42
azure: inet.onmicrosoft.com Applications o
License Azure AD Premium P2 Devices
Alerts

DES deprecation
120n
o avoid any service

My feed
. [7 Secure Score for Identity » Azure AD Connect
-  @en:
26.53%
Secure score updates can take up to 48 hours. L

Feature highlights

3. In Overview, Select Manage tenants, and then select Create.
Create a tenant window opens.

4. Inthe Basicstab, select Azure Active Directory as the tenant type, and select Next: Configuration.

Home > Default Directory > Switch tenant

a tenant

“Basics *Configuration  Review

Azure Active Directory and Azure Active Directory (82C) enable sers to access applications published by your organization, and share same administration experiences,. Learn mor¢
Tenant type

Select a tenant type *

Next: Configuration>

5. In Configuration, enter the Organization name, Initial domain name, and Country/Region.

Create a tenant

Review + create

6. Select Next: Review + create to review the entries, and select Create to create the tenant.

To switch to the correct directory:
ﬂ 1. Click the user icon on the top right.
I 2. Select Switch directory.
3. From the list, select Switch for the directory you intend to use.

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.

233



Federation and identity integrations (SAML, OAuth)

Creating an enterprise application in Azure Portal

To create an enterprise application:

1. Go to Azure Active Directory > Enterprise applications.

Enterprise applications

] EntieLrp‘rise applicatvions | All applications

+ New application

ame or the application ID.

Homepage URL Object 1D Application ID

hitps://localhost/APAC-TU-08-Al

https://fint.
http:

http:

https:
http//local
https://veww:for

http:

hitps://192.168.56.1/fsavminit

2. In Enterprise applications, select New application.
The Browse Azure AD Gallery page opens.

Browse Azure AD Gallery

>
@ single sign-on (S50) and automated user provisioning. When deploying an app from the App Gallry, you leverage prebuilt templates to connect your users more securely to their apps. Browse or create your own
single Sign-on : All User Account Management : All Categories : All
Cloud platforms
Amazon Web Services (AWS) Google Cloud Platform Oracle AP
Google Cloud v

On-premises applications

Add an on-premi Learn about Apj

3. Inthe Browse Azure AD Gallery, select Create your own application.
The Create your own application window opens.
4. Inthe Create your own application window, enter a name for the application, and select Create.

Create your own application x

AP Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here,

What's the name of your 2pp?

[ sami-fac-as-sp v

What are you looking to do with your application?
O configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Azure AD (App you're developing)

(® Integrate any other application you don't find in the gallery (Non-gallery)
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Setting up single sign-on for an enterprise application

Once the application is created, you can set up single sign-on for your application.

To set up single sign-on:

1. Go to Azure Active Directory > Enterprise applications.

2. In Enterprise applications, enter the name of your enterprise application in the search bar, and click the application
to open it.
See Creating an enterprise application in Azure Portal on page 234.

All services > Default Directory > Enterprise applications >

g2 saml-fac-as-sp | Overview

Enterprise Application

# Overview Properties
Deployment Plan n -
Manage =
- Applcation 1D ©
11l properties

cchbe353-b3de-4ch6-0e9c-.. D
2 Owners

Object D ®

&, Roles and administrators (Preview) 6b60b6bS-0e44-40e3-9792... I

2 Users and groups .
Getting Started
D single sign-on

® Pprovisioning

¥ application proxy © 1. Assign users and groups _:)) 2. Set up single sign on @ 3. Provision User Accounts. WL 4 Conditional Access

© selfsenvice Provide specific users and groups access Enable users to sign into their application Automatically create and delete user Secure access to this application with a
to the applications using their Azure AD credentials accounts in the application customizable access policy.
Assign users and groups Get started Get started Create a policy

Security

& Conditional Access
C  5-Self service

s Permissions Enable users to request access to the

application using their Azure AD

© Token encryption credentials

1l properties Get started

& owners

3. Select Get Started in Set up single sign on.
4. In Single sign-on, select SAML.

Entery lications > saml-fac-as-sp

3 saml-fac-as-sp | Single sign-on

# Overview Single sign-on (S50) adds security and convenience when users sign on to applications in Azure Active Directory by enabling a user
in your organization to sign in to lication they use with only one account. Once the user logs into an application, that
credential is used for all the other applications they need access to. Learn more,

(0 Deployment Plan

Manage

M properties Select a single sign-on method  Help me decide

2 Owners
&, Roles and administrators (Preview)
; ® Disabled {3 SAML & Password-based CQy Linked
& Users and groups single sign-on is not enabled. The user Rich and secure authentication to Password storage and replay using a Link to an appl
D singlesign-on won't be able to launch the app from applications using the SAML (Security web browser extension or mobile app. and/or
My Apps. Assertion Markup Language) protocol.

> provisioning
! application proxy

© self-senvice

The SAML-based Sign-on window opens.
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All services > Default Directory > Enterprise applications > sami-fac-as-sp

saml-fac-as-sp | SAML-based Sign-on
e

rprise Application

T Upload metadatafile ) Change single sign-on mode &7 Got feedback?

# Oveview
Deployment Plan Set up Single Sign-On with SAML
Manage An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
" implement, Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth. Lear
Il Properties more
A Ouners Read the configuration guide ¢ for help integrating saml-fac-as-sp.
& rolesans aaminisstors Grei @)

Basic SAML Configuration .
& Users and groups & Edit
D singlesign-on Identifier (Entity D) Required

Reply URL (Assertion Consumer Service URL) ~ Required
® provisioning Sign on URL Optional
Relay State
¥ Application proxy Logout Un

G self-service
(2 I -

A\ Fill out required fields in Step 1

Security
givenname
& Conditional Access sumame
. emailadaress
Permissions name

© Token encryption Unique User Identifier

1l properties
2 Owners (:] SAML Signing Certificate
&, Roles and administrators (Preview) A\ Fill out required felds in step 1
2 Users and groups Status
Thumbprint
5) SrsesEran Expiration
Notification Email hahmed@forting
® Provisioning app tadats
7 App Federation Metadata Url https://login.microsoftonline.com/342bg0cd-1b14... D
£ application proxy Certificate (s

5. Inthe SAML-based Sign-on window, select Editin the Basic SAML Configuration pane.
6. Inthe Basic SAML Configuration window, enter the following information from the FortiAuthenticator SP:
a. In Identifier (Entity ID), enter the SP entity ID.
b. In Reply URL (Assertion Consumer Service URL), enter the URL where the application receives the
authentication token.
¢. In Signon URL, enter the URL for the sign-in page for the application.
d. In Relay State, enter the URL to which the user is redirected to by the SP after a successful assertion
response.
e. In Logout Url, enter the URL used to send the SAML logout response back to the application.
f. Click Save.

Basic SAML Configuration 2

Identifier (ntity 1D) fac_as_sp/me

Reply URL (Assertion Consumer Service URL) -sp/Azure fac_as_sp/sa

Sign on URL aml-sp/Azure
Relay State
Logout Ur aml-sp/Azure

See Adding a user group SAML attribute to the enterprise application on page 236 and Adding users to an
enterprise application on page 237.

Adding a user group SAML attribute to the enterprise application

To add a user group SAML attribute:

1. Inthe SAML-based Sign-on window that opens after step 4 in Setting up single sign-on for an enterprise application
on page 235, go to the Attributes & Claims pane, and select Edit.

2. Inthe Attributes & Claims window, select Add a group claim.
The Group Claims window opens.

3. Inthe Group Claims window, select All groups in Which groups associated with the user should be returned in the
claim? and then click Save.
The Attributes and Claims window is updated to include a group claim.

FortiAuthenticator 8.0.0 Examples 236
Fortinet Inc.



Federation and identity integrations (SAML, OAuth)

Attributes & Claims -

t Add new claim Columns | &7 Got feedback?

Required claim
Claim name Value

Unique User Identifier (Name D) useruserprincipainame (nameid-for... ***

Additional claims

Claim name Value

configure the remote SAML server.

x In the SAML Signing Certificate pane, download the certificate file (base64) needed to

Adding users to an enterprise application

To add users:

1. Inthe SAML-based Sign-on window that opens after step 4 in Setting up single sign-on for an enterprise application
on page 235, go to Users and Groups.

irectory > Enterprise applications > saml-fac-as-sp

ome > Defa
@ saml-fac-as-sp | Users and groups -
aa

Enterprise Application

&7 Got feedback?

# Overview
users?"to no i properties to prevent this, >
Deployment Plan P e

Manage

11 properties Object Type Role assigned

B

& ©

2. Select Add user/group and then select None Selected to open the Users and groups window.

3. Inthe Users and groups window, search the name of the user(s) and select Selectto include all users able to
authenticate using the enterprise application.

4. Select Assignto add the user(s).

OAuth server.

\ﬂ Go to Manage > Properties and make note of the Application ID required when setting up an

Adding the enterprise application as an assignment

To add the enterprise application as an assignment:

1. Go to the directory home, and select Roles and administrators.
2. From the Administrative roles list, select Directory readers.
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3. Select ellipsis for Directory readers and then select Description.
4. Go to Assignments and select Add assignment.

5.

In the Add assignments window, search your application by name, and select Add.

Registering the enterprise application with Microsoft identity
platform and generating authentication key

To register the enterprise application:

a ke

Go to the directory home, and select App registrations.

In the App registrations window, select All applications, and search your application by name.
In the list, select your application.

Go to Manage > Certificates & secrets, and select + New client secret.

In the Add a client secret window:

a. In Description, enter a description for the client secret.

b. From the Expires dropdown, select a time period after which the client secret expires.
c. Select Add.

In Client secrets, make note of the Value.

Since this key is visible only once (immediately after creation), you will have to recreate the
key if you do not copy and store it.

The key is required when setting up an OAuth server.

Creating a remote OAuth server with Azure application ID and
authentication key

To create a remote OAuth server:

1.

a bk whN

N

Go to Authentication > Remote Auth. Servers > OAUTH and select Create New.
The Create New Remote OAuth Server window appears.

Enter a name for the remote OAuth server.
In the OAuth source dropdown, select Azure Directory.
In Client ID, enter the application id that you saved when Adding users to an enterprise application on page 237.

In Client Key, enter the authentication key created in Registering the enterprise application with Microsoft identity
platform and generating authentication key on page 238.

Enable Include for SSO, and in Azure AD tenant ID, enter your Microsoft Entra ID tenant ID.
Select OKto add the remote OAuth server.
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Creating a remote SAML server

To create a remote SAML server:

1.

10.

11.

Go to Authentication > Remote Auth. Servers > SAML and select Create New.

The Create New Remote SAML Server window opens.

Enter a name for the remote SAML server.

The name of the remote SAML server is then used when configuring SAML single sign-on in Azure.
Select Type as FSSO.

\ L}
‘?' The Portal URL is the Sign on URL in the SAML-based Sign-on window in Azure Active
- Directory > Enterprise applications on the Azure portal.

In Entity ID, enter the SAML SP entity ID.

The Entity ID is the Identifier (Entity ID) in the Azure portal.

In IdP entity ID, enter the unique name of the SAML IdP.

The IdP entity ID is Azure AD Identifierin the Azure portal.

In IdP single sign-on URL, enter the identity provider portal URL you want to use for SSO.
The IdP single sign-on URL is Login URL in the Azure portal.

In IdP certificate fingerprint.

a. Select Import Certificate.

b. Inthe Import Certificate dialog, select Upload a file, browse to the certificate file (base64) you saved earlier,
click Open, and then click OK.

Select Enable SAML single logout and enter the URL used to send the SAML logout response back to the
application in IdP single logout URL.
The IdP single logout URL is the Logout URL in the Azure portal.

In the Username pane, select Text SAML assertion, enter the text-based SAML assertion that usernames are
obtained from.

In the Group Membership pane:
a. In Obtain group membership from, select Cloud.

b. Inthe OAuth serverdropdown, select the remote OAuth server created in Creating a remote OAuth server with
Azure application ID and authentication key on page 238

Click OK.

The following shows the relation between the Microsoft Entra ID IdP and the remote SAML server.
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Setting up SAML SSO in FortiAuthenticator

To enable SAML portal:

1. Goto Fortinet SSO Methods > SSO > Portal Services.
2. Inthe Edit Portal Services Settings window, select Enable SAML portal to enable SAML portal log in for SSO.
3. Click OK.

To configure SAML SSO authentication to use Azure SAML IdP:

1. Goto Fortinet SSO Methods > SSO > SAML Authentication and select Create New.
The Create New SAML Identity Provider window opens.

2. In Remote SAML serverdropdown, select the remote SAML server created in Creating a remote SAML server on
page 239.

3. Inthe Domain Membership pane, enable Get SSO domain name from, and select Username prefix/suffix to obtain
the domain name specified in the username.

4. Click OKto create the new SAML SP portal.

To enable FSSO for FortiGate and define a password:

1. Goto Fortinet SSO Methods > SSO > General to open the Edit SSO Configuration window.
2. Inthe FortiGate pane, select Enable authentication, then enter a secret key, or password, in the Secret key field.
3. Click OK.

To create a FortiGate filter and include the groups from Microsoft Entra ID:

1. Goto Fortinet SSO Methods > SSO > FortiGate Filtering and select Create New.
The Create New FortiGate Filter window opens.

2. Enter a name to identify the filter.
3. In FortiGate name/IP, enter FortiGate unit's FQDN or IP address.
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In Fortinet Single Sign-On (FSSO) pane, enable Forward FSSO information for users from the following subset of

users/groups/containers only, and include the groups from Microsoft Entra ID you intend to send information to the
FortiGate.

Click OK.

Adding an FSSO agent

To add an FSSO agent:

1.

Go to Security Fabric > External Connectors and select Create New.
The New External Connector window opens.

In the Endpoint/Identity pane, select FSSO Agent on Windows AD.

In the Connector Settings pane:

a. Enter a name for the FSSO agent.

b. In Primary FSSO agent, enter the FortiAuthenticator SP IP address, and enter a password.

x Select View next to Users/Groups to view the groups you previously added in

FortiAuthenticator.

Click Apply and Refresh and then click OK.

Configuring a policy to allow a local network to access
Microsoft Azure services

To configure a policy:

a ke

Go to Policy & Objects > Firewall Policy and select Create New.
Enter a name for the policy.

In Incoming Interface, select the interface created to use an external captive portal.
In Outgoing Interface, select the interface for virtual WAN.

In Source:

a. Select +to open the Select Entries window.

b. InAddress, search and select all.

c. Select Close.

In Destination:

a. Select +to open the Select Entries window.

b. In Internet Service, search and select Microsoft-Azure.

c. Select Close.
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7. In Advanced pane, enable Exempt Captive Portal to exempt this policy from the captive portal.
To make the Advanced pane visible:
ﬂ ¢ Goto System > Feature Visibility.
I ¢ Enable Policy Advanced Options.
e Click Apply.
8. Click OK.

Configuring an interface to use an external captive portal

To configure an interface:

N =

oo kW

Creating an exempt policy to allow users to access the captive

Go to Network > Interfaces.

Select Create New > Interface.

The New Interface window opens.

Enter a name for the interface. Optionally, enter an alias.

In Type, select 802.3ad Aggregate.

In the Role dropdown, select LAN.

In the Address pane:

a. In Addressing mode, select Manual.

b. In IP/Netmask, enter an IP address/netmask for the interface.

c. In IPv6 addressing mode, select Manual.

d. Disable Create address object matching subnet.

In the Network pane:

a. Enable Device detection.

b. Enable Security mode, and from the dropdown, select Captive Portal.
c. In Authentication portal, select External, and enter the captive portal URL.

The captive portal URL points to samlsp/[saml-sp-name]/login/ where [ saml-sp-

I\ name] is the remote SAML server name in creating a remote SAML server.

d. Optionally, in User access, select Restricted to Groups, and then select groups for User Groups.
Click OK.

portal

If the FortiAuthenticator is not in the local user’s network, you need to create an exempt policy allowing users to access

the FortiAuthenticator and reach the captive portal.
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To create an exempt policy:

Go to Policy & Objects > Firewall Policy and select Create New.

Enter a policy name.

In Incoming Interface, select the interface created to use an external captive portal.
In Outgoing Interface, select the interface for DMZ.

In Source:

a kw2

a. Select +to open the Select Entries window.
b. InAddress, search and select all.
c. Select Close.
6. In Destination:
a. Select +to open the Select Entries window.

b. In Address, select Create > Address, and in the New Address window, enter details related to the
FortiAuthenticator SP. Click OK.

c. Select Close.
7. In Service:
a. Select +to open the Select Entries window.
b. Search and select HTTPS.
c. Select Close.
8. Inthe Firewall/Network Options pane, disable NAT.
9. In Advanced pane, enable Exempt Captive Portal to exempt this policy from the captive portal.

To make the Advanced pane visible:
ﬂ ¢ Goto System > Feature Visibility.
I « Enable Policy Advanced Options.

e Click Apply.

10. Click OK.

Results

1. Once the user attempts to access the SP, they are redirected to Azure for authentication.
2. After entering the credentials, user receives the information that the login was successful.
The SSO session is visible in both FortiAuthenticator and FortiGate:

 In FortiAuthenticator: Monitor > SSO > SSO Sessions.
« In FortiGate: Dashboard > User & Devices.
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Office 365 SAML authentication using
FortiAuthenticator with 2FA

FortiAuthenticator can act as the SAML IdP for an Office 365 SP using FortiToken served directly by FortiAuthenticator
or from FortiToken Cloud for two-factor authentication.

The configuration outlined in this guide assumes that you have already configured your FortiAuthenticator with
FortiToken Cloud, and that ADFS is set up as a SAML IdP.

To configure Office 365 SAML authentication using FortiAuthenticator with 2FA:

o0k whN 2

Configure FortiAuthenticator as an SP in ADFS on page 244
Configure the remote SAML server on FortiAuthenticator on page 244
Configure SAML settings on FortiAuthenticator on page 245
Configure two-factor authentication on FortiAuthenticator on page 247
Configure FortiAuthenticator replacement messages on page 248
Results on page 248

Configure FortiAuthenticator as an SP in ADFS

On your ADFS IdP, configure FortiAuthenticator as a SAML SP and return the following SAML assertions:

» Type: Proxy

» Subject NamelD: MS-DS-consistencyGUID
« IDPEmail: userPrincipalName

» username: sAMAccountName

Configure the remote SAML server on FortiAuthenticator

Configure a remote SAML server connected to the ADFS IdP.

To configure the remote SAML server on FortiAuthenticator:

1. Go to Authentication > Remote Auth. Servers > SAML and click Create New.
2. Configure the remote SAML server:

a.
b.
C.

Name: Provide a name for the remote SAML server.
Type: Proxy

IdP Settings: Enter the IdP entity ID, IdP Single sign-on URL, and IdP certificate fingerprint obtained from your
ADFS IdP.

Obtain username from: Select Text SAML Assertion and enter username.
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3. Click OKto save your changes.

FortiAuthenticator VM FAC-VMTM20000589

System > | Edit Remote SAML Server
Authentication v Name: SAML_ADFS
& User Account Policies > | Description:
# User Management >
ke Portals > | Device FQDN: facschool.net
Type: rsso ]
Carw URL Nomenclature:
;2?,;5 Portal URL: hitps://f l.net/saml-idp/p ADFS/login/
OAUTH Entity ID: htp: y v e}
SAML ACS (login) URL: hitps://f .net/saml-idp/proxy ADFS/saml/?acs
& RADIUS Service > Import IdP metadata/certificate
& TACACS+ Service 5 | ldPentity ID: http:/192.168.50.247 saml-icp/d9
& LDAP Service » | dPsingle sign-on URL: https://192.168.50.247 /saml-idp/d914xkiwwgqaqljsy/login/
& OAuth Service > IdP certificate fingerprint: 55ed1afSebea0494ec$8950c27c2be7485c7ed8849fe 5c73243392838228847
B samLicp , | Fingerprint algorithm: sha256
§5 FAC Agent 5 Authentication context: ! ~
Fortinet SSO Methods N _® Enable IdP-initiated assertion response
Monitor N B Sign SAML requests with a local certificate
Certificate Management , | SingleLogout
Logsing R _® Enable SAML single logout
Username

Obtain username from: O Subject NamelD SAML assertion

@ Text SAML assertion

Group Membership

® SAMLassertions
® "In_<group>" boolean assertions
O Text-based list

O LDAP lookup

O Cloud

Obtain group membership from:

O Implicit group membership

To configure the ADFS realm:

1. Go to Authentication > User Management > Realms and click Create New.
2. Configure a name for the realm and select your remote SAML server as the User source.
3. Click OKto save your changes.

] FortiAuthenticator VM FAC-VMTM2000058%

System > | Edit Realm
Authentication ¥ | Name: adfs_realm
& User Account Policies > | User source: SAML_ADFS <

& User Management v

Local Users

Remote Users

Remote User Sync Rules
Social Login Users
Guest Users
User Groups
Usage Profile
Organizations
Realms
FortiTokens
MAC Devices
% Portals >

S5 Remote Auth. Servers o)

Configure SAML settings on FortiAuthenticator

To configure FortiAuthenticator IdP settings:

1. Go to Authentication > SAML IdP > General and click Enable SAML Identity Provider portal.
2. Configure the following settings:

a. Server address: The IP address or FQDN of the FortiAuthenticator.

b. Realms: Select the previously created SAML realm.

c. Default IdP certificate: Choose a certificate. The default can be used if desired.
The remaining settings can be left in their default state.
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3. Click OKto save your changes.

] VM FACVMO0000000000 O © smn-

> | Edit SAML Iden

To configure the O365 service provider settings on FortiAuthenticator:

1. Go to Authentication > SAML IdP > Service Providers and click Create New.
2. Configure the following settings:

a. SP name: enter a name for your O365 service provider.

b. IdP Prefix: Click Generate prefix to create a new IdP prefix.

c. Server certificate: Select the certificate to be used in your configuration or choose Use default setting in
SAML IdP General page.

d. IdP signing algorithm: Select Use default signing algorithm in SAML IdP General page.

e. Participate in single logout: Can be enabled if you wish this SP to participate in SAML single logout.
3. Inthe Assertion Attribute Configuration section, configure the following settings:

a. Subject NamelD: Select Subject NamelD.

b. Format: Select urn:oasis:names:tc:SAML:2.0:nameid-format:persistent.

4. Click Save and the SP Metadata and Assertion Attribute fields are displayed. Configure the following settings for
the SP Metadata.

a. SP entity ID: Enter urn:federation:MicrosoftOnline.

b. SP ACS (login) URL: Enter https://login.microsoftonline.com/login.srf.

c. SP SLS (logout) URL: Enter https://login.microsoftonline.com/login.srf.
5. In Assertion Attributes click Create New and configure the following assertion attribute:

a. SAML attribute: IDPEmail

b. User attribute: SAML assertion

c. Custom field: IDPEmail
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6. Save your changes to the SAML SP.

£2E FortiAuthenticator VM FAC-VM0000000000 D ©

> | Edit SAML Service Provider

Configure two-factor authentication on FortiAuthenticator

To configure a remote user sync rule:

1. Go to Authentication > User Management > Remote User Sync Rules, choose SAML and then click Create New.
2. Configure the following settings:

a. Name: Enter a name for the sync rule (e.g. SAML Users).

b. Remote SAML server: Select the previously configured remote SAML server.

3. Configure the token-based sync priority settings under Synchronization Attributes by enabling and ordering the
authentication sync priorities.

This example scenario uses FortiToken Cloud for two-factor authentication, so the priority is FortiToken Cloud
followed by None (users are synced explicitly with no token-based authentication).

4. Select or create a user group to associate users with from the dropdown menu.

5. In SAML User Mapping Attributes, set the Username field to sAMAccountName.

6. The remaining settings can be configured to your preference or left in their default state.
7. Click OKto save your changes when completed.

To configure remote users with two-factor authentication:

1. Go to Authentication > User Management > Remote Users and Import users from the remote SAML account.

2. Edita user and enable One-Time Password (OTP) authentication, and select FortiToken > Cloud as the delivery
method.

3. Click OKto save your changes.
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Configure FortiAuthenticator replacement messages

To configure the FortiAuthenticator replacement messages:

1. Go to Authentication > SAML IdP > Replacement Messages, and click the Login Page replacement message.
2. Click Restore Default in the replacement message toolbar and select idp-proxy.

3. On the right side of the screen you can edit the replacement message's HTML. Follow the instructions included in
the HTML to replace [proxy_portal_url] with the ADFS portal URL.

4. Click Save.

VM FACVMO0000000000 D @ i

Nam ‘Lugm Page )
>
, | sAMLIgP ‘ D Restore Default ~ | | B8 Toggle Tag List (G} Format: text/nemi

, | LoginPage

5| 1AM Login Page

& RADIUS Service > | Token Login Page

& TACACS+ Service > | Login Fido Page

& LDAP Service > | Login Fido Password Page
2 OAuth Senvice > (R

B samLicp v

Gene

> | SAMLIdP Password Change Page

Results

Once configured, Active Directory synchronized users can sign in to Office 365 using two-factor authentication from
FortiAuthenticator.

To sign in to Office 365 using FortiAuthenticator with two-factor authentication:

1. When the user attempts to access the Office 365 SP, they are redirected to the ADFS SAML IdP.
EN

Please enter correct credentials.

Redirecting to remote identity provider
in 3 seconds,

If you were not redirected click here

2. Inthe ADFS server login page, enter username and password.
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3. Enter your 2FA token or approve the access request from your FortiToken push request.

Confirm on Your Mobile Device or Enter
Token Code

azure9@ftnt.xyz

Token Code

—_—

Not azure9@ftnt.xyz? Sign in as a different user

Once approved you are logged in to your Office 365 account.

Agentless VPN SAML authentication using
FortiAuthenticator with OnelLogin as SAML IdP

Using this example, you can set up a SAML authentication based Agentless VPN configuration with OneLogin as the
IdP.

Al
‘9' FortiAuthenticator and OneLogin configurations must be set up in parallel to generate the
- required SAML URL and certificate information.

Following the example you can connect to an Agentless VPN configured FortiGate with your account validated by
OnelLogin using FortiAuthenticator as an IdP proxy.

In this example:

» FortiAuthenticator is as an IdP proxy to OnelLogin, i.e., FortiAuthenticator IdP proxy receives SAML authentication
requests to OnelLogin and users are validated against the OneLogin user database.

» FortiAuthenticator is as an IdP to local resources. SAML clients act as SAML SP to FortiAuthenticator.
FortiAuthenticator uses local or remote databases for user authentication.
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A\,

b ] L4
q User validation is done using OneLogin user database.

» FortiGate is an Agentless VPN gateway and acts as an SP for FortiAuthenticator.

Ay
S L4
q VPN user authentication requests are sent to FortiAuthenticator for validation.

* Onelogin is used to create an advanced SAML custom connector.
» Onelogin acts as an IdP for FortiAuthenticator.

Prerequisites and scope of the example

1. Access to a valid OnelLogin account.

2. IP connectivity to FortiAuthenticator is already done.

3. FortiGate Agentless VPN is already configured.

4. Onelogin MFA related configuration are beyond the scope of this example.

FortiGate 7.0.3 and OneLogin- SAML Custom Connector (Advanced)- SAML 2.0 are used in this example.

To configure Agentless VPN SAML authentication with OneLogin as SAML IdP:

1. Onelogin related configurations:
a. Creating an Onelogin application on page 251

b. Configuring an application on OneLogin on page 251

i. Configuring application parameters on OnelLogin on page 253
ii. Configuring SSO on Onelogin on page 254

c. Granting user access to the application on page 255
2. FortiAuthenticator related configurations:

~0 0o CToO

Configuring a remote SAML server on page 256

Configuring an OneLogin realm on page 258

Creating remote SAML users on page 258

Configuring SAML IdP settings on page 259

Configuring FortiAuthenticator replacement message on page 260
Configuring FortiGate SP settings on FortiAuthenticator on page 260

3. FortiGate related configurations:
a.

© o000

Uploading SAML IdP certificate to the FortiGate SP on page 262

Creating SAML user and server on page 263

Mapping Agentless VPN authentication portal on page 265

Increasing remote authentication timeout using FortiGate CLI on page 266
Configuring a policy to allow users access to allowed network resources on page 266
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Creating an OneLogin application

To create an OnelLogin application:

1. Loginto OnelLogin with a Super user account.
2. Goto Applications > Applications.

privileges and ensure that Permission is set as Super user.

\ﬂ If you are unable to locate the Applications option, go to Administration > Users and

3. Select Add App.

4. Inthe Find Applications page, search and select SAML Custom Connector (Advanced).
The Add SAML Custom Connector (Advanced) window opens.

5. In Display Name, enter a name for the application.
6. Customize icons as required. Optionally, enter a description.
7. Click Save.

onelogin

g
Add SAML Custom Connector (Advanced) ' n

Portal

| configuration
FortiAuthenticator Demo

See Configuring an application on OnelLogin on page 251, Configuring application parameters on OnelLogin on page
253, and Configuring SSO on OneLogin on page 254.

Configuring an application on OneLogin

To configure an OneLogin application:

1. Inthe SAML Custom Connector (Advanced) window that opens after step 7 in Creating an OneLogin application on
page 251, go to the Configuration tab.

Alternatively, go to Applications > Applications, from the applications list select your application, and then go to the
Configuration tab.

2. In Audience (Entity ID), enter the Entity ID from the remote SAML server configuration on FortiAuthenticator.
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In ACS (Consumer) URL Validator, enter the modified ACS (login) URL from the remote SAML server configuration

on FortiAuthenticator.

preceding every “/”, “?” and “.”.

\{ The ACS (Consumer) URL Validator must start with a “*”, end with a “$”, and have a “\"

See the screenshot below.

In ACS (Consumer) URL, enter the ACS (login) URL from the remote SAML server configuration on
FortiAuthenticator.

In Single Logout URL, enter the SLS (logout) URL from the remote SAML server configuration on
FortiAuthenticator.

In Login URL, enter the Portal URL from the remote SAML server configuration on FortiAuthenticator.
SAML not valid before and SAML not valid on or after may be changed as required.

Ensure that SAML initiatoris set as OneLogin.

Ensure that SAML namelD formatis as Email.

Ensure that SAML issuer type is set as Specific.

In the SAML signature element dropdown, select Both.

Click Save.

Parameters while configuring an application on OneLogin must match the remote SAML
server configuration on FortiAuthenticator.

See Configuring a remote SAML server on page 256.

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.

252



Federation and identity integrations (SAML, OAuth)

onelogin Users  Applications  Devices

SAML Custom Connector (Advanced) More Actions ~ “

Application details

Configuration

Configuring application parameters on OnelLogin

To configure an email application parameters on OneLogin:

1. Go to Applications > Applications, from the applications list select your application.
2. Goto the Parameters tab and select +.
The New Field dialog opens.

3. Inthe New Field dialog:
a. In Field name, enter a name.
b. Select the Include in SAML assertion checkbox
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¢c. Click Save.

4. Open the recently created field, and in the Value dropdown, select Email.
5. Click Save.

New Field

Field name

email

his is the name of the field in the applicationis API

Flags

Include

Multi+

- - |
Once the field is configured, the window should appear as shown below.
onelogin Users Applications Devices Authentication Activity Security Settings Developers Getting Started Guide Q -
SAML Custom Connector (Advanced) More Actions = “

To configure a Memberof application parameter on OneLogin:

1. Repeat steps 1to 3 in Configuring an email application parameters on OneLogin.

2. Open the recently created field, and in the Value dropdown, select MemberOf.

3. Click Save.

4. Click Save from the top.
onelogin  Users  Applications  Devices  Authentication  Activity  Security  Settings  Developers Getting Started Guide o
SA’\MLCUSIOW\ Connector (Advanced) More Actions = “

SAML Custom Comnector (Advanced) Feld value o

Configuring SSO on OneLogin

To configure SSO on OnelLogin:

1. Goto Applications > Applications, from the applications list select your application.
2. Gotothe SSOtab.

3. Inthe SAML Signature Algorithm dropdown, select SHA-256.
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4. Click Save.

NP Clicking View Details in X.509 Certificate shows the certificate assigned to the application
‘Q' by OneLogin that includes the fingerprint information. Ensure that SHA fingerprintis
SHAZ256.

Select a format from the dropdown and download the certificate.

onelogin Users  Applications  Devices  Authentication  Activity  Security  Settings  Developers Getting Started Guide o

SAML Custom Connector (Advanced) More Actions + n

Enable SAML2.0

| sso

V/saml/metadata, 4046-5¢1e-44f5-812b-d1eBe9d 1db 0

Login Hint

1% Enable login hin

Login Connection Display

Disable Login Connection Displ

Assumed Sign-In

sumed users to sign into this app

Granting user access to the application

To grant user access to the application:

1. Goto Users > Users.

onelogin Users  Applications  Devices  Authentication  Activity  Security  Settings  Developers Getting Started Guide

Name User Information Last Logged In status

2. Select the desired user from the list.
The Users window opens.

3. Gotothe Applications tab and select +.
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4. Inthe Assign new login to window, select the previously created application, and select Continue.

A\,

b [ 4
? If only one application exists or is unassigned to a user, it is automatically selected.

Assign new login to

This login will override any apps assigned via roles.

Select application

coneel m

5. Inthe new dialog that appears:
a. Ensure that Allow the user to sign inis selected.
b. In NamelD value, enter the user email address.
c. In group, enter OneLogin.

The group parameter has been manually overridden.

The group value is contained in the SAML assertion and the FortiGate firewall policy
A configuration step uses it to match group information and grant users access based on

the OneLogin group affiliation.

See Configuring FortiGate SP settings on FortiAuthenticator on page 260 and
Configuring a policy to allow users access to allowed network resources on page 266.

d. Ensure that emailis same as NamelD value.
e. Click Save.

Edit FortiAuthenticator Demo login for

Allow the user to sign in
(] Hide this app in Porta

NamelD value

©) This value should match the format set for the SAML namelD format on the Configuration

tab. The defaultis ‘Email
group
OneLogin

email

Reset login (What's this? )

Manually editing a field overrides any mapping. To restore all mappings, reset the user.

coneel m

Configuring a remote SAML server

Some fields, including /dP entity ID, IdP single sign-on URL, and IdP certificate fingerprint, are
ﬂ configured based on the corresponding OneLogin settings.
I\ It is advised that you set up OneLogin and the SAML server simultaneously.
See Configuring SSO on OneLogin on page 254 and Configuring application parameters on
Onelogin on page 253.
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To configure a remote SAML server:

1. Go to Authentication > Remote Auth. Servers > SAML and select Create New.
The Create New Remote SAML Server window opens.

2. Enter a name for the SAML server.
3. Select Type as Proxy.

Ay
S L4
q The Portal URL is the SAML SP login URL.

4. Inthe Entity ID dropdown, select the non-Azure IdP entity ID.
5. Inthe IdP Metadata pane:
a. In IdP entity ID, enter Issuer URL from the SSO tab in OnelLogin application configurtaion.

b. In IdP single sign-on URL, enter SAML 2.0 Endpoint (HTTP) from the SSO tab in OneLogin application
configurtaion.

c. In IdP certificate fingerprint, select Import certificate, and upload the certificate fingerprint file that you saved
while configuring the application on OneLogin. See Downloading the IdP certificate fingerprint on OneLogin.
Alternatively, select Import IdP metadata to import the IdP related URL(s) you saved from OnelLogin. See
Importing |IdP metadata.

6. Enable SAML single logout and in IdP single logout URL enter SLO Endpoint (HTTP) from the SSO tab in OnelLogin
application configuration. See View Details.

7. Inthe Username pane, ensure that Obtain username from s set to the default Subject NamelD SAML assertion.

8. Inthe Group Membership:

a. In Obtain group membership from, select SAML assertions.

b. In SAML assertions, select Text-based list, and enter group.
group is the application parameter with Value set as Memberof. See Configuring a Memberof application
parameter on Onelogin.

L}
‘?' In the Text-based listfield, any value can be used so long it is a parameter for the
|| OnelLogin application.

9. Optionally, enable Implicit group membership when only a single group exists.
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10. Click OK.

Edit Remote SAML Server

Name: Onelogin
Description:
4
Device FQDN fac.cselab.ca
URL Nomendature: =
Portal URL: https://fac.cselab.ca/samk-idp/proxy/OneLogin/login/ &1
Entity ID: it/ faccsclb.ca/samkidp/provy Onelogin/metadata v @
ACS (login) URL: https://fac. idp/proxy/OneLogi r @
1dP Metadata

Import P metadata
1dP entity ID: 12094046 Sc1e-4415
IdP single sign-on URL:

1dP certificate fingerprint:

Fingerprint algorithm: sha2se

Alternative IdP certificate:

Fingerprint algorithm:

Authentication context Deault . v

 Enable IdP-initiated assertion response

D Sign SAML requests with a local certificate
Single Logout
© Enable SAML single logout

SLS (logout) URL: https://fac.cselab.ca/saml-idp/proxy/OneLogin/saml/?sls (2]

1dP single logout URL: hitps/testftnLonelogin.com/trussami2/hitp-redirect/so/ 167674
Username
Obtain username from: ® Subject NamelD SAML assertion

O Text SAML assertion

Group Membership

Obtain group membership from: ~ ® SAML assertions
O "In_<group>" boolean assertions
® Text-based list |group

O LDAP lookup
Cloud

» Implicit group membership

s‘é’, Once the OnelLogin application is set up and a certificate is associated with the

application, you can download the IdP metadata by going to More Actions > SAML
Metadata in one of the tabs when configuring the application.

Configuring an OnelLogin realm

To create a realm:

Go to Authentication > User Management > Realms, and select Create New.

Enter an name for the realm.

In User source, select the remote SAML server created in Configuring a remote SAML server on page 256.
Click OK.

N =

Edit Realm
Name: onelogin.com
User source: | OneLogin v

Local users

RADIUS
Cancel
SAML

Onelogin

Creating remote SAML users

To create remote SAML users:

1. Go to Authentication > User Management > Remote Users, and select SAML.
2. Select Create New.
The Create New Remote SAML User window opens.

3. Inthe Remote SAML dropdown, select the remote SAML server created in Configuring a remote SAML server on
page 256.
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4. In Username, enter a username in email format as set in OneLogin. Optionally, enter any useful information that
you may need in the User Information pane.

A For successful authentication, the username must match with the email on OneLogin.

5. Click OK.

Edit Remote SAML User

Remote SAML: Onelogin v

Once saved, the newly created remote SAML user allows for FortiAuthenticator MFA, if required.

Configuring SAML IdP settings

To configure SAML IdP settings:

1. Go to Authentication > SAML IdP > General, and select Enable SAML Identity Provider portal.
2. In Server address, enter the FortiAuthenticator FQDN.

Dashboard > Status.

\‘é', Device FQDN can be configured from the System Information widget in System >
- FQDN must be reachable via DNS for users using the service.

w

Ensure that Username input formatis set as username@realm.

4. Inthe Realms dropdown, select the OneLogin realm configured in Configuring an OneLogin realm on page 258.
Optionally, for group filtering, enable Filter, click the pen icon to edit, select groups from the Available User Groups
search box, and click OK. This restricts access to a subset of users, e.g., restrict SAML authentication only to a
group of 3™ party contractors even though all users may have been imported to FortiAuthenticator.

5. Optionally, in login session timeout, adjust the amount of time the user session is valid for, on successful
authentication.

6. Inthe Default IdP certificate dropdown, select the local FortiAuthenticator certificate to use to sign SAML requests
to SP clients. The certificate is uploaded to the FortiGate SP. See Uploading SAML IdP certificate to the FortiGate
SP on page 262.

To export the IdP certificate, see Exporting the IdP certificate.

7. Ensure that Get nested groups for useris disabled.

8. Click OK.

Edit SAML Identity Provider Settings

@ Enable SAML Identity Provider portal

Allow Local Users To Override Remote Users Groups Delete
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To export the IdP certificate:

1. Go to Certificate Management > End Entities > Local Services.
2. Select the certificate used in the SAML IdP and click Export Certificate.

@ Import| | X Revoke & Export Certificate o
Certificate ID Subject Issuer Status. Expiry
Default-Server-Certificate C=US, ST=California, L=Sunnyvale, O=Fortinet, OU=Forti... Remote CA: C=US, ST=Califor. Active Jan. 12,2052, 1:02 pm.
FAC_Main CN="_cselab.ca CN=".cselabca Active Feb. 5,207, 11:25 p.m.

‘webserver C=CA, ST=ON, L=Ottawa, O=Local Company, OU=IT, CN... C=CA, ST=ON, L=Ottawa, O=L Revoked Feb.2,2027,8:51 pm.

“|o e oo

Ay
‘Q' As a best practice, the default certificate should not be used as it is less secure than a

certificate issued by a trusted Certificate Authority (CA).

Configuring FortiAuthenticator replacement message

To configure a replacement message:

1. Go to Authentication > SAML IdP > Replacement Messages, and click the Login Page replacement message.

2. In Restore Defaultdropdown, select idp-proxy to automatically redirect users to the IdP proxy login page after 3
seconds.
Alternatively, select idp-server-and-proxy, and then select Or Sign in using a cloud serverto go to the IdP proxy
login page.

3. On theright side of the screen, you can edit the replacement message in HTML. Replace all instances of [proxy
portal_url] with Portal URL in Configuring a remote SAML server on page 256.

4. Click Save.
In the Restore Default dropdown, idp-server option must not be selected as it does not
redirect users to the IdP proxy, i.e., OnelLogin for authentication.
For the configurations to work, the SAML IdP login page replacement message must be
edited to include the portal URL.

Configuring FortiGate SP settings on FortiAuthenticator

FortiGate is configured as a SAML client ,i.e., SAML SP for FortiAuthenticator.

To complete the following configuration, you will need to configure the SAML settings on the ForiGate SP at the same
time. This is because some fields including the SP entity ID, SP ACS (login) URL, and SP SLS (logout) URL are only
available when configuring the SAML settings on the FortiGate SP.
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To configure FortiGate service provider settings on FortiAuthenticator:

1. Goto Authentication > SAML IdP > Service Providers, and click Create New.
2. Enter the following information:
a. SP name: Enter a name for the FortiGate SP.

b. IdP prefix: Select +, enter an IdP prefix in the Create Alternate IdP Prefix dialog or select Generate prefix, and
click OK.

c. Server certificate: Select the same certificate as the default IdP certificate used in Authentication > SAML IdP
> General. See Configuring SAML IdP settings on page 259.

d. In Application name for FTM push notification, enter OneLogin.
3. Click Save.
4. Inthe SP Metadata pane, enter the following information:
a. SP entity ID: Enter the SP entity ID from Creating SAML user and server on page 263.
b. SP ACS (login) URL: Enter the SP single sign-on URL from Creating SAML user and server on page 263.
c. SP SLS (logout) URL: Enter the SP single logout URL from Creating SAML user and server on page 263.

SP entity ID, SP ACS (login) URL, and SP SLS (logout) URL must match their
respective configurations on the FortiGate SP side.

5. Click OK.
6. Select and click Editto edit the recently created FortiGate SP.
7. In Assertion Attribute Configuration:

a. Select Subject NamelDin Subject NamelD.

b. Select urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress in Format.
8. In Assertion Attributes, select Add Assertion Attribute:

a. Enter a name for the SAML attribute. Here, group.

b. Select SAML assertion in the User attribute dropdown.
c. Enter groupin Custom field.
d

Select Add Assertion Attribute again to create a new SAML attribute named email, and from the User attribute
dropdown select SAML username.

SAML assertion attribute names and values must match values configured in Creating
SAML user and server on page 263.
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9. Click OKto save changes.

Edit SAML Service Provider

1dP address: fac.cselab.ca

SP name: OneLogin- FortiGate SSLVPN

IdP prefix: Tyniidizalosalt v | X +

IdP entity ick http://fac.cselab.ca/samk-idp/7ynjjdtzalo6af1/metadata/

IdP single sign-on URL: https://fac.cselab.ca/sam-idp/7ynjjdtzal06af1/login/

1dP single logout URL: https:/fac.cselab.ca/samk-idp/7ynjjjdtzalo6af1/logout/ €
Server certificate: FAC_Main | CN="cselab.ca

IdP signing algorithm: Use default signing algorithm in SAML P General page.

OB Support IdP-initiated assertion response
P Participate in single logout

SP Metadata
2. impor: 5P metadara
SPentity ID: hitp:/192.168.1.1:4443,
SPACS (login) URL: ilps:/192 1681 1:444
SPSLS (logout) URL: Ditps:/192.168.1.1:4443 reme

3 SAML request must be signed by SP

Authentication

© Mandatory password and OTP.
© All configured password and OTP factors
Password-only

TP-only

Authentication method:

FIDO-only
® Adaptive Authentication

Application name for FTM push | Onelogin
notification:

® Use FIDO-only authentication if requested by the SP
Assertion Attribute Configuration
Subject NamelD:

Format:

OB Include realm name in subject Name

Aemative ACS URLS

Assertion attribute:
SAML attribute: erouy
User attribute:

Custom field eroup.
Assertion attribute:
SAML attribute:

User attribute:

+AddA e

Debugging Options

Uploading SAML IdP certificate to the FortiGate SP

To upload SAML IdP certificate:

1. Goto System > Certificates.

2. From the Create/Import dropdown, select Remote Certificate.

The Upload Remote Certificate window opens.

3. Inthe Upload Remote Certificate window, select Upload, and browse to the certificate that you saved in Exporting

the IdP certificate.
4. Click Open.
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5. Click OK.

+ Create/Import~ | & Edit

Name &

& FortiDemo

¥ Fortinet_Factory

B9 Fortinet_Factory_Backup

&

Fortinet SSL

@ Delete | @ ViewDetails | & Download | | Search

Subject
C=US, ST = California, L = Sunnyvale,

“Fortinet, Inc’, CN = “fortide...

C=Us,ST=California, L = Sunnyvale,

C=Us, ST =California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C.=US,ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN...

= Fortinet, OU = FortiGate, CN ...

Q

Comments

This certificate is embedded in the hardware at the factory and is unique...

This certificate is embedded in the hardware at the factory and is unique...

This certificate i

inthe hardware at the factory and is unique...

g

Fortinet_SSL_DSA1024

g

Fortinet_SSL_DSA2048

g

Fortinet_SSL_ECDSA256

g

Fortinet_SSL_ECDSA384

g

Fortinet_SSL_ECDSA521

g

Fortinet_SSL_ED448

g

Fortinet_SSL_ED25519

g

Fortinet_SSL_RSA1024
B9 Fortinet_SSL_RSA2048

B9 Fortinet_SSL_RSA4096

B9 Fortinet Wifi

[E] Remote CA Certificate @
R CACert 1

R Fortinet CA

R Fortinet_CA_Backup
R Fortinet_Sub_CA

R Fortinet Wifi CA

[E] Remote Certificate @
% REMOTE Cert 1

% REMOTE Cert 2

C=Us, ST =California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C=Us, ST =California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C=Us, ST =California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...

C=Us,ST=California, L = Sunnyvale,

C=Us, ST =California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C=Us, ST =California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C=Us, ST =California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C=Us, ST =California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...

C=Us,ST=California, L = Sunnyvale,
C=Us,ST=California, L = Sunnyvale,

= "Fortinet, Inc’,

C=Us, 0= DigiCert Inc, OU = www.digicert.com, CN = DigiCert SHA2....

C=US, ST =California, L = Sunnyvale, O = Fortinet, OU = Certificate Aut...
C=US, ST =California, L = Sunnyvale, O = Fortinet, OU = Certificate Aut...
C=US, ST =California, L = Sunnyvale, O = Fortinet, OU = Certificate Aut...

C=Us,0=DigiCert Inc, CN = DigiCert TLS RSA SHA256 2020 CA1

C=Us, ST =California, L = Sunnyvale, O = "Fortinet, Inc, CN = *fortide...

CN="cselabca

= Fortinet, OU = FortiGate, CN ...

ortinet, OU = FortiGate, CN ...

=auth-cert...

This certificate is embedded in the hardware at the factory and is unique...
This certificate is embedded in the hardware at the factory and is unique...
This certificate is embedded in the hardware at the factory and is unique...
This certificate is embedded in the hardware at the factory and is unique...
This certificate is embedded in the hardware at the factory and is unique...
This certificate is embedded in the hardware at the factory and is unique...
This certificate is embedded in the hardware at the factory and is unique...
This certificate is embedded in the hardware at the factory and is unique...
This certificate is embedded in the hardware at the factory and is unique...
This certificate is embedded in the hardware at the factory and is unique...

This certificate is embedded in the firmware and is the same on every un..

Issuer &
DigiCert Inc
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet

DigiCert Inc

DigiCert Inc
Fortinet
Fortinet
Fortinet

DigiCert Inc

Expires &
2022/09/16 16:59:59
2056/01/18 19:14:07
2038/01/18 19:14:07
2024/05/28 13:33:59
2024/05/28 13:34:00
2024/05/28 13:34:02
2024/05/28 13:34:02
2024/05/28 13:34:02
2024/05/28 13:34:02
2024/05/28 13:34:02
2024/05/28 13:34:02
2024/05/28 13:33:59
2024/05/28 13:34:00
2024/05/28 13:34:00
2022/11/0416:59:59

2028/10/22 05:00:00
2056/05/27 13:27:39
2038/01/19 14:34:39
2056/05/27 13:48:33
2030/09/23 16:59:59

Status ¢
© Valid
© Valid
© Valid
© Valid
© Valid
© Valid
© Valid
© Valid
© Valid
© Valid
© Valid
© Valid
© Valid
© Valid
© Valid

© Valid
© Valid
© Valid
© Valid
© Valid

DigiCertInc  2022/09/1616:59:59 @ Valid

“cselab.ca

Make note of the name of the certificate used. Here, REMOTE_Cert 2.

2027/02/05 23:25:51

The certificate is then referenced in Creating SAML user and server on page 263.

© Valid

Source *
User
Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory

User

Factory
Factory
Factory
Factory

User

User

Ensure that the correct certificate is uploaded to the FortiGate SP, else SAML
authentication fails due to a mismatch in the certificate used by FortiAuthenticator to sign

the SAML assertion.

A\,

The FortiGate SP only trusts SAML assertions signed by the certificate selected in
Creating SAML user and server on page 263.

Creating SAML user and server

To create a new SAML server:

The single-sign on wizard opens.

Enter a name for the SAML server.
In SP address, enter the local IP address and port in the format <IP_ADDRESS>: <PORT>.

Go to User & Authentication > Single Sign-On and select Create New.

A\,

Port.

SP address is the |IP address of the interface users use to connect to the Agentless VPN in
VPN > Agentless VPN Settings > Listen on Interface(s).

The port should be the same port configured in VPN > Agentless VPN Settings > Listen on
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Click the icon beside the SP entity ID, SP single sign-on URL, and SP single logout URL

ﬂ fields to copy the text.
I\ SP entity ID, SP single sign-on URL, and SP single logout URL are then used when
configuring SP settings on FortiAuthenticator.
See Configuring FortiGate SP settings on FortiAuthenticator on page 260.

New Single Sign-On

Name | FAC Onelogin IdP Proxy

SPaddress

SPaddress @ 192.168.1.1:4433

SPentity ID ttp://192.168.1.1.:4433/remote/sa | IR
SPsingle sign-on URL L]
SPsingle logout URL ttps://192.168.1.1:4433/remote, L]
SP certificate (e ]

5. In IdP Details:
a. Ensurethat IdP typeis Fortinet Product.

b. In IdP address, enter the Server address from FortiAuthenticator. See Configuring SAML IdP settings on page
259.

c. In Prefix, enter the IdP prefix from Configuring FortiGate SP settings on FortiAuthenticator on page 260.

d. Inthe IdP certificate dropdown, select the certificate from Uploading SAML IdP certificate to the FortiGate SP
on page 262.

6. Inthe Additional SAML Attributes pane:
a. In Attribute used to identify users, enter email.
b. In Attribute used to identify groups, enter group.

N !/ P Attribute used to identify users and Attribute used to identify groups must match Assertion
q Attributes configured in Configuring FortiGate SP settings on FortiAuthenticator on page
= 260.
o ®

1dP Details

@ Logintoyour Identity Provider platform to find the following
information.

1dP type ey Custom

1dP address faccselab.ca

Prefix Fynjjjdtzatosaf1
IdP certificate 3 REMOTE Cert 2 -
Additional SAML Attributes
The FortiGate will look for these attributes to verify authentication
@ attempts. Configure your Identity Provider to include them in the SAML
Attribute Statement.
Attribute used to identify users email L]
Attribute used to identify groups | group L]

Back Cancel
7. Click Submit.

FortiAuthenticator 8.0.0 Examples 264
Fortinet Inc.



Federation and identity integrations (SAML, OAuth)

To create the SAML group:

1. Goto User & Authentication >User Groups and click Create New.
2. Enter a name for the group.
3. In Remote Groups, select Add.

The Add Group Match window opens.

4. Inthe Remote Serverdropdown, select FAC OneLogin IdP Proxy.

L}
‘9' FAC OneLogin IdP Proxy is the name of the SAML server set up in Creating a SAML
|| server.
5. In Groups, select Any.
Al
S L4
? You may set Groups as Specify to filter specific groups from the FortiGate SP.
6. Click OK.
7. Click OK.

New User Group

Name OneLogin

Type
Fortinet Single Sign-On (FSSO)
RADIUS Single Sign-On (RSSO)
Guest

Members

Remote Groups

+Add | & Edit
Remote Serve Group Name &

Mapping Agentless VPN authentication portal

To map Agentless VPN authentication portal:

1. Goto VPN > Agentless VPN Settings.
2. Inthe Authentication/Portal Mapping pane:
a. Select Create New.
The New Authentication/Portal Mapping window opens.

b. In User/Groups, select +, search and select the SAML user group configured in Creating the SAML group.
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¢. Inthe Portal dropdown, select full-access or tunnel-access.

A\,

‘Q' In the Portal dropdown, web-access can also be selected if the user connects to the
- network using the portal.

d. Click OK.
3. Click Apply.

Edit Authentication/Portal Mapping

Users/Groups | B OneLogin x

Increasing remote authentication timeout using FortiGate CLI

To allow enough time for the remote authentication process to take place, the default value of the remote authentication
timeout must be increased.

To increase remote authentication timeout:

1. Inthe FortiGate CLI console, enter the following commands:
config system global

set remoteauthtimeout 60 #seconds that the FortiGate waits for response from remote
authentication server.

end

Remote authentication timeout value should be adjusted according to the requirements of
your environment. The value (60 seconds) set above may not work for you.

Configuring a policy to allow users access to allowed network
resources

To configure a policy:

Go to Policy & Objects > Firewall Policy and select Create New.

Enter a name for the policy.

In Incoming Interface, select Agentless VPN tunnel interface (ssl.root).
In Outgoing Interface, select a destination interface.

In Source:

a. Select +to open the Selected Entries window.

b. In User, search and select the SAML user group created in Creating a SAML group and the Agentless VPN
pool range object.

c. Select Close.

a kN
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6. In Destination:
a. Select +to open the Selected Entries window.
b. In Address, search and select the destination address.
c. Select Close.
7. Inthe Schedule dropdown, select always.
8. In Service:
a. Select +to open the Selected Entries window.
b. Search and select ALL.
c. Select Close.
9. Optionally, in the Security Profiles pane, select the required options.
10. Click OK.

A\,

S L4
q If more policies are required, modify the above steps as needed.

FortiGate Agentless VPN with FortiAuthenticator as
SAML IdP

Al
‘?' Starting FortiOS 7.6.3, SSL VPN web mode is renamed Agentless VPN.

See IPsec and SSL VPN or Agentless VPN in the latest FortiOS New Features Guide.

In this configuration, the FortiGate acts as a SAML Service Provider (SP) requesting authentication from
FortiAuthenticator, which acts as a SAML Identity Provider (IdP). It connects to the Windows AD via LDAP to
authenticate user requests. The FortiAuthenticator also acts as a root CA to sign certificates for the SP, IdP and
FortiGate Agentless VPN portal.

Users are managed in Windows AD under the Security Groups Finance and Sales. The users are:

User sAMAccountName Security MemberOf

hame Group

Tom Smith  tsmith Sales CN=Sales,CN=Users,DC=fortiad,DC=info
Dan dparker Finance CN=Finance,CN=Users,DC=fortiad,DC=info
Parker

The following shows topology for the configuration used in this example:
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Windows servers

10.88.0.0/24 EMS server .1
[=—] Webserver! .3
[= | Webserver2 4
(=) Finance server .5
Mail server .6

2
1003004
Windows 10

remote endpoint FortiAnalyzer

:

FortiAuthenticator

=\
Windows 10
on-net endpoint

The authentication process is as follows in this deployment using Agentless VPN:

1.

o~ wh

No

The user initiates an Agentless VPN request to the FortiGate.

The FortiGate sends a POST redirect to browser.

Browser redirects the SAML authentication request to FortiAuthenticator.
The user authenticates with FortiAuthenticator using their LDAP credentials.

FortiAuthenticator sends a SAML assertion that contains the user and group authentication in a POST redirect to
the Agentless VPN login page.

Browser sends the redirected FortiAuthenticator request that contains the SAML assertion to the FortiGate.

The FortiGate consumes the assertion and provides the user with access to resources based on the defined firewall
security policy.

Assumptions

. A policy is configured on the FortiGate using VIP to allow external users access to the FortiAuthenticator for SAML

authentication. The VIP maps 10.0.3.7->10.88.0.7 on TCP/443.

A policy is configured on the FortiGate using VIP to allow external users access to EMS for Telemetry. The VIP
maps 10.0.3.254->10.88.0.1 0on TCP/8013.

Certificate management

During the authentication process, the SAML SP and IdP must verify each other. This means that they must verify
certificates on both ends. Since the local CA manages the SAML certificates on the FortiAuthenticator, it has the
certificates necessary for its configurations. To complete its configuration, the SAML SP certificate and SAML IdP
certificate must be exported and loaded onto the FortiGate.

Furthermore, in this scenario, the CA on the FortiAuthenticator will also sign the Agentless VPN certificate used by the
FortiGate. This certificate must also be exported and loaded on the FortiGate.

Configuring the local CA on FortiAuthenticator

To configure a local CA on FortiAuthenticator:

1.

Go to Certificate Management > Certificate Authorities > Local CAs and select Create New.

The Create New Local CA Certificate window opens.
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2. In Certificate ID, enter a unique ID for the CA.

3. Inthe Subject Information pane, enter the necessary subject information to identify the CA.
4. Click OK.

reate New Local CA Certfcate

To export the created local CA:

1. Go to Certificate Management > Certificate Authorities > Local CAs.

2. From the local CA certificate list, select the local root CA created in Configuring a local root CA, and select Export
Certificate to export the CA certificate in .crt format. This certificate is then imported on the client endpoint later.

Generating the certificates on FortiAuthenticator

To generate a user certificate for the FortiGate SAML SP on FortiAuthenticator:

Go to Certificate Management > End Entities > Users and select Create New.
In Certificate ID, enter a unique ID for the certificate.
Ensure that the Issueris Local CA.

In Certificate authority dropdown, select the previously created local CA. See Configuring a local root CA.

In the Subject Information pane, enter the necessary subject information to identify the user certificate.
Click OK.

reate New User Certificate

oo kwh =

e D:
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To export the user certificate:

1. Go to Certificate Management > End Entities > Users.

2. From the users list, select the user certificate created in Configuring a user certificate, and select Export Key and
Certto export the user certificate in . p12 format.

3. Enter a password to secure the key.

To generate a server certificate for the SAML IdP on FortiAuthenticator:

1. Go to Certificate Management > End Entities > Local Services and select Create New.
2. In Certificate ID, enter a unique ID for the certificate.
3. In Certificate authority dropdown, select the previously created local CA.
See Configuring a local root CA.
4. Inthe Subject Information pane, enter the necessary subject information to identify the server certificate.
5. Click OK.

ce

To export the server certificate:

1. Go to Certificate Management > End Entities > Local Services.

2. From the local services list, select the server certificate created in Configuring a server certificate, and select Export
Certificate to export the certificate in . cer format.

To create and sign a user certificate for FortiGate Agentless VPN web portal:

1. On FortiGate, go to System > Certificate, and from the Create/Import dropdown, select Generate CSR.
2. 2.Enterthe Certificate Name, Subject Information and any Optional Information such as a Subject Alternative
Name.

3. Click OK.

4. Onthe Certificates list page, select the user certificate you have created under Local Certificate.
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Click Download to download the CSR file.

On FortiAuthenticator, go to Certificate Management > End Entities > Users, and click Import.

Enter a certificate Id.

Select Upload a file to locate and upload the CSR file created from the FortiGate.

In the Certificate authority dropdown, select the certificate authority created earlier. See Configuring a local root CA.
Click OK.

CO®X®NO G

ﬁﬁﬁﬁﬁﬁﬁﬁ

11. In Certificate Management > End Entities > Users, select the above certificate.
12. Click Export Certificate to export a . cer file.

Importing certificates on FortiGate

1. OnFortiGate, go to System > Certificates, and from the Create/Import dropdown, select Certificate.

2. Inthe Create Certificate window, select Import Certificate in the Import Certificate pane.

3. In Type, select PKCS #12 Certificate.

4. In Certificate with key file, select Upload, locate and then upload the . p12 user certificate with key file from your
computer, and enter the password.

See Exporting user certificate.

Click Create.

On the certificates list page, the new certificate is available in Local Certificate.

o

To import the SAML IdP remote certificate:

1. On FortiGate, go to System > Certificates, and from the Create/Import dropdown, select Remote Certificate.
2. Select Upload to locate and upload the . cer remote certificate from your computer.
3. Click OK.

On the certificates list page, the new certificate is now available in Remote Certificate.

To import the user certificate for the FortiGate Agentless VPN portal

1. On FortiGate, go to System > Certificates, and from the Create/Import dropdown, select Certificate.
2. Select Import Certificate to locate the . cer user certificate file from your computer.
3. Click Create.

On the certificates list page, the new certificate is now available in Local Certificate.
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FortiAuthenticator user management

FortiAuthenticator acts as the SAML IdP, authenticating users against the Windows AD. To do this, the appropriate
LDAP connection, user realm and user groups must be configured before it can be applied to the SAML IdP

configurations.

Configuring multiple user groups is optional. In this example, multiple groups are used to ensure only users who are

members of the Sales and Finance groups can pass authentication.

To configure an LDAP remote authentication server on FortiAuthenticator:

1.
2.

Go to Authentication > Remote Auth. Servers > LDAP, and select Create New.

Configure the LDAP server settings to connect to the Windows AD as shown in the screenshot.

Create New LDAP Server
Name: FortiAD.
Primary server name/IP: 108801 Port 389
Use Zero Trust tunnel | [ Please Select] v
Use secondary server
Base distinguished name DC-fortiad DC-info Q Browse

Bind type: smo [N
Username: facadmin@fortad.com Password:  seessses
Server type: [Tl OcerionP/Gsiite | Novellebirectory/Others

Add supported domain names (used only if this is not a Windows Active Directory server)
Query Elements

User object class: person

Username attribute:

Group object class:

Obtain group memberships from:

Group membership attribute: member0f
Force use of administrator account for group membership lookups

Secure Connection
Enable

Windows Active Directory Domain Authentication
Enable

Click OK.

To configure a user realm on FortiAuthenticator:

Gl o

Go to Authentication > User Management > Realms and select Create New.
Name the realm.

In User source, from the dropdown, select the recently created LDAP server.
Click OK.

To configure user groups on FortiAuthenticator:

Go to Authentication > User Management > User Groups and select Create New
To create a user group for Sales:
a. In Name, enter Sales.
b. Setthe Type as Remote LDAP.
c. Fromthe Remote LDAP dropdown, select the recently created LDAP server.
d. In LDAP filter, specify an LDAP filter using an LDAP query.

To select users who are memberOf the Sales group, enter

(&(objectclass=user)(memberOf=CN=Sales,CN=Users,DC=fortiad,DC=info0))
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3. Click OK.
4. To create a user group for Finance:

b.
C.
d

In Name, enter Finance.
Set the Type as Remote LDAP.

From the Remote LDAP dropdown, select the recently created LDAP server.

In LDAP filter, specify an LDAP filter using an LDAP query.
To select users who are memberOf the Finance group, enter

(&(objectclass=user)(memberOf=CN=Sales,CN=Users,DC=fortiad,DC=info0))

Click OK.

The LDAP filter above will not match users whose group (Sales or Finance) is set as the
primary group. This is because the primary group is returned by the primaryGrouplID

attribute by Windows AD and does not appear in the memberOf attribute.

SAML IdP and SP configurations

A\,

will be used by the client endpoint to connect to the IdP and SP.

‘Q' Before configuring the IdP and SP settings, quickly note down the IP addresses and ports that

In this topology, the IP addresses and ports used by the client endpoint are:

« FortiAuthenticator (IdP) - 10.0.3.7:443

* FortiGate (SP) - 10.0.3.254:10443 (10443 is used for access related to Agentless VPN based on the default listening
port for Agentless VPN. Change this accordingly when listening on a different port)

In general, the URLs used for the SP and IdP configurations in a Agentless VPN scenario are in the following format:

Settings FortiGate CLI setting

SP Entity ID entity-id

SP Assertion consumer single-sign-on-url
service (login) URL

SP Single logout service  single-logout-url

URL

IdP Entity ID idp-entity-id

IdP Assertion consumer idp-single-sign-on-url
service URL (Single sign-
on URL)

IdP Single logout service  idp-single-logout-url
URL (single logout URL)

FortiAuthenticator 8.0.0 Examples
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URL format

http://<SP_
IP>:<port>/remote/saml/metadata/

https://<SP_
IP>:<port>/remote/saml/login/

https://<SP_
IP>:<port>/remote/saml/logout/

http://<IdP_IP>:<port>/saml-
idp/<prefix>/metadata/

https://<IdP_IP>:<port>/saml-
idp/<prefix>/login/

https://<IdP_IP>:<port>/saml-
idp/<prefix>/logout/
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To configure general SAML IdP settings on FortiAuthenticator:

1. Go to Authentication > SAML IdP > General.

2. Enable SAML Identity Provider portal.

3. Enter the server address. This address must be accessible by the client endpoint.

4. In Realms, select Add a realm and select the recently created realm from the dropdown.

5. In Groups, enable Filter, and choose the Finance and Sales user groups that you recently created.
6

In Default IdP certificate dropdown, select the IdP certificate created in Certificate Management > End Entities >
Local Services. See Generating a server certificate.

~

Click OK.

To configure service provider SAML settings on FortiAuthenticator

1. Go to Authentication > SAML IdP > Service Providers and select Create New.
2. Enteran SP name.

3. Enter an IdP prefix. This prefix will appear in the IdP URLs.

4

In Server certificate, choose the SAML IdP certificate created under Certificate Management > End Entities > Local
Services. See Generating a server certificate.

5. Store the IdP URLs on Notepad as they are needed on FortiGate.
6. Enterthe SPentity ID, SP ACS (login) URL, SP SLS (logout) URL as recommended in the table above.
7. In Assertion Attributes, select Add Assertion Attribute:
a. In SAML attribute, enter username.
b. In User attribute dropdown, select FortiAuthenticator > Username.
8. Select Add Assertion Attribute:
a. In SAML attribute, enter group.
b. In User attribute dropdown, select Remote LDAP server > Group.
This is equivalent to returning the groups from the memberOf attribute.
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c. Click OK.

To configure SAML Single Sign-On settings on the FortiGate:

SAML settings can be configured from the GUI, but the default SP URLs must be changed after they are created.
Therefore, the following instructions show how to configure the SAML settings from CLI instead.

1. Inthe CLI console, enter the following commands:
config user saml
edit "fac_saml_idp-sslvpn”
set cert "saml_sp.fortiad.info"
set entity-id "http://10.0.3.254:10443/remote/saml/metadata/"
set single-sign-on-url "https://10.0.3.254:10443/remote/saml/login/"
set single-logout-url "https://10.0.3.254:10443/remote/saml/logout/"
set idp-entity-id "http://10.0.3.7/saml-idp/fgt2/metadata/"
set idp-single-sign-on-url "https://10.0.3.7/saml-idp/fgt2/login/"
set idp-single-logout-url "https://10.0.3.7/saml-idp/fgt2/logout/"
set idp-cert "saml_idp.fortiad.info"
set user-name "username"
set group-name "group"
set digest-method shal
next
end

Ny e The setting set cert <certificate> corresponds to the SP certificate imported to the
‘9' FortiGate as a local certificate earlier in the example.
- e The setting set idp-cert <certificate> corresponds to the IdP certificate imported
- to the FortiGate as a remote certificate earlier in the example.

FortiGate user management

Once user authentication is successful on FortiAuthenticator, it sends a SAML assertion back to the client with the
username and group information. When the client redirects this information to the FortiGate SAML SP, the FortiGate
must process the assertion and match the correct user group for access control.
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To configure user groups for Finance and Sales in FortiGate:

1. Goto User & Authentication > User Groups and select Create New.
2. To create a user group for Sales:

a. In Name, enter Sales.
In Remote Groups, click Add.
Choose the SAML SSO settings as the Remote Server.

Set Groups to Specify and enter the group name CN=Sales, CN=Users,DC=fortiad,DC=info.
Click OK.

Edit User Group

© o o0

Name Seles
Type Firewall

Members +

Remote Groups

Remote Server Group Name

@ fac saml_idp-sslvpn  CN=Sales,CN=Users,DC=fortiad,DC=info

3. To create a user group for Finance:
a. In Name, enter Finance.
In Remote Groups, click Add.

b
c. Choose the SAML SSO settings as the Remote Server.
d. Set Groupsto Specify.

The group name is the result of the output of the LDAP query for the memberOf attribute. In the example, this
is CN=Finance,CN=Users,DC=fortiad,DC=info.

e. Click OK.

Edit User Group
Name Finance
Type Firewall

Members +

Remote Groups
[+add]

Remote Server Group Name

@ fac_saml_idp-sslvpn  CN=Finance,CN=Users,DC=fortiad,DC=info

Besides the groups for SAML users, a non-SAML placeholder group needs to be created in order for Agentless
VPN portal to be active. The following shows a placeholder group named sslvpn_group with 2 local users.
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FortiGate Agentless VPN configurations

Configure Agentless VPN portals and settings for Finance and Sales users to have remote network access. Firewall
policies also need to be put into place for access control.

To configure Agentless VPN portals for Finance and Sales users:

1. Goto VPN > Agentless VPN Portals and click Create New.
2. To create a profile named Finance-portal:
a. In Name, enter Finance-portal.
Enable Tunnel Mode with split tunneling set to Enabled Based on Policy Destination.
Set Source IP Pools to a desired pool.
Enable Web Mode and in Portal Message, enter Finance SSL-VPN Portal.

In Predefined Bookmarks, select Create New to create a new bookmark called Finance Server. In our
example, a Finance serveris available on https://10.88.0.5:9443,

© o000
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f. Click OK.

Edit SSL-VPN Portal
Name | Finance-portal
Limit Users to One SSL:VPN Connectionata Time (B

© Tunnel Mode

)

Disabled
All client traffic will be directed over the SSL-VPN tunnel,

splittunneling

@ Enabled Based on Policy Destination
Only client traffic in which the destination matches the destination of the configured firewall policies will be
directed over the SSL-VPN tunnel.
O Enabled for Trusted Destinations
Only client traffic which does not match explicitly trusted destinations will be directed over the SSLVPN
tunnel.
Routing Address Override +
Source IP Pools 1 SSLVPN_TUNNEL_ADDR1 x
+
Tunnel Mode Client Options
Allow client to save password [e ]

Allow client to connect automatically (B
Allow client to keep connections alive (B

DNS Split Tunneling @

@ Host Check

@ Restrict to Specific OS Versions

© WebMode

Portal Message Finance SSL-VPN Portal

Theme Neutrino -
Show Session Information @

Show Connection Launcher @

Show Login History ©

User Bookmarks ©

Rewrite Content IP/U)/ (B

RDP/VNC clipboard ©

Predefined Bookmarks
Name & Type ¢ Location & Description #

Finance Server  HTTP/HTTPS  https://10.88.0.5:9443

© FortiClient Download
Download Method SSLVPN Proxy

Customize Download Location (B

3. Tocreate a profile named Sales-portal:
a. In Name, enter Sales-portal.
Enable Tunnel Mode with split tunneling set to Enabled Based on Policy Destination.
Set Source IP Pools to a desired pool.
Enable Web Mode and in Portal Message, enter Sales SSL-VPN Portal.

In Pre-defined Bookmarks, create a new bookmark called Sales Server. In our example, a Sales serveris
available on https://10.88.0.3:9443.

© Qo0
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f. Click OK.

Edit SSL-VPN Portal
Name | Sales-portal
Limit Users to One SSL:VPN Connectionata Time (B

© Tunnel Mode

)

Disabled

Al client traffic will be directed over th

splittunneling

SL-VPN tunne

@ Enabled Based on Policy Destination
Only client traffic in which fon matches fon of

directed over the SSL-VPN tunnel.

)

Enabled for Trusted Destinations

Only client traffic which does not match explicitly trust
tunnel

Routing Address Override +

Source IP Pools I8 SSLVPN_TUNNEL_ADDR1 x
+

Tunnel Mode Client Options

Allow client to save password @
Allow client to connect automatically (B
Allow client to keep connections alive (B

DNS Split Tunneling @

@ Host Check

@ Restrict to Specific OS Versions

@© WebMode
Portal Message Sales SSL-VPN Portal
Theme Neutrino -

Show Session Information @
Show Connection Launcher @
Show Login History
User Bookmarks
Rewrite Content IP/UI/
RDP/VNC clipboard

6000

Predefined Bookmarks

Search Q
Name ¢ Type ¢ Location ¢ Description ¢

Sales Webserver  HTTP/HTTPS  https:/10.88.0.3:9443

© FortiClient Download
Download Method SSLVPN Proxy

Customize Download Location (B

To configure Agentless VPN settings:

Set Listen on Interface(s) to WAN (port3).
Set Listen on Portto 10443.
Set the Server Certificate to FGT-SSLVPN.

a s~ nh =

i. Set Users/Groups to Finance.
ii. Set Portalto Finance-portal.
iii. Click OK.

b. Select Create New and create a new Sales mapping:

i. Set Users/Groupsto Sales.
ii. Set Portalto Sales-portal.
iii. Click OK.

c. Select Create New and create a new placeholder mapping:

i. Set Users/Groups to sslvpn_group.
ii. Set Portalto no-access.
ili. Click OK.
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Go to VPN > Agentless VPN Settings and enable Agentless VPN.

In Authentication/Portal Mapping, configure user groups to portal mappings.
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d. For All other Users/Groups, set Portal to no-access.
s |

To configure firewall policies for access control:

1. Goto Policy & Objects > Firewall Policy and click Create New.
2. Create a policy named SSLVPN-Finance.
Set Incoming Interface to Agentless VPN tunnel interface (ssl.root).

-~ ® Q000

SSL-VPN Settings

Connection Settings @

Enable SSLVPN ©
Listen on Interface(s) B WAN (port3) x
+
Listen on Port 10443
@ Webmode access will be istening at
hitps://10.0.3254:10443

Server Certificate 9 FGTSSLVPN -
Redirect HTTP to SSLVPN (B
Restrict Access Limit access to specific hosts
Idle Logout ©

Inactive For 300 Seconds

Require Client Certificate (B

Tunnel Mode Client Settings @
Address Range el Specify custom IP ranges

Tunnel users will receive IPs in the range of 10.212.134.200 -
10.212.134.210

DNS Server Same as client system DNS [SSeIg

Specify WINS Servers (B

Web Mode Settings

Authentication/Portal Mapping @

# Edit Delete Send SSL-VPN Configuration

Users/Groups & Portal &

Finance-portal

Sales-portal
£ sslvpn_group no-access
Al Other Users/Groups no-access

Set Outgoing Interface to port2.

Set Sourceto alland Userto Finance.
Set Destination to the Finance address object. If needed, create this object with the IP address 16.88.0.5/32.

Set Serviceto ALL.
Configure other settings as needed.
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g. Click OK.

x

Edit Policy
Name © SSLVPN-Finance
Incoming Interface @ SSL-VPN tunnel interface (ssl.roo X
+
Outgoing Interface B DMZ (port2)
+
Source Zal
& Finance
+
1P/MAC Based Access Control @ +
Destination 2 Finance
+
Schedule [ always
Service @ AL
+
Action v AccerT [ lEN%

InspectionMode  [[TENEIRRl Proxy-based

Firewall/Network Options

NAT

Preserve Source Port (B

Protocol Options default

Security Profiles
AntiVirus

Web Filter
DNSFilter
Application Control
1P

CRCRR RN

File Filter

SSLInspection E8 no-inspection

Logging Options

Log Allowed Traffic © ESYaEY Al Sessions

Generate Logs when Session Starts (B
Comments | Write acomment. 01023

Enable this policy @

3. Create a policy named SSLVPN-Sales.
a. Set Incoming Interface to Agentless VPN tunnel interface (ssl.root).
b. Set Outgoing Interface to port2.
c. Set Sourceto alland Userto Sales.
d. Set Destination to the Webserver1 address object. If needed, create this object with the IP address of

10.88.0.3/32.
Set Serviceto ALL.

- 0
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©
1P Pool Configuration  [[EEYe N I e Nt Use Dynamic IP Pool

Configure other settings as needed.

Cancel
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g.

Click OK.
= |

Edit Policy

Name © SSLVPN-Sales

Incoming Interface () SSL-VPN tunnel interface (sslroo X
+

Outgoing Interface # DMZ (port2) x
+

Source 2al x

 Sales x

+

1P/MAC Based Access Control @ +

Destination 2 Webserver1 x
+

Schedule S always -

Service AL x
+

Action P @ peny

Inspection Mode [ TENRORRd Proxy-based

Firewall/Network Options
NAT ©
IP Pool Configuration Use Dynamic IP Pool
Preserve Source Port (B

Protocol Options default M4

Security Profiles
AntiVirus

Web Filter
DNSFilter
Application Control
1P

File Filter

CRCR RN

SSL Inspection no-inspection v &

Logging Options
Log Allowed Traffic © IR Asessions
Generate Logs when Session Starts (B

Comments | (Copy of SSLVPN-Finance) , 55,103

Enable this policy @©

4. Create a placeholder policy named SSLVPN-placeholder.

© oo 0T

Set Incoming Interface to Agentless VPN tunnel interface (ssl.root).

b. Set Outgoing Interface to port1.

Set Sourceto alland Userto sslvpn_group.
Set Destination to none.

Set Serviceto ALL_ICMP.
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f. Click OK.

FortiClient configurations

In Agentless VPN tunnel mode, the FortiClient will initiate the connection. Below are two ways of configuring the

Edit Policy

Name @ SSLVPN-placeholder

Incoming Interface (2 SSLVPN tunnel interface (ssl.roo %
+

Outgoing Interface B Clients LAN (port1) x
+

Source Bal x

& sslvpn_group x

IP/MAC Based Access Control @ +

Destination 8 none x
+

Schedule [ always -

Service I ALLICMP x
+

Action Pl @ DENY

Inspection Mode Proxy-based

Firewall/Network Options

NAT

Preserve Source Port (B

Protocol Options default A

Security Profiles
AntiVirus

Web Filter
DNSFilter
Application Control
1P

CRCR RN

File Filter

SSLInspection no-inspection v s

Logging Options

Log Allowed Traffic © EXNYYEEY Al Sessions

Generate Logs when Session Starts (B
Comments | Write acomment. A0/1023

Enable this policy @©

Agentless VPN connection profile.

To configure an Agentless VPN remote access profile on FortiClient:

©®NOoOOAELDN=

Go to the Remote Access tab.
Click the hamburger icon beside the VPN Name dropdown and select Add a new connection.
Set the VPN to Agentless VPN.
Set the Connection Name to SAML_SSLVPN.

Set Remote Gateway 1o 10.0.3.254.

Select Customize portand set it to 10443.

Select Enable Single Sign On (SSO) for VPN Tunnel.

Optionally, select Use external browser as user-agent for saml user authentication if you wish to use an external
browser instead of the embedded module for authentication.
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9. Click Save.

New VPN Connection

\z [ ssuven IR
Connection Name [sAML_SsLvPN ]
Description ( ]
Remote Gateway [10.03254 3

#Add Remote Gateway

Customize port

Enable Single Sign On (SS0) for VPN Tunnel

Use external browser as user-agent for saml user authentication

[] Enable auto-login with Azure Active Directory

o]

To configure an Agentless VPN remote access profile on FortiClient EMS:

Go to Endpoint Profiles > Remote Access.

Select an existing profile such as Default and click Edit.
In VPN Tunnels, add Add Tunnel.

In VPN Type, select Manual and click Next.

In Basic Settings:

a. Set Nameto EMS_SAML_SSLVPN.

b. Set Remote Gatewayto 10.0.3.254.

c. Set Portto 10443.

6. In Advanced Settings:

a. Enable SAML Login.

a kN

b. b. Optionally, enable Use external browser as user-agent for saml user authentication if you wish to use an

external browser instead of the embedded module for authentication.
7. Click Saveto save the VPN profile.
8. Click Save again to save the changes to the Remote Access Profile.

£22 FortiClient Endpoint Management Server 7 SSL Certificate isnot secure 3 Invitations ® v 0 2 & admin v
@ Dashboard >
Remote Access Profile
3 Endpoints > ~ ExpandAl |~ Collapse Al
2 Depoyment & lnstalers > -

B Endpoint Policy & Compone... >

8 Endpoint Profiles v

® ZTNA Destinations.

Prefer SSLVPN DNS@ ©
@ Web Fiter
@ Vineraomy sean Do Not Accept nvalld Server Certiicate @
& Matware Protection Register the Address In DNS Register both physical T
& sandbox
@ Firewal 1Psec VPN
© system Settings
VEN Tunnels =
B Zero Trust Tags
. + Add Tunnel
@ ForiGuard Outbreak Detect
Name ype Remote Gateway
& Sofware Inventory
EMS_SAML_SSLVPN sst 1003254

4 Quarantine Management

& Adminstiation

8 User Management

‘s | s crargs | s ropsan

9. Shortly after, the FortiClient endpoint should receive the newly synced EMS_SAML_SSLVPN profile.
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10. View the settings on FortiClient.

@ FortiClient -- Zero Trust Fabric Agent - X
File Help

View VPN Connection
VPN ‘
Connection Name EMS_SAML_SSLVPN

Description

Remote Gateway 10.0.3.254
Customize port | 10443
Enable Single Sign On (SSO) for VPN Tunnel

Use external browser as user-agent for saml user authentication

Cancel

Testing and verification

The following demonstrates connection via Web mode and Tunnel mode using SAML authentication. Review the
authentication process at the beginning of this deployment scenario to understand how the process works.

For Web mode, import the CA certificate of the FortiAuthenticator Local CA into the trusted certificate store used by your
browser. This will prevent warnings from appearing when accessing the Agentless VPN web portal.

Web mode Agentless VPN

To verify a Web mode Agentless VPN connection with the Finance user Dan Parker (dparker):

1. Open a browser, and enter https://10.0.3.254:10443.
2. Click Single Sign-Onto sign in.

£72 PleaseLogin

Launch FortiClient

Single Sign-On

Your sign-on request will be redirected by the FortiGate SAML SP to the FortiAuthenticator SAML IdP.
3. Enter the user credentials for the user and click Login.

In the background, the FortiAuthenticator authenticates this user over the LDAP connection to the Windows AD. If
the authentication succeeds and matches a user group on FortiAuthenticator, FortiAuthenticator sends a SAML
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assertion back to the browser containing the username and group information.

The browser redirects the SAML assertion to the FortiGate SAML SP, which matches the username and group
information to a user group. Based on this user group, access is granted.

The Finance user can now see the Finance Agentless VPN Portal.

@ Finance SSL-VPN Portal

& (¢} 08 [

@ dparker Q -

502 00:0426 OR¥ OR4

Finance SSL-VPN Portal

Launch FortiClient Download FortiClient ~

Bookmarks

*

Finance Server

& Quick Connection | + New Bookmark

History

2022/10/28 12:26:13 10.0.32 32 second(s) 41.45kBin/27.35kB out
2022/10/27 12:51:27 10.0.32 1 minute(s) and 11 second(s) 41.81kBin/27.35kB out
2022/10/27 12:31:09 10.0.32

4minute(s) and 18 second(s) 0Bin/0Bout

4. Clickin

X Home

+ v ® Ppriv

FINANCE SERVER

HOME

You have successfully connectedto the Finance web application server @ finance.znademc

g on the Finance Server bookmark, the user can access the Finance server.

To verify the login status on the FortiGate and FortiAuthenticator:

= Q

€| SSL-VPN

Duration

Connection Mode
e Il Connected < 10 Minutes e W web

X EndSession | Q LocateonVPNMap || @ View Connection Det: Search Q
Username & Remote Host & Duration &
& dparker A 3m37s

2. From Log & Report > System Events, switch to VPN Events log.
Alternatively, in the CLI console, enter the following commands:

execute log filter category 1
execute log filter field subtype vpn
execute log display

1974 logs found.

FortiAuthenticator 8.0.0 Examples
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On FortiGate, go to Dashboard > Network and expand the Agentless VPN widget.

© admin ~
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10 logs returned.
38: date=2022-10-28 time=14:20:00 eventtime=1666992000214198069 tz="-0700"
logid="0101039938" type="event" subtype="vpn" level="warning" vd="root" logdesc="SSL VPN
pass" action="ssl-web-pass" tunneltype="ssl-web" tunnelid=165774014 remip=10.0.3.2
user="dparker" group="Finance" dst_host="10.88.0.5" reason="https" msg="SSL web application
activated

3. On FortiAuthenticator, go to Logging > Log Access > Logs.
The SAML IdP authentication for dparker will be displayed.

2 Refresh | | @ Download Raw Log| | & Log Type Reference| | @ Debug Report | ~ Search for log records

D Timestamp Level Category Sub Category Log Type ID Action Status Source IP Short Message User

241 FriOct 2814:19:0220...  information Event Authentication 20502 SAMLIlogout request from SP"...  dparker
240 FriOct 2814:19:0220...  information Event User Portal 50008 SAMLIdP user ‘dparker' logged...  dparker
239 FriOct 2814:13:5820...  information Event Authentication 20502 SAML assertion request from S...  dparker
238 FriOct 2814:13:5720...  information Event User Portal 50007 SAMLIdP user ‘dparker' logged...  dparker
237 FriOct 2814:13:47 20..  information Event Authentication 20001 Authentication Success SAMLIdP Remote LDAP user authentica...  dparker
236 FriOct 2814:08:3420...  information Event Authentication 20502 SAMLlogout request from SP"...  dparker

To verify the login status on the FortiGate and FortiAuthenticator:

1. On FortiGate, go to Dashboard > Network and expand the Agentless VPN widget.

= Q > @~ L~ Oadmin
€| SSL-VPN c @
Duration Connection Mode
Q B Connected < 10 Minutes 0 I Tunnel
X EndSession | Q LocateonVPNMap @ View Connection Details | | | Search Q
Username & Remote Host & Duration & Connections & Bytes &
& tsmith A 10032 7m19s € Tunnel Connections 347.83kB

2. Goto Dashboard > User & Devices and expand the Firewall Users widget.

= Q >> @~ L~ O adm
€ Firewall Users < @ showallFssOlogons i~
Method User Group
Q W Firewall Q W sales
® Deauthenticate | | | Search Q
User Name & 1P Address & User Group & Duration & Traffic Volume & Method &
tsmith 10212.134.200 B Sales 7 minute(s) and 57 second(s) 323.66 kB EE— & Firewall

3. From Log & Report > System Events, switch to VPN Events log.
Alternatively, in the CLI console, enter the following commands:

execute log filter category 1
execute log filter field subtype vpn
execute log display

2063 logs found.

10 logs returned.

10: date=2022-10-28 time=14:48:24 eventtime=1666993704610253079 tz="-0700"
logid="0101039947" type="event" subtype="vpn" level="information" vd="root" logdesc="SSL
VPN tunnel up" action="tunnel-up" tunneltype="ssl-tunnel” tunnelid=165774015 remip=10.0.3.2
tunnelip=10.212.134.200 user="tsmith" group="Sales" dst_host="N/A" reason="tunnel
established" msg="SSL tunnel established"

FortiAuthenticator 8.0.0 Examples 287
Fortinet Inc.



Federation and identity integrations (SAML, OAuth)

4. On FortiAuthenticator, go to Logging > Log Access > Logs.
The SAML IdP authentication for tsmith will be displayed.

2 Refresh| | @ Download Raw Log| | @ Log Type Reference | | & Debug Report | ~

Search for log records

D Timestamp Level Category
253 FriOct2814:48:1520...  information Event
252 FriOct2814:48:0020...  information Event

250 FriOct 28 14:48:00 20...  information Event
249 FriOct2814:24:48 20...  information Event
248 FriOct 28 14:24:48 20...  information Event
247 FriOct 28 14:23:3220...  information Event

FortiAuthenticator 8.0.0 Examples
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Sub Category
Authentication

Authentication

Authentication
Authentication
User Portal

Authentication

Log Type ID
20502

Action

Authentication

Login

Status

Success

Success.

Source IP

SAMLIdP

172.16.7.254

Short Message
SAML assertion request from S...

SAML assertion request from S...

Remote LDAP user authentica.

SAML logout request from SP"..

SAMLIdP user 'dparker' logged.

Web access granted to ‘admin’

User
tsmith
tsmith

N
tsmith
dparker
dparker

admin
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Certificate and SSL inspection

« Creating a CSR on the FortiGate on page 26
» Importing the signed certificate on the FortiGate on page 28
« Configuring full SSL inspection on page 28

VPN and authentication

Additionally, see Agentless VPN SAML authentication using FortiAuthenticator with OneLogin as SAML IdP on page
249 and Configuring FIDO2 authentication for Agentless VPN on page 96.

LDAP authentication for Agentless VPN with FortiAuthenticator

This example describes how to set up FortiAuthenticator to function as an LDAP server for FortiGate Agentless VPN
authentication. It involves adding users to FortiAuthenticator, setting up the LDAP server on the FortiAuthenticator, and
then configuring the FortiGate to use the FortiAuthenticator as an LDAP server.

User: bwayne | -
;" FortiGate ™,

Authenticate | Internal network
bwayne 7%, ;

FortiAuthenticator
(LDAP server)

bwayne
¥ authentcated

Creating the user and user group on the FortiAuthenticator

To create the user and user group:

1. On the FortiAuthenticator, go to Authentication > User Management > Local Users and select Create New.
Enter a name for the user, enter and confirm a password, and be sure to disable Allow RADIUS authentication —
RADIUS authentication is not required for this example.

Set Role as User, and select OK. New options will appear.
Make sure to enable Allow LDAP browsing — the user will not be able to connect to the FortiGate otherwise.
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Edit Local User

@ The local user "bwayne" was added successfully. You may edit it again below.

Username: bwayne
B Disabled
@ Password-based authentication | Ghange Password
_» Token-based authentication
| O Allow RADIUS authentication|
_ Enable account expiration
® Force password change on next logon

User Role

Role: Administrator Sponsor

@ Allow LDAP browsing

User Information
Alternative Email Addresses
Password Recovery Options
Groups

Usage Information

Email Routing

RADIUS Attributes
Certificate Bindings

Devices

“ Coreel

2. Create another user with the same settings. Later, you will use jgarrick on the FortiGate to query the LDAP
directory tree on FortiAuthenticator, and you will use bwayne credentials to connect to the VPN tunnel.

3. Next go to Authentication > User Management > User Groups, and create a user group for the FortiGate users. Add
the desired users to the group.

Create New User Group

MName: HeadOffice
Type: Remote LDAP | RemateRADIUS | Remote SAML | MAC
n bwayne
Q [Filter jgarrick
admin
Choose all Remove all
Password policy: Default |v
“» Usage Profile [ Please Select] |~
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Creating the LDAP directory tree on the FortiAuthenticator

To create the LDAP directory tree:

1. Go to Authentication > LDAP Service > Directory Tree, and create a Distinguished Name (DN). A DN is made up of
Domain Components (DC).

Both the users and user group created earlier are the User ID (UID) and the Common Name (CN) in the LDAP
Directory Tree.

Create an Organizational Unit (OU), and a Common Name (CN). Under the cn=HeadOffice entry, add UIDs for the
users.

If you mouse over a user, you will see the full DN of the LDAP server.
4 Expand All @ Delete {395 of 1000 entries remaining)

= £ de=fortinet.de=com (L]
E| ) cu=techdoc (1)
= @ en=HeadOffice 12
G Uid=bwayne
I Uid=jgarrick g 5 o

DiBfe-click fo edit this e — " " "
'ﬂuml:Jgﬂrrltk_.n:n: HeadOffice ou=techdoc,dc=fortinet, dc= n:n:r'nl]

Later, you will use jgarrick on the FortiGate to query the LDAP directory tree on FortiAuthenticator, and you will
use bwayne credentials to connect to the VPN tunnel.

Connecting the FortiGate to the LDAP server

To connect the FortiGate to the LDAP server:

1. Onthe FortiGate, go to User & Device > LDAP Servers, and select Create New.
Enter a name for the LDAP server connection.

Set Server IP/Name to the IP of the FortiAuthenticator, and set the Common Name Identifier to uid.
Set Distinguished Name to dc=fortinet,dc=com, and set the Bind Typeto Regular.

Enter the user DN for jgarrick of the LDAP server, and enter the user's Password.

The DN is an account that the FortiGate uses to query the LDAP server.
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Edit LDAF Server

Mame

Server IP/Name

Server Port

Common Mame Identifier
Distinguished MName
Bind Type
lzername
Fassword

Secure Connection

Test Connectivity

Test User Credentials

LOAPserver
172.28176.141
i)

o

L
dc=fortinet dc=com Browse

Simple | Anonymous

Regular

uid=jgarrick cn=HeadOffice ou=techdoc,dc=fartinet,dc=com

FEEREEEE [ )

Cancel

2. Select Test Connectivity to determine a successful connection.
Then select Test User Credentials to query the LDAP directory using jgarrick's credentials. The query is successful.

Edit LOARY Test User Credentials b
MName Username | |garrick

SENVEN PR bocciynrd | essessee

Server FPol

Commonll Connection status @& Successful

Listinouisl  User credentials & Successful

BEind Type

Ll=ername

Fassword
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Creating the LDAP user group on the FortiGate

To create the LDAP user group:

1. Goto User & Device > User Groups, and select Create New.
Enter a name for the user group. Under Remote Groups select Add.

[Newy Uzer Group

Marme LOAPgroup

Type Firewall
Fortinet Single Sign-On (FSS0)
RADIUS Single Sign-0On (RS50)
Guest

MWembers +

Remote Groups

+ Add| & Edit W Delete

Femote Server
Mo matching entries found

2. Select LDAPserverunder the Remote Server dropdown.

Group MName

In the new Add Group Match window, right-click HeadOffice under the Groups tab, and select Add Selected. The

group will be added to the Selectedtab. Select OK.
Mew ser Gra Add Group Match

Remote Server a6 LDAPserver v
Mame
Type —
RS Groups Custom Selected
: )
Fecursive @O Search
0 & dc=fortinet,dc=com
Mermbers IO

HeadCffice

Add Selected
Remaote Grou

+ Add

Mo matching

3. LDAPserverhas been added to the LDAP group. Select OK.
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MNews User Graup

Marne LOAPgroun

Type Firewall
Fortinet Single Sign-0n (FS50)
READIUS Single Sign-0On (RS50)
Guest

Members +

Remaote Groups

+ Add | # Edit W Delete

Femote Server Group Mame

Ba LOAPserver cn=HeadOffice ou=techdoc,dc=fortinet,dc=cam

Configuring the Agentless VPN

To configure the Agentless VPN:

1. Onthe FortiGate, go to VPN > Agentless VPN Portals, and edit the full-access portal.
Disable Split Tunneling.

Edit S5L-VPN Portal

Marme full-access
Limit Users to One S5L-YPH Connection at a Time OB

& Tunnel Mode

Enable Split Tunneling € |

Source IF Pools i SSLYPN_TUNNEL_ADDR1 x
+

2. Goto VPN > Agentless VPN Settings.
Under Connection Settings set Listen on Portto 10443.
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Under Tunnel Mode Client Settings, select Specify custom IP ranges and setitto SSLVPN_TUNNEL_ADDR1.
Under Authentication/Portal Mapping, select Create New.

SSLYPN Settings

Connection Settings €k

Listen on Interface(s) ] wvan b

Listen on Port 10443

@ eb mode access will be listening at hitps#172.25.176.127: 10443

Redirect HT TP to SSL-WPR O

Festrict Access Allow access from any host [ Egglise=Tse=t3=0 taX={a]-Tsd) [l glut £z
Idle Logout O

Inactive For 200 Secaonds
Server Certificate Fortinet_Factory -

You are using a default built-in certificate, which will not be able ta verify
YOour server's domain name (your users will see a warning). It is
recammended to purchase a certificate for your domain and upload it for

a LISE.

Click here to learn mare

Require Client Certificate (B

Tunnel Mode Client Settings €

Address Hange Automatically assign addresses Bl Al g N sNr= =
IP Ranges & SSLYPN_TUNNEL_ADDR1 b
+
ONS Server

Specify WINS Servers »
Allowy Endpoint Registration C

Authentication/Portal Mapping €

# Edit T Delete

IUzers/Groups Realm Fartal
All Other Users{Groups f weh-access

3. Assign the LDAPgroup user group to the full-access portal, and assign All Other Users/Groups to the desired portal.
Select Apply.
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Authentication/Portal Mapping €

+ Create Mew  # Edit | W Delete

Users{Graups Realm Fartal
&= [ DAPgroup ! full-access
All Cther Users/Groups ! web-access

4. Select the prompt at the top of the screen to create a new Agentless VPN policy, including the LDAPgroup, as

shown.

Edit Policy

MName € wan-internet

Incoming Interface & SSL-PN tunnel interface (sslroo %
+

Qutgoing Interface ¥ wvan »
+

Source = all %

&= LDAPgroup %

+

Destination = all »®
+

Schedule always -

Service I ALl b 4
+

Action

Inspection Mode gl sl Proxy-based

Firewsall / Metwark Options

MAT O
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Results

1. From a remote device, access the Agentless VPN Web Portal.
Enter valid LDAP credentials (in the example, bwayne).

Please Login

bwayne

Launch FortiClient

2. The user is now successfully logged into the Agentless VPN Portal.

00:00:11 OB+ OB

SSL-VYPN Portal

Launch FortiClient Download FartiClient =

Bookmarks

AdminPC

4 Quick Connection + Mew Bookmark

History

3. Onthe FortiGate, go to Monitor > Agentless VPN Monitor to confirm the connection.
T Usermame = T Last Login = T Remote Host = T Active Connections
bvaryre 20189/07/15 11:53:18 172.25.181.138

4. On the FortiAuthenticator, go to Logging > Log Access > Logs and confirm the connection.
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£ Refresh | &8 Download Raw log | & Log Type Reference &8 Debug Report | ~ Search for log records
[v] Timestamp Level Category Sub category Type id Action Status Source IP Short message Log Details fad
Log Recard Detall
] e ) M W e s O o s
- RN = - rm = u L = nm LI Timestamp Mon Jul 15 16:53:19 2015
Level information
Bom -5 B | ] L in
Action Authentication
] = - = ] = = L = = m ] =
Status Sucoess
" =9 " n In ] Source I FAC_LDAP
Local user authentication
= = - S — = = - - = Message {chap) with notoken suce
esstul
A = - I = ser wagne
= u - - - B = Log Type
Type ld 20001
| SR | = = [ ]
Neme Authentication OK Ne FT
= = u - - - ] K
Sub Calegary  Authentication
= = " = " Category Event
- e = u L] — - ] = i uthentication successful
Descriptian withaut FertiToken
L] = = L ]

SMS two-factor authentication for Agentless VPN

In this example, you will create an Agentless VPN with two-factor authentication consisting of a username, password,
and an SMS token.

When a user attempts to connect to this Agentless VPN, they are prompted to enter their username and password. After
successfully entering their credentials, they receive an SMS message on their mobile phone containing a 6-digit number
(called the FortiToken code). They must also enter this number to get access to the internal network and the Internet.

Although this example uses the FortiGuard Messaging Service, it will also work with any compatible SMS service you
configure as an SMS Gateway.

SSL VPN

Remote ,l" FortiGate \‘\\
FortiToken () User K
[+ Exrlae)

FortiGuard FortiAuthenticator
Messaging Service (RADIUS server)

Creating an SMS user and user group on the FortiAuthenticator

To create an SMS user and user group:

1. On the FortiAuthenticator, go to Authentication > User Management > Local Users and add/modify a user to include
SMS Token-based authentication and a Mobile number using the preferred SMS gateway as shown.
The Mobile number must be in the following format:

+[international-number]
Enable Allow RADIUS authentication.
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Edit Local User

Username: jgarrick

(T Disabled

& Password-based authentication | Change Password
|(> Token-based authentication

Deliver token code by: FortiToken Email SMS Dual (Email & SMS) Test Token

& Allow RADIUS authentication
(Z® Enable account expiration

(W Force password change on next logon

User Role

Role: Administrator Sponsor

® Allow LDAP browsing

User Information

First name: Last name:
Email: Phone number:
Mobile number: 1 SMS gateway: FortiGuard Messaging Service |~ Test SMS

Street address:

City: State/Province:
Country: ~
Language: Use default ~

Organization: [ Please Select ] |~

Alternative Email Addresses
Password Recovery Options
Groups

Usage Information

Email Routing

RADIUS Attributes
Certificate Bindings

2. Go to Authentication > User Management > User Groups and add the above user to a new SMS user group (in the
example, SMSgroup).
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Create New User Group

Name: SMSgroup
Type: Remote LDAP | Remote RADIUS | Remote SAML | MAC
Users: Available Users @ Selected Users
Q iter jgarrick
admin
Choose all Remove all
Password policy: Default |~
® Usage Profile [ Please Select ] |

Configuring the FortiAuthenticator RADIUS client

To create the RADIUS client:

1. On the FortiAuthenticator, go to Authentication > RADIUS Service > Clients, and select Create New.

2. Enter a Name, the IP address of the FortiGate, and set a Secret.

The secret is a pre-shared secure password that the FortiGate will use to authenticate to the FortiAuthenticator.

15 FortiAuthenticator VM FAC-VM0000000000
System > | Edit Authentication Client
Authentication Name: RADIUSclient

& User Account Policies Client address:
# User Management
& Self-service Portal
& Portals

&2 Remote Auth. Servers

& RADIUS Service v

Clients
EAP
Services

Secret:

>
>
>
> | OB Accept RADIUS accounting messages for usage enforcement
>

@ Support RADIUS Disconnect messages

Custom Dictionaries

& LDAP Service

& OAuth Service

B samLidP

§13 FAC Agent
Fortinet SSO Methods
Monitor

Certificate Management

Logging

To create the RADIUS policy:

Go to Authentication > RADIUS Service > Policies, and select Create New.

Enter the RADIUS policy name, description, and select the FortiGate RADIUS client.
Optionally, configure RADIUS attribute criteria.

Choose Password/OTP authentication as the authentication type.

Gl o
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5. Choose a username format (in this example: username@realm), select the Local realm, and add the SMSgroup as

afilter.

&2 FortiAuthenticator VM FAC-VMO0000000000

System

Authentication
& User Account Policies
# User Management
& Self-service Portal
<& Portals

&2 Remote Auth. Servers

& RADIUS Service v

Policies
Clients
EAP
Services
Custom Dictionaries
& LDAP Service
& OAuth Service
B samLidP
§13 FAC Agent
Fortinet SSO Methods
Monitor
Certificate Management

Logging

>

>
>
>
>
>

T ——

Username format: @ username@realm
O realm\username
O realm/username
Default @ Realm Allow Local Users To Override Remote Users Use Windows AD Domain Authentication Groups @ Delete

‘ ® local | Local users |~ @ @ xiter: SMSgroup o

| [+ Asearenim

6. Setthe authentication method to Mandatory two-factor authentication.
7. Click Save and Exit.

Configuring the FortiGate authentication settings

To configure the FortiGate authentication settings:

1. Onthe FortiGate, go to User & Device > RADIUS Servers and create the connection to the FortiAuthenticator
RADIUS server, using its IP address and pre-shared secret.

Use Test Connectivity to make sure that the FortiGate can communicate with the FortiAuthenticator.
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Mews RADILIS Server

MName FAC-FADIUS

Authentication method DISENN Specify
MAS P

Include in every user group C

Frimary Server
IP{TMame 17220121127
Secret -

Test Connectivity

Test User Credentials

Secondary Server
IFitarme
Secret

Test Connectivity

Test Llser Credentials

2. Next, goto User & Device > User Groups and create a RADIUS user group called RADIUSgroup.
Set the Typeto Firewalland add the RADIUS server to the Remote groups table.
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Mew User Group

MName FADIUSgroup

Type Firewall
Fartinet Single Sign-0n (FS50)
FADIUS Single Sign-0n (RS50)
Guest

hembers +

Remate Groups

+ Add # Edit i Delete

Femote Server Group Mame
B FAC-RADIUS Ay

Configuring the Agentless VPN

Configure the Agentless VPN settings:

1. Goto VPN > Agentless VPN Settings.
Under Connection Settings, set Listen on Portto 18443. Under Tunnel Mode Client Settings, select Specify custom
IP ranges and set IP Ranges to the Agentless VPN tunnel address range.

Under Authentication/Portal Mapping, select Create New.

Assign the RADIUSgroup user group to the full-access portal, and assign All Other Users/Groups to the desired
portal.
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SSL-VPMN Settings

Neo SSL-VPN pelicies exist. Click here to create a new SSL-VPN
pelicy using these settings

A

Connection Settings €

Listen on Interface(s) [#] vvan %

Listen on Port 10443

€ web mode access will he listening at https./f172.25.176.127. 10443

Redirect HTTP to S5L-vPHM OB

Restrict Access Allowy acc k=Rl Limit access to specific hosts
ldle Logout

Inactive For 200 Seconds
Server Certificate Fortinet_Factory A

You are using a default built-in certificate, which will not be able to wverify
your server's domain name (your users will see a warning). Itis
recommended to purchase a certificate for vour domain and upload it far

A LIZE.

Click here to learn more

Fequire Client Certificate (O

Tunnel Mode Client Settings €

Address Range Automatically assign addresses  BEfalEsi AN il | =N als =k
IP Ranges & SSLvPN_TUNNEL ADDRT »
+

OMNS Server
Specify WINS Servers >

Allowy Endpoint Registration CB

Authentication/Portal Mapping €

+ Create Mew | 4 Edit | W Delete

Users/Groups Realm FPartal
= RADIUSgroup ! full-access
All Cther UsersiGroups i webh-access
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Creating the security policy for VPN access to the Internet

To create the security profile:

1. Goto Policy & Objects > IPv4 Policy and create a new Agentless VPN policy, including the RADIUSgroup, as

shown.

Mews Palicy

MName €9

Incaming Interface

Cutgaoing Interface

Source

Destination

Schedule

Service

Arction

Inspection Mode gl

vpn-internet

&1 SSL-WPM tunnel interface (sslroo %

+
[ wian

+
= all
B RADIUSgroup

+
= all

+
always
ALl

+

@ DENY
FProxy-based

Firewall / Metwark Cptions

MNAT

Results

In this example, we will use the web portal to access the Agentless VPN and test the two-factor authentication.

O

To test two-factor authentication:

1. Open a browser and navigate to the Agentless VPN web portal, in this case https.//172.25.176.127:10443.
Enter a valid username and password and select Login. You should be prompted to enter a FortiToken Code.
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Please Login

jgarrick

FortiTolken

Launch FortiClient

2. The FortiToken Code should have been sent to your mobile phone as a text message containing a 6-digit number.
Enter the number into the Agentless VPN login portal and select Login.
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al Freedom 11:22 AM <7 90% (. )

¢ +1(604) 245-5461>

Text Message
Today 11:21 AM

User name: jgarrick
Token code: 297213
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3. You should now have access to the Agentless VPN tunnel.

O0E+ DB+

SSL-YPN Portal

Launch FortiClient Dowinload FortiClient -

Bookmarks

AdminPC

(4" Quick Connection + new Bookmark

History

4. To verify that the user has connected to the tunnel, on the FortiGate, go to Monitor > Agentless VPN Monitor.

¥ Refresh

T Username | T Last Login = | T Remote Host = | T Actwe Connections
Jjgarrick 2018/07116 08:24:08 172.25.181.138

5. On the FortiAuthenticator, go to Logging > Log Access > Logs to confirm the user's connection.

£ Refresh| @ Download Raw Log | & Log Type Reference | & Debug Report | ~ Search for log records
D Timestamp ‘ Level ‘ Category | Sub category Type id Action Status Source IP ‘ Short message Lag Details x
Log Recard Detail
1963 Tue Jul 16 11:24:08 2019 information  Event Authentication 20000 Authentication Success 172.25.176.127 Local user authentication with SMS token successful . 1961
1962 Tue Jul 16 11:23:57 2019 information  Event Authentication 20300 Authentication Pending 172.25.176.127 Local user authentication partially done, expecting SMS3 token | Timestamp Tue Jul 16 11:23:57 2019
D ) (e N T o272 I N N M=
Action
I CE O DN N I B E - o W TE e .. =m - [ & ] B RO e e |
smeisnl l. L i . TIE - - Saurce IP
-u u . . - = = == (] =m - [F = Message et
¥
L a 'y L= Bl hE | Ta | al User sdmin
[ 28 ] u - o w - m N . " o Eme Log Type
- = = = =k [ 8 ] LE = = Treeld s
Name FortiGusrd Messaging ser
= = L [ =] L L m [} - o . - vice SMS
Sub Categary  System
=
mnE ] = ] LR [ 8] Bl Categary cvent
L [N SN = o EEm u . - o — [ = = R R RN R ] Logs send SMS activity fo
Descriptian r FrmiGuard Messaging §
= m | SR | ] ] L | i Bl ww oo o BT R e erace
— o EEEeE—— —— = — = == -—— = -—

FortiGate Agentless VPN with FortiAuthenticator as the IdP
proxy for Azure

This example configuration allows FortiAuthenticator to act as the IdP proxy for Azure authentication to a FortiGate
Agentless VPN connection. This allows authentication of Agentless VPN users against an Azure |dP using two factor
authentication with FortiToken by inserting FortiAuthenticator into the authentication flow.
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This configuration uses the following topology:

Gl o

0
=
Windows

Configuring Azure on page 309
Configuring FortiAuthenticator on page 312
Configuring FortiGate on page 318

Results on page 320

10
FortiGate
@ WAN1 r_ DMz
203011318 l o

To configure FortiAuthenticator as the IdP proxy for Azure:

A\,

You need Microsoft Entra ID Premium P1 or P2 to perform group-based assignments to an
Enterprise App. Microsoft Entra ID Free tier only supports user-based assignments.

Configuring Azure

1. Login to the Azure portal. If you do not yet have a directory or need to create a new one, go to Azure AD and click
Create a tenant.

Configure the directory with the following settings:

Select a directory type: Azure Active Directory.

Organization name: Enter a name for the organization.

Initial domain name: Enter the domain name.

Country/Region: Select the relevant country or region.

Click Create. The directory will be created after a few minutes. When finished, select the directory in the top-

a.

a0 UT

right corner of Azure.

@ validation passed

*Basics  *Configuration Review + create

Summary

Basics
Directory type
Configuration

Organization name
Initial domain name
Country/Region

Datacenter location

Azure Active Directory

MyDomainHere
MyDomainHere.onmicrosoft.com
United States

United States

< Previous
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2. Goto Enterprise Applications, and select Create your own application. Enter a name for your application, for

example: Azure_fac_as_idpproxy.

Create your own application

What's the name of your app?

| Azure_fac_as_idpproxy

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application

O Register an application you're working on to integrate with Azure AD

@) Integrate any other application you don't find in the gallery

3. Goto the Single Sign-on section, select SAML, and edit the basic SAML configuration.

Here you will include information obtained from FortiAuthenticator. In this example, the FortiAuthenticator FQDN is
fac.fortilab.local, and the name of the server is defined as Azure_fac_as_idpproxy. You should adjust these settings

to match your FortiAuthenticator's configuration.

Basic SAML Configuration

Identifier (Entity 1D)

Reply URL (Assertion Consumer Service URL)

Sign on URL

Relay State
Logout Url

7

https://fac.fortilab.local/saml-idp/proxy/Azure_fac_as_idp

proxy/metadata

https://fac fortilab.local/saml-idp/proxy/Azure_fac_as_idp

proxy/saml/?acs

https://fac.fortilab.local/saml-idp/proxy/Azure_fac_as_idp

proxy/login/
Optional

https://fac.fortilab.local/saml-idp/proxy/Azure_fac_as_idp

proxy/saml/?sls

4. Editthe User Attributes & Claims section to insert any attributes required for the SAML assertion. In this example,

only user groups have been included.
Click the edit icon, and then click Add a group claim. Select All groups.

Home > cselatam > Enterprise applications | All applications >

User Attributes & Claims

+ Add new claim - Add a group claim == Columns

Required claim

Claim name

Unique User Identifier (Name ID)

Additional claims

saml-fac-as-idpproxy | Single sign-on >

Claim name

http://schemas.xmlsoap. 005/05

http://schemas xmisoap Y,

hitp://schemas xml 00! y

hittp://s mlsoap. ws/20¢ ity/claims/surname

FortiAuthenticator 8.0.0 Examples
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user.userprincipalname [nameid-for... ***

Value
user.mail
user.givenname
user.userprincipalname

user.surname

SAML-based Sign-on >

Group Claims

Manage the group claims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?
() Nane

®) All groups

() security groups

(O Directory roles

() Groups assigned ta the application

Source attribute *

Group ID

Advanced options

[ customize the name of the group claim
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5. Download the certificate file. It will be used
SAML Signing Certificate

Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Base64)
Certificate (Raw)
Federation Metadata XML

6. Goto Users and Groups, and click Add user. Include all users that will be able to authenticate using this application.

« —+ Adduser 7 Edit

B Overview

m Deployment Plan

later when configuring FortiAuthenticator.

Active

6/15/2023, 4:37:22 PM

https://login.microsoftonline.com/07368711-a8... | E

Download
Download

Remove -~ Update Credentials == Columns

2 Got feedback?

0 The application will appear on the Access Panel for assigned users. Set 'visible to users?' to no in properties to prevent this. =

X Diagnose and solve problems |

Manage Display Name
'I' Properties No application assignments found
&2 Owners

& Users and groups

3 Single sign-on

7. Goto Properties and get the Application ID. This will be required later.

11 saml-fac-as-idpproxy | Properties

Enterprise Application

« & save >< Discard ]E Delete

i Overview
Enabled for users to sign-in? (O
Deployment Plan

X Diagnose and solve problems Name * (O

Manage Homepage URL (O

‘I' Properties Logo ©
£ Owners

& Users and groups

& Got feedback?

saml-fac-as-idpproxy

2D Single sign-on Select a file |E
2 Provisioning User access URL (0 ‘ https://myapps.microsoft.com/signin/saml-fac-as-idpproxy/f632a187-... b|
L Applicati
pplication proxy Application ID () \ 632a187-633f-: n|
C  Self-service
Object ID { 7429d49e-b802-+ [;3]
Security
Terms of Service Url © ‘ Publisher did not provide this information s} l
& Conditional Access
. Privacy Statement Url (D ‘ Publisher did not provide this information D I
. Permissions
© Token encryption Reply URL O ‘ https://fac.fortilab.local/saml-idp/proxy/Azure_fac_as_idpproxy/saml/?... F(J|
Activity User assignment required? (O Yes No )\
D sign-ins Visible to users? © \\/ Yes No )

8. From the directory home, select Roles and Administrators > Directory Readers, and click Add assignments. Search

for your application name, then select and add it.
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Home > cselatam | Roles and administrators

es Directory readers | Assignments

All roles

T Add assignments.

¥ Diagnose and solve problems

Search
Manage
& Assignments Name
Description No role assignments found

Troubleshooting + Support

& New support request

9. Finally, create your authentication key. Go to App Registrations, click Certificates & Secrets, and create a new key.

Home > cselatam | App registrations

saml-fac-as-idpproxy | Certificates & secrets =

Search (Cmd+/) Add a client secret

(D Refresh

Type
Al

(' Manage in PIM

v

UserName

Q Got feedback?

Add assignments

Search
£ saml-fac-as-id

Selected items

g saml-fac-as-idpproxy
7429d49e-bB02-

B Overview Description
Quickstar \
#' Integration assistant (preview) Expires
(®) In 1 year
Manage () Inzyears
= Branding () Never

D Authentication
ncel
Certiiates & secrets o

Token configuration

& APl permissions Client secrets

@ Expose an API

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Remove

Ay
‘?' Before proceeding, make sure to copy the key value. The key is presented only after its
- creation, and you cannot get this information again later.

Configuring FortiAuthenticator

Configure the remote servers

A remote OAuth server is used to obtain group membership from Microsoft Entra ID. Later, a FortiToken can be

associated with those users.

To configure the remote OAuth server:

1. Go to Authentication > Remote Auth. Servers > OAUTH, and click Create New.

2. Configure the following information:

« Name: Enter a name for your OAuth server, for example: AzureCSE.

» OAuth source: Azure Directory.
« Client ID: Enter your Azure Applic

FortiAuthenticator 8.0.0 Examples
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« Client Key: Enter your Azure key.

Create New Remote OAuth Server

MName: AzureCSE
OAuth source: Azure Directory ~
Client ID: 16322187-633f-494-2304-94050c 13645
Client Key:
3. Click OK.

To configure the remote SAML server:

1. Go to Authentication > Remote Auth. Servers > SAML, and click Create New.
2. Under Remote SAML Server, configure the following:

« Name: Enter a name for the server. This name must match the server name configured in Azure. In this
example, the server name is Azure_fac_as_idpproxy.

» Type: Proxy.
« Entity ID: Select the Azure IdP option.
« Import IdP metadata/certificate: Import the certificate that you previously exported from Azure.
« |IdP entity ID: Enter the Azure AD Identifier from your Azure configuration.
« |dP single sign-on URL: Enter the Login URL from your Azure configuration.
3. Under Single Logout, configure the following:
« Enable SAML single logout: Optionally, you can enable this setting to enable SAML single logout.
« |dP single logout URL: Enter the Logout URL from your Azure configuration.
4. Under Username, configure the following:

« Obtain username from: Select Text SAML assertion and use the configured username claim URL from your
Azure configuration.

5. In Group Membership, configure the following:

« Obtain group membership from: Select Cloud and choose your remote OAuth server. Group membership of a
particular user will be retrieved dynamically through OAuth upon authentication.
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Edit Remote SAML Server

Name:

Description:

Device FQDN:
Type:

URL Nomenclature:
Portal URL:

Entity ID:

ACS (login) URL:

IdP entity ID:

IdP single sign-on URL:
IdP certificate fingerprint:
Fingerprint algorithm:

Authentication context:

Azure_fac_as_idpproxy

fac.fortilab.local

FS50 Proxy

Individualize

https://fac.fortilab.local/saml-idp/proxy/Azure_fac_as_idpproxy/login/ 7]

https:/fac fortilab.local saml-idp/proxy/Azure_fac_as_idpproxy/metadata (select this one for Azure IdP)

https://fac.fortilab.local/saml-idp/proxy/Azure_fac_as_idpproxy/saml/?acs
Import IdP metadata/certificate
https:/#sts.windows.net/073534535-a35-f353f34-352342feb335/
https:#login.microsoftonline.com/073534342-224-3453f-8fef-35242feb335/sami2
758da03284747959bc?8b982d2110fc6362260b8 3e3cdfcadBbiPeddbct Sidda
sha256

Default (urn:oasis:names:tc:SAML:2.0:ac:classes:PasswardProtectedTransport) |+

(B Enable IdP-initiated assertion response

(I Sign SAML requests with a local certificate

Single Logout
@ Enable SAML single logout
SLS (logout) URL:

IdP single logout URL:

Username

Obtain username from:

Group Membership

Obtain group membership from:

(B Implicit group membership

6. Click OK.

Configure the SAML IdP settings on FortiAuthenticator

https://fac.fortilab.local/saml-idp/proxy/Azure_fac_as_idpproxy/saml/?sls

https:#login.microsoftonline.com/common/wsfederation?wa=wsignout1.0

O Subject NamelD SAML assertion
® Text SAML assertion  http:#schemas xmisoap.org/ws/2005/05/identity/claims/name

(O SAML assertions
(O LDAP lookup
@ Cloud

OAuth server:  AzureCse ~

Groups field:  http://schemas microsoft.com/ws/2008/06/identity/claims/groups

“ ganeel

To create the Azure realm:

1. Go to Authentication > User Management > Realms, and click Create New.

2. Configure the following information:
a. Name: Enter a name for your user realm, for example: azurecse
b. User source: Select your remote SAML server as the user source.

Create New Realm

Name:

User source:

3. Click OK.

azurecse

Azure_fac_as_idpproxy ~

“ geneel

To enable SAML IdP on FortiAuthenticator:

1. Go to Authentication > SAML IdP > General, click Enable SAML Identity Provider portal, and configure the

following:

FortiAuthenticator 8.0.0 Examples
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a. Server address: Enter the IP or FQDN of your FortiAuthenticator.
Realms: Select the SAML realm as the default.
c. Default IdP certificate: Select a default IdP certificate.

Edit SAML Identity Provider Settings
@ Enable SAML Identity Provider portal

Device FQDN: fac.fortilab.local

Server address: fac fortilab.local

IdP-initiated login URL: https://fac.fortilab.local/saml-idp/portal/ 2]
Username input format: ® username@realm

O realm\username
(O realm/username

Use default realm when user-provided realm is different from all configured realms

Realms: Default Allow Local Users To Override Remote

Realm Groups & Delete
Users
® azurecse | Azure_fac_as_idpproxy ~ Filter:
Add a realm
Login session timeout: 480 |2 | minutes (5-1440)
Default IdP certificate: fac.fortilab.local | CN=fac fortilab.local i

Get nested groups for user

2. Click OK.
You will also need to download your IdP certificate for use later. It can be downloaded from Certificate Management
> End Entities.

To add FortiGate as a SAML service provider:

1. Go to Authentication > SAML IdP > Service Providers, and click Create New.
2. Under Edit SAML Service Provider, configure the following:

« SP name: Enter a name for this service provider, for example: fgt1ssivpn.

« |dP prefix: Enter a custom IdP prefix or click Generate prefix to automatically populate this field.
3. Under Assertion Attributes, configure the following:

« Subject NamelD: Remote SAML Server > Subject NamelD.

« Format: urn:oasis:names:tc:SAML:2.0:nameid-format:unspecified.

4. Under SAML Attributes, add the following attributes. The user and group information will be propagated by the
FortiAuthenticator IdP in SAML assertions to FortiGate. These must match with the user-name and group-name
keywords defined for the SAML user. See Configure the SAML user on page 318.

« Attribute 1: SAML attribute: groups, User attribute: SAML Group membership.
« Attribute 2: SAML attribute: username, User attribute: SAML Username.
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5. Click Save.

Edit SAML Service Provider

IdP address: fac.fortilab.local

SP name: fgtlssivn

IdP prefix: fgtisshn Generate prefix

Server certificate: Use default setting in SAML IdP General page o7
IdP entity id: http://fac.fortilab.local/saml-idp/fgt1sslvn/metadata/ €2

IdP single sign-on URL: https://fac.fortilab.local/saml-idp/fgt1ssivn/login/ 2]

1dP single logout URL: https://fac.fortilab.local/saml-idp/fgt1 sslvn/logouty @4

_® Support |dP-initiated assertion response
W Participate in single logout
SP Metadata
& Import SP metadata
SP entity ID:
SPACS (login) URL: Altemative ACS URLs
SP SLS (logout) URL:
B SAML request must be signed by SP
Authentication

Authentication method: (O Mandatory two-factor authentication
® Verify all configured authentication factors
(O Password-only authentication
O Token-only authentication

(_® Bypass FortiToken authentication when user is from a trusted subnet  configure subnets

Client application name for
FortiToken Mobile push

notification:

Assertion Attributes

Subject NamelD: Subject NamelD ~

Format: urn:oasis:names:tc:SAML:2.0:nameid-format:unspecified ~

W Include realm name in subject NamelD

SAML Attribute User Attribute Actions
groups SAML Group membership »®
username SAML Username x

Create New Assertion

Once the settings have been saved, you will see that additional options are available.

& : /, You can return to complete the configuration of the SAML service provider settings on
9 FortiAuthenticator once you have configured your FortiGate SAML user. You will need to
- enter the SP entity ID, SP ACS (login) URL, and SP SLS (logout) URL from the FortiGate

configuration.

To update the SAML replacement message:

1. Go to Authentication > SAML IdP > Replacement Messages.

2. Select SAML IdP > Login Page, and then select idp-proxy in the Restore Default dropdown menu.
You can now edit the content in the right pane to include the Portal URL obtained from your remote SAML server.
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The URL must be replaced in three places as indicated by [proxy_portal_url] inthe text.

Name Description Modified
SAML IdP
Login Page HTML page for SAML IdP user login ]
Token Login Page HTML page for SAML IdP two factor authentication [x]
SAML IdP Login Success Page HTML page presented when user is successfully authenticated [x]
SAML IdP Request Expired Page HTML page presented when SAML assertion request is expired [x]
Save | 'O Restore Default ~ | BB Toggle Tag List Format: text/himi
| idp-server . fn;il;ﬁ: e

idp-server-and-proxy $header | -

" margin-lef 0px
idp-proxy nargin-z |

background:

padding: Spx
Please enter correct credentials.

es/fortinet_grid.s

Example message

Redirecting to remote identity provider
in 3 seconds.

If you were not redirected click here

ng to remote identity provider in 3 secom
ou were not redirected click <a href="https://

</p>
.fortilakb.local/saml-idp)/proxy/Azuzs fac as i

robj=document . getElementByld ("redir_text”):
.innerBTML="<p>To login click <a href="[[prowy_portal_url]]"shers</as</p>

</script>
<body>
</html>
< b3

{"idp-server”: "<IDOCTYPE h

|<

3. Click Save.

Configure FortiToken

To include tokens in a user's authentication:

1. Go to Authentication > User Management > Remote Users, select SAML, and click Import.
2. Under Import Remote SAML Users, configure the following settings:
a. Remote SAML server: Select your remote SAML server, for example: Azure_fac_as_idpproxy.
b. Group: Select All users or choose a user group.
3. Click OK.
Edit an imported user to define the token. Enable Token-based authentication, and select your token type.
5. Click OK.

>
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Configuring FortiGate

Import the certificate

To import the FortiAuthenticator IdP certificate:

1. Goto System > Certificates, and click Import > Remote Certificate.
2. Click Upload and select your FortiAuthenticator IdP certificate.

3. Click OK.
FortiGate will choose a name by default. You can rename the certificate for easier management with the following
CLI commands:
config vpn certificate remote
rename <DEFAULT_CERT_NAME> to <NEW_CERT_NAME>
end

Configure the SAML user

You can now configure a FortiGate SAML user to point to FortiAuthenticator as the IdP.

In this example configuration, the FortiGate Agentless VPN link is https://2063.0.113.18:10443. This can be
replaced with the Agentless VPN link from your own configuration.

You will also need to adjust the FortiAuthenticator IdP entity ID, login URL, and logout URL to match those configured in
your FortiAuthenticator. This information is available on FortiAuthenticator in Authentication > SAML IdP > Service
Providers.

Configuring the SAML user must be done through the FortiGate CLI.

To configure a SAML user:

1. Inthe FortiGate CLlI, enter the following commands:
config user saml

edit "fac-samlproxy-sslvpn"
set cert "Fortinet_Factory"
set entity-id "https://263.0.113.18:10443/remote/saml/metadata"
set single-sign-on-url "https://263.0.113.18:10443/remote/saml/Login"
set single-logout-url "https://203.0.113.18:10443/remote/saml/Logout"
set idp-entity-id "http://fac.fortilab.local/saml-idp/fgtisslvpn/metadata/"
set idp-single-sign-on-url "https://fac.fortilab.local/saml-1idp/fgtisslvpn/Login/"
set idp-single-logout-url "https://fac.fortilab.local/saml-idp/fgtisslvpn/Logout/"
set idp-cert "FAC_IdP"
set user-name "username"
set group-name "groups"

next
end
O ! ’, The entity ID, single sign on URL, and single logout URL configured in the FortiGate CLI must
q now be entered in the FortiAuthenticator service provider configuration.
- See To add FortiGate as a SAML service provider: on page 315
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\‘é', The user-name and group-name configured must match what is being returned from

FortiAuthenticator in the SAML assertions. See Configure the SAML IdP settings on
FortiAuthenticator on page 314.

You can now create a SAML group which includes that user. You can also define the SAML groups that will be allowed
to login as this group. In this example, only user that belong to "FGTGroup1" will be allowed to login to the Agentless
VPN. This can only be done through FortiGate CLI.

To configure a SAML group:

1. Inthe FortiGate CLlI, enter the following commands:
config user group
edit "samlproxy-sslvpn"
set member "fac-samlproxy-sslvpn”
config match
edit 1
set server-name fac-samlproxy-sslvpn
set group-name “FGTGroupl”
next
end
next
end

Next, increase the remote authentication timeout. This must be set to allow for enough time for the user to authenticate
into Microsoft Entra ID. This can only be done through the FortiGate CLI.

To increase the remote authentication timeout:

1. Inthe FortiGate CLI, enter the following commands:
config system global
set remoteauthtimeout 60
end

Configure the Agentless VPN
You can define a portal for the SAML group in your Agentless VPN settings.

To add a portal to your Agentless VPN:

1. Goto VPN > Agentless VPN Settings, and edit your Agentless VPN configuration.
2. Under Authentication/Portal Mapping, click Create New.
3. Configure the following information:
a. Users/Groups: Select the configured user group.
b. Portal: full-access.
4. Click OKand save your changes to the Agentless VPN settings.
5. Configure your Agentless VPN rules as required.

Mame  Some  Destinat Schedhde Semviee Acton Security Profles tog Bytes

5] 3) SSLVPN funnel nferface s root) 8 LANA (pori2) €
o8

SSLVPM ta LANY [T — p 5 land ret B abwrys @ A  ACCEPT © Erabled no-enpection own
Dl

For more information on configuring Agentless VPN on FortiGate, see the FortiGate Administration Guide.
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Results

To sign in to your Agentless VPN:

1. Once the user tries to connect to the Agentless VPN web portal, FortiGate will redirect the user to
FortiAuthenticator.

Redirecting to remote identity provider
in 3 seconds.

If you were not redirected click here

2. The FortiAuthenticator will act as a SAML proxy and forward the request to Azure for authentication.

B¥ Microsoft

Sign in

3. After entering their credentials, if the user has a token assigned they will be requested to enter it for two factor
authentication.

Confirm on Your Mobile Device or
Enter Token Code

I G cselatam.onmic...
“h'ﬁ-\'-mlﬁ- de |

4. The useris now connected to the Agentless VPN.

WiFi and RADIUS

Assigning WiFi users to VLANs dynamically

Virtual LANs (VLANS) are used to assign wireless users to different networks without requiring the use of multiple

SSIDs. Each user’s VLAN assignment is stored in the user database of the RADIUS server that authenticates the users.

This example creates dynamic VLANSs for the Techdoc and Marketing departments. The RADIUS serveris a
FortiAuthenticator. It is assumed a user group on the FortiAuthenticator has already been created (in this example,
employees).
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User jsmith
Marketing

QO
FortiAP
= Marketing  FortiGate
= VLAN 100 i E
T ) i { Internet
7 Techdoc
VLAN 200
(@a)]

User twhite

Techdoc {(E}

FortiAuthenticator

config certificate ca
edit {name}
# CA certificate.
set name {string} Name. size[79]
set ca {string} CA certificate as a PEM file.

set range {global | vdom} Either global or VDOM IP address range for the CA certificate.
global Global range.

vdom VDOM IP address range.
set source {factory | user | bundle} CA certificate source type.
factory Factory installed certificate.
user User generated certificate.
bundle Bundle file certificate.
set trusted {enable | disable} Enable/disable as a trusted CA.
set scep-url {string} URL of the SCEP server. size[255]

set auto-update-days {integer} Number of days to wait before requesting an updated CA
certificate (@ - 4294967295, © = disabled). range[©-4294967295]

Configuring the FortiAuthenticator

To create the RADIUS client:

1. On the FortiAuthenticator, go to Authentication > RADIUS Service > Clients, and select Create New.
2. Enter a Name, the IP address of the FortiGate, and set a Secret.
The secret is a pre-shared secure password that the FortiGate will use to authenticate to the FortiAuthenticator.

Edit Authentication Client

Name: FortiGate

Client address: Subnet | Range
17220120142
Secret:  esssssss
Accept RADIUS accounting messages for usage enforcement
Support RADIUS Disconnect messages

To create the RADIUS policy:

Go to Authentication > RADIUS Service > Policies, and select Create New.

Enter the RADIUS policy name, description, and select the FortiGate RADIUS client.
Do not configure RADIUS attribute criteria.

Choose Password/OTP authentication as the authentication type and enable all EAP types.

Authentication type

N =

Authentication type: @ Password/OTP authentication
© Accept EAP
© PEAP
@ EAPTTLS
@ EAP-GTC
O MAC authentication bypass (MAB)
O Client Certificates (EAP-TLS)
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5. Choose a username format (in this example: username@realm), select the Local realm.
Add the employees user group as a filter.

6. Setthe authentication method to Password only authentication.

7. Review the RADIUS response, and click Save and Exit.

To create the local user accounts:

1. Next go to Authentication > User Management > Local Users and create local user accounts as needed.

Create Mew Local User

Username: jsmith

Password creation: Specify a password ~
Password: [TITTTTT]

Password confirmation: sssssnee

@ Allow RADIUS authentication
® Force password change on next logon

Role

Role: Administrator Sponsor

Account Expiration

» Enable account expiration

“ Canl:e'

2. For each user, add the following RADIUS attributes which specify the VLAN information to be sent to the FortiGate.
The Tunnel-Private-Group-Id attribute specifies the VLAN ID.
In this example, jsmith is assigned VLAN 700 and twhite is assigned VLAN 200.

B RADIUS Attributes

Attribute Value Vendor
Tunnel-Type VLAN (13) Default
Tunnel-Medium-Type |EEE-802 (8) Default
Tunnel-Private-Group-Id 100 Default

Add Atribute

Adding the RADIUS server to the FortiGate

To add the RADIUS server to the FortiGate:

1. Onthe FortiGate, go to User & Device > RADIUS Servers and select Create New.
Enter the FortiAuthenticator IP address and the server Secret entered on the FortiAuthenticator earlier.

Select Test Connectivity to confirm the successful connection.
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Mew RADILS Server

Mame facRADILS

Authentication method BEENN Specify
MAS P

Include in every user group OB

Frimary Server

IPitame 172.25.176.141

Sercret e

Connection status & Successful
Test Connectivity

Test User Credentials

Secondary Server

IP/MName
Secret
Test Connectivity

Test User Credentials

Creating an SSID with dynamic VLAN assignment

To create an SSID with dynamic VLAN assignment:

1. Onthe FortiGate, go to WiFi & Switch Controller > SSID and create a new SSID.
Set up DHCP service.
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T
Interface Mame example-wifi
Alias
Type WiFT 5510 A
Traffic Mode €% ESIIMGEN &% EBridge =2 Mesh
Tags
@ Add Tag Categary
Address
IP/Metwark Mask 10101214265 255 2550

IPvE Address/Prefix il

Administrative Access

(=% v HTTPS 4 HTTF €@ 7 PING ¥ FMG-Access
#| S5H | SHMP | FTh
« FEADIUS Accounting +| FortiTelemetry
IPvE Administrative Access HTTFS HTTF € PING FMG-Access
SSH SkkP FTh
@© DOHCP Server
Address Range
+ Create Mew 4 Edit  [i] Delete
Starting 1P EndIF
1010122 10.10.12.254
Metmask 2552552650
Default Gateway Specify
OMS Server Sarme ; SgNEEER Same as Interface P Specify

2. Select WPAZ2 Enterprise security and select your RADIUS server for authentication.
Enable Dynamic VLAN Assignment.
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Wik Settings
S0 example-staff
Security Maode WWEAZ Enterprise -
Client Limit »
Authentication Wet-1l FADILS Server
facRADIUS v
Crynamic WLAN assignment € @O
Broadcast SSI0 O
Schedule €9 always v
Block Intra-S510 Traffic »
Eroadcast Suppression &  ARPs for known clients X
DHCP Uplink x
+

Filter clients by MAC Address
RADIIS server _»
Quarantine Host O

Enforce FortiClient Compliance Check O

3. Then open the CLI/ Console and enter the following command to assignment and set the VLAN ID to 10. This VLAN
is used when RADIUS does not assign a VLAN:
config wireless-controller vap
edit example-wifi
set vlanid 10
next
end

Creating the VLAN interfaces

To create the VLAN interfaces:

1. Goto Network > Interfaces.
Create the VLAN interface for default VLAN-10 and set up DHCP service.
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ey

Interface Mame | WLAMN-10

Alias
Type WLAMN -
Interface example-wifi -
YLAN IO 10
Tags
Fole € | LAM v
& Add Tag Category
Address
Addressing mode WEGUEIN OHCF  PPPoE
IP/Metaark Mazk 192 168.3.1/255 255255 0
PG Addressing mode Manual Elele
IPvB Address/Prefix

Create address ohject matching subnet @
MName B WLAN-10 address
Definition 192 168.3.0/24

Administrative Access

[P HTTFS HTTF € PIMNG
CAPYWAP S5H ShMP
RADIUS Accounting FortiTelemetry

PG Administrative Access HTTPS HTTF & FING
CAPWAP SSH SHMP

@© DHCF Server

Address Range

+ Create Mew & Edit [ Delete

Starting IP End IP
192.168.3.2 192.168.3.254
Metmask 2552552650

ame as Interf:

ace |P

Specify
Same as Interface P Specify

Default Gateway
DOMS Server
Advanced ..

2. Then create two more VLAN interfaces: one for marketing-100 and another for techdoc-200, both with

DHCP service.
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=

Interface Mame | marketing-100

Alias
Type WLAMN -
Interface example-wifi -
WLAM 1D 100
Tags
Role € | LAN -

© Add Tag Category
Address
Addressing mode EGDEIR CHCF  FPFoE
IPMetwork Mask 10.11.13.1724
IPvE Addressing mode ENDEIN DHCF
IPvE Address/Prefix

Create address object matching subnet @O
MName & marketing-100 address
Definition 10.11.13.0/24

Administrative Access

(P4 HTTFS HTTF €& FING
CAPWAP SEH SMMP
RADIUS Accounting FortiTelermetry

IPvE Administrative Access HTTPS HTTF €& PING
CAPWAP SEH SMMP

@O DHCF Server

Address Range

+ Create Mew 4 Edit [ Delete

Starting IP End IF
1011132 10.11.13.254
Metmask 25525852550

Specify
Same as Interface IP | Specify

Default Gateway
OMS Server
Advanced. ..

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.

FMG-Access
FTh

FMG-Access
FTh

327



FortiGate

M ey

Interface Mame | techdoc-200

Alias
Type WLAN -
Interface Example-wifi -
WLAN 1D 200
Tags
Fole € | LAM -

© Add Tag Category
Address
Addressing mode GEGDEN DHCF  FPPoE
IPietwork Mask 10.11.14 1124
IPvE Addressing mode ELUEN OHCF
IPvE Address/Prefix

Create address ohject matching subnet @

Marne & techdoc-200 address

Definition 10.11.14.0/24

Administrative Access

P4 HTTPS HTTF &
CAPWVAP SSH
FADIUS Accounting

IPvE Administrative Access HTTPS HTTF &
APPSR SSH

@ DHCF Server

Address Range

+ Create Mew  # Edit [0 Delete
Starting IP End IP
10.11.14.2 10.11.14 254
Metmask 26020525510
Default Gateway Specify

OMS Server Same as Interface [P

Adhvanced...
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Creating security policies

To create the security policies:

1. Goto Policy & Objects > IPv4 Policy.
Create a policy that allows outbound traffic from marketing-100to the Internet.

Mew Palicy
MName € marketing-100-internet
Incoming Interface | € marketing-100 x
+
Cutgaing Interface | M wan1 »
+
Source = all 4
+
Destination = all »®
+
Schedule always -
Service W ALL »®
+
Action Ve =aN ) DENY O IPsec

Inspection Mode  RERESEEERE Proxy-based

Firewall f Metwark Options

MAT L &)

IP Foal Configuration Use Qutgoing Interface Address R t=Tey Tl ol lulu]
Preserve Source Port OB
Frotocol Options default - &

2. Under Logging Options, enable logging for All Sessions.
Logging Cptions
Log Allowed Traffic @  Security Events
Capture Packets (B

3. Create another policy that allows outbound traffic from techdoc-200to the Internet.
For this policy too, under Logging Options, enable logging for All Sessions.
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e Policy
MName € techdoc-200-internet
Incoming Interface | € techdoc-200 o
+
Cutgaing Interface | M wan1 »®
+
Source = all »®
+
Destination = all 4
+
Schedule always v
Service I ALL »®
+
Action O IPzec

Inspection Mode  QEESCERE Frosy-hased

Fireswall £ Metwork Options

MAT | @)

IP FPoal Configuration Use Cutgoing Interface Address [N ey (lell =l =iy

Preserve Source Port O
Frotocol Options default v &

Creating the FortiAP profile

To create the FortiAP profile:

1. Go to WiFi & Switch Controller > FortiAP Profiles.
Create a new profile for your FortiAP model and select the new SSID for both Radio 1 and Radio 2.
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Mews Forti&P Profile

Mame FAPS221E-dyn-vlan

Comments Write a comment. . PR
Platform FAPSIZE v
Country / Region Use default (United States)

Canada -

AP Login Passwoard €9

Administrative Access HTTFS S5H ShMP

Split Tunneling

Include Local Subnet €@ (O
Split Tunneling Subnetis) O

Radio 1

Mode

WIDS Profile »
Radio Resource Provision CB
Client Load Balancing

Band

Channel Width

Short Guard Interval »
Channels

Tx Power Control

Tx Powwer

5siDs €

Wonitor Channel Utilization

FortiAuthenticator 8.0.0 Examples
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Dedicated Monitar

Frequency Handoff AP Handoff
24 GHz | 802 11nfgfb v
20MHz
1 a5 | 11
Auto BEETRIE]

= 100%

Auto BEERE]
) example-staff (example-wifi) x

+

»
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Connecting and authorizing the FortiAP

To connect and authorize the FortiAP:

1. Go to Network > Interfaces and edit an unused interface.
Set an IP/Network Mask and enable CAPWARP under Administrative Access > IPv4.

Enable DHCP Server.
Now connect the FortiAP unit to the this interface and apply power.

2. Goto WiFi & Switch Controller > Managed FortiAPs.
Right-click on the FortiAP unit and select Authorize.

Once authorized, right-click on the FortiAP unit again and select Assign Profile and select the FortiAP profile
created earlier.

+ Create New~  # Edit | W Delete & Refresh € Deauthorize &y Upgrade

Access Point - Status Connected Yia S510s

FartiAP-S 221E ® Online ok 10.10.201.1- B portg Fadio 10 €) example-staff (example-wifi)
7 Ed Radio 2: All
It

»_ Editin CLI

mw Delete

A Orill Dowen to Details
Autharize

£ Deauthorize

™y Festart

t Upgrade
LED Elink b

Assign Profile b | FAPS221E-default
FAFS221E-dyrrvlan

Results

The SSID will appear in the list of available wireless networks on the users’ devices.
Both twhite and jsmith can connect to the SSID with their credentials and access the Internet.
If a certificate warning message appears, accept the certificate.

1. Goto FortiView > Policies.
Note that traffic for jsmith and twhite will pass through different policies. In this example, the marketing-100-internet
policy is displayed, indicating that jsmith has connected to the WiFi.
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= | @ Add Filter B @nowr =
Falicy Policy Type Source Interface Destination Interface BEytes - Sessions Banchwidth
markefing-100-internet (3) 1P & rmarketing-100 B piznl 3647 K m— 5 Ubps
Puolicy marketing-100-internet {3)
Policy ID 3
Marne marketing-100-internet
Source & marketing-100
Destination [ wan 1

Security Profiles

Action « ACCEFT

Log @ 2l

First Used Q@ 201907417 08:51:39
Last Used © 9 seconds ago

Hit Caunt 25

Bytes 148.08 kB

# Edit (& Show in List

2. Double-click to drill-down, where the user's identity (including username, source IP, and device address) is

confirmed.
€« o \x Palicy: 3 % Palicy Type: IPv4 & Add Fllter *‘ B~ Olhw- &~
Summary of
Palicy rmarketing-100-internet (2)
Palicy Type 1P
Source Interface & marketing-100

Bytes

Sessions 22

M Destinations | Applications = Threats | WWeb Sites  Vieb Categories = Sessions

Source Device Threat Score Bytes « Sessions
& cO.ce.ffeh: 14:60 0 101.02 kB m— 22 !
jsmith@local
10.11.132

3. When twhite has connected to the WiFi network, go to FortiView > Policies and drill-down. The user, and techdoc-
200-internet policy, is confirmed.

€« = ‘X Policy: 4 % Palicy Type: IPvd @ Add Fiter x‘ B~ @lhour~ | &~
Summary of

Paliey techdoc-200-internet (4)

Policy Type P4

Source Interface & techdoc-200

Destination Interface M wan

Bytes 1648 kB

Sessions 2

M Destinations | Applications  Threats | Web Sites  Web Categories | Sessions

Source Device Threat Score Bytes - Sessions
% chccffeni46h 0 16,43 kB m— 2
twhite
10.11.14.2

WiFi using FortiAuthenticator RADIUS with certificates

This example will walk you through the configuration of FortiAuthenticator as the RADIUS server for a FortiGate wireless

controller. WPA2-Enterprise with 802.1X authentication can be used to authenticate wireless users with
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FortiAuthenticator. 802.1X utilizes the Extensible Authentication Protocol (EAP) to establish a secure tunnel between
participants involved in an authentication exchange.

EAP-TLS is the most secure form of wireless authentication because it replaces the client username/password with a
client certificate. Every end user, including the authentication server, that participates in EAP-TLS must possess at least
two certificates:

1. Aclient certificate signed by the certificate authority (CA)
2. A copy of the CA root certificate.

This example specifically focuses on the configuration of the FortiAuthenticator, FortiGate, and Windows 10 computer.

Creating a local CA on FortiAuthenticator

The FortiAuthenticator will act as the certificate authority for all certificates authenticated for client access. To enable this
functionality, a self-signed root CA certificate must be generated.

To create the local CA:

1. On the FortiAuthenticator, go to Certificate Management > Certificate Authorities > Local CAs and select Create
New.
Configure the fields as required.

Create New Local CA Certificate

Certificate ID: RootCA
Certificate Authority Type
Certificate type: iate CA iate CA signi (CSR)
Subject Information
Subject input method: Fully distinguished name
Name (CN): FortiAuthenticator
Department (OU): m
Company (O): Local Company
City (L): Ottawa
State/Province (ST): ON
Country (C): Canada (CA) -
Email address:
Key And Signing Options
Validity period: Sefan By date
3650 +| days
Key type: RSA
Key size: 1024 4096
Hash algorithm: SHA-1

Subject Alternative Name
» Emaik
» User Principal Name (UPN):
@ Advanced Options: Key Usages

Certificate Revocation List (CRL)
Lifetime: 30 | days (1-365)

Re-generate every: 1 + | days

n cancel

Creating a local service certificate on FortiAuthenticator

In order for the FortiAuthenticator to use a certificate in mutual authentication (supported by EAP-TLS), a local services
certificate has to be created on behalf of the FortiAuthenticator.
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To create the local service certificate:

1.

Configuring RADIUS EAP on FortiAuthenticator

In order for the FortiAuthenticator to present the newly created Local Services certificate as its authentication to the WiFi
client, the RADIUS-EAP must be configured to use this certificate.

To configure RADIUS EAP on FortiAuthenticator:

Gl A

Go to Certificate Management > End Entities > Local Services and select Create New. Complete the information in

the fields pertaining to your organization.

Create New Server Certificate

Certificate ID:
Certificate Signing Options
Issuer:

Certificate authority:

Subject Information
Subject input method:
Name (CN):
Department (OU):
Company (O}):

City (L):
State/Province (ST):
Country (C):

Email address:

Key And Signing Options
Validity period:

Key type:

Key size:

Hash algorithm:

Subject Alternative Name

P Email:

User Principal Name (UPN):

]
P URI:
P DNS:

Other Extensions

® Add CRL Distribution Points extension (Location: http:/fac.school.net/cert/crl/RootCA.crl)
» Add OCSP Responder URL (Location: http://fac.school.net:2560)

Advanced Options: Key Usages

Go to Authentication > RADIUS Service > General.
Select the corresponding Local Services certificate in EAP Server Certificate.
Choose the Local CA certificate previously configured in Local CAs.

Click OK.

webserver

Local CA Third-party CA

RootCA | C=CA, 5T=0N, L=Ottawa, O=Local Company, QU=IT, CN=FortiAuthenticator, emailAddress=admin@fortinet.com |~

Fully distinguished name Field-by-field

FortiAuthenticator
IT

Local Company
Ottawa

ON

Canada (CA)

admin@fortinet.com

Set length of time Set an expiry date

1825 = | days
RSA

1024 4096
SHA-256 SHA-1
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RADIUS-EAP Configuration
Server Settings
EAP Server Certificate webserver | emaiAdcress-admin@fortinet.com v

RADSEC Server Certificate Default-Server-Certificate | CN SBABTOEE v

EAP-TLS Authentication

Local CAs: No local Certificates selected

RootCA| emailAddress-admin@fortinet com v

Trusted CAs: No Trusted Certificates available

Configuring RADIUS client on FortiAuthenticator
The FortiAuthenticator has to be configured to allow RADIUS clients to make authorization requests to it.

To create the RADIUS client:

1. On the FortiAuthenticator, go to Authentication > RADIUS Service > Clients, and select Create New.

2. Entera Name, the IP address of the FortiGate, and set a Secret.
The secret is a pre-shared secure password that the FortiGate will use to authenticate to the FortiAuthenticator.

Create New Authentication Client
Name: FortiGate

Client address: Sl sovet  Range

Secret:
Accept RADIUS accounting messages for usage enforcement
Support RADIUS Disconnect messages

To create the RADIUS policy:

1. Go to Authentication > RADIUS Service > Policies, and select Create New.

2. Enter the RADIUS policy name, description, and select the FortiGate RADIUS client.
3. Do not configure RADIUS attribute criteria.

4. Setthe authentication type as Client Certificates (EAP-TLS).

Authentication type: O Password/OTP authentication
Q MAC authentication bypass (MAB)
@ Client Certificates (EAP-TLS)
5. Choose a username format (in this example: username@realm), select the Local realm.
6. Setthe authentication method to Password only authentication.
7. Review the RADIUS response, and click Save and Exit.

Configuring local user on FortiAuthenticator

The authentication of the WiFi client will be tied to a user account on the FortiAuthenticator. In this scenario, a local user
will be configured but remote users associated with LDAP can be configured as well.

To configure a local user:

1. Go to Authentication > User Management > Local Users and select Create New.
Fill out applicable user information.
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Create New Local User

Username: jhopper

Password creation: Specify a password ~
Password: [TTTITTTT]

Password confirmation: sssssess

@ Allow RADIUS authentication
» Force password change on next logon

Role

Role: Administrator Sponsor

Account Expiration

® Enable account expiration

Configuring local user certificate on FortiAuthenticator

The certificate created locally on the FortiAuthenticator will be associated with the local user. It is important to note that
the Name (CN) must match the username exactly of the user that is registered in the FortiAuthenticator (in the example,
eap-user).

To configure the local user certificate:

1. Go to Certificate Management > End Entities > Users and select Create New.
Fill out applicable user information to map the certificate to the correct user.
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Create New User Certificate

Certificate |1D: eap.user.cert

Certificate Signing Options

Issuer: Third-party CA

Certificate authority: RootCA | C=CA, 5T=0ON, L=Ottawa, O=Local Company, OU=IT, CN=FortiAuthenticator, emailAddress=admin@fortinet.com |~
Local User (Optional): jhopper ~

Subject Information

Subject input method: Fully distinguished name Field-by-field

MNarme (CN): jhopper

Department (OU): Chief of Police

Company (O): HPD

City (L): Hawkins

State/Province (ST): Indiana

Country (C): United States (US) -

Email address: jhopper@hpd.com

Key And Signing Options

Validity period: Set an expiry date
365 | days

Key type: RSA

Key size: 1024 2048 4096

Hash algorithm: SHA-256 SHA-1

Subject Alternative Name

® Email:

B User Principal Name (UPN}:

P URL:

P DNS:

Other Extensions

I Add CRL Distribution Points extension (Location: http://fac.school.net/cert/crl/RootCA.crl) = Edit device FQDN
(C Add OCSP Responder URL (Location: http:/fac.school.net:2560) |  Edit device FODN

Creating RADIUS server on FortiGate

In order to proxy the authentication request from the wireless client, the FortiGate will need to have a RADIUS server to
submit the authentication request to.

To create the RADIUS server on FortiGate:

1. Onthe FortiGate, go to User & Device > RADIUS Servers and select Create New. Enter a Name, the
FortiAuthenticator’'s IP address, and the same Secret set on the FortiAuthenticator.
Select Test Connectivity to confirm the successful connection.
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Mews RADIUS Server

Marme Faortiduthenticatar

Authentication method DEENN Specify
MAS P

Include in every user group O

Primary Server

[Fitame 17225176141
SEErEt erseeee
Connection status & Successful

Test Connectivity

Test User Credentials

Secondary Server

IPMame
Secret
Test Connectivity

Test User Credentials

Creating WiFi SSID on FortiGate

In order for the WiFi client to connect using its certificate a SSID has to be configured on the FortiGate to accept this type
of authentication.
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To create the WiFi SSID:

1. Goto WiFi & Switch Controller > SSID and create an SSID with DHCP for clients.

[ ey

Interface Mame EARP-TLS

Alias
Type WiFT 5510 -
Traffic Mode € NEEBMEN & Eridge  ®#2 Mesh
Tags

& Add Tag Categary
Address
[F/Metwark hMask 10122122 1424

IPvE Address/Prefix | /0

Administrative Access

[Pd HTTPS HTTF € FIrMG FMG-Access
S5H SHWP FThd
FADIUS Accounting FortiTelemetry

IPvE Administrative Access HTTPS HTTF € FIrG FMG-Access
S5H ShMWP FThd

@O DHCF Server

Address Range

+ Create Mew 4 Edit [ Delete

Starting IP End IP
101221222 10122122 254
Metmask 250.250.2050

Default Gateway
DMNS Server
Advanced. ..

2. Set the following WiFi Settings, assigning the RADIUS Server configured earlier.
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Wik Settings

SSI0 EAP-TLS

Security Maode WWPAZ Enterprise v

Client Limit »

Authentication W=l FADIUS Server
&b FortiAuthenticatar -

Dynamic VLAN assignment CB

Broadcast SSI0 L @]

Schedule €9 alviays -

Block Intra-SS10 Traffic »

Split Tunneling »

Broadcast Suppression & | ARPs for known clients x
DHCPF unicast x
OHCF uplink x

+

Filter clients by MAC Address

RADIUS server »
WLAMN Pooling »
Quarantine Host O

3. Then go to WiFi & Switch Controller > FortiAP Profiles and edit your FortiAP default profile.
Select the new SSID for both Radio 1and Radio 2.
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Edit FortiAF Frofile

Mame FAPSZ21E-default

Comments Wirite a2 comment. . | 058
Flatform FAPSZME

Country / Region United States

AP Login Password €

Administrative Access

Split Tunneling

Include Local Subnet € (B
Split Tunneling Subnet(s) Cy

Radio 1

Mode
WIDS Profile

Fadio Resource Provision (B

Client Load Balancing
Band

Channel \Width

Short Guard Interval
Channels

TH Power Cantral

Tx Pover

55IDs €

Monitor Channel Ltilization

4. Then go to Policy & Objects > IPv4 Policy and create a policy that allows outbound traffic from the EAP-TLS

wireless interface to the Internet.
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HTTFS S5H ShHMP

Dizabled Dedicated Monitar
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24 GHz | 802.11nfy v
20MHz

Auto BEERE]
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Auto BEERNE]

&) EAP-TLS (EAP-TLS) 4

+
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Exporting user certificate from FortiAuthenticator

In order for the WiFi client to authenticate with the RADIUS server, the user certificate created in the FortiAuthenticator

must first be exported.

To export the FortiAuthenticator user certificate:

1.

On the FortiAuthenticator, go to Certificate Management > End Entities > Users. Select the certificate and select

Export Key and Cert.

< Create New | | & Import | | % Revoke & Export Certificate Search for user certificates
Certificate ID Subject Issuer Status Expiry
eap.user.cert C=US, ST=Indiana, L=Hawkins, O=HPD, OU=Chief... C=CA, ST=ON, L=Ottawa, ... Active Nov. 18, 2020, 1:56 p.m.

1 user certificate

In the Export User Certificate and Key File dialog, enter and confirm a Passphrase. This password will be used
when importing the certificate into a Windows 10 computer. Select OK.

Export Certificate and Key File

Subject: C=US, 5T=Indiana, L=Hawkins, O=HPD, OU=Chief of Police, CN=jhoppet, erail &Address=jhopper@hpd.corm
Passphrase: LI IIT L]
Confirm Passphrase: rersrens

3. Select Download PKCS#12 file to pull this certificate to the Widows 10 computer. Select Finish.

Importing user certificate into Windows 10

To import the user certificate:

1.

On the Windows 10 computer, double-click the downloaded certificate file from the FortiAuthenticator.
This will launch the Certificate Import Wizard. Select Next.
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Welcome to the Certificate Import Wizard

This wizard helps wou copy certificates, certificate trust lisks, and certificate revocation
lists From wour disk to a certificate store.

& certificate, which is issued by a certification autharity, is a confirmation of your idenkiky
and contains information used bo prokect data or ko eskablish secure network,
connections. & certificate store is the system area where certificates are kept,

Store Location
@ Current User
() Local Machine

To continue, click Mext,

Cancel

2. Make sure the correct certificate is shown in the File name section in the File to Import window. Select Next.
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File to mport

specify the file you want ko import,

File name:

ik, image Iibrary'l,Fau:'l,‘Eux'l,wiFi-Fac-radius-certs'l,eap.user.cert.plz| | Browse, .. |

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, .P12)
Cryphographic Message Syntax Standard- PECS #7 Certificates (P7E)

Microsaoft Serialized Certificate Store (35T

et Cancel

3. Enter the Password created on the FortiAuthenticator during the export of the certificate.
Select Mark this key as exportable and leave the remaining options to default. Select Next.
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Private key protection

To maintain security, the private key was protected with a password.

Type the password For the private key.

Passwiard:

[ ] Display Passward

Import options:

[ ]Enable strong private key pratection, ¥ou will be prompted every time the
private kew is used by an application if vou enable this option.

Mark: this kew as exportable, This will allow wou to back up of kransport wour
kews at a later time,

Praotect private key using wirtualized-based security(Mon-exportable)

Include all extended properties,

Cancel

4. Inthe Certificate Store, choose the Place all certificates in the following store.
Select Browse and choose Personal. Select Next, and then Finish.
A dialog box will show up confirming the certificate was imported successfully.
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Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For
the certificate.

() automatically seleck the certificate store based on the type of certificate
(®) Place all certificates in the Following store

Certificate skore:

| Personal Browse, .,

Cancel

Configuring Windows 10 wireless profile to use certificate
Create a new wireless SSID for this secure connection, in this case EAP-TLS.

To create a wireless SSID:

1. On Windows 10, got to Control Panel > Network and Sharing Center > Set up a new connection or network >
Manually connect to a wireless network. Enter a Network name and set Security type to WPA2-Enterprise. The
Encryption typeis set to AES.
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Enter information for the wireless network you want to add

Metweork narme: | EAP-TLS |

Security type: WRAZ-Enterprise w

Encryption type: AES

Security Key: Hide characters

Start this connection autormatically

L] Connect even if the network is not broadcasting

Warning: If you select this option, your cormputer’s privacy rmight be at risk,

Cancel

2. Once created, you have the option to modify the wireless connection. Select Change connection settings.
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Successfully added EAP-TLS

— Change connection settings

Open the connection properties so that | can change the settings.

Cloze

3. Inthe Security tab, set Choose a network authentication method to Microsoft: Smart card or other certificates, and

select Settings.
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EAP-TLE Widireless Metwark Properties

Connection  Security

Security bype: WRAZ-Enkerprise e

Encryption type: LES e

Choose a nebwark, aukhentication method:
Microsoft: Smark Card or other certificat Settings

Remermber my credentials For this connection each
tirne I'm logged on

Advanced settings

Cancel

4. Enable both Use a certificate on this computer and Use simple certificate selection.
Note that, for simplification purposes, Verify the server's identity by validating the certificate has been disabled.
However EAP--TLS allows the client to validate the server as well as the server validate the client. To enable this,
you will need to import the CA from the FortiAuthenticator to the Windows 10 computer and make sure that it is
enabled as a Trusted Root Certification Authority.
Select OK for all dialog windows to confirm all settings. The configuration for the Windows 10 computer has been
completed and the user should be able to authenticate to WiFi via the certificate without using their username and
password.
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Smart Card or other Certificate Properties

YWhen connecting:

() Use my emart card dvarced

(®) ze a certificate on this computer
Uze simple certificate selection [Recommended]

[ ]Werify the server's identity by walidating the certificate

Connect to these servers [examples:zred zrees ™ zrv3h com]:

AddTruzt Esternal CA Root
[] Baltimare CyberT rust Foot
[] Certum Cé
[] Certum Truzsted Metwark T8
[] Class 3 Public Primary Certification Autharity
[] COMODO RS54 Certification Autharity
[] DigiCert &zsured 1D oot &

[ ] DigiCert Global Root Ca

< >

Yieww Certifizate

Dron't prompt uzer to authaorize new sereers or tusted certification
authorities.

[]Use a different user name far the connection

Carcel
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Results

1. Onthe user's device, attempt to connect to the WiFi. Select the user's certificate and select OK.
this pa

fortinet-us.com

g Connected

cF:. fortissl

EAP-TLS

Connecting

Choose a certificate

jhopper
dy far [ Cancel

3352174

Secured

bridged15

Secured

ternet settings

nection metered,

Mobile
Airplane mode  hotspot

HOUEE DO e S 2PM 1

2019-07-17

2. On the FortiAuthenticator, go to Logging > Log Access > Logs to confirm the successful authentication.
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& Refresh | &8 Download Raw log | & Log Type Reference | &8 Debug Report | ~ Search for log records
(o] Timestamp Level Category Sub category Type d Action Status Source IP Short messag‘ Lozl 2
Log Recard Detail
] EEE D N H . u Timestamp Wied Jul 17 15:44:28 2019
Level informatian
2 e TR ] - ' | u n - F a n e
Action Authentication
- - . Y . . - - - L EE EE S Ee - LR N | - LB |
Status Success
0 e i "EE ] | - - F L] n Saurce IP 1722517637
u - E ) mEEE = n u nm NN NEEEES EEE N _EER = e 1| Message B02x authentication suc
B ] m - ] - m = User
Log Type
u - e B R n [ = ] NN DR EEE § N RN uE -
- Type ld 20420
| By u EmmE B m Name £02.4x Authentication Ok
HEE N u u - | - L] Rl woomme woomom | Sub Categary Authentication
Categary Event
" " " = = s = - = Descriptian B02.1x authentication suc
- - w - - = - - - - [l ] - (e S N ] = - = cesstul

3. Onthe FortiGate, go to Monitor > WiFi Client Monitor to view various information about the client.

& Refresh | | Search la]
38D ForiAP User P MAC Address Device Channel Bandwicth Tx/Rx Signal Strength/Noise Signal Strength Association Time
@) EAPTLS 0 FortinP-5 221E (PS221ETF18000452) [Jnopper]  10.122.122.2 10:6B:AD:32B8.0D0 @D ot-abristo-nb] fortinet-us.com 112 400 bps Ml 3008 -68 dBm EEENCTTTT]  2019/07/17 12:44:08

You can also go to Log & Report > Forward Traffic to view more log details.

& & | O Fiter

Date/Time k-3 Source Device Destination Application Name Result Falicy

20190717 12:51:49 jhopper (10122 122 2) =R ot-abristo-nb 1 fortinet-us com 172.16.95.16 « T3EB/124B
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Log Details 4
& General
Date 20190717
Tirme 12:51:49
Ciuration 180s=

Session D 7548
Yirtual Domain root
MAT Translation Source

& Source
IF 101221222
MAT IF 17225176357

Source Port laplals)

CountryHegion  Heserved

Frimary MATC 10:8h:ad: 32:ba:0d
Source Interface % BEAP-TLS (BAP-TLS)
Source S50 EAP-TLS

Host Mame ot-abristo-nk 1 fortinet-us .com
Device Type IUnknown

23 Mame &3 indows

Lszer jhopper

& Destination

P 17216 895 .16
FPaort 83
CountryHegion Feserved

Destination Interface M wan

& Application Control

Application Mame

Category unscanned
Fisk undefined
Frotocal 17

Service OMs

& Data

Fecered Bytes 124 B
Fecerved Packets 1
Sent Bytes 7aB
sent Packets 1

& Action

Action Accept
Fuolicy eap-tls-internet (3}
Falicy ULID bc365144-aBca-51e8-8fh7-7a1708beddbd
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WiFi RADIUS authentication with FortiAuthenticator

In this example, you use a RADIUS server to authenticate your WiFi clients.

The RADIUS server is a FortiAuthenticator that is used authenticate users who belong to the employees user group.

FortiAP

Py
~~ = FortiGate
o) = D)

FortiAuthenticator

Creating users and user groups on the FortiAuthenticator

To create users and user groups:

1. Go to Authentication > User Management > Local Users and create a user account.

Create New Local User

Username: rgreen

Password creation: Specify a password ~
Password: (TTTTTTTY

Password confirmation: sssssses

@ Allow RADIUS authentication
(I Force password change on next logon

Role

Role: Administrator Sponsor

Account Expiration

(I Enable account expiration

“ Cance‘

2. Then go to Authentication > User Management > User Groups and create a local user group (employees), adding
the newly created user.
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Create New User Group

Name: employees
Type: Remote LDAP | Remote RADIUS | Remote SAML | MAC
Users: Awailable Users @ Selected Users
Q ilter fgreen
admin
Choose all Remove all
Password policy: Default |v
» Usage Profile [ Please Select ] |~

“ Cance'

Registering the FortiGate as a RADIUS client on the FortiAuthenticator
To create the RADIUS client:

1. On the FortiAuthenticator, go to Authentication > RADIUS Service > Clients, and select Create New.
2. Enter a Name, the IP address of the FortiGate, and set a Secret.
The secret is a pre-shared secure password that the FortiGate will use to authenticate to the FortiAuthenticator.

Create New Authentication Client

Name: FortiGate

Client address: Subnet | Range
1722517637

Secret:  esssssss

 Accept RADIUS accounting messages for usage enforcement

 Support RADIUS Disconnect messages

To create the RADIUS policy:

Go to Authentication > RADIUS Service > Policies, and select Create New.

Enter the RADIUS policy name, description, and select the FortiGate RADIUS client.
Do not configure RADIUS attribute criteria.

Set the authentication type as Password/OTP authentication, and enable all EAP types.

Choose a username format (in this example: username@realm), select the Local realm.
Add the user group employees as a filter.

Review the remaining configurations, and click Save and Exit.

a~wnh=

*
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Configuring FortiGate to use the RADIUS server

To configure FortiGate to use the RADIUS server:

1. Goto User & Device > RADIUS Servers and add the FortiAuthenticator as a RADIUS server.

Select Test Connectivity to confirm the successful connection.

Mew RADILS Server

Mame facRADIUS

Authentication method Default s
MAS 1P

Include in every user group O

Frimary Server

IFitame 17225176141
SEErEt T
Connection status & Successful

Test Connectivity |

Test User Credentials

Secondary Server

IPiMame
Secret
Test Connectivity

Test User Credentials
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Creating SSID and set up authentication

To create an SSID and set up authentication:

1. Goto WiFi & Switch Controller > SSID and define your wireless network.

ey
Interface Mame example-wifi
Alias
Type WWiFT 5510 -
Traffic Mode €@ ESBIGEN & Eridge 52 Mesh
Tags
& Add Tag Category
Address
IPiMetwork Mask 10.10.12.1/24

IPvE Address/Prefix =0

2. Setup DHCP for your clients.
@ DOHCP Server

Address Fange

+ Create New 4 Edit [ Delete

Starting IP End IF
1010122 10.10.12.254
Metmask 20520026560

Default Gateveay  REEREREER ==
OMS Server
Arvanced. ..

3. Configure WPAZ2 Enterprise security that uses the RADIUS server.

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.

358



FortiGate

Wik Settings

S0 example-staff

Security Maode WWPAZ Enterprise v

Client Limit »

Authentication Wler-|l FADIUS Server
db facRADIUS v

Dynamic VLAN assignment CB

Broadcast SSI0 L @]

Schedule €9 alviays -

Block Intra-SS10 Traffic »

Split Tunneling »

Broadcast Suppression & | ARPs for known clients x
DHCPF unicast x
OHCF uplink x

+

Filter clients by MAC Address

RADIUS server »
WLAN Pooling €9
Quarantine Host O

Connecting and authorizing the FortiAP

To connect and authorize the FortiAP:

1. Goto Network > Interfaces and configure a dedicated interface for the FortiAP.
Under Administrative Access, enable PING and CAPWAP, and enable DHCP Server.

Under Networked Devices, enable Device Detection.
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Administrative Access

[P HTTFS HTTF & | PING Frz-Access
| CAPWVAP S5H SHMP FTh
RADIUS Accounting FaortiTelemetry
IPvE Administrative Access HTTPS HTTF €& FIMNG FWG-Access
CAPWAP 55H SHMP FTh
Feceive LLOP € WEERUB RSN Enable  Disahle

Transmit LLOP € WEERUB RSN Enable  Disahle

@O DHCP Server

Address Range

+ Create Mew 4 Edit i Delete

Starting IP End IF
10.10.201.1 10.10.201 .1
10.10.201.3 10.10.201.254

Metmask 2050255255000

Default Gateway BEEEREENRIEEEENEE Specify
OMS Server el EEEREE BN Same as Interface [P Specify

Advanced. .

Metworked Devices

Device Detection @@

2. Connect the FortiAP unit to the interface. Then go to WiFi & Switch Controller > Managed FortiAPs. Notice the
Status is showing Waiting for Authorization.
When the FortiAP is listed, select and Authorize it.

+ Create New~ | #* Edit W Delete & Refresh | & Authorize | & Upgrade 032 Managed FortiaPs Sl Radio | Group

Access Paint « Status Cannected YVia S5I0s Channgl Clients 05 Yersion Farti&P Profile Ref.

— — Radio 1: None Radiol: 0 Radio 1: 0
ForitaP-3 221E IO Wyaiting for Authonzatmnl s 10102017 - M port3 Radio 2 None Radio2 0 Radia 2 0 PS221E-vA 2-huild0232 FAPS221E-default 0

3. The FortiAP is now Online. The Status may take a few minutes to update.

+ Create New~ & Edit [ Delete & Refresh & Upgrace | 1432 Managed FortiaPs MM Radio  Group
Access Foint - Status Connected Via 3510s Channel Clients Q3 Version FartiAP Profile Ref.
’ - Radio 1: None  Radio?: 0 Radio 1: 0 f
FortiAP-S 221E R 10102007 - B pond D200 TR DR Radinz g PO721EE2-buld232 FAPS221E-defaul 0

4. Go to WiFi & Switch Controller > FortiAP Profiles and edit the profile.
This example uses a FortiAP-S 221E, so the FAPS221E-default profile applies.

For each radio, make sure to select your SSID.
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Radio 1
Mode Dizabled EaEEEEhl® Dedicated Monitor
WIDS Profile ® J
Radio Resource Provision CB
Client Load Balancing Frequency Handoff AP Handoff
Band 24 GHz | 802 1Mnigib v
Channel Width 20MHz
Short Guard Interyal »
Channels ¥ 1 CAls v 11
T Power Control Auto EEERIE]
T3 Power = 100%
5505 € Auto IEERDEL

) example-staff (example-wifi) b

+
Maonitar Channel Utilization »
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Creating the security policy

To create the security policy:

1. Goto Policy & Objects > IPv4 Policy and add a policy that allows WiFi users to access the Internet.

e Palicy
Mame €9 WWIFT Internet
Incoming Interface | % example-staff (example-wifi)
+
Cutgaing Interface | [ wan1
+
Source = al
+
Destination = all
+
Schedule always
Service W ALL
+
Action @ DENY L& IPsec
Inspection Mode gl N Froxy-based

Firewall f Metworl: Options
MAT L @)

2. Under Logging Options, enable Log Allowed Traffic and All Sessions.
Logging Options
Log Allowed Traffic @0 @ Security Events
Capture Packets (B

Comments | Wyrite a comiment.. | b0z

Enahble this policy @
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Results

1. Connect to the example-staff network and browse Internet sites.
On the FortiGate, go to Monitor > WiFi Client Monitor to see that clients connect and authenticate.

& Refresh | Search Q
5510 FortisP User IP MAC Address Device Channel Bandwidth Tx/Rax
) example-staff % ForiAP-S 221E (PS221ETF 18000452) 1010122 COCCFRES 1468 ® AdamsPhone 112 2 B0 khps

WiFi with WSSO using FortiAuthenticator RADIUS and
Attributes

This is an example of wireless single sign-on (WSSO) with a FortiGate and FortiAuthenticator. The WiFi users are
teachers and students at a school. These users each belong to a user group, either teachers (smaguire) or students

(whunting). The FortiAuthenticator performs user authentication and passes the user group name to the FortiGate so
that the appropriate security policy is applied.

This example assumes that an SSID and a FortiAP are configured on the FortiGate unit. In this configuration, you will be
changing the existing SSID’s WiFi settings so authentication is provided by the RADIUS server.

For this example, the student security policy applies a more restrictive web filter.

FortiAP

e
—_—
28 = D

smaguire whunting FortiGate

(teacher) (student)

FortiAuthenticator
(RADIUS server)

Registering the FortiGate as a RADIUS client on the FortiAuthenticator

To create the RADIUS client:

1. On the FortiAuthenticator, go to Authentication > RADIUS Service > Clients, and select Create New.
2. Enter a Name, the IP address of the FortiGate, and set a Secret.
The secret is a pre-shared secure password that the FortiGate will use to authenticate to the FortiAuthenticator.

Edit Authentication Client

Name: FortiGate

Client address: R 5ot Ranee
1722012157

Secret:  essssses

" Accept RADIUS accounting messages for usage enforcement

 Support RADIUS Disconnect messages
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To create the RADIUS policy:

Go to Authentication > RADIUS Service > Policies, and select Create New.

Enter the RADIUS policy name, description, and select the FortiGate RADIUS client.
Do not configure RADIUS attribute criteria.

Set the authentication type as Password/OTP authentication, and enable all EAP types.

Authentication type

~wh =

Authentication type: @ Password/OTP authentication
© Accept EAP
@© PEAP
@ EAP-TTLS

O EAP-GTC
O MAC authentication bypass (MAB)
O Client Certificates (EAP-TLS)

5. Choose a username format (in this example: username@realm), select the Local realm.
6. Review the remaining configurations, and click Save and Exit.

Creating users on the FortiAuthenticator

To create users:

1. Go to Authentication > User Management > Local Users and select Create New.
Create one teacher user (smaguire) and another student user (whunting).

Create New Local User

Username: smaguire

Password creation: Specify a password v
Password: (LTI

Password confirmation: ssssssss

@ Allow RADIUS authentication
» Force password change on next logon

Role

Role: Administrator Sponsor

Account Expiration

» Enable account expiration

“ Cance'

Create New Local User

Username: whunting

Password creation: Specify a password ~
Password: ssssssss

Password confirmation: sessssss

@ Allow RADIUS authentication

® Force password change on next logon

Role

Role: Administrator Sponsor

Account Expiration

» Enable account expiration

n caneel
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Note that, after you create the users, RADIUS Attributes appears as an option.
If your configuration involves multiple users, it is more efficient to add RADIUS attributes in their respective user

groups, in the next step.

Edit Local User

@ The local user “whunting" was added successfully. You may edit it again below.
Username:
B Disabled

@ Password-based authentication Change Password

whunting

» Token-based authentication
& Allow RADIUS authentication
® Enable account expiration

® Force password change on next logon

User Role

Role: Aaminstator || Sponsor

T Allow LDAP browsing

User Information
Alternative Email Addresses
Password Recovery Options
Groups

Usage Information

Email Routing

B RADIUS Attributes

Attribute Value Vendor

Add Attribute
Certificate Bindings

Devices

“ coree

Creating user groups on the FortiAuthenticator

To create user groups:

1.

Go to Authentication > User Management > User Groups and create two user groups: teachers and students.

Add the users to their respective groups.

FortiAuthenticator 8.0.0 Examples
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Create New User Group

Name: students
Type: RemotcLDAP  Remote RADIUS | Remote SAML | MAC
Users: Available Users @ Selected Users
qQ [Fiteer whunting
admin
smaguire
Choose all Remove all

Password policy: Default [~

 Usage Profile

[ Please Select ] |~

n Cance'

2. Once created, edit both user groups and select Add Attribute.

3. Add the Fortinet-Group-Name RADIUS attribute to each group, which specifies the user group name to be sent to
the FortiGate.

Edit User Group

tudent:

whunting

Create New User Group RADIUS Attribute .
Vendor: Fortinet ~
polic ! Attribute 1D: Fortinet-Group-Name v
o et Type: String
ADIUS A Value: [ studentq |

Cancel
v

Configuring the FortiGate to use the FortiAuthenticator as the
RADIUS server

To configure the FortiGate to use the FortiAuthenticator RADIUS server:

1. Onthe FortiGate, go to User & Device > RADIUS Servers and select Create New.

Enter a Name, the Internet-facing IP address of the FortiAuthenticator, and enter the same Primary Server Secret
entered on the FortiAuthenticator.

Select Test Connectivity to confirm the successful connection.

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.

366



FortiGate

Mew RADILS Server

Marme fac-radius

Authentication method Default =%
MAS P

Include in every user group O

Primary Server

IPMame 17225176141
Secret erEEREe
Connection status & Successful

Test Connectivity

Test User Credentials

Secandary Server

IPiMame
Secret
Test Connectivity

Test User Credentials

Configuring user groups on the FortiGate

To configure user groups on the FortiGate:

1. Goto User & Device > User Groups and create two groups named the same as the ones created on the
FortiAuthenticator.
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MNew User Group

Mame students

Type Firgrsall
Fortinet Single Sign-0On (FS50)
FADIUS Single Sign-On (RS50)
Guest

hMembers +

Femnote Groups

+ Add # Edit W Delete

Femote Server Group Mame
Mo matching entries found

Do not add any members to either group.

Creating security policies

To create a security policy:

1. Goto Policy & Objects > IPv4 Policy and select Create New.
Create two policies (student-wifi and teacher-wifi) with WiFi-to-Internet access: one policy with Source set to the
students user group, and the other set to teachers. Make sure to add the SSID address (example-wifi) to both
policies also.

The student policy has a more restrictive Web Filter profile enabled.
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Mew Policy
MName € student-wifi
Incoming Interface | = example-wifi (example-wifi) o
+
Outgoing Interface | M wan'1 x
+
Source & example-wifi x
& students b4
+
Destination = al %
+
Schedule always v
Service W ALl x
+
Action ee=Rl @ DENY O IPsec

Inspection Mode  BEEEEEEEN Frox-based

Firewall / Metwork Options

MAT ©

IP Pool Configuration Use Cutgoing Interface Address A RNat=Tya ol | =l =iuu]
Preserve Source Port C
FProtocol Options default - &

Security Profiles

Use Security Profile Group O

Antivirus »
Web Filter ©  EE studentweb-filter v ¢
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Configuring the SSID to RADIUS authentication

To configure the SSID to RADIUS authentication:

1. Go to WiFi & Switch Controller > SSID and edit your pre-existing SSID interface.

Under WiFi Settings, set Security Mode to WPAZ Enterprise, set Authenticationto RADIUS Server, and add the
RADIUS server configured on the FortiGate earlier from the dropdown menu.

Wik Settings

S0 Example-wifi

Security Maode WWPAZ Enterprise v
Client Limit »

Authentication Local REEElNER===l

&b fac-radius -

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.

370



FortiGate

Results

1. Connect to the WiFi network as a student.

ﬁ example-wifi
[ ]

SeCured

Enter your user name and password

I:l Use my Windows user account

whunting

Connect using a certificate

QK Cancel

a connection metered.

g )
Mobile
Wi-Fi Airplane mode  hotspot

1219 PM

Yy o @é W R T ENG I019-07-19

2. Then on the FortiGate go to Monitor > Firewall User Monitor. From here you can verify the user, the user group, and
that the WSSO authentication method was used.

& Refresh | @ Deauthenticate Showe all PSSO Logons || Search Q
User Mame User Group Duration IP Address Traffic Volume Method
whunting B students 1 minute(s) and 24 second(s) 1010122 0E = WiFi Single Sign-Cn

802.1X authentication using FortiAuthenticator with Google
Workspace User Database

This example walks you through integrating FortiAP using a WPA2-Enterprise WLAN encryption with 802.1X
authentication using FortiAuthenticator against Google Workspace as the user database with Secure LDAP.

The customer uses Google Workspace user database to validate that a corporate user has a valid username and
password and that they can authenticate to join the corporate network. FortiAuthenticator also provides dynamic VLAN
here.
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Topology
-
b =
N = f_ .. . @
"~ FortiAP FortiGate  FortiAuthenticator G Suite
| L5APS.

In this example, the user attempts to join the corporate WLAN; a WPA2-Enterprise WLAN, using FortiAuthenticator as a
RADIUS server. FortiGate acts as an authenticator forwarding the request to FortiAuthenticator.

FortiAuthenticator is the authentication server and forwards the user request to a remote LDAP server. Here, Google
Workspace using Secure LDAP.

If authentication succeeds, the user joins the corporate WLAN and receives attributes from FortiAuthenticator, such as a
dynamic VLAN.

To configure 802.1X authentication using FortiAuthenticator with Google Workspace User Database:

Configuring FortiGate as a RADIUS client on page 372.

Configuring Google Workspace as an LDAP server. See Google Workspace integration using LDAP on page 412.
Creating a realm and RADIUS policy with EAP-TTLS authentication on page 373.

Configuring FortiAuthenticator as a RADIUS server in FortiGate on page 374.

Configuring a WPA2-Enterprise with FortiAuthenticator as the RADIUS server on page 374.

Configuring Windows or macOS to use EAP-TTLS and PAP on page 375.

o0 kwbh =

Configuring FortiGate as a RADIUS client

To configure FortiGate as a RADIUS client:

1. In Authentication > RADIUS Service > Clients, click Create New.
2. Enter a unique name for the RADIUS client and the IP address from which it will be connecting.

This is the IP address of the RADIUS client itself, here, FortiGate, not the IP address of the end-user's device.
3. Enter a password for Secret.

The secret is a pre-shared secure password that the device, here, FortiGate, uses to authenticate to
FortiAuthenticator.

4. Click OKto save changes to the RADIUS client.

Edit Authentication Client

Name: FortiGate

Client address 1P/Hostname TSN

Secret:
Accept RADIUS acc
Support RADIUS Di
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Creating a realm and RADIUS policy with EAP-TTLS authentication

To create a realm for the Google Workspace LDAP server:

1. Goto Authentication > User Management > Realms, click Create New.
2. Enter a Name for the realm.

Ay
‘Q' The realm name may only contain letters, numbers, periods, hyphens, and underscores. It

cannot start or end with a special character.

3. Select the previously set Google Workspace LDAP server for the realm from the User source dropdown.
4. Click OKto create the new realm.

To create a RADIUS policy:

1. In Authentication > RADIUS Service > Policies, click Create New.

2. For RADIUS clients, enter an identifiable policy name and description, and add the newly created RADIUS client to
the policy. Click Next.

Policy name: FortiGate
Description: FGT RADIUS Policy

Q i ForiGate

Remove all

3. For RADIUS attribute criteria, no settings are required. Click Next.

a. For Authentication type, select Password/OTP authentication, enable Accept EAP, then enable EAP-TTLS.
Click Next.

Authentication type: ® Password/OTP authentication
© Accept EAP
PEAP
@ EAPTTLS
EAP-GTC

O MAC authentication bypass (MAB)
O Client Certificates (EAP-TLS)

This allows using EAP-TTLS and PAP in the user's device Wireless settings.

4. For Identity source, choose a username format, and select the realm related to Google Workspace Secure LDAP.
Click Next.

Realm Allow Local Users To Override Remote Users | Use Windows AD Domain Authentication Groups Delete

1430  Google LDAP (dapgoogle.com) v x

5. For Authentication factors, select Every configured password and OTP factors, and click Next.
In this menu you can also enable the option to Allow FortiToken Mobile push notifications.

6. For RADIUS response, review the policy, and click Save and exit.
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Configuring FortiAuthenticator as a RADIUS server in FortiGate

To configure the FortiGate authentication settings:

Go to User & Authentication > RADIUS Servers, and click Create New.

Enter a Name for the RADIUS server.

For Authentication method, select Specify, then select PAP from the dropdown.

Enter the IP address of the RADIUS server.

Enter the shared Secretkey, and click OK.

The secret is the same as the one used when setting up the RADIUS client, here, FortiGate.

Click Test Connectivity to test the connection to the server, and ensure that the connection status is Successful.
7. Click OK'to save changes.

New RADIUS Server

a kN

*

Name FortiAuthenticator_Server

Authentication method Default
PAP -
NASIP

Include in every user group (B

Primary Server

IP/Name

Secret sessesee
Test Connectivity

Test User Credentials

Connection status @ Successful
Secondary Server

IP/Name

Secret

Configuring a WPA2-Enterprise with FortiAuthenticator as the RADIUS
server

To configure a WPA2-Enterprise WLAN:

Go to WiFi & Switch Controller > SSIDs.

From the Create New dropdown, select SSID.

Enter a Name for the interface. Optionally, you can enter an alias.
In Traffic mode, select Bridge.

In the WiFi settings pane:

a. Enteraname inthe SSIDfield.

b. Enable Broadcast SSID.

c. In Security mode dropdown, select WPAZ Enterprise.

d

In Authentication, select RADIUS Server, and from the dropdown select the FortiAuthenticator RADIUS server
you created.

a0
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5 Q -0

Click OK'to save changes.
Edit Interface

Name = (
Alias

Type = WIiFiSSID
VRFID & 0

Trafficmode € &% Bridge

WiFi Settings

SSID CORP
Client limit o ]

Broadcast SSID @D

Security Mode Settings
Security mode WPAZ2 Enterprise

Authentication | Local [IEB]IVCRTTAVETS

&a FortiAuthenticator_Server

Client MAC Address Filtering
RADIUS server (B

Additional Settings

Local standalone € e ]

Dynamic VLAN assignment @O

Schedule € e always

Block intra-S5ID traffic ©
Optional VLAN ID 0

Security profile group @ ]

Broadcast suppression &  ARPsfor known clients
DHCP unicast
DHCP uplink
IPvé

All other broadcast
All other multicast

+
VLAN pooling €@ @

NAC profile [® ]

Miscellaneous

Comments 407255
Status [+ ELEVE © Disabled

Configuring Windows or macOS to use EAP-TTLS and PAP

To configure Windows to use EAP-TTLS and PAP:

1. Goto Settings > Network & Internet.
2. Selectthe Wi-Fitab, and click Manage known networks.

3. Select Add a new network.

FortiAuthenticator 8.0.0 Examples
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Optionally, enable Dynamic VLAN assignment.
For Schedule, select always.
Optionally, enable Block intra-SSID traffic.

Optionally, enable Broadcast suppression, and select ARPs for known clients, DHCP unicast, DHCP uplink,
IPv6, ALL other broadcast, and All other multicast.

X KX XXX

Cancel
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4. In
a.
b.

C.
d.

the Add a new network dialog:
Enter a Network Name.
In the Security type dropdown, select WPAZ2-Enterprise AES.
In the EAP method dropdown, select EAP-TTLS.
In the Authentication method dropdown, select Unencrypted password (PAP).

5. Click Save.

Add a new network

Network name
Dot1x-CORP

Security type

WPA2-Enterprise AES

EAP method

EAP-TTLS

Authentication method

Unencrypted password (PAP)

D Connect automatically

] Connect even if this network is not broadcasting

Save Cancel

To configure macOS to use EAP-TTLS and PAP:

1. Inthe menu bar, click the Wi-Fi icon.

2. C

lick Create Network.

3. Inthe dialog that appears:

a.
b.
c.
d.

Enter a name for Service Set Identifier (SSID).

Under Enterprise Settings, select Protocols, then select the TTLS checkbox.
In the Inner Authentication dropdown, select PAP.

4. Click Create.

Service Set Identifier (SSID)

Dotlx-CORP

Hidden Network
Auto Join
Disable Captive Network Detection

Disable Association MAC Randomization

Proxy Setup

Mone 2]

Security Type
WPAZ Enterprise (i0S 8 or later except Apple TV) o)
Enterprise Settings
e T

Accepted EAP Types

s LEAR EAP-FAST | EAP-AKA
TS PEAP EAP-SIM

FortiAuthenticator 8.0.0 Examples
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In the Security Type dropdown, select WPAZ2-Enterprise (ios 8 or later except Apple TV).
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Guest portals with FortiAuthenticator

FortiAuthenticator as a Wireless Guest Portal for FortiGate

Staff and FortiAP
=

guest users = FortiGate
;} " Intenet

192.168.200.1

192.168.200.9

FortiAuthenticator

This example walks you through setting up FortiAuthenticator as a guest portal for users receiving a wireless connection
from a FortiGate.

To set up FortiAuthenticator as a wireless guest portal:

Configuring FortiGate as a RADIUS client on page 377.

Creating a user group on FortiAuthenticator for guest users on page 378.

Creating a guest portal on FortiAuthenticator on page 378.

Configuring an access point on FortiAuthenticator on page 379.

Configuring a captive portal policy on FortiAuthenticator on page 379.

Configuring FortiAuthenticator as a RADIUS server on FortiGate on page 381.

Creating a guest group on FortiGate on page 381.

Creating a wireless guest SSID on FortiGate on page 382.

Creating firewall policies for guest access to DNS, FortiAuthenticator, and internet on page 384.
Configuring firewall authentication portal settings on FortiGate on page 384.

CO®NOOOO~WLN=

—

Configuring FortiGate as a RADIUS client

To configure FortiGate as a RADIUS client:

1. In Authentication > RADIUS Service > Clients, click Create New.

2. Enter a unique name for the RADIUS client and the IP address from which it will be connecting.
This is the IP address of the RADIUS client itself, here, FortiGate, not the IP address of the end-user's device.
You may enter a subnet or a range if this configuration applies to multiple FortiGates.

3. Enter a password for Secret.

The secret is a pre-shared secure password that the device, here, FortiGate, uses to authenticate to
FortiAuthenticator.

4. Click OKto save changes to the RADIUS client.

Edit Authentication Client

Name:
Client address: Subnet  Range
Secret:  eesssses
(P Accept RADIUS accounting messages for usage enforcement
(O Support RADIUS Disconnect messages
[ e
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Creating a user group on FortiAuthenticator for guest users

To create a user group:

Go to Authentication > User Management > User Groups and select Create New.
Enter a name for the group.
Select Local as the Type.
In RADIUS Attributes pane, select Add RADIUS Attribute:
a. In Vendor, select Fortinet.
b. In Attribute ID, select Fortinet-Group-Name.
c. In Value, enter the group name that you will match on the FortiGate.
FortiAuthenticator sends the RADIUS attribute to the FortiGate on successful authentication.
5. Click OK.

Create New User Group

N =

Name: Guest

Type: Remote 0AP | Remaie DS | e SAVL | VAC
Guest Group
Users:

Password policy: Default v
Usage Profile Please Select ] v

TACACS+ authorization rule: | [ Please Select] v

© RADIUS Attributes
RADIUS Attribute:

Vendor:

Attribute ID:

Value:  [Guest

Type: String

Creating a guest portal on FortiAuthenticator

To create a guest portal:

Go to Authentication > Portals > Portals and select Create New.
Enter a name for the portal.

Enable Account Registration to allow guest users to create an account.

Call o

In the Account Registration toggle, enable Place registered users into a group, and select the user group created in
Creating a user group.

Users are made members of the group when they create an account.

You can configure additional settings as required. For instance, you may want to enable account expiry and
enforcing contact verification using Email or SMS.

FortiAuthenticator 8.0.0 Examples
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5. Click OK.

Lreate vew rortal

Name: Guest-Portal
Description:
4
General
SMS gateway: Use default ~

Pre-Login Services
» Disclaimer
O Password Reset
© Account Registration
O Require administrator approval
© Account expires after |1 houtsl v
O Use mobile number as usemame
© Place registered users into a group | Guest v
Password creation: ]
O Enforce contact verification:

Account delivery options available €0 SMS
to the user:

© Display on browser page

Required field configuration:

©First name. © Last name & Email address (B Address @ city O State/Province (B Country O® Phone number @ Mobile number (B Customfield 1 (B Custom field 2~ (B Custom field 3
O FortiToken Revocation

» FIDO Revocation

OB Usage Extension Notifications

Post-Login Services

» Profile

O Password Change

oken Registration

OB Smart Connect

OB Device Tracking and Management

Configuring an access point on FortiAuthenticator

To configure an access point:

Go to Authentication > Portals > Access Points, and select Create New.
Enter a name for the access point.

In Client address, select Range, and add a range of client IP address.
Click OK.

For more information, see Access points in the latest FortiAuthenticator Administration Guide.

N =

Configuring a captive portal policy on FortiAuthenticator

To configure an allow access captive portal policy:

1. Go to Authentication > Portals > Policies, click Captive Portal and Create New.
2. Inthe Policy type tab:
a. Enter a name for the policy. Optionally, enter a description for the policy.

b. In Type, select Allow captive portal access. Copy the URL and keep it on Notepad. The URL needs to be
entered in the FortiGate configuration later.

c. Choose a portal created in Creating a guest portal on FortiAuthenticator on page 378.
d. Click Next.

Policy type

Name: Guest-Policy
Description:
4

Type: @ Allow captive portal access

URL: https:, )

Portal:  Guest-Portal v

O Deny captive portal access
Discard and exit Next

3. Inthe Portal selection criteria tab:

FortiAuthenticator 8.0.0 Examples
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Inthe HTTP parameter dropdown, select ssid to match.
In the Operator dropdown, select [string]Jexact_match.

In Value, enter the name of the SSID configured on the FortiGate. Here, Guest.
Click Next.

e o oo

Portal selection criteria
f is porta

of the HTTP reqy «
strict the portal to users from subnet 192.168.1

For
Hi
o
Vai
Portal Rule Conditions

‘ortal Rule Condition:

Not
HTTP parameter: ssid -

Operator.

Value: Guest

i Portl Rule Condition

4. Inthe Authorized clients tab:
a. From Access points, select the access point defined in Access points.

b. From RADIUS clients, select the FortiGate RADIUS client defined in RADIUS clients.
¢. Click Next.

Authorized clients
Access points: Available Access Points @ Chosen Access Points @
Q e All0.00.0-255.255.255.255)

test(192.168.1.10)

Choose all Remove all
= —

test1 (192.168.122)

Chooseall Remove all

Diseard 20 e Nex

5. Inthe Authentication type tab, select Password/OTP authentication, then enable Local/remote userto verify
credentials against one of the local or remote user accounts, and click Next.

Authentication type.
Authentication type: ® Password/OTP authentication
© Local/remote user
Social users
O MAC Authorization

6. Inthe Identity sources tab:
a. For Username format, select username@realm.

b. For Realms, select local realm. Optionally, enable Filter, click the pen icon, and from Available User Groups,
move the group created in User Group to Chosen User Groups.
c. Click Next.

Identity sources
Local/Remote Users:
Username format: ® username@realm
Use default realm when user-provided realm is different from all configured realms
Realms:
Default @ Realm Allow Local Users To Override Remote Users Groups Delete
allioatues v Fier .

7. Inthe Authentication Factors tab, click Next.
8. Inthe RADIUS response tab, review the policy, and click Save and exit.
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Configuring FortiAuthenticator as a RADIUS server on FortiGate

To configure FortiGate authentication settings:

Go to User & Authentication > RADIUS Servers and click Create New.

Enter a name for the RADIUS server.

For Authentication method, select Default.

In IP/Name, enter the IP address or DNS name of the RADIUS server.

In Secret, enter the shared secret key.

The secret is the same as the one used when setting up the RADIUS client, here, FortiGate.

a kN

*

Click Test Connectivity to test the connection to the server, and ensure that the connection status is Successful.
7. Click OK'to save changes.

Edit RADIUS Server

Name FACLAB
Authentication method Specify
Nas 1P

Include in every user group (B

Primary Server

1P/Name

Secret  ssssssss

Connection status @ Successful
Test Connec tivity

Test User Credentials

Secondary Server
IP/Name
Secret

Creating a guest group on FortiGate

To create a guest group:

1. Goto User & Authentication > User Groups and click Create New.
2. Enter a name for the group.
3. In Type, select Firewall.
4. In Remote Groups, select Add, and then select the remote server created in Remote Server. Click OK.
Optionally, you may specify the group to be matched on the remote server. The group name must be configured as
a RADIUS attribute on the group configured on FortiAuthenticator. See Groups.
The RADIUS attribute will be sent to the FortiGate by the FortiAuthenticator on successful authentication.
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5. CI

ick OK.

New User Group

Fortinet Single Sign-On (FSSO)
RADIUS Single Sign-On (RSSO)

Guest

Remote Groups

Remote Server & Group Name

& FACLAB Guest

Creating a wireless guest SSID on FortiGate

To create a wireless guest SSID:

In
In

Nogakowh2

In
a.

b.
C.
d

- @

Go to WiFi & Switch Controller > SSIDs.
From the Create New dropdown, select SSID.
Enter a Name for the interface. Optionally, you can enter an alias.

Traffic mode, select Tunnel. Alternatively, you can select Bridge.
the Address pane, enter an IP address/netmask for IP/Netmask.

Enable DHCP Server, and keep the default settings in the DHCP Serverpane.

the WiFi Settings pane:
Enter SSID name that is broadcasted to the WiFi clients.
In the Security mode dropdown, select Captive Portal.
In the Portal type dropdown, ensure Authentication is selected.

In Authentication portal, select External, and enter the portal URL for the captive portal policy configured on
FortiAuthenticator. See Captive portal policy.

In User groups, select Guest. See Guest group on FortiGate.
In Exempt destinations/services, select the address objects for the FortiAuthenticator and DNS servers. For

the selected addresses and services, FortiGate does not present the captive portal page when the policy for
the selected traffic is matched.

In the Select Entries window, go to Create > Create Newto create new addresses and services.

Optionally, in Redirect after Captive Portal, select Specific URL, and enter a URL to redirect users to a specific
URL once authenticated.
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8. Click OK.

Create New SSID

Name Guest-SsID
Alias

Type = WiFissID
VRFID © 0
Trafficmode @
Address

1P/Netmask

1PV6 Address/Prefix

Auto configure IPv6 address

DHCPv prefix delegation

& Bridge & Mesh

[e ]
[e ]

Create address object matching subnet @

Name
Destination

Secondary IP address

Administrative Access

\Pva O Speed Test
O FMG-Access
OFm™

1Pvé Q HTTPS
O ssH

@© DHCP Server

2 Guest-SSID address
10.00.1/24

[e ]

Q HTTPS
O ssH

(O RADIUS Accounting

O PING
O snmp

DHCP status [JLEC) © Disabled

Address range

[}

Netmask 255.255.255.0

Default gateway [N Specify

DNSserver T ANl Seme as Interface IP | Specify

Leasetime @ @ 604800

Advanced

second(s)

P Stateless Address Auto-configuration (SLAAC)

@ DHCPv6 Server

Network

Device detection @ (B
WiFi Settings

SsiD fortinet

Clientlimit (B
Broadcast SSID @

Security Mode Settings
Security mode

Portal type
Authentication portal

User groups
Exempt sources

Exempt destinations/services

Redirect after Captive Portal

Client MAC Address Filtering
RADIUS server (B

Additional Settings

Captive Portal

Authentication

+
+
2 FACLAB
2 winAD
+

Original Request [EEmeueVa

example.com/redirect-url/

Schedule @ 3 always

Block intra-SSID traffic (B
Optional VLAN 1D o

Broadcast suppression

ARPs for known clients

DHCP unicast
DHCP uplink

Querantine host ©
VLAN pooling @
NAC profile @

Traffic Shaping

Outbound shaping profile (B

Miscellaneous

Comments

£.0/255

Status [JZELEN © Disabled

x

x
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Creating firewall policies for guest access to DNS, FortiAuthenticator,
and internet

To create a firewall policy for guest access to DNS and FortiAuthenticator:

Go to Policy & Objects > Firewall Policy and click Create New.

Enter a name for the policy.

In Incoming Interface, select the guest SSID created in Wireless Guest SSID.

In Outgoing Interface, select interfaces for FortiAuthenticator and DNS access.

In Source, select an Address object.

In Destination, select address objects for the FortiAuthenticator and DNS servers.
Enable or disable NAT as required.

Optionally, enable other options including Security Profiles for performing inspection using the security features of
FortiGate.

9. Click OK.

N ak~wWDN =

To create firewall policy for guest user internet access:

1. Goto Policy & Objects > Firewall Policy and click Create New.

2. Enter a name for the policy.

3. In Incoming Interface, select the guest SSID created in Wireless Guest SSID.

4. In Outgoing Interface, select the interface for internet access.

5. In Source, select the Alladdress object and the guest group configured in Guest group on FortiGate.

6. In Destination, select the All address object.

7. Enable NAT.

8. Optionally, enable other options including Security Profiles for performing inspection using the security features of
FortiGate.

9. Click OK.

Configuring firewall authentication portal settings on FortiGate

The following settings are required to avoid certificate and security errors on the client. After the user is authenticated
using the external captive portal, the browser redirects briefly to the firewall authentication portal over HTTPS. The
browser then redirects the user to the original URL or a specific URL.

The specific URL needs to be configured in the Redirect after Captive Portal option in Create New SSID dialog.

To configure firewall authentication portal address from the CLI:

1. Enter the following commands to set to the firewall authentication portal address:
config firewall auth-portal
set portal-addr <addr> #portal-addr setting must be an FQDN that resolves to the interface
IP address of the guest SSID. The client must be able to resolve this using the DNS
server configured in the DHCP scope.
end

FortiAuthenticator 8.0.0 Examples 384
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To configure the firewall user settings from the CLI:

1. Enter the following commands to set to the firewall user settings:
config user setting
set auth-type {http | https} #http coupled with auth-secure-http is a safe choice and
should not be disabled except in a few environments.
set auth-cert "STAR-Aug21l" #auth-cert must be a valid certificate that has been imported to
the FortiGate and matches the FQDN used for the interface IP of the SSID. A wildcard
certificate may be used.
set auth-secure-http enable
end

FortiAuthenticator as a Wired Guest Portal for FortiGate

3rd party access point
or

FortiAuthenticator

192.168.200.9
192.168.200.1
FortiLink : j
0] Internet
Wired staff FortiSwitch FortiGate

Guest wired

and
guest users 109961124
VLAN 61

In the topology above:

o FortiSwitch is connected to FortiGate via FortiLink.
e VLAN 61 is the FortiSwitch VLAN.

+ AFortiAP ora 3" party AP is connected to FortiSwitch on VLAN 61, thereby assigning IPs in that range to clients in
bridge mode.

» Other wired users are directly connected to the FortiSwitch ports on VLAN 61, receiving IPs in that range and hitting
the captive portal.

This example walks you through setting up FortiAuthenticator as a wired guest portal.

Ay
‘?' The example may be used where 3" party access point is using a bridged SSID to place client
- traffic into a specific VLAN (here, VLAN 61).
\‘ : ’I rd . . . . rd . .
q A 3" party switch can also be used instead of FortiSwitch. When a 3" party switch is used,
- FortiGate will connect to the switch's trunk port.

To set up FortiAuthenticator as a wired guest portal:

1. Configuring FortiGate as a RADIUS client on page 386.
2. Creating a user group on FortiAuthenticator for guest users on page 386.
3. Creating a guest portal on FortiAuthenticator on page 387.
4, Configuring an access point on FortiAuthenticator on page 388.
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Configuring a captive portal policy on FortiAuthenticator on page 388.

Configuring FortiAuthenticator as a RADIUS server on FortiGate on page 389.

Creating a guest group on FortiGate on page 390.

Creating a wired guest interface on FortiSwitch on page 390.

Creating firewall policies for guest access to DNS, FortiAuthenticator, and internet on page 392.
Configuring firewall authentication portal settings on FortiGate on page 393.

COxXNOoO

Configuring FortiGate as a RADIUS client

To configure FortiGate as a RADIUS client:

1. In Authentication > RADIUS Service > Clients, click Create New.
2. Enter a unique name for the RADIUS client and the IP address from which it will be connecting.

This is the IP address of the RADIUS client itself, here, FortiGate, not the IP address of the end-user's device.

You may enter a subnet or a range if this configuration applies to multiple FortiGates.
3. Enter a password for Secret.

The secret is a pre-shared secure password that the device, here, FortiGate, uses to authenticate to
FortiAuthenticator.

4. Click OKto save changes to the RADIUS client.

Edit Authentication Client

Name:
Client address: Subnet | Range
Secret:t  eseeeses
O Accept RADIUS accounting messages for usage enforcement
©» Support RADIUS Disconnect messages

. -

If FortiGate provides RADIUS services to other users and for other tasks, you should
configure a loopback interface. You can specify the RADIUS source IP address in the
FortiGate CLI for the loopback interface.

ﬂ To configure a loopback interface using the FortiGate CLI:
I config user radius
edit FAC

set source-ip <ip address> #use the IP address configured in the
RADIUS client on FortiAuthenticator.
end

Creating a user group on FortiAuthenticator for guest users

To create a user group:

Go to Authentication > User Management > User Groups and select Create New.
Enter a name for the group.

Select Local as the Type.

In RADIUS Attributes pane, select Add RADIUS Attribute:

a. In Vendor, select Fortinet.

b. In Attribute ID, select Fortinet-Group-Name.

Gl A
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¢. In Value, enter the group name that you will match on the FortiGate.
FortiAuthenticator sends the RADIUS attribute to the FortiGate on successful authentication.
5. Click OK.

Create New User Group

Name: Guest
Type: Remte (0AP | Rercis ADIUS | R SAVL | VAC

Guest Group
Users:

Password policy.

Usage Profile

TACACS+ authorization rule: | [ Please Select] v

@ RADIUS Attributes

RADIUS Attribute:

Vendor Fortinet v
Attribute ID: v
Value:

Type: String

Creating a guest portal on FortiAuthenticator

To create a guest portal:

Go to Authentication > Portals > Portals and select Create New.
Enter a name for the portal.
Enable Account Registration to allow guest users to create an account.

In the Account Registration toggle, enable Place registered users into a group, and select the user group created in
Creating a user group.

Users are made members of the group when they create an account.

Gl A

You can configure additional settings as required. For instance, you may want to enable account expiry and
enforcing contact verification using Email or SMS.

5. Click OK.

Lreate vew rortal

Name: Guest-Portal
Description:
4
General
SMS gateway: Use default ~

Pre-Login Services

» Disclaimer

O Password Resct

© Account Registration
O® Require administrator approval
© Account expires after |1 hourt) v
OB Use mobile number as username
© Place registered users into a group | Guest v
Password creation: User-defned
O Enforce contact verification:

Account delivery options available €0 SMS
to the user:

© Display on browser page
Required field configuration:

©First name. © Last name & Email address (B Address @ city O State/Province (B Country @ Phone number @ Mobile number (B Custom field 1 (B Customfield 2~ (B Custom field 3
O FortiToken Revocation

» FIDO Revocation

OB Usage Extension Notifications

Post-Login Services

» Profile

O Password Change

OB Token Registration

OB Smart Connect

O Device Tracking and Management
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Configuring an access point on FortiAuthenticator

To configure an access points:

Go to Authentication > Portals > Access Points, and select Create New.

Enter a name for the access point.

In Client address, select Range, and add a range of client IP address.

Click OK.

For more information, see Access points in the latest FortiAuthenticator Administration Guide.

N =

Configuring a captive portal policy on FortiAuthenticator

To configure an allow access captive portal policy:

1. Go to Authentication > Portals > Policies, click Captive Portal and Create New.
2. Inthe Policy type tab:
a. Enter a name for the policy. Optionally, enter a description for the policy.

b. In Type, select Allow captive portal access. Copy the URL and store it on Notepad. The URL needs to be
entered in the FortiGate configuration later.

c. Choose a portal created in Creating a guest portal on FortiAuthenticator on page 387.
d. Click Next.

Policy type

Name: Guest-Policy

Description:

Type: @ Allow captive portal access
URL: https:, [l
Portal:  Guest-Portal v

O Deny captive portal access

Discard and exit Next

3. Inthe Portal selection criteria tab:
a. Inthe HTTP parameterdropdown, select ssidto match.
b. Inthe Operatordropdown, select [string]exact_match.

c. In Value, enter the name of the interface configured on the FortiGate with captive portal authentication
required. Here, Guest-Wired.

d. Click Next.

s porta.

of the HTTP reqy to accs
restrict the portal to users from subnet 192.168.1.0/24

Portal Rule Conditions

4. Inthe Authorized clients tab:
a. From Access points, select the access point defined in Access points.
b. From RADIUS clients, select the FortiGate RADIUS client defined in RADIUS clients.

FortiAuthenticator 8.0.0 Examples
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Click Next.

Access points:

Remove all

FACLAB-FGT

Remove all

5. Inthe Authentication type tab, select Password/OTP authentication, then enable Local/remote userto verify
credentials against one of the local or remote user accounts, and click Next.

6. Inthe Identity sources tab:

a.
b.

For Username format, select username@realm.

For Realms, select local realm. Optionally, enable Filter, click the pen icon, and from Available User Groups,
move the group created in User Group to Chosen User Groups.

Click Next.

Local/Remote Users:
Username format:

Use default realm when ust
Realms

vided realmis different from all configured realms

Default © Realm Allow Local Users To Override Remote Users Groups Delete

. Filter:

Add sl

7. Inthe Authentication Factors tab, click Next.
8. Inthe RADIUS response tab, review the policy, and click Save and exit.

Configuring FortiAuthenticator as a RADIUS server on FortiGate

To configure FortiGate authentication settings:

a0

Go to User & Authentication > RADIUS Servers and click Create New.
Enter a name for the RADIUS server.

For Authentication method, select Default.

In IP/Name, enter the IP address or DNS name of the RADIUS server.
In Secret, enter the shared secret key.

The secret is the same as the one used when setting up the RADIUS client, here, FortiGate.

o

Click Test Connectivity to test the connection to the server, and ensure that the connection status is Successful.
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7. Click

Edit RADIU:

OK'to save changes.

S Server

Name

FACLAB

Authentication method Default [

NASIP

Include in every user group (B

Primary Se
1P/Name

Secret

rver

Connection status © Successful

Test Connectivity

Test User Credentials

Secondary
1P/Name

Secret

Server

Cance

Creating a guest group on FortiGate

To create a guest group:

Goto
Enter

Call o

User & Authentication > User Groups and click Create New.
a name for the group.

In Type, select Firewall.

In Remote Groups, select Add, and then select the remote server created in Remote Server. Click OK.
Optionally, you may specify the group to be matched on the remote server. The group name must be configured as

a RADIUS attribute on the group configured on FortiAuthenticator. See Groups.
The RADIUS attribute will be sent to the FortiGate by the FortiAuthenticator on successful authentication.

5. Click

OK.

New User Group

Name

Type

Members

Guest
Fortinet Single Sign-On (FSSO)
RADIUS Single Sign-On (RSSO)
Guest
+

Remote Groups

Remote Server & Group Name &

& FACLAB Guest

Creati

ng a wired guest interface on FortiSwitch

When a 3" party switch is used instead, create a VLAN sub-interface instead of a FortiSwitch

s‘é’, This solution demonstrates the configuration when a FortiSwitch is used.

VLAN. Connect the FortiGate interface to the trunk port of the switch.
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To create a wired guest interface:

Ens

Ens

©NOoOOAELDN=

a.
b.
C.
d.

Go to WiFi & Switch Controller > FortiSwitch VLANSs.

Select Create New.

In the New Interface window, enter a name for the interface. Optionally, enter an alias.
Select 802.1Q as the VLAN protocol.

ure that a FortiLink interface member is selected in Interface.

In VLAN ID, enter a VLAN ID, here 61.

ure that the Roleis set as LAN.

In the Address pane:

In Addressing mode, select Manual.

In IP/Netmask, enter an IP address/netmask.

In IPv6 addressing mode, select Manual.

Ensure that the Create address object matching subnetis enabled.

9. Enable DHCP Server, and in the DHCP server pane:

a.
b.

Enter an address range.
For DNS server, select Specify, click the Add icon, and enter the IP address of the FortiSwitch.

10. Inthe Network pane:

a.
b.
C.

f.

Ensure that Device detection is enabled.
Enable Security mode, and from the dropdown, ensure that Captive Portal is selected.

In Authentication portal, select External, and enter the portal URL for the captive portal policy configured on
FortiAuthenticator.

See Captive portal policy.

In User access, select Restricted to Groups.

In User groups, select Guest.

See Guest group on FortiGate.

In Exempt destinations/services, select the address objects for the FortiAuthenticator and DNS servers.

L}
‘?' For the selected addresses and services, FortiGate does not present the captive portal
- page when the policy for the selected traffic is matched.

g.

In the Select Entries window, go to Create > Create Newto create new addresses and services.
Optionally, in Redirect after Captive Portal, select Specific Request, and enter a URL to redirect users to a

specific URL once authenticated.

FortiAuthen
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11. Click OK.

New Interface

Name Guest-Wired

Alias

Type 2B VLAN

VLAN protocol 802.1AD

Interface e _link (fortilink)

VLANID 61

VRFID @ o

Color B Change

Role © LAN -
Address

Addressing mode
1P/Netmask

1Pv6 addressing mode

1Pv6 Address/Prefix

Auto configure IPv6 address

DHCPv prefix delegation

BN 0HCP | Auto-managed by IPAM

B oHCP | Delegated
=0
@
@

Create address object matching subnet @

Name
Destination

Secondary IP address

Administrative Access

1Pva O HTTPS
O ssH

(O RADIUS Accounting

1Pv6 O HTTPS
O ssH

© DHCP Server

2 Guest-Wired address

O PING
O sNmp

0 Security Fabric
Connection @

O PING
O snmp

DHCP status [JLECR © Disabled

Address range

Netmask

[}

Default gateway RN Ne el Specify

DNSserver Same as System DNS | Same as Interface IP

DNS server 1

Leasetime @ @ 604800

Advanced

x
[}

second(s)

O stateless Address Auto-configuration (SLAAC)

@ DHCPv6 Server

Network
Device detection @
IGMP snooping

DHCP snooping

Block intra-VLAN traffic

RN

Security mode

Authentication portal

User access @

User groups
Exempt sources

Exempt destinations/services

Redirect after Captive Portal

Traffic Shaping

Outbound shaping profile (B

Miscellaneous

Comments

Captive Portal -

B External

Restricted to Groups [INLRE

B Guest x
+
+

2 FACLAB x

2 winAD x
+

Original Request [EERemeVG

https:/www/fortinet.com

£.0/255

Status LSRR © Disabled

Creating firewall policies for guest access to DNS, FortiAuthenticator,

and internet

To create a firewall policy for guest access to DNS and FortiAuthenticator:

1. Goto Policy & Objects > Firewall Policy and click Create New.

2. Enter a name for the policy.

3. InIncoming Interface, select the wired guest interface created in Wired Guest Interface.

FortiAuthenticator 8.0.0 Examples

Fortinet Inc.

O FMG-Access
OF™M
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4. In Outgoing Interface, select the interface for FortiAuthenticator and DNS access.
5. In Source, select an Address object.

6. In Destination, select address objects for the FortiAuthenticator and DNS servers.
7. Enable or disable NAT as required.

8

Optionally, enable other options including Security Profiles for performing inspection using the security features of
FortiGate.

Click OK.

©

To create firewall policy for guest user internet access:

1. Goto Policy & Objects > Firewall Policy and click Create New.

2. Enter a name for the policy.

3. InIncoming Interface, select the wired guest interface created in Wired Guest Interface.

4. In Outgoing Interface, select the interface for internet access.

5. In Source, select an address object and the guest group configured in Guest group on FortiGate.
6. In Destination, select the All address object.

7. Enable NAT.

8

Optionally, enable other options including Security Profiles for performing inspection using the security features of
FortiGate.

Click OK.

©

Configuring firewall authentication portal settings on FortiGate

The following settings are required to avoid certificate and security errors on the client. After the user is authenticated
using the external captive portal, the browser redirects briefly to the firewall authentication portal over HTTPS. The
browser then redirects the user to the original URL or a specific URL.

The specific URL needs to be configured in the Redirect after Captive Portal option in the New Interface dialog.

To configure firewall authentication portal address from the CLI:

1. Enter the following commands to set to the firewall authentication portal address:
config firewall auth-portal
set portal-addr <addr> #portal-addr setting must be an FQDN that resolves to the interface
IP address of the guest SSID. The client must be able to resolve this using the DNS
server configured in the DHCP scope.
end

To configure firewall user settings from the CLI:

1. Enter the following commands to set to the firewall user settings:
config user setting
set auth-type {http | https} #http coupled with auth-secure-http is a safe choice and
should not be disabled except in a few environments.
set auth-cert "STAR-Aug2l" #auth-cert must be a valid certificate that has been imported to
the FortiGate and matches the FQDN used for the interface IP of the SSID. A wildcard
certificate may be used.
set auth-secure-http enable
end
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SAML IdP custom multi-value attributes for
FortiManager and FortiAnalyzer

In this example, FortiManager and FortiAnalyzer are configured with custom SAML assertion attributes where
FortiAuthenticator acts as the I1dP.

The example also demonstrates how the feature works with SP specific group filters and admin profiles.

This example uses local users, but the feature also works with LDAP users.

Topology

FortiAnalyzer
FortiAuthenticator

User sync (/'3
&

Microsoft
Active Directory

Local or remote (LDAP)
groups via AD

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

On FortiAnalyzer:

¢ User 1 belongsto ADOM 1.
* User 2belongsto ADOM 2.
On FortiManager:

e User 1belongstoADOM 1.
e User 2 belongs to both ADOM 2 and ADOM 3.

Prerequisites

1. FortiAuthenticator v8.0 with SAML custom value feature.
See the new feature description for SAML IdP: Custom multi-value SAML attributes in the FortiAuthenticator 8.0.0
Administration Guide.

Note: This feature is not available in FortiAuthenticator Cloud.
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2. AFortiManager device with ADOM(s) and different admin profile setup.
3. AFortiAnalyzer device with ADOM(s) with different admin profile setup.

Benefits

1.

Different users who log in to FortiManager and FortiAnalyzer are assigned ADOMs and admin profiles with varying
access levels, e.g.,

a. ADOM 1 and 2, super user
b. ADOM 3, read-only.

Configuring SAML IdP custom multi-value attributes for FortiManager and FortiAnalyzer:

o krwh=

Configuring local users on FortiAuthenticator on page 395
Creating user groups on FortiAuthenticator on page 395
Results: FortiAnalyzer on page 398

Creating SPs for FortiManager-FortiAnalyzer on page 399
Results: FortiManager on page 400

Configuring local users on FortiAuthenticator

To configure local users on FortiAuthenticator:

1.

No gk whN

Go to Authentication > User Management > Local Users, and select Create New.
The Create New Local Userwindow opens.

Enter a name for the local user.

Ensure that Password creation is Specify a password.
Enter the password.

Reenter the password to confirm.

Ensure that the Roleis User.

Click Save.

userlis created.

Repeat steps 1 - 7 to create another local user: user2.
The following displays the list of created users.

+ Create New &9 Import & Export 2x Disabled Users + Q Search W MM (20f5entries remaining

- User First Name Last Name Email Address Admin Status Token Token Requested Groups

O admin (] (] (]

(u] userl [x] (V) (x] userGroup1FA...
o user2 [x) ] () userGroup2FAZ

Creating user groups on FortiAuthenticator

To create a new user group:

1. Go to Authentication > User Management > User Groups, and select Create New.
The Create New User Group window opens.
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2. Enter a name for the user group.
3. Ensure thatthe Typeis Local.
4. From the Available Users list, move userl to the Chosen Users list.
In SAML Assertion Attributes:
a. Select Add SAML Assertion Attribute:

In Attribute name, enter adoms.
In Attribute value, enter adomOne.

adomOne is available on FortiAnalyzer with the adomOneDevice.

Edit ADOM - adomOne x
Name adomOnd
Type
Description
01128
Status ©
Devises + Select Device Search a
O  Names 1P Address & Platform & n
O | & Facgpes 1059.2542 Syslog-Device
L& adonOneDey Sontainer-Fortios
0% 2
Data Policy
Keep Logs for Analytics 60 Days -
Keep Logs for Archive 365 Days -
Disk Utilization
Allocated 5 3 . Maximum Available: 2743
o8
Analytics: Archive - O Modify
Alert and Delete When Usage Reaches 90% -
nfigured disk auota before the etention period
T

b. Select Add SAML Assertion Attribute:

FortiAuthenticator 8.0.0 Examples
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In Attribute name, enter profilename.
In Attribute value, enter Super_User.

The Super_User admin profile has all the system and device privileges.

Name ¢ Type =

Restricted_User
Standard_User
Super_User
No_Permission_User
Password_Change_...
Readonly_User

restrictive

O0o0oo0oOoooo

@ &
Description + n
Restricted user profiles have no System Privileges enabled, and have read-only access for all Device Privile
Standard user profiles have no System Privileges enabled, but have read/write access for all Device Priviles
Super user profiles have all system and device privileges enabled.
No permission user profiles have no system or device privileges enabled.
Password change user can only change password.

Readonly user in readonly mode for all features.
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For userGroup2FAZ with user2, the following SAML assertion attributes are used:
 Attribute name, Attribute value:

adoms, adomTwo
e Attribute name, Attribute value:

Aboerame  poieem
Attt o

+ Add SAML Asserton Atrtute

Edit ADOM - adorTwo

,.
Name ==
Tye
Description testing adomTwo
~ Pg 15712
satus
Devices
1P Address ¢
-—
-
D | ¢ stontuopevce Comaerrores |
To0% 2
Data Policy
Keep Logs for Analiics 5 ows B
Keep Logs for Archive 5 Days -
DiskUtization
P Maximum Avaible: 227.3
s o8 -
Anstytcs: Archive ) 0 modity
At and Delete When Usage Reaches | 90% =
"
+ Create ew ] | & a - @ .
0O Names Type s Description &
O Restricted User icted usr profies ave no andh = A
O Standard User Standard ser proffes have o System Prvieges snabid, bk accem torat
O Super User iper user pr have all system and i bled.
O | No_permisson_User Nopermision userprofes have o system o device priviges enabled
O Password_Change User Pasowordchange user camorty changa password
O FAzuser Con ony resd-wite Device Manager

For userGroup1FMG with user1l, the following assertion attributes are used:
o Attribute name, Attribute value:

adoms, adomOne
~ -’ e Attribute name, Attribute value:
9 profilename, Restricted_User

e x
Ty

Pl

e 5
o

At v

+ Add SAML Asserton Atrtute
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For userGroup2FMG with user2, the following assertion attributes are used:
 Attribute name, Attribute value:

adoms, adomTwo
 Attribute name, Attribute value:
profilename, FMG_User
 Attribute name, Attribute value:
adoms, adomThree

B SAML Assertion Attributes

5. Click Save.

The userGrouplFAZ user group is created.

Repeatsteps 1 - 5 to create remaining user groups: userGrouplFMG, userGroup2FAZ, and userGroup2FMG.
The following displays the list of created user groups.

+ Create New | 3 Import @ Export |

] Name Type
userGroup1FAZ Local
userGroup1FMG Local
userGroup2FAZ Local
userGroup2FMG Local

Q

Remote Server Members Number Of Members

userl

user2

1
userl 1
1
user2 1

Results: FortiAnalyzer

1. Loginto FortiAnalyzer as userl.
The user1l belongs to adomOne.

@ Dashboards > ggle Widget v
o [E— o % © =v FotimyerCowdStatss @ ¥ 1 = | License Information © % u =v ||SytemResources o % o o=
SOC Dashboard
QAFAZVMS4 © Valid 10K-UG + &
FAZ-VMTM25, - (\ © Registered (FortiCloud
Q _
y lable || e—com) ) \
Standalone FortiAnalyzer Cloud Unavailable is e
> Fri Nov 07 16:07: [
v7.6.4 build3579 = x
, ot & Entitied Usage: 0 GB/Day  Used: 0 GB/Day " -
Last Backup: N/A B2 . isk Usage
> user1 2]
B incidents & Events > 51da inutes 3 seconds
© Fortial Log Receive Monitor e x = Disk 1/0 e x =.
B Reports B Average Rate (0 Logs/Sec)
€ System Settings >
o u
Insert Rate vs Receive Rate @ ¥ o =v  LoglnsertLagTime e ¥ oo o=v

2. Loginto FortiAnalyzer as user2.
The user2 belongs to adomTwo.
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® QA-FAZVMS4

Serial Number & | Last Log Time 2 B

oNA
FAC-VMTM2500591 @ 10/7/2025, 1:33:30 PM HST (

Creating SPs for FortiManager-FortiAnalyzer

We create SPs for FortiManager and FortiAnalyzer and apply custom attributes to SPs.

Each SP can have specific user group filter containing custom SAML assertion attributes.

To create an SP for FortiAnalyzer:

1. Go to Authentication > SAML IdP > Service Providers, and select Create New.
The Create New SAML Service Provider window opens.
Enter the SP name.
Enter the SP entity ID, SP ACS (login URL), and SP SLS (logout) URL.
Ensure that the Authentication method is All configured password and OTP factors.
In Group filters, select +, and select Create New.
The Create New Saml Sp Group Filter window opens.
a. Enable Filter realm users by group.

b. From the Available User Groups list, move userGrouplFAZ and userGroup2FAZ to the Chosen User Groups
list.

c. Click Save.
:j::"m realm users by group o '[‘r\‘

Local Groups: @

Q

o~ wh

The Group filters option now has the new group filter.

Group filters

cak: UserGroup 1FAZ userGroup2FAZ
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6. Click Save.

Edit SAML Service Provider
5 name
Server certificate: Use defaultsettng in SAML IGP General page
IdP signing algorithm Use default signing algorithm in SAML 6P General page v
» Support IdP-initiated assertion response
» Participate in single logout
1dP Metadata

Select an identifier to display IdP info: Prease select v < +

2 Import P metacata
SP entity ID: http://10.59.222.105/metadata
SPACS (Iogin) URL

SP SLS (logout) URL: htps:/10.5
 SAML request must be signed by SP
Authentication method: QO Mandatory password and OTP
© Al configured password and OTP factors
QO Password-only

O ortP-only

O FIDO
Adaptive MFA: None | v
Sends username in this parameter: usemame

Application name for FTM push notification:
MFA authentication context

Defait (g omisnames € SAML2 Oac lsses Poswordd ot detaut i you are
® Use FIDO-only authentication if requested by the SP

Group filters apac

locak: userGroup1FAZ userGroup2FAZ

Similarly, create an SP for FortiManager with a group filter with userGroup1FMG, userGroup2FMG.

Group filters: apac

locak: userGroup1FMG, userGroup2FMG

Edit Saml Sp Group Filter
Realm: local | Local users v

@ Filter realm users by group
L=

userGroup2F ut
userGroup1FAZ - s

userGroup2FAZ

Choose all

Remove a

Edit SAML Service Provider
SPname:

Server certificate:

1dP signing algorithm:

 Support IdP-initiated assertion response
 Participate in single logout

Select an identifier to display IdP info: Please select v 4

3
SPentity ID: hitp:/10.59.223.113/metadatay
SPACS (login) URL:

hetps:/10.59.
SPSLS (logout) URL hetps:/10.59.
 SAML request must be signed by SP
Authentication method O Mandatory password and OTP
© Al configured password and OTP factors
QO Password-only

13/sami/2acs

13/sami/2sls

O ortP-only

O Ffibo
Adaptive MFA None | v
Sends username in this parameter: usemame

Application name for FTM push notification:

MFA authentication context Default (urm-oasis names - SAML:2 0:ac lasses PasswordProtectedTransport) v

 Use FIDO-only authentication if requested by the SP
Group filters: spac
locak: userGroup1FMG, userGroup2FMG

Results: FortiManager

1.

Log in to FortiManager as user1.
The useril belongs to adomOne.
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& SD-WAN Manager

Auto-link Status

4 VPN Manager > ad eFG © Enabled

2. Loginto FortiManager as user2.
FortiManager lets you choose between adomThree or adomTwo.

Select an ADOM

adomiThree (1) adomiTwo (1)
FortiGate 7.6 FortiGafn7.6

Create New ADOM

FortiAnalyzer- Event handlers for FortiAuthenticator

Introduction

FortiAnalyzer includes predefined ZTNA login event handlers that evaluate FortiAuthenticator authentication logs
(normalized Fabric logs) to generate events for brute-force and anomalous login behavior.

In FortiAnalyzer, the handlers are available under Incidents & Events > Event Handlers.
1. ZTNA Brute Force Login
Description:
Detects brute-force authentication attempts and suspicious failed login patterns targeting ZTNA/FortiAuthenticator.
Use cases:
» High volume of failed authentication attempts from multiple non-existing users
» Authentication failures originating from multiple geographic locations
» Brute force login attacks
« High volume of failed authentications targeting the same non-existing user

FortiAuthenticator 8.0.0 Examples 401
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» Low-and-slow brute force login attempts targeting the same user
2. ZTNA Login Anomaly Detection
Description:
Identifies anomalous or suspicious successful and failed authentication behaviors related to ZTNA access.
Use cases:
« Failed authentication attempts to multiple services
» Successful authentication from multiple geographic locations
» Successful authentication from multiple endpoints
» Successful authentication from sanctioned countries
» Impossible travel login detection

For more information on the event handlers, see the ZTNA login event handlers in the latest FortiAnalyzer
Administration Guide.

Detecting ZTNA Login attacks with FortiAuthenticator 8.0 and
FortiAnalyzer

Demonstrates how FortiAuthenticator 8.0 forwards authentication logs to FortiAnalyzer, where predefined ZTNA login
event handlers detect brute-force attempts and login anomalies for Zero Trust Network Access.

Prerequisites

» FortiAuthenticator 8.0 with remote logging configured in Logging > Log Config > Log Settings.
FortiAuthenticator can send logs to a remote syslog server instead of storing locally.

» FortiAnalyzer 7.6.2 or above with predefined event handlers available and enabled in Incidents & Events > Event
Handlers.

Ay
‘Q' Use the Event Handlers page Search to look up the default event handlers instead of the
- browser look up.

ZTNA Brute Force Login Example on page 402

ZTNA Login Anomaly Detection Example on page 404
Results on page 404

Troubleshooting on page 404

ZTNA Brute Force Login

Configuring FortiAuthenticator

Sending logs to FortiAnalyzer.
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To configure FortiAuthenticator:

1. Goto Logging > Log Config > Log Settings.

2. Inthe FortiManager/FortiAnalyzer pane, enable Send logs to FortiManger/FortiAnalyzer, and enter the

FortiAnalyzer IP address.
3. Click Save.

Edit Log Setting

Log Backup

B Enable remote backup

Log Auto-Deletion

@ Enable log auto-deletion
Auto-delete logs older than: 12 month(s) v

FortiManager/FortiAnalyzer

@ Send logs to FortiManager/FortiAnalyzer
IP Address:

Remote Syslog

(D Use Client Certificate for TLS Authentication
Crl check mode: B oinode  AliNodes

(W Send system logs to remote Syslog servers
(® Send debug logs to remote Syslog servers

Configuring FortiAnalyzer
Enabling event handlers and scope.

To configure FortiAnalyzer:

1. Goto Incidents & Events > Event Handlers.

A\,

‘Q' Use the Event Handlers page Search to look up the default ZTNA Brute Force Login event

handler instead of the browser look up.

Event Handlers Data Selectors Notification Profiles
2

o

*

0O  St.s Name=® Rules = Origin + Data Selector + = Notification Profile + = Automation E

Rule-1 High Volume of Failed Auth from Multiple Non-Existing Us
B 21A Brote Force Logi Rule-2 Authentication Failed from Multiple Geo Locations: (Defau
&l rute Force Login . | b
o |e Detects various brute force login attempts in ZTNA environme... | Rule-3 Brute Force Login Attack: (Default,ZTNA,Login,BruteForce] @ Built-in
Rule-4 High Volume of Failed Authentications to Same Non-Existi
Rule-1 Authentication to Multiple Services Failed: (Default ZTNA,
» Rule-2 Successful Authentication from Multiple Geo Locations: (C
o e K& ZTNA Login Anomaly Detection . ) o ®Built-in
Detects various suspicious login scenarios in ZTNA environme... | Rule-3 Successful Authentication from Multiple Endpoints: (Defat
Rule-4 Successful Authentication from Sanctioned Countries: (De

2. Double-click to open the default ZTNA Brute Force Login event handler.
3. In Data Selector, select a data selector that includes the FortiAuthenticator device.

2/319

Optionally, attach a Notification Profile to send alerts when an event is generated by the event handler.

See Creating notifications profiles in the latest FortiAnalyzer Administration Guide.

To create a new data selector, see Creating data selectors in the latest FortiAnalyzer Administration Guide.

4. Click OK.

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.

403


Icon-Light-Bulb.png
https://docs.fortinet.com/document/fortianalyzer/latest/administration-guide/285829/creating-notification-profiles
https://docs.fortinet.com/document/fortianalyzer/latest/administration-guide/366418/setting-up-fortianalyzer
https://docs.fortinet.com/document/fortianalyzer/latest/administration-guide/910266/creating-data-selectors
https://docs.fortinet.com/document/fortianalyzer/latest/administration-guide/366418/setting-up-fortianalyzer

FortiManager-FortiAnalyzer

Test

1. From an external client, perform multiple ZTNA login attempts:
a. Useinvalid usernames
b. Repeat failures for a valid user (using incorrect password)
c. Attempt logins from multiple source locations
2. Confirm authentication failures appear on FortiAuthenticator in Logging > Log Access > Logs.

ZTNA Login Anomaly Detection

Configure FortiAuthenticator similar to ZTNA Brute Force Login Example on page 402.

Configure FortiAnalyzer similar to ZTNA Brute Force Login Example on page 402. Ensure that default ZTNA Login

Anomaly Detection event handler is used instead.

1. On FortiAuthenticator:

a. Logintofrom a Location A, then again within minutes log in from Location B, or use a different endpoint to

login.
b. Goto Logging > Log Access > Logs and verify the authentication logs.

Results

» FortiAuthenticator records both failed and successful ZTNA authentication events.
« FortiAnalyzer evaluates authentication logs using the predefined ZTNA event handlers.
» When detection conditions are met:
» Security events are generated in Incidents & Events > Event Monitor.
» Eventsinclude:
e User
* Source IP address and geolocation
» The detection rule that triggered the event appears as Subjectin the Events Details pane.
* Event severity

Troubleshooting

« Unable to find the event handlers
» Ensure you are in a Fabric ADOM.
* No events shows up
 Verify that FortiAuthenticator is assigned to the same ADOM and sending logs.
» Ensure that the event handler Data Selectorincludes the FortiAuthenticator device.

» Use Debug logs athttps://<fac-ip>/debug (RADIUS, Web Server, SSO, etc.) when troubleshooting issues.
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Configuring RADSec between FortiAuthenticator and
FortiSwitch

In this example, a FortiSwitch (FSW-1) authenticates administrative logins through FortiAuthenticator (FAC-RADIUS-01)
using RADIUS over TLS (RADSec).

RADSec encrypts all RADIUS traffic over TCP/2083 using X.509 certificates.

Topology

8021 x.509 certficate

Admin

FortiSwitch

Client connects to FortiSwitch using 802.1x EAP-TLS certificate.

Forward RADIUS access request to FortiAuthenticator via RADSec tunnel to ensure encryption.
FortiAuthenticator responds with an ACCEPT RADIUS response over RADSec.

FortiSwitch allows client network access.

Gl o

Prerequisites

» FortiAuthenticator 8.0 with a valid certificate (CA-signed or self-signed).

» A FortiSwitch device with management access and firmware version 7.6.4 or above.
» Network connectivity between FortiSwitch and FortiAuthenticator on port 2083.

» Administrative credentials for FortiAuthenticator and FortiSwitch.

To configure RADSec between FortiAuthenticator and FortiSwitch:

1. Configuring FortiAuthenticator on page 406
2. Configuring FortiSwitch on page 409
3. Verification on page 410
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Config

Crea

uring FortiAuthenticator

ting or importing certificates

FortiAuthenticator must present a server certificate for RADSec.

Option A: Using a local CA

1. Go to Certificate Management > Certificate Authorities > Local CAs, and select Create New to create a new local

CA.

P ao T

2. Goto Certificate Management > End Entities > Local Service, and select Create New to create a server certificate

In Certificate ID, enter a unique ID for the CA certificate.
In Certificate type, select Root CA.

In Subject input method, select Field-by-field.

In Name (CN), enter fac6ca.org.

Click Save.

Create New Local CA Certificate

Certificate ID: facca

Certificate Authority Type
Certificate type: Intermediate CA Intermediate CA signing request (CSR)
(® Use netHSM

Subject Information

Subject input method: Fully distinguished name.
Name (CN): facéca.org

Department (OU):

Company (0):

City (L):

State/Province (ST):

Country (C): v

Email address:

Key And Signing Options

Validity period: Set an expiry date
3650 days

Key type: RSA

Key size: 4096

Hash algorithm: SHA512  SHA-384

Subject Alternative Name
» Email:
(B User Principal Name (UPN):
Advanced Options: Key Usages
Certificate Revocation List (CRL)
Lifetime: 30 days (1-365)

Re-generate every: 1 days

“ coneel

using the CA created in step 1.

a.
b.
c.

In Certificate ID, enter a unique ID for the certificate.

In Certificate authority, select the CA created in step 1.
In Name (CN), enter fac6ca.org.

In Department (OU), enter QA.

FortiAuthenticator 8.0.0 Examples
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e.

Click Save.

Create New Server Certificate

[ Please remember to enable HTTP for Automated certificate provisioning. HTTP needs to be enabled for Automated ACME certificate provisioning

Certificate ID: radsec

Certificate Signing Options

Certificate authority: facca [CN=fac6ca.org] v

Issuer: Third-partyCA  Automated
Subject input method: Fully distinguished name
Name (CN): facéca.org

Department (OU): QA

Company (0):

City (L):

State/Province (ST):

Country (C): v

Email address:

Subject Alternative Name
(» DNS:

|

Key And Signing Options

Validity period: Set an expiry date
1825 days

Key type: RSA

Key size: 4096

Hash algorithm: SHA512  SHA-384

Other Subject Alternative Name
Other Extensions

Advanced Options: Key Usages

Save Cancel

Option B: Importing a public CA

Import t

he trusted CA under Trusted CAs, then import your matching server certificate.

1. Go to Certificate Management > Certificate Authorities > Trusted CAs, and select Import.
2. In Certificate ID, enter the certificate ID.

3. Select Upload a file to locate the certificate file on your computer, and select Import to import the trusted CA.

Enabling RADSec and assigning the Certificate

1. Goto System > Network > Interfaces.
2. Edit the interface FortiSwitch will connect to, and enable RADSEC (TCP/2083).
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3. Click Save.

Edit Network Interface

| Editing this configuration might require the web server to be restarted

Interface Status

Interface: port1

Status: [+)

IP Address / Netmask

1Pv4: 172.19.50.57/255.255.255.0
IPvé:

Access Rights

Admin access: @ SSH (TCP/22)
(» SNMP (UDP/161)
@ Web Interface (TCP/443)
@ RESTful API (/api/)
(W Security Fabric (/api/v1/fabric/)

Services: (C® HTTPS (TCP/443)
O HTTP (TCP/80)
(® RADIUS Accounting Monitor (UDP/1646)
(® RADIUS Auth (UDP/1812)
(® RADIUS Accounting SSO (UDP/1813)
@ RADSEC (TCP/2083)
(O TACACS+ Auth (TCP/49)
(O LDAP (TCP/389)
(» LDAPS (TCP/636)
(O FortiGate FSSO (TCP/8000)
» OCSP (TCP/2560)
O FortiClient FSSO (TCP/8001)
(O Hierarchical FSSO (TCP/8003)
(» DC/TS Agent FSSO (TCP/8002)
» Syslog (UDP/514)
(® Syslog over TLS (TCP/6514)
» SAML IdP SSO (TCP/8143)
(® SAML IdP Reverse Proxy (TCP/8144)

Save Cancel

4. Go to Authentication > RADIUS Service > General.

5. In RADSEC Server Certificate, select the server certificate created in step 2 of Option A: Using a local CA on page
06.

6. Click OK.

RADIUS-EAP Configuration

N

Max Fragment Size for EAP-TLS: 1024

Server Settings

EAP Server Certificate: Default-Server-Certificate [C=US, ST=California, L=Sunnyvale, O=Fortinet, ... cator, CN=Default-Server-Certificate-4CAAB6DD] v
RADSEC Server Certificate: radsec [0U=QA, CN=facéca.org] M
Local CAs: No local Certificates selected

[ Please Select ] v+
Trusted CAs:

No Trusted Certificates selected
[ Please Select ] v | +

Adding FortiSwitch as a RADIUS client

Go to Authentication > RADIUS Service > Clients, and select Create New.
Enter a name for the client.

In Client address, select IP/FQDN, and enter 10.10.10. 50 (the FortiSwitch IP address).
Enter a secret.

Gl o
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5. Click Save.
Name: radius_client
Client address: Subnet Range
10101050
Secret:
RADIUS attribute for user IP (IPv4): Framed-IP-Address Default
RADIUS attribute for user IP (IPv6): Framed-IPv6-Address

Default

RADIUS attribute for user's device MAC address:  Calling-Station-d Default

® Require client to send Message-Authenticator attribute
7 Accept RADIUS accounting messages for usage enforcement
7 Support RADIUS Disconnect messages

6. Add the client to an appropriate RADIUS policy.

Configuring FortiSwitch

Importing CA and creating Client Certificate

FortiSwitch must trust the CA that signs FortiAuthenticator RADSec certificate.

1. InFortiAuthenticator, export the CA certificate by going to Certificate Management > Certificate Authorities > Local

CAs.

a. From the list, select the CA certificate created in Option A: Using a local CA on page 406, and select Export
Certificate.

The CA certificate is downloaded to your management computer.
2. On FortiSwitch, go to System > Certificates > Authorities.
a. Import the CA certificate and note the name with which it is saved on FortiSwitch.

W3 12 764(Buld114)GA

[——

3. Create a local certificate on FortiSwitch to be used for RADSec communication with FortiAuthenticator.

& system

’ Local Certificates
@ Dashboard

% Network >

28 conte NIETonre—— .....

OemR > Name % Subject % Comments

&o User >

G- US ST -Calforn.. - S0 -Fortine U - -

& Authentication > Fortinet Factory

# Certificate v ~ _ca . ~
— -

® Remete p— oU- kO ors

I Authorities

QR Showing 120 3of Sentries

Alternatively, create a certificate on FortiAuthenticator and import the certificate to FortiSwitch.

Ay

S L4
q Skip if FortiAuthenticator uses a publicly trusted CA already included in FortiSwitch.
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Configuring RADIUS server via CLI

FortiSwitch requires CLI configuration to enable RADIUS over TLS.

1. Inthe FortiSwitch CLI console, enter the following commands:

config user radius
edit "FAC-RADSEC"
set server "<FortiAuthenticator-IP>"
set secret <shared-secret>
set radius-port 2083
set transport-type TLS
set radsec-server-ca-cert "<CA-Certificate-Name>"
set radsec-client-cert "<Local-Certificate-Name>"
next
end

FortiSwitch is now configured to authentication users via RADSec against FortiAuthenticator.

Verification

Configuring a remote admin group

1. On FortiSwitch, create a user group and reference the FortiAuthenticator RADIUS server as its authentication
server.

=2 FortiSwitch 124G [ SM24GNS225000416 |

 Members Authentication Servers. Referenc:

FAC110

Creating a remote admin account

1. Create a new admin account on the FortiSwitch and set it as the remote admin.
Reference the user group created in Configuring a remote admin group on page 410 as the user group.

& Syster v
- Edit Administrator

@ Dashboard
% Network

Name. rdadmin

Type Regular

User Group radiusGro.
Wildeard

Override Profile

Backup Password

Confirm Password

Account Super Admin
© Flow Export > Regular Admin
@ FortiLAN Cloud s
9 Locations

8 DHCP

¥ Packet Capture

cope Global

Restrict this Admin Login from Trusted Hosts Only
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Creating matching local user on FortiAuthenticator

On FortiAuthenticator, create a local user with the same name as the admin account on FortiSwitch, and add the

1.
local user realm to the RADIUS policy on FortiAuthenticator.

2eDissbiedUsers + Qccarc Yo

Ll + Create New| @ Import | @ Export

Test login

Log in to FortiSwitch (in a private browser session) using the new admin account.
This carries the RADSec authentication against FortiAuthenticator.
You are now logged in to FortiSwitch using the remote RADIUS admin account.

&3 P764Buld1119GA @ @ @ - _rdadmin -

o2 FortiSwitch 124G [ SM24GNS225000416 |

& system v
Dashboard

N >
s Network Operational Status
2 Config >

411

FortiAuthenticator 8.0.0 Examples
Fortinet Inc.
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The chapter includes FortiAuthenticator examples for 3rd party integrations.

» Google workspace on page 412
» Microsoft on page 417

» AWS on page 417

« OKTA onpage 418

» Onelogin on page 418

» Safenet Luna HSM on page 418
« SAMBA 4 on page 418

Google workspace

» Google Workspace integration using LDAP on page 412

SAML IdP proxy for Google Workspace on page 195
« 802.1X authentication using FortiAuthenticator with Google Workspace User Database on page 371

Option A - WiFi onboarding with Smart Connect and Google Workspace on page 109

Google Workspace integration using LDAP

This example explains how to integrate the FortiAuthenticator with Google Workspace Secure LDAP using client
authentication through a certificate. You will use the LDAP in Google DB to authenticate end users for 802.1X and VPN.
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G Suite and LDAP

4 »

Secure LDAP

= Office #1 Office #2 =
— —)
Region X . . N
AWS 0 0 p
fffffffffffffffffffffffffffff
FortiAuthenticator Primary FortiAuthenticator Load Balancer 1
CA/RADIUS Server CA/RADIUS Server
1. Generating the Google Workspace certificate on page 413
2. Importing the certificate to FortiAuthenticator on page 414
3. Configuring LDAP on the FortiAuthenticator on page 415
4. Troubleshooting on page 416

Generating the Google Workspace certificate

You must first generate certificates to authenticate the LDAP client with Secure LDAP service.

To generate certificate authentication:

From the Google Admin console, go to Apps > LDAP.

Select one of the clients in the list.

Click the Authentication card.

Click GENERATE NEW CERTIFICATE, then click the download icon to download the certificate.

Upload the certificate to your client, and configure the application.
Depending on the type of LDAP client, configuration may require LDAP access credentials. See Generate access
credentials.

I Authenticaton l

a ko=

FAC
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Once you have uploaded the certificate to your client, Google Workspace will generate a client certificate and key.
Example:

« Cert: Google 2022 09 09 _72372.crt
o Key: Google 2022_09_09_72372.key

wh Certificate b4

General Details Certification Path

[ 1) Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: LDAP Client

Issued by: LDAP Client

valid from 10-Sep-19 to 09-Sep-22

Install Certificate. ..

Store the certificate and key in a safe place.

By default, FortiAuthenticator will not trust the certificate issued by Google. You must install Google Trusted CAs to
match the chain group, which can be downloaded at https://pki.goog/.

¢ GTS Root R1
e GTS Root R2
Download CA certificates Expand all ¢

Root CAs A

You can test whether your products are compatible with our roots by following the test links for each root

Name Public Key Fingerprint (SHA256) Valid Until

b0:85:d7:00:96:41:19:1a:73:e4:af:0d:54:ae:7a:0e:07:aa:fd:af:9b:71:dd:08:6
GlobalSign R4 ECDSA 2038-01-19 Action v
2:13:8a:b7:32:52:24:22

d9:47:43:2a:bd:e7:b7:fa:90:fc:2e:6b:59:10:1b:12:80:e0:e1:c7:e4:e4:0f:a3:
GTS Root R1 RSA 2036-06-22 Action v
c6:88:71:ff:57:a7:f4:cf

8d:25:cd:97:22:9d:bf:70:35:6b:da:4e:b3:cc:73:40:31:2:4c:f0:0f:af:cf.d3:2
GTS Root R2 RSA 2036-06-22 Action v
d:c7:6e:b5:84:1c:7e:a8

34:d8:a7:3e:e2:0: :db:0d:95:65:20:93:4b:4e:40:€6:94:82:59:
GTS Root R3 ECDSA 2036-06-22 Action v
73:c8:42:6b:01:0a:6f:48

34:9d:fa:40:58:¢5:e2:63:12:3b:39:8a:7:95:57:3c:4e:13:13:c8:3f:e6:8f.93.
GTS Root R4 ECDSA 2036-06-22 Action v
55:6c:d5:e8:03:1b:3c:7d

Importing the certificate to FortiAuthenticator

This series of steps can be performed on the primary FortiAuthenticator.
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To import the trusted CA certificate:

1. Go to Certificate Management > Certificate Authorities > Trusted CAs > Import.
2. Enter a Certificate ID, upload a file, and click OK.

Import Trusted CA Certificate
Certificate ID: Gsuite CA

Certificate: & Uploadafile

@ Import

C=Us, §T=

C=Us, ST=Cal

C=Us, ST=Califc

You can now import the LDAP certificate generated by Google Workspace.

To import the client authentication certificate:

1. Go to Certificate Management > End Entities > Local Services > Import.
2. Select Certificate and Private Key as the Type.
3. Enter the Certificate ID, choose the files for the previously saved certificate and private key files, and select OK.

Import Certificate
Type: O PKCS12 Certificate

® Certificate and Private Key
O Local certificate

Certificate ID: Gsuite_LDAP
Certificate file (.cer): Browse... | No file selected.
Private key file: Browse... | No file selected.

Passphrase:

Results:

+ Create New | | @ Import v

Subject ssuer Status Expiry

Configuring LDAP on the FortiAuthenticator

Now you can finish the LDAPS configuration using client authentication through certificate.

1. Go to Authentication > Remote Auth. Servers > LDAP > Create New, and enter the following information:
Enter a name.

For Primary server name/IP enter 1dap.google. com, and set the port to 636.

Enter the base distinguished name.

For the Username attribute, enter uid.

Select the option to obtain group memberships from Group attribute.

Enable Secure Connection and select either LDAPS or STARTTLS as the Protocol, and select All Trusted in
the Trusted CA option.

~® Q00O
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g. Enable Use Client Certificate for TLS Authentication, and select the LDAP certificate.

Create New LDAP Server
Name: GoogleLDAP.
Primary server name/IP: Idap google.com Port: 636
B Use Zero Trust tunnel | [Please Select] v
B Use secondary server
Base distinguished name: Q Browse

Server type: Microsoft Active Directory ‘OpenlLDAP/GSuite Novell eDirectory/Others. Apply template

® Add supported domain names (used only if this is not a Windows Active Directory server)

Query Elements

User object class: person
Username attribute: uid

Group object class: group

Obtain group memberships from: | User atibute
Group membership attribute: memberof

© Force use of administrator account for group membership lookups
Secure Connection

© Enable

Protocol STARTTLS

Trusted CA: Single

CA certificate: v
@ Use Client Certificate for TLS Authentication

Client certificate: [Please Select] v

Windows Active Directory Domain Authentication
» Enable

2. Select OK.

If required, you can now import users by selecting Import users when editing the LDAP server, selecting the LDAP
server from the Remote LDAP server dropdown, and clicking the Go button next to the Import users dropdown. This
is not a required step, but can be done in cases where you want to include additional information to their accounts

or assign FortiTokens.

Import Remote LDAP Users
Remote LDAP server: GoogleLDAP (Idap.google.com) v
Action; Import users v o

Troubleshooting

Missing option to use client certificate for TLS authentication

Use Client Certificate for TLS Authentication is only supported in FortiAuthenticator 6.0.1 and higher.

272 Fortiauthenticator vvixen [ EEEEEEENEENENN

System > | Edit LDAP Server
Authentication v
Name: [0}
& User Account Policies >
Primary server name/IP: dap google.com Port 636
@ User Management >
@ Use secondary server
& Self-service Portal >
ase distinguished na
4 Guest Portals , | Bosedistinguished name: 5
Bind type: ® Simple Regular

B Remote Auth. Servers

eneral

@ Add supported domain names (used only if this is not a Windows Active Directory server)

LDAP Query Elements

RADIUS Pre-defined templates: Please select a template --- ¥
OAUTH User object class person

SAML

& RADIUS Service

Username attribute:

& LDAP Service Group object class: o
& OAuth Service Obtain group memberships from: User attribute @ Group attribute
B savLidp Group membership attribute: |men! berOr

&3 FAC Agent
Fortinet SSO Methods

© Force use of administrator account for group membership lookups

Secure Connection

Monitor ©Enable
Certificate Management Protocol: ® LDAPS STARTTLS
Logging CA certificate: Gsuite CA | OU=GlobalSign Root CA - R2. O=GlobalSign, CN=GiobalSign

© Use Client Certificate for TLS Authentication

Client certificate: Gsuite LDAP | O=Google Inc.. L=Mountain View. CN=LDAP Client. OU=GSuite, C=US. ST=California_¥

Windows Active Directory Domain Authentication

FortiAuthenticator 8.0.0 Examples
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Certificate error messages

The following is an example of an incorrect Trusted CA certificate entry. Please verify that you have followed the steps
included in Generating the Google Workspace certificate on page 413.

€23 Import Remote LDAP Users - Google Chrome

o

A Not secure | SEEEEEEER/|dap/userbrowser/?_popup=1&name=Idap.google.com&address=Idap.google.com&port=636&address2=8&port2=389&root

Import Remote LDAP Users

LDAP server: Idap.google.com:636
Filter: (obiectClass- persor)
Apply Clear

O Filter child nodes and show number of children

Select us
th

import below. Only LDAP entri

Select Visible

L. Query faled: Mdap_search. o faled: Can'tcontact LDAP server error:1416F0BESSL routines:s_process. server.
Distinguished name: O i com.de-br
Organization: [ Please Select] ¥

.«

[ Configure user attributes |

imported (indicating that these entries match the configured LDAP filter and their userames can

tes abo

p—

be found using

X

216.239.32.58
216.239.32.58

66 35304 - 6:
fent Hel

36 [ACK] Seq=1 Ack-1 Win=29312 Len=0 TSval=1197389700 TSecr=1577596695
1l

LSV
216.239.32.58 Tcp.
216239 32,58 Tivis

%00 0a 30 7b a2 55 70 [N Ge 08 0045 00 o U5 0 €

710 00 3b ad a7 40 00 40 06 7f 36 02 2 0a B4 d8 ef ; @@ 62
20 3a 89 €8 02 7c 58 20 bf c5 32 1 80 7d 80 18 oeelx 2
0114 0e 0d 00 00 01 01 0B 0a 47 Se b7 BF Se 08 PR
372215 03 03 00 02 02 30 e

Microsoft

o SAML FSSO with FortiAuthenticator and Microsoft Entra ID (formerly Microsoft Azure AD) on page 231

Office 365 SAML authentication using FortiAuthenticator with 2FA on page 244

Office 365 SAML authentication using FortiAuthenticator with 2FA in Azure/ADFS hybrid environment on page 217
FortiAuthenticator SSOMA for native Microsoft Entra ID joined workstation on page 176

Option B - WiFi onboarding with Smart Connect and Azure on page 118

AWS

« FortiAuthenticator SCIM integration with AWS on page 161
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OKTA

¢ SAML FSSO with FortiAuthenticator and Okta on page 200

OneLogin

+ Agentless VPN SAML authentication using FortiAuthenticator with OneLogin as SAML IdP on page 249

Safenet Luna HSM

 FortiAuthenticator certificate with SSL inspection using an HSM on page 23

SAMBA 4

e Using Samba 4 AD domain for FSSO on page 418

Using Samba 4 AD domain for FSSO

This example explains how to configure FSSO with Samba 4 and FortiAuthenticator using Syslog SSO.

FortiAuthenticator receives the logon events form samba ad-dc using Syslog and sends them to the FortiGate firewall
via the FSSO connector.

The setup allows FortiGate to create policies based on Active Directory groups by collecting IP addresses of
workstations where the domain users log in.

Prerequisites

FortiGate 7.6

FortiAuthenticator 6.6.3

Debian 12 with Samba 4 Domain Controller and rsyslogd
Client PC with Windows 10

FortiAuthenticator 8.0.0 Examples
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To use Samba 4 AD domain for FSSO:

Configuring Samba 4 domain controller on page 419

Enabling Syslog messages on FortiAuthenticator on page 419
Adding Samba 4 server as an LDAP server on page 420
Enabling Syslog SSO on page 421

Creating a matching rule on page 421

Creating Syslog sources on page 422

Configure an FSSO agent on page 422

Monitoring authenticated users on page 424

©NOoOOAELDN=

Configuring Samba 4 domain controller

To configure Samba 4 DC:

1. Editthe smb.conf (Samba 4 configuration) file.
a. Open /etc/samba/smb.conf and add the following under [globall]:

[global]

log level = 3

vfs object = full audit

full audit:success = connect disconnect

full audit:failure = disconnect
full_audit:prefix = User-Name:%U|Client-IP:%I|%S
full audit:facility = locals

2. Configure rsyslog:
a. Create a new configuration file /etc/rsyslog.d/00-samba.conf and add:

if $programname == 'smbd_audit' and $syslogseverity == '5' then @192.168.200.97

The logs created by smbd_audit are sent to FortiAuthenticator at 192.168.200.97.

Enabling Syslog messages on FortiAuthenticator

To enable Syslog messages on FortiAuthenticator:

1. Open the interface being used by going to System > Network > Interfaces and clicking the in-use interface.
2. In Services, enable Syslog (UDP/514).
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3. Click Save.

Edit Network Interface

3 Editing this conliguration might require the web server o be restarted

Interface Status
Interface: port1
Status: o

1P Address / Netmask
1Pva: 12552552550
1Pv6:
Access Rights
Admin access: © SSH (TCP/22)
» SNMP (UDP/161)
© Web Interface (TCP/443)
© RESTHul API (/api/)
» Security Fabric (/api/v1/fabric/)

Services: » HTTPS (TCP/443)

» HTTP (TCP/80)
» RADIUS Accounting Monitor (UDP/1646)
» RADIUS Auth (UDP/1812)
» RADIUS Accounting SSO (UDP/1813)
» RADSEC (TCP/2083)
» TACACS+ Auth (TCP/49)
» LDAP (TCP/389)
» LDAPS (TCP/636)

O FortiGate FSSO (TCP/8000)

3 OCSP (TCP/2560)

O FortiClient FSSO (TCP/8001)

O Hierarchical FSSO (TCP/8003)

O DC/TS Agent FSSO (TCP/8002)

© Syslog (UDP/514)

©® Syslog over TLS (TCP/6514)

B SAML IdP S50 (TCP/8143)

OB SAML IdP Reverse Proxy (TCP/8144)

Adding Samba 4 server as an LDAP server

FortiAuthenticator checks the received usernames against the LDAP server to verify the existence and group
memberships.

To add Samba 4 server as an LDAP server:

1. Go to Authentication > Remote Auth. Servers > LDAP and select Create New.
The Create New LDAP Serverwindow opens.

In Name, enter a name for the Samba 4 server.

In Primary server name/IP, enter the IP address for the Samba 4 server.

In Base distinguished name, enter a base distinguished name for the server.
Ensure that Bind type is Regular, and enter a username and password.
Ensure the Server type is Microsoft Active Directory.

In the Query Elements pane. keep the default values:

In the Secure Connection pane:

a. Select Enable.

b. In Protocol, select LDAP.

c. Ensure that Trusted CAis Single.

d. In CA certificate, select a CA certificate to verify the server certificate.

® NOOA~EWDN
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9. Click Save.

Create New LDAP Server
Name:  am bat

Primary server name/IP: Port: 63

P Use Zero Trust tunnel | [ Please Select| v
O® Use secondary server
name: oc: AL

Bind type: smoe [

Username:

Password: |seasenes

Server type: Mirosott Actve Diectory [ T U i

C» Add supported domain names (used only if this is not a Windows Active Directory server)
Query Elements
User object class:

o
Username attribute: < e

Group object class:
Obtain group memberships from: Group atribute

Group membership attribute:

O Force use of administrator account for group membership lookups

© Enable

Protocol: STARTTLS

Trusted CA: AllTrusted

CA certificate:

Fortinet_CA1 oot C=US, ST=Calfornia, L=Sunnyvale, O=Fortinet. . CN=support, emailAddress=support@fortineLcom] v

O® Use Client Certificate for TLS Authentication

Windows Active Directory Domain Authentication
O Enable

Enabling Syslog SSO

To enable Syslog SSO:

1. Goto Fortinet SSO > Settings > Methods.
2. Enable Syslog SSO.
3. Click Save.

Edit Fortinet Single Sign-On Methods

Maximum concurrent user sessions o Fne-ar

" Windows event log polling (e.g. domain controllers/Exchange servers) | Co
D FortiNACSSO | FortiNAC sources
" RADIUS Accounting SSO clients
© Syslog S50 | sysiog sources
O Allow TLS encryption
O FortiClient SO Mability Agent Service
O Hierarchical FSSO tiering
® DC/TS Agent Clients

® Windows Active Directory workstation IP verification
 Allow NTLMv1 in client authentication to Windows AD server
2 Allow SMB1. in client connection to Windows AD server

Creating a matching rule

To create a matching rule:

1. Goto Fortinet SSO > Methods > Syslog and select the Matching Rules tab.
2. Select Create New.

The Create New Syslog Matching Rule window opens.
3. In Name, enter a name for the matching rule.
Ensure that the Mode is Key-value pairs.
5. Inthe Fields to Extract pane:
a. In Logon, enter connect.
b. In Username field, enter User-Name: {{:username}}.
c. In Client IPv4 field, enter Client-IP:{{:client_ip}}.

>
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6. Click Save.
Name: sambad.
Description:

Mode: List of values
Trigger:
Auth Type Indicators
Logon: [comnea ¢
Update:
Logoff:
Username field:
Client IPv4 field
Client IPV6 field ipvel]
Group field: ez, profie

Group list separator:

Test Rule

rule above by entering a sample log line to parse below.

Creating Syslog sources

To create a Syslog sources:

1. Goto Fortinet SSO > Methods > Syslog and select the Syslog Sources tab.
2. Select Create Newto create a new Syslog source.
The Create New Syslog Source window opens.
3. In Name, enter a name for the Syslog source.
4. In IP address, enter the IP address of the Samba 4 DC. See Configuring Samba 4 domain controller on page 419.
5. Inthe Matching rule dropdown, select the matching rule created in Creating a matching rule on page 421.
6. In SSO user type, select Remote users.
a. From the dropdown, select the remote LDAP server created in Adding Samba 4 server as an LDAP server on
page 420.
7. Ensure that Strip off prefix or suffix from username if any is enabled.
8. Click Save.

Create New Syslog Source
Name: sambad
1P address:
Matching rule: sambad v

S5O user type: O External °
O Local users L]
© Remote users © | samba4 (192.168.145) v

@ strip off prefix o suffix from username if any
® Use a different attribute when searching user in the remote LDAP server (other than the username attribute in the remote LDAP server config)
B Use prefix or suffix in username as domain (other than the remote LDAP server domain)

Configure an FSSO agent

To configure an FSSO agent:

1. Inthe root VDOM, go to Security Fabric > External Connectors.
2. Select Create New.
The New External Connector window opens.
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New External Connector

Endpoint/Identity

N N\ e\ =\

(&2) (=) (@) (8))

Return

3. In Endpoint/Identity, select FSSO Agent on Windows AD.

New External Connector

Endpoint/Identity

FSS0 Agenton
Wi AD

tor Settings

Name

Primary FSSO agent

certificate (B

ce Collector Agent  Local

Apply &Refresh Cancel

4. Inthe Connector Settings pane:
a. In Name, enter FortiAuthenticator.

b. In Primary FSSO agent, enter the IP address of the FortiAuthenticator server that runs the FSSO Collector
Agent, and enter the password.
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5. Click OK.

New External Connector

Endpoint/Identity

FSS0 Agenton
Windows AD

Connector Settings
Name FortiAuthenticator
Primary FSSO agent

Tru certificate (D
oupsource Collector Agent  Locl

0

Apply &Refresh Cancel

Alternatively, use the following CLI commands to configure the FSSO agent on FortiAuthenticator:

config user fsso

edit "FortiAuthenticator"
set server <FortiAuthenticator_IP>"
set password <Your_Password>"

next

end

Monitoring authenticated users

To monitor authenticated users in FortiGate:

1. Goto Dashboard > Firewall User Monitor.
2. Click Show all FSSO Logons.

Alternatively, in the CLI console enter the following commands:

diagnose firewall auth list
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