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Change log

Date Change description

2019-12-19 Fortinet Fortilsolator 2.0.0 document release. See New in this release on page 5.
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About this release

This section provides information about new features in Fortilsolator version 2.0.0.

New in this release

Fortilsolator version 2.0.0 includes the following new features:

« Read-only guest administrator account, see Accessing the Fortilsolator administration portal on page 53

« Single Sign-On with NTLM authentication, see Setting up single sign-on for local users on page 59 and Logging in
as end user on page 98

« Guest end user and local end user accounts, see Configuring end user accounts on page 56 and Logging in as end
user on page 98

+ RADIUS database for secure user info storage

« Logs of end user activity that can be downloaded and/or sent to remote servers, see Configuring log settings on
page 64

« Bandwidth usage control through image quality and video frame rate in Isolator browsing profile configuration, see
Creating Isolator browsing profile on page 59

« Ability to upload and download files by end user, see Creating Isolator browsing profile on page 59 and
Downloading files on page 99

« Security feature that makes embedded links in downloaded files inactive, see Creating Isolator browsing profile on
page 59

« Anti-virus scanner of files to be downloaded, see Creating Isolator browsing profile on page 59 and Downloading
files on page 99
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Overview

Fortilsolator is a browser isolation solution that protects users against zero day malware and phishing threats delivered
over the web and email. These threats may result in data loss, compromise, or ransomware. This protection is achieved
by creating a visual air gap between users' browsers and websites, which prevents content from breaching the gap. With
Fortilsolator, web content is executed in a remote disposable container and displayed to users visually, isolating any

threat.

For more overview information about Fortilsolator, see the Fortilsolator product page and the Fortilsolator data sheet.

Fortilsolator models

Fortilsolator is available in the following appliance and virtual machine models. These models allow you to select the
most appropriate solution for your requirements.

« Fortilsolator 1000F
o Fortilsolator VM for Linux KVM

« Fortilsolator VM for VMware vSphere

o Fortilsolator VM for VMware ESXi

Fortilsolator is available in the following appliance and virtual machine models:

Model Description

Fortilsolator appliance .

Fortilsolator VM .
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Fortilsolator 1000F
Supports 500 concurrent sessions, under normal traffic profiles

VMware vSphere Hypervisor ESX/ESXi versions 6.0 and 6.5
KVM QEMU version 0.12.1 and higher, includes a hypervisor


https://www.fortinet.com/products/fortiisolator.html
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiisolator.pdf

Installation

The following sections provide installation instructions for each model:

« Fortilsolator appliance installation on page 7
« Fortilsolator VM installation on page 14

Downloading Fortilsolator firmware

Use this procedure to download Fortilsolator firmware for your Fortilsolator model.

Steps

Go to https://support.fortinet.com.

Click Login and log in to the Fortinet Support website.

From the Download menu, select Firmware Images.

In the Select Product drop-down menu, select Fortilsolator.

Select the Download tab.

In the Image Folders/Files section, navigate to the Fortilsolator firmware file for your Fortilsolator model.
To download the firmware, click HTTPS.

Unzip the firmware file.

©O NGO RAEODM-=

For more information about downloading specific firmware versions for your Fortilsolator model, see the Fortilsolator
Release Notes.

Fortilsolator appliance installation

Installing Fortilsolator 1000F
Use this procedure to install Fortilsolator 1000F.

Prerequisites

« Install Fortilsolator 1000F hardware by following the instructions in the Fortilsolator 1000F QuickStart Guide.
« Download the Fortilsolator firmware by following the instructions in Downloading Fortilsolator firmware on page 7.
« Connect to a console (for example, Tera Term).

Fortilsolator 2.0.0 Administration Guide
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Installation

Steps

1.

Using the console, load the Fortilsolator firmware file (for example,

FIS_1000F-v1-build0084.out).

F P g S
1guratlilon menu. ..

firmware

- — 1
apled

AT

N/A

H/A
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Installation

2. Boot in to the Fortilsolator login. The default username is admin and there is no default password.

3. Configure the network parameters (first time only). For example:

Configured parameters:

Interface internal
Interface external
Interface mgmt

IPv4 Internal Gateway:
IPv4 External Gateway:

hostname

dns server
dns server
build number:
date time

Fortilsolator 2.0.0 Administration Guide
Fortinet Technologies Inc.

IPv4d IP: 192.1€8.1.100/24
IFv4 IF:
IPv4 IP:

192.168.1.254

FISIEFTEe1E8000001

0065 (interim)
2019-05-02 13:05:25 PDT
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Installation

4. Set the time zone.

5. You can use the show command to see the settings (for example, IP addresses, gateway address, DNS server
information, and build number).

6. You can use the status command to see system information (for example, build version, serial number, system
time, disk usage, disk size, and sessions information).

Fortilsolator 2.0.0 Administration Guide
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Installation

7. You can use the help command to see the Fortilsolator console comments.

W COMI - Tera Term VT

File Edit Setup ntrol
>

>
> help

Fortilsolator Console
General:
help Display this text
? Synonym for ‘help’
exit Exit from the CLI
Conf iguration:
show Show bootstrap configuration
Available attributes/values for show:

ha-all Cnull>
ha—enahled a1
ha—group—id [1-2551
ha-lost—threshold [1-681
ha-interval [1-281

in uwnit of 18B8ms
ha—hello—holddown [5-3881
in unit of seconds
[A-2551
255 means not used
ha-allow—override 81
ha—-schedule <schedule type>
ha-virtual-ip <IP/netmask>
e.g. 192.168.108.2.24
<PASSWORD>
<Encoded PASSWORD>
{Interface Name >
e.g. internalsexternal/mgmt

ha—priority

ha—password
ha-password-enc
ha-interface

show—ipmap—ha Show HA ipmapping configuration
set 8et configuration parameter
Available attributessvalues for set:

internal-ip
external—-ip
mgmt—ip
date

time

dns

ntp
internal—gw
external—gu
mgmt—guw

hostname
timezone

ha-enabled
ha—group—id
ha-lost—threshold
ha-interval

ha—hello—holddown
ha-priority
ha-allow—override
ha-schedule
ha-virtual-ip
ha-password

ha—password—-enc
ha-interface

<IP/netmask>

e.g. 192.168.108.2.24
<IP/netmask>

e.g. 192.168.108.2.-24
<IP/netmask>

e.g. 192.168.108.2.-24
<YYYY-MM-DD>
<HH:MM:88>

<pdns—ip sdns—-ip»

e.g. 192.168. 133 1192.168.108.1

<{ntp—-ip>
e.g. 192 168.1068.1
<SUBMET > <{Gateway IP>

e.g. 192.168.100.8-24 192.168.16868.1

{SUBMNET> {Gateway IP>

e.g. 192.168._1608. 3/24 1922.168.180.1

<SUBNET > {Gateway IP

e.g. 192.168.188. 3/24 192.168.1680.1

<hostname>

{timezone>

e.g AmericasLos_Angeles
a1

[1-2551

[1-681

[1-281

in unit of 1H@Bms
[5-3881

in unit of seconds
[B-2551

255 means not used
a1

<zchedule type’>
<IP/netmask>

e.g. 192.168.108.2.24
<PASSWORD>

<Encoded PASSWORD>
{Interface Name >

e.g. internalrsexternal/mgmt
{priority external_isolator_ip internal_isolator_ip external_po

e.g. B 172.168.188.1 108.1.8.1 12443 12887
<{external_powrt internal_port [external_isolator_ipl>
e.g. 12443 12887 192.168.188.1

{external_port internal_port external_isolatowr_ip>
e.g. 14443 14887 192.168.122.1

fizs—ipmap—ha
it internal_port?

fizs—ipmap

fis—ipmap—wip

Unset configuration parameter
Available attributes for unset:

dns

ntp
internal—guw
external—guw
mgmt—guw
fis—ipmap—ha
fizs—ipmap

Fortilsolator 2.0.0 Administration Guide
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Installation

COMT - Tera Term VT

Edit  Setup ntrol

show—ipmap—ha
set

rt internal_port>

rehoot

ow Help
ha—priority
ha—allov—override

ha-schedule
ha-virtual-ip

ha—password
ha-password-enc
ha-interface

Show HA ipmapping configuration

Zet configuration parameter

fAvailable attributessvalues for

internal—ip
external—-ip
mgmt—ip
date

time

dns

ntp
internal—guw
external—guw
mgmt—guw

hostname
timezone

ha—enabled
ha—group—id
ha—lost—threshold
ha-interval
ha-hello—holddown
ha—priority
ha-allow—override
ha-schedule
ha-virtual-ip
ha-password
ha-password-enc
ha-interface

fis—ipmap—ha

fis—ipmap

fis—ipmap-vip

Unset configuration parameter

Available attributes for unset:

dns

ntp
internal—guw
external-guw
mgmt—guw
fis—ipmap—ha
fis—ipmap
fizs—ipmap—vip

Reboot the Fortilsolator

[A-2551

255 means not used

a1

<schedule type>
<IP/netmask’

e.g. 172.168.108.2-24
<PASSWORD>

<Encoded PASSWORD>
<Interface Name >

e.g. internalsexternal/mgmt

set:

<IP/netmask>

e.g. 192.168.108.2-24
<IP/netmask>

e.g. 192.168.10@8.2.24
{IP/netmask>

e.g. 192.168.108.2.-24
<YYYY-MM-DD>

<HH:MM:55>

{pdns—ip sdns—-ip

e.g. 192.168. 133 1 192 .168.10.1
<ntp—-ip>

e.g. 192.168.180.1

<SUBNET > <Gateway IP>

e.g. 192.168.1088. 3/24 192.168.180.1
<SUBNET > {Gateway IP

e.g. 192.168_188. 3/24 122.168.188.1
<SUBNET > {Gateway IP

e.g. 192.168.1088. 3/24 192.168.180.1
<hostname >

{timezone>

e.g America-Los_fingeles

a1

[1-2551

[1-681

[1-281

in uwnit of 18B8ms

[5-3881

in unit of seconds

[A-2551

255 means not used

a1

<schedule type>

{IP/netmask>

e.g. 192.168.108.2.24
<PASSWORD>

<Encoded PASSWORD>

{Interface Name >

e.g. internal/external/mgmt

{priority external_isolator_ip internal_isolator_ip external_po

e.g. B 192.168.188.1 18.1.8.1 12443 12887
{external_port internal_port [external_isolator_ipl>
e.g. 12443 12887 192.168.188.1

<{external_port internal_port external_isolator_ip>
e.g. 14443 14887 192.168.122.1

system—upgrade
factory—reset

Upgrade Fortilsolator System Image
Reset configuration to defaults and delete all data
shutdown Shutdown the Fortilsolator
status Display some status information
admin—-pwd-reset Reset Admin Password
Utilities:
ns lookup Basic tool for DNE debugging
ping Test network connectivity to another network host
fnsysctl disp Display conf. category or log
fnsysctl tail Display the last part of conf, category or log
Diagnostics:
hardware—info
diagnose—nic
diagnose—uwf

Display general hardware status information
Display general network interface setting
Test and show WF action for an URL

Fortilsolator 2.0.0 Administration Guide
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Installation

Fortilsolator VM installation

To install Fortilsolator VM, follow the procedure for one of the following VM systems:

« Installing Fortilsolator VM for Linux KVM on page 14
o Installing Fortilsolator VM for VMware vSphere on page 22
« Installing Fortilsolator VM for VMware ESXi on page 31

Installing Fortilsolator VM for Linux KVM

Use this procedure to install Fortilsolator VM for Linux KVM.

Fortilsolator VM for Linux KVM supports both Video Graphics Array (VGA) and virtual serial console connections.

Prerequisites

« Ensure that your system has at least two hard disks of the following types:
. IDE
o SATA
« SCSI
« Virtio
« Ensure that your system has at least three network interfaces of the following types:
« Hypervisor default (Rt18139)
« E1000

Steps

1. Download the Fortilsolator firmware for KVM by following the instructions in Downloading Fortilsolator firmware on
page 7.

Fortilsolator 2.0.0 Administration Guide
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Installation

2. Launch KVM with Virtual Machine Manager (https://virt-manager.org/).

W About Virtual Machine Manager - O

A"/} )\

Virtual Machine Manager

1.3.2
Powered by libwvirt

Copyright (C) 2006-2014 Red Hat Inc.

Credits License Close

x

3. Create a new virtual machine.

W& Virtual Machine Manager —

Fortilsolator 2.0.0 Administration Guide
Fortinet Technologies Inc.

‘l-’ Bl Open ©] -
MName a CPU usage
['C'EMUIK"JM
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Installation

4. Select Import existing disk image.

W MNew VM >

m Create a new wvirtual machine

Connection: QEMUJKNM

Choose how you would like to install the operating system
) Local install media (IS0 image or COROM)
) Network Install (HTTP, FTP, or NFS)
' Network Boot (PXE)
© Import existing disk image

Cancel Back Forward

Fortilsolator 2.0.0 Administration Guide
Fortinet Technologies Inc.
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Installation

5. Browse and select the Fortilsolator image (for example, fis.qcow2).

m Create a new virtual machine

Provide the existing storage path:

[ }'..rar,rlibflibuirt,fimages,fﬁg -demo-b69.qcow2 Browse...

Choose an operating system type and version

0S type: | Generic -

wWersion: | Generic -

Cancel Back Forward

Fortilsolator 2.0.0 Administration Guide
Fortinet Technologies Inc.

17



Installation

6. Keep the default memory and CPU settings (for example, 1024 (193380 MiB) of memory and 1 CPU).
¥ New VM & |

m Create a new virtual machine

Choose Memory and CPU settings

Memory (RAM): [ 1024 — + | MiB

Up to 193380 MIB available on the host

CPUs: | 1 = |+

Up to 32 available

Cancel Back Forward

Fortilsolator 2.0.0 Administration Guide
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Installation

7. Name the new virtual machine, and select Customize configuration before install.

chine

Ready to begin the installation

Marme: (FIS-kvM

0S: Genenc
Install: Import existing OS image
Memory: 16384 MIB
CPUs: 6
Storage: /home/fjwu/fis-img/ffis-GA-53.qcow2

Customize configuration before install

* Metwork selection

Cancel Back Finish

W FI5-KVM on QENVAVITA

.v Begin Installation a Cancel installation

Basic Details
CPLs farme: FIS- i

= Mamary Uit 0542a5409-0205-45ch-97be 02d1 1 2d 1 754

[y Boot Options Staltus: B shutoff (Shutdown]

| IDE Disk 1 Title
MIC dEae 2T

h Deschiption

|} Mouse
B isplay Spice
i Sound: ichs
ﬁ; Consale

Hypervisor Detalls

3 channel
e Hyparvisor: KvM

B ideo o Architecture: x86_64

H Contraller USE Ermulator: Ju sr.‘h'r'."ln.m-sp:-:c-

! LISE Radractar 1 Armmvssans 8105 = “
LISE Redrector 2

Hhik HA0F -

Add Hardware

Fortilsolator 2.0.0 Administration Guide
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Installation

8. Add an IDE disk. Accept the default values.

¥ Add Mew Virtual Hardware | 2 I

B storage Storage
B controller

Network © cCreate a disk image for the virtual machine
o Input ~ — -
- Graphics | 200 | — + | GIB
& Sound 4555 GIiB available in the default location
=4 serial
=E| Parallel () Select or create custom storage
=g console Manage...
=8| channel
- USB Host Device -

PCl Host Device Device type: | ) Disk device -
M video - )
H] Watchdog Bus type: IDE
@ Filesystem
= Smartcard + Advanced options
@ usE Redirection
o TPM
: RMNG

Panic Motifier

Cancel Finish

i

9. Add three network interfaces: one for Network 2, one for Network 3, and one for Network 4. Leave the settings for
Network source (Virtual network 'default:NAT) and Device model (Hypervisor default) at their default values.

Fortilsolator 2.0.0 Administration Guide
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Installation

10. Click Begin Installation to load the KVM image.

B generic on QEMUEYM

Loading wm]linuz.

Load kg oLl =

B4 Presz Control_L+Al_L to rebeaze pointer. genenc on QEMUKYM

Im

Izolator
renaming
renaming ethil
renaming ethZ
|'|lpl| lat ing

ing n
HETLIH

ing d

ing c

olator
e login:

Fortilsolator 2.0.0 Administration Guide
Fortinet Technologies Inc.

Writing superblocks and [ilesystem accounting

done .

i i

information:

to update

lice
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Installation

11. In the Set default parameters step, configure the network interfaces.
set internal-ip 152.168.122.55/24

=et internal-gw 152.168.122.0/24 1%2.168.122.254

set external-ip

==t external-gw 0.0.0.0/0

set mgmt-ip 192.168.199.99/24

set mgmt—gw 152.168.159%.0/24 152.168.1595.254
set dns 208.51.112.53 208.91.112.52

Installing Fortilsolator VM for VMware vSphere
Use this procedure to install Fortilsolator VM for VMware vSphere.

Prerequisites

« Install VMware vSphere Client.

« Ensure that your system has one of the following combinations of hard disks and network adapters to support ESXI
6.0:

o Two SCSI hard disks and three VMXNET 3 network adapters (this is the default)
o One IDE hard disk and one SCSI hard disk and three E1000 network adapters

Steps

1. Download the Fortilsolator firmware for VMware by following the instructions in Downloading Fortilsolator firmware
on page 7.
2. To create a new virtual machine, in vSphere Client, select File > Deploy OVF Template.

& 10.160.1.54 - vsphere Client  NEGNENGEGEGEGE

FiIElEdit View Inventory Administration Plug-ins Help

New d ntory b [F] Inventory
Deploy OVF Template...

port h_ﬁgwﬁ“ﬁ@?‘

Report 2

[ »

Print Maps
Exit

T LT T

Fortilsolator 2.0.0 Administration Guide
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Installation

3. Browse to the folder that contains the Fortilsolator files and select Fortilsolator.ovf.

[ Deploy OVF Tempiate S[@] = |

Source
Select the source location,

Source

OVF Template Details
Hame and Location
Storage

Dusk; Format
Ready to Complete Deploy from a file or LRL

[C:\sers Wu\Downloads \FIS_vM_ESXi-v 1-buid0068.ovFiFort | | Browss... |
Enter a URL to download and install the OVF package from the Internet, or

spedfy a location accessible from your computer, such as a local hard drive, a
network share, or a CD/OVD drive.

< Back Mext > I Cancel

Fortilsolator 2.0.0 Administration Guide
Fortinet Technologies Inc.



Installation

4. Verify the OVF template details.

() Deploy OVF Template o|B) &
OVF Template Details
Verify OVF template details.
Source
OVF Template Details
End User License Agreement Product: = =
Mame and Location
Storage
Disk Format
Mebaork Mapping
Ready to Complete Pulblisiher:
Dowriload size: 126.3M8
Size on disk: Unknown (thin provisioned)

(http:/fwww. fortinet.com)

ol |

Cancel I

Fortilsolator 2.0.0 Administration Guide
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Installation

5. Review and accept the Fortilsolator End User License Agreement.

End User License Agreement
Accept the end user license agreements.

Zoad e

ONVF Template Details

End User License Agreemd
Mame and Location

Storage

Disk Format

MNetwork Mapping

Ready to Complate

End User License Agresment for Fortilsolator Virtual Appliance

THE LOCATION FROM WHICH IT WAS OBTAINED.

Fortinet, Inc. (Fortinet”), which governs your wse of this software
product. A software boense and aboense key or “unbock code”
("Software Licensa”), issued to & desgnated user only by Fortinet or
its authorized agents, is required for eadh computer on which the
Software is naded.

Definitions: (a) “Software® means (a) al means (a) al of the
contents of the files, disk(s), CO-ROM(s) or other meda (induding
electronic media) with which this Agresment is provided or such
contents as are hosted by Fortinetor its dstributors, resellers,
OEMMSP partners, or other business partners (collectively "Authorized
Partner(s)"), induding but not mited to (j) Fortinet or third party
computer mformation or software; (i) related explanatory materials
in printed, electronic, or online form (Documentation™); and (b)
upgrades, modified or subsequent versions and updates (collectvely
Updates”), and Software, if any, licensed to you by Fortinet or an

This End User License Agreement (ELLA) is an agreement between you and

NOTICE TO ALL USERS: PLEASE READ THE TERMS AND CONDITIONS OF THE A
LICEMNSE AGREEMENT CAREFULLY. FORTINET, INC. IS WILLING TO LICENSE THIS =
SOFTWARE TO YOU ONLY ON THE CONDITION THAT YOU ACCEFT ALL OF THE TERMS

OF THIS LICENSE AGREEMEMNT. EY CLICKIMG THE ACCEPT BUTTON OR INSTALLING

THE SOFTWARE, YOU (ETTHER AN INDIVIDUAL OR A SINGLE ENTITY) AGREE THAT

THIS AGREEMENT IS ENFORCEABLE LIKE ANY WRITTEN CONTRACT SIGNED BY YOLUI.

IF YOU DO NOT AGREE, CLICK ON THE BUTTON THAT INDICATES THAT YOU DO NOT

ACCEPT THETERMS OF THIS LICENSE AGREEMENT AND DO MOT INSTALL THE

SOFTWARE. IF YOU PURCHASED THE SOFTWARE ON TANGIELE MEDIA (e.g., CD)

WITHOUT THE OPPORTUNITY TO REVIEW THIS LICENSE AND YOU DO NOT ACCEPT

THIS LICEMNSE AGREEMEMNT, YOUMAY OBTAIN A REFUND OF THE AMOUNT YOU
ORIGINALLY PAID IF YOU: (A) DO NOT UISE THE SOFTWARE AND (B) RETURN IT,

WITH PROOF OF PAYMENT, WITHIM THIRTY (30) DAYS OF THE PLIRCHASE DATE TO

Next > Carcal I

Fortilsolator 2.0.0 Administration Guide
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Installation

6. Name the new Fortilsolator virtual machine.

Hame and Location
Specify a name and lacation for the deployed template

Source Mame:
AF Tem tad [Fortisolator-v11-Deml
End Liser License Agreement
Name and Location The name can contain up to B0 characters and it must be unique within the inwentory folder.
Storage
Disk: Format

Metwork Mapping
Ready to Complete

< Back | Next =

Cancel

Fortilsolator 2.0.0 Administration Guide
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Installation

7. Select the datastore where you want to install the Fortilsolator VM.

Storage
Where do you want to store the virtual machine files?

Source Select a destination storage for the virtual madhine files:
QVE Template Details
E \ , Name | Drive Type | Capacity | Provisioned | Free | Type | "Thin Proe
Name and Location i@ datastorel Non-550 411.00 GB 572.43 GB 56.84 GB VMFSS Supportt
Storage Main-Disk Non-550 27378 658 TB 1552 GB VMF35 Supporiz
Disk Farmat
Netwaork Mapping
Ready to Complete

4| n ] C

Mame | Drive Type [ Capacity | Provisioned | Freel_ Type |_ Thin Provi
1| rit J 3
Compatibility:

‘mﬁmﬂﬂm&rﬁi capadity of 82.00 GB. Thin provisioned disk size is urknown.

<ok || next> Concel |

4
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Installation

8. Select the disk provisioning format. For optimal performance, select a Thick Provision option.

Disk Format
In which format do you want to store the virtual disks?

source Datastore:

End User License Agresment
Hame and Location

Storage

Disk Format

Mebwork Mapping

Ready to Complete

Avalabls space (GB):

{* Thick Provision Lazy Zeroed
" Thidk Provision Eager Zeroed
" Thin Provision

VE Tem taile ’ [Main-Disk

15.5

< Back

Fortilsolator 2.0.0 Administration Guide
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9. Configure the required network interfaces. Add four network interfaces for Network Mapping.

Hetwork Mapping
What netwarks should the deployed template wse?

Source

OVF Template Details

End Uiser License Agresment

Hame and Location
Storage

Desk Format
Network Mapping
Ready to Complete

Map the networks used in this OVF template to networks in your inventory

Source Networks | DestinationNetworks |
Network L | LocalNetwork |
Metwark 2 LocalMetwod:
Metwork 3 LocalNetworkl2
Metwork 4 LocalNetworkd2

Deseripton:

The Network 1 network

Warning: Multiple source networks are mapped to the host network: LocalNetwork

< Badk | Next > I

Fortilsolator 2.0.0 Administration Guide
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10. Verify the template deployment options, and click Finish.

Ready to Complete
Are these the options you want to use?

Source

OVE T te Details
End User License Agreement

Mame snd Location
storage

Disk Format
Metwork Mapping

Ready to Complete

When you dick Finish, the deployment task will be started.

Deployment settings:
OvFfile: C:\Users\lliv\Downloads\FIS_VM_ESKi-v1-buil di0sioviiF_
Download sz 126.3 MB
Size ondisk: Unknown
Name: FortilsolatoryiM-Dema
Host/Cluster: localhest
Datastaone Main-Disk
Disk provisioning: Thin Provision
Network Map ping: "Metwork 1" to "LocalMetwork”

Network Mapping: "Network 2" to "LocalNetwok”
Network Mapping: “Network 3" to "LocalNetworkiZ”
Network Mapping: "Metwork 47 to "LocalMetwork0Z”

™ Power on after deployment

<gack | [ Fmen ]
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11. Start the Fortilsolator VM.

12. Login to Fortilsolator. The default username is admin and there is no default password.

Installing Fortilsolator VM for VMware ESXi
Use this procedure to install Fortilsolator VM for VMware ESXi.

Prerequisites

« Install VMware vSphere Client.

« Ensure that your system has one of the following combinations of hard disks and network adapters to support ESXI
6.5:

o Two SCSI hard disks and three VMXNET 3 network adapters (this is the default)
o Two SCSI hard disks and three E1000 network adapters

Fortilsolator 2.0.0 Administration Guide
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Steps

1. Inthe ESXi home page, click Virtual Machine, and then right-click and select Create/Register VM.

&1 Virtual machines

1% Navigator 1 || =1 localhost.lc
* [g Host
Manage % Create |
Monitor O | virtua

h Create/Register VM

% Open in new window

2. Inthe Select creation type step, click Deploy a virtual machine from an OVF or OVA file.

#31 New wirtual machine

(CTCTITNS  Select creation type
2 Select OVF and VMOK files How woukt you ke 1o create a Vinual Machine?

3 Select storape

4 License agreements
% Deployment options
& Additional settings.
T Ready 1o complete

Fortilsolator 2.0.0 Administration Guide
Fortinet Technologies Inc.

Craat a nivw virtual maching
|DWI virtual maching from an OWVF or OVA file

Ribgisher an gxisting virtual mad hing

This option guides: you through the process of creating a
wirtual machine from an OVF and VMDK files
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3. Inthe Select OVF and VMDK files step, select both the Fortilsolator.ovf and fis.vmdk files.
5 Mew virtual maching
+ 1 Select crestion type Select OVF and VMDK files
2 Select OVF and VMDK files Salect the COVE and VDK fles or VA for the WM you would Iike to Seploy
3 Select storage
4 License agresments Ertisd 3 narml for il vitual mathing
5 Deployment oplicns I
& Additicnal settings L — - ) ) )
T R 4 ’ e X te Virlual machine names can contain up 0 80 characiers and thery must De unigue wathin each ESXi instance
= B Fortilsolator.ovl
* [ fis vndk
Back || Nea || Finiss Cancel
4. Inthe Select storage step, select the datastore where you want to install the Fortilsolator VM.

41 Hew virtual machine - Fi5.VM.demo

0 s cvsion e

" 2 Select OVF and VMDK files
¥ sectsorsge ]
4 License agreements
5 Deployment options
& Additional settings
T Ready to complete

Fortilsolator 2.0.0 Administration Guide
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Select storage
Salect he datastons n which 1o $ione the configuration and disk files

The following dalasiones afe accessie from e destinalion rescurce that you selecied. Select the destinaton datasione for the
wirtuad maching conSquration files and all of th viftual disks

Mame ~ Capacty ~ Free ~ | Type w Thinpro..~ Access
datastore 18178 176 T8 VMFSS Supporied  Single
ManDusk 72878 T15TE VMFSS Suppored Single
2 items
Back | Mot Finig Cancel
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5. Review and accept the Fortilsolator End User License Agreement.

151 New virtual maching - FIS-VM.demo

+ 1 Select creation type
" 2 Select OVF and VMDK files
+ 3 Select storage

License agreements
Read and accepl the icense IFWRMENS

End User License Agreement for Fortilsolator wirtusl spplisnce

MOTICE TO ALL WUSERS: PLEASE READ THE TERMS AMD COMDITIONS OF THE
LICENSE AGREEMENT CAREFULLY. FORTINET, INC. IS WILLING TO LICENSE THIS
SOF THARE TO' VOU OMLY ON THE COMDITION THAT YOU ACCEPT ALL OF THE TERMS
OF THIS LICEMSE AGREEMENT. BY CLICKING THE ACCEPT BUTTOM OR IMSTALLING
THE SOFTWARE, YOU (EITHER AN INDIVIDUML OR & SINGLE ENTITY) AGREE THAT
THIS AGREEMENT IS5 ENFOACEABLE LIKE ANY MRITTEM COMTSACT SDGMED BY YOU.
IF YOU D0 WOT AGREE, CLICK OW THE BUTTON THAT IMDICATES THAT YOU DO MOT
ACCEPT THE TERMS OF THIS LICENSE AGREEMENT AMD DO MOT IMSTALL THE
SOFTHARE. IF YOU PURCHASED THE SOFTWARE ON TANGIELE MEDIA (£.§., CD)
WITHOUT THE OPPORTUNITY TO' REWIEW THIS LICENSE AMD WOU DO MOT ACCEPT
THIS LICENSE AGREEMENT, ¥OU MAY OBTAIN & REFUND OF THE &MOUNT YOU
ORIGIMALLY PAID IF YOU: (A} DO WOT USE THE SOPTWASE AND (B) RETUBM IT,
WITH PROGE OF PAYMENT, WITHIN THMIRTY (38) DAYS OF THE PURCHASE DATE TO
THE LOCATION FROM WMICH IT WaS CETAINED.

This End User License Agresment (EULA) 05 88 Mpreesent Detwen you End
Fortinet, Inc. (“Fortinet™), which poverss your use of tThis software
product. A seftware license and @ Ligeese By o Cunleck  gode”
(“koftware Llcense™), lsserd to @ desipeabod user only by Fortlnet or

ikr  mrthasdred sasats i ramsdegd  Ean  aees remsarban  sn wkich  Fhe

| agré

6. Inthe Deployment options step, configure Network mappings with four network interfaces, configure Disk

Back

o]

provisioning, and select the Power on automatically checkbox.

#51 M wirtual machine . FIS.VM.demo

" 1 Select creation type

" 3 Select OVF and VMDK files
" 3 Salect storage

" 4 License agresments

M ootormen apions

& Ready 1o complote

Deployment options
Select deployment oplions

Einsh

| Cancel |

Fl

g RS Metwor 1 WA Mebanrk ¥
Metwork 2 | WM Nebwork ¥
MNetwork 3 W Mebwork v
Metwork 4 WM Nebwork L
Disk peovisioning ) Thin 'CF Thick
Power on automatically o
| Back Nexd | Furegh Cancel
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7. Verify the deployment options, and click Finish.

Ui Mew virtual machine - FIS-VM.demo
1 Select creation typs Ready to complete
2 Select OVF and VMWDK Tiles Review your selings selection

4 License agreements

W
w
" 3 Sglect storage
w
w

5 Daeploymént oplions

Fastore

Pra —
! ¥

Guest 08 Name

fintshing the wizard

8. To start the VM, right-click the Fortilsolator VM name, and select Power > Power on.
9. To open the Fortilsolator VM console, click Console > Open browser console.

B FI5-vM-demo
riting superblocks and

1.2.8.8867
H.B.8.8888

1 udew: done

izing randos number generator. ..

start ing done
start ing 1
ip: RTHETLIHE answers: File
starting dropbear d: UR
starting crond: OR
starting httpd: 0OR
starting ha: OR
rting webfilter
)
or not walid
rt with
and use e-lic
validity of your license

term mMe: ge bus:

g to Isolator

file

wnting information: done

done.

mmand to update lice

10. Login to Fortilsolator. The default username is admin and there is no default password.
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11. Configure the IP and gateway addresses for the internal and management interfaces.
B FIS-VM-demo

solator: no proc kil led

7.
valid pattern of mgmt gateway ip:18.168.17.

Mget=gu 18. 168. 17.8-24 18.168.17.1
tarting startx: OR
cense expired or not walid
won't start without a wvalid 1
3 go to CLI and wuse "update-licer 3 license
r check the validity of your licens

> show
Configured parameters:
Interface internal I Pod ) : HAC : B8 :8C:29:87
:CB:29
Interface rig it [Pvd [P: 18.168.17. b: 4 MAC: B8 :8C:29:B7
:3D
Internal Gatewayp: 18. 168, 16. 1
1 T 7 I R |
FISUHMBAHBEEABEEAEE
27.8.8.1
Cinteriml
Z819-A5-A3 18:52:84 UTC

b

12. To verify that the internet connection works, ping 8.8.8.8.
13. To access the Fortilsolator web portal, use the management IP address (for example, http://10.160.17.63).
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Fortilsolator appliance upgrade

Upgrading Fortilsolator firmware using a web browser

Use this procedure to upgrade a Fortilsolator hardware appliance, such as the Fortilsolator 1000F, using a web browser.
You can use the Fortilsolator Ul or Fortilsolator CLI to perform the upgrade.

Fortilsolator Ul

To perform an upgrade, go to System > Upgrade. In the Upgrade by Web section, click Choose File, and follow the
instructions.

Fortilsolator CLI

To perform an upgrade, use the system-upgrade command.

Upgrading Fortilsolator firmware using a USB flash drive

Use this procedure to upgrade a Fortilsolator hardware appliance, such as the Fortilsolator 1000F, using a USB flash
drive. You can use the Fortilsolator Ul or Fortilsolator CLI to perform the upgrade.

Fortilsolator Ul

To perform an upgrade, go to System > Upgrade. In the Upgrade by USB section, select Click here, and follow the
instructions.

Fortilsolator CLI

To perform an upgrade, use the system-upgrade command.

Fortilsolator 2.0.0 Administration Guide
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Setup

The default IP address of the Fortilsolator management interface is 192.168.1.99. To perform the initial configuration,
connect a device to the management interface and configure the device with an IP address to 192.168.1.1/24. You can
access Fortilsolator using SSH or the Fortilsolator GUI. The default username is admin and there is no default
password.

Use the Fortilsolator GUI or CLI to set the permanent IP address configuration.

You can perform the initial configuration using the serial console. For more information, see the Fortilsolator 1000F
QuickStart Guide.

Configuring the console

After the Fortilsolator starts up, use the default console to complete initial interface configuration. By default, the
management interface on Fortilsolator (port3 on a VM installation) is set to 192.168.1.99.

The examples in this section are based on Fortilsolator VM. The process is similar for other Fortilsolator appliances, but
interface settings can vary depending on the Fortilsolator model.

Finding the current settings

To find the current settings on Fortilsolator, type the show command in the Fortilsolator CLI.

The following image shows an example of results from the showcommand:

> show

Configured parameters:
Interface mgmt IPv4 IP: 152.1€8.1.595/24 MAC: F2:T71:R4:2A:€0:F2
hostname: isolator

dns server: 127.0.0.1
build number: 0011
date time: 2018-10-03 19:55:45 UTC

Setting the management IP address

To set the management IP address, type set mgmt-ip <ip address>/<subnet mask>. Forexample:

> set mgmt-ip 192.168.1.214/24

Setting the management gateway address

To set the management gateway, type set mgmt-gw <subnet>/<gateway>. Forexample:

> set mgmt-ip 0.0.0.0/0 192.168.1.254

Fortilsolator 2.0.0 Administration Guide
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Setup

All console commands

The following image shows the full list of console commands:

11 - Tera Term VT

Setup  Contrel  Win

Fortilsolator Console
General:
help Display this text
? Synonym for “help’
exit Exit from the CLI
Configuration:
show Show hootstrap configuration
Available attributessvalues for show:

ha-all Cnull>
ha—-enabled a-1
ha—group—id [1-2551
ha—lost—threshold [1-681
ha—interval [1-281]

in unit of 1@8ms
ha—he1lo—ho lddown [5-3881]

in unit of seconds
ha-priority [A-2551

255 means not used
ha-allow—override a-1
ha—=schedule <schedule tuype>
ha—virtual-ip <IPrnetmask>

e.g. 192.168.188.2-24
ha—password <PASSYORD>
ha—password—enc <Encoded PASSWORD>
ha—-interface <Interface Mame

e.qg. internal-sexternal~-/mgmt

show—ipmap—ha Show HA ipmapping configuration
zet %et configuration parameter
fivailable attributes-values for set:

internal—ip <IPsnetmask>
e.g. 192.168.188.2-24
external-ip <IP/netmask>
e.g. 192.168.188.2-24
mgmt—ip <IP/netmask>
e.g. 192.168.188.2.-24
date <Y¥YY-MM-DD>
time <HH:=MM:55>
dns <pdns—ip sdns—ip>
e.g. 192.168.188.1 192.168.18.1
ntp <ntp—-ip>
e.g. 192.168.188.1
internal—-gw <SUBNET > <Gateway IP>
e.g. 192.168.1688. 3/24 192 168.188.1
external—gw <SUBNET > <Gateway IFP
e.g. 192.168.1688. 3/24 192.168.188.1
mgmt—guw <SUBMET > {Gateway IP>
e.g. 192.168.180.8-24 192.168.188.1
hostname <hostname >
timezone <timezone>
e.qg AmericarLos_Angeles
ha—enahled a-1
ha—group—id [1-2551
ha—lost—threshold [1-681
ha—interval [1-281]
in unit of 1@8msz
ha—he1lo—ho lddown [5-3881]
in wunit of seconds
ha—priority [B-2551
255 means not used
ha-allow—override 8.1
ha—schedule <zchedule tuypel
ha—virtual-ip <IP/netmask>
e.g. 192.168.188.2-24
ha—password <PASSYORD >
ha-password-enc <Encoded PASSWORD>
ha—interface <Interface MName >
e.qg. internal-sexternal-mgmt
fis—ipmap—ha <priority external_isolator_ip internal isolator_ip external_po

e.g. B 192.168.100.1 1A.1.A.1 12443 12887

fis—ipmap <external_port internal_port [external_isolator_ipl>
e.g. 12443 12887 192.168.188.1

fis—ipmap—vip <external_port internal_port external_isolator_ip>
e.g. 14443 14887 192.168.122.1

rt internal_port>

Unset configuration parameter
Availabhle attributes for unset:

dns

ntp
internal—gu
external-gw
mgmt—gw

fis— 1pmap ha
fis—ipmap
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M1 - Tera Term VT

File Edit Setup Control W

show—ipmap—ha
set

rt internal_portl>

rehoot

system—upgrade

factory-reset

shutdown

status

admin—pwd-reset
Utilities:

nslookup

ping

fnsysctl disp

fnzysctl tail
Diagnostics:

hardware—info

diagnose—nic

diagnose—wf

dow Help
ha—priority [A-2551
255 means not used
ha—allowv—override a-s1
ha—schedule <schedule type>
ha-virtual-ip <IP/netmazk>
e.g. 192.168.188.2-24
ha-password <PASSWORD>
ha—-password—enc <Encoded PASSWORD>
ha—interface {Interface MHame >
e.g. internalr/external/mgmt

Show HA ipmapping configuration
Set configuration parameter
Available attributes- values for set:

internal-ip <IP/netmask>
e.g. 192.168.188.2-24
external-ip <IP/netmask>
e.g. 192.168.188.2.-24
mgnt—ip <IPsnetmask>
e.g. 192, 168 i88.2-24
date <YYYY-MM-DD
time <HH:MM:55>
dns <pdns—ip sdns—ip>
e.g. 192.168. 1BB 1 192.168.18.1
ntp <ntp—ip>
e.q- 192 168.188.1
internal—-gu <SUBNET > <Gateway IF>
e.g. 192.168.100.8-24 192.168.188.1
external-gw <SUBMET > {Gateway IP>
e.g. 192.168.100.8-24 192.168.1688.1
mgmt—guw <SUBMET > <Gateway IP>
e.g. 192.168.180.8-24 192.168.188.1
hostname <hostname >
timezone <timezone>
e.g AmericasLos_Angeles
ha—enabled a-s1
ha—group—id [1-2551
ha—lost—threshold [1-681
ha—interval [1-281
in unit of 18Bms
ha—he1lo—holddown [5-38@]
in unit of seconds
ha-priority [6-2551
255 means not used
ha—allow—override -1
ha—schedule <zchedule type>
ha—virtual-ip <IPsnetmask>
e.g. 192.168.188.2-24
ha-password <PASSUORD>
ha—password—enc <Encoded PASSWORD>
ha-interface <Interface Mame
e.g. internalr/external/mgmt
fis—ipmap—ha <priority external_isolator_ip internal_isolator_ip external_po

e.g. B 192.168.100.1 10.1.8.1 12443 12887

fis—ipmap <external_port internal_port [external_isolator_ipl>
e.g. 12443 12887 192.168.180.1

fis—ipmap-vip {external_port internal_port external_isolator_ip>
e.g. 14443 14887 192.168.122.1

Unset configuration parameter
Available attributes for unset:

dns

ntp
internal-gw
external—gw
mgmt—gw
fizs—ipmap—ha
fis—ipmap
fis—dipmap-vip

Rehoot the Fortilsolator

Upgrade Fortilsolator System Image

Reset configuration to defaults and delete all data
Shutdown the Fortilsolator

Display some status information

Reset Admin Password

Basic tool for DNS debugging

Test network connectivity to another network host
Display conf,. category or lo

Display the last part of conf. category or log

Display general hardware status information
Display general network interface setting
Test and show WF action for an URL
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Port forwarding

Fortilsolator supports IP mapping, which allows you to configure access to Fortilsolator through port forwarding. Port
forwarding maps external IP addresses to Fortilsolator internal IP addresses. You can configure port forwarding in high
availability (HA) or regular mode.

For example, if two networks, one external and one internal, connect to a FortiGate device, when IP addresses on the
external network are accessed, traffic is redirected to the internal IP addresses on Fortilsolator. The configuration
information in this section follows an example setup with the following values:

External IP address of router <external_|P_address>
Internal IP address of Fortilsolator 10.160.12.207
Router redirections o <external IP_address>:12443 >10.160.12.207:443

o <external_IP_address>:12887 >10.160.12.207:8887

s<external_IP_address>:12443 >10.160.12.207:443

<external_IP_address>:12887 10.160.12.207:8887——>

Rout ;
ot FortiGate Fortilsolator

Configuring port forwarding in non-HA mode
FortiGate configuration
Complete the following steps in the FortiGate UI.
1. Goto Policy & Objects > Virtual IPs.
2. Create two IPv4 virtual IPs with the following information:

o IP-Mapping-443: <external_IP_address>> 10.160.12.207 (TCP: 12443 > 443)

« IP-Mapping-8887: <external_IP_address>> 10.160.12.207 (TCP: 12887 > 8887)
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FortiGate VM&4  FIS

@ Dashboard * | 4 CreateNew~  # Edit | TH Clone | Delet Search Q
¥% Security Fabric »
Name = Details = Interfaces =
M Fortiview »
o Network N &) 1Pva virtual IP @
& System , @ IP-Mapping-8688 -> 10,160.12.207 (TCP: 12888 --> 8888) M portl
B Policy & Objects « | & IP-Mapping-443 => 10.160.12.207 (TCP: 12443 --» 443) M portl
IPvé Policy & IP-Mapping-8887 --> 10.160.12.207 (TCP: 12887 --> 8887) & port1
Authentication Rules @& IP-Mapping-Ha-443 ->10,160.12.210 (TCP; 14443 --» 443) B portl
IPw4 DoS Palicy & |P-Mapping-HA-8887 = 10.160.12.210 (TCP: 14887 --> B887) portl
Addresses
Wildcard FQDN Addresses
Internet Service Database
Services
Schedules

Virtual IPs

IP Pools

Protocol Options

=== FortiGate VMé4  FIS-FGT-IPMapping

& Dashboard > Edit Virtual IP
& Security Fabric > G
’ VIP type IPvd
W FortiView H
Name IP-Mapping-443
% Network »
Comments | Write a comment... 4 s
£ System >
Color @& Change
I R Policy & Objects ~
IPv4 Policy Natwork
Authentication Rules
Interface
e Y] Type Static NAT
Addresses External IP address/range €
Wildcard FQDN Addresses Mapped IP address/range 10.160.12.207
Internet Service Database
Services O Optional Filters
Schedulcs & Port Forwarding
Virtual IPs
Protocol UDP | SCTP | ICMP
IP Pools
External serviceport @ | 12443
Protocol Options
= Map to port 443
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile Cancel
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-
@& Dashboard >
%% Security Fabric 3
W FortiView »
++ Network >
£ System »

I B Palicy & Objects v

IPv4 Policy

Authentication Rules

IPv4 Do5 Policy

Addresses

Wildcard FQDM Addresses
Internet Service Database
Services

Schedules

Virtual IPs W
IP Pools

Protocol Options

Traffic Shapers

Traffic Shaping Policy
Traffic Shaping Profile

=_= FortiGate VM64  FIS-FGT-IPMapping

Edit Virtual IP

VIP type 1Pv4

MName IP-Mapping-8887
Comments Write acomment...

Color & Change

MNetwork

Interface

Type Static NAT

External IP address/range €@

Mapped IP address/range 10.160.12.207

O Optional Filters

O Port Forwarding

Protocol (o0 UDP  SCTP
External service port € | 12887
Map to port 8887

3. Goto Policy & Objects > IPv4 Policy > Create New.
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ICMP

OK

Cancel
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4. Create an IPv4 policy that includes the two virtual IPs that you created.

m = FortiGate VMé&4 FIS-FGT-IPMapping

@ Dashboard

% Security Fabric
s FortiView

+ Netwoark

£} System
B Policy & Objects

Authentication Rules
IPv4 Do5 Policy
Addresses
Wildcard FQDN Addresses
Internet Service Database
Services
Schedules
Virtual IPs
IP Pools
Protocol Options
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile
& Security Profiles
VPN
& User & Device
= WIFi & Switch Contraller
l#d Log & Report
& Monitor

=" FortiGate VM&4 FI5

& Dashiboard * 4 Create New

&% Security Fabric »
I Fortiview ¥
“+ Network »
& System »
B Policy & Objects

1P Policy

Aisthentication Rules.

1P DS Policy
Addresses

‘Wildcard FODN Addresses
Imternet Service Database
Services

Schedules

o B M portz —H port1 @
W3 pastoopl

Edit Policy
Name @ | p1->to->p2
Incoming Interface | ™ port1
Outgoing Interface port2
Source [2an

-

Destination @& IP-Mapping-443

@ IP-Mapping-8887

+
Schedule | (8 always
Service 0l ALL

+
Action L eedal @ DENY
Inspection Mode QEELNTEEEIE Proxy-based

Firewall / Network Options
NAT [ ®]
IP Pool Configuration

Preserve Source Port (B

Use Qutgoing Interface Address

| IE default

Protocol Options

Security Profiles
AntiVirus

Web Filter

DNS Filter

RN

Application Control (O
IPS (e ]

©; Policy Lookup | Search

Source Destination Schedule Sarvice Acthon MAT

& 1P-Mapping-443
6 1°-Mapping-G857

D shways @ ALL

=i =] (6 abways @ ALL

[ abways @ ALL @ DEMNY

 ACCEPT & Enabled

+ ACCEPT & Enabied

0 Implicit Dery [ all Ea

Fortilsolator configuration
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Select Entries x

Q, Search

B ADDRESS (7)
B all

&= FABRIC_DEVICE
& gmail.com

& login.microsoft.com

L& loginmicrosoftonline.com

& loginwindows.net

@ none

B ADDRESS GROUP (1)

& Microsoft Office 365

B VIRTUAL IP/SERVER [5)

& IP-Mapping-443 &
@& IP-Mapping-8887

@& IP-Mapping-8388

@& IP-Mapping-Ha-443

& IP-Mapping-HA-8887

Internet Service
<+ Create

Close

Cancel

a o Tam—

Security Profiles Log Bytes

0 uTH 526GB

D UT™ 0B

D Disabled S65.60ME
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Use the Fortilsolator CLI to configure port forwarding mappings. Use the f£is-1ipmap command in the following
format:

set fis-ipmap <external port> <internal port> <external IP address>

Forexample, set fis-ipmap 12443 12887 <external IP address

> set fis—-ipmap 12443 12887
The apache will restart
httpd not running, trying to start
> show
Configured parameters:
Interface internal IPvd IP: 18.168.12.287-24 MAC: BA:BC:29:
0B :F1
Interface Mg mt IPyd [P: 18, 168, 17.282-24 MAC: B88:8BC:29:5F
:58:85
IPvd Internal Gateway: 1i6.166.12.1
[Pvd MGMT Gateway - 18.1668.17.1
- . N-A

288.91.112.52

se " 3A.1.185

d number : BZ2(interim)

date time : 2819-87-15 22:89:48 UTC
ip mapping :

apping for port 443: 12443

apping for port 8887: 12887

Client system configuration

Complete the following steps on the client system (for example, Windows 10).

1. In Windows 10, launch CMD as administrator.
2. Use the following commands to add the FortiGate |P address to the routing table on the client system:

a. Atthe command prompt, type route ADD <external IP address> Mask 255.255.255.255
<FortiGate IP_ address>.

Forexample, route -p ADD <external IP address> MASK 255.255.255.255
10.160.17.89.
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b. To confirm the setup, type route print.
C : \WINDOW em32>»route print

...... 1(R’ sigabit Network Connection

3. To verify that it works in a browser, browse to https://<external _IP_
address>:12443/isolator/https://www.google.com.

@ Google b3 @ » + m. _
(_. G ™ R {?

Configuring port forwarding in HA mode

FortiGate configuration

Complete the following steps in the FortiGate Ul.
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1. Goto Policy & Objects > Virtual IPs.

2. Create two IPv4 virtual IPs with the following information:
o IP-Mapping-443: <external_|P_address>> 10.160.12.207 (TCP: 14443 > 443)
« IP-Mapping-8887: <external_IP_address>> 10.160.12.207 (TCP: 14887 > 8887)

-mw

@ Dashboard > + Create New~ # t m Delet Search Q

¥ Security Fabric >

Name = Details = Interfaces =

s FortiView »

4+ Network N ] 1Py Virtual IP ©

@ System , & IP-Mapping-8385 -»10,160,12.207 (TCP: 12888 --» 8888) B portl

B Policy & Objects v BB IP-Mapping-443 —» 10,160.12:207 (TCP: 12443 --» 443) B port1
1Pvd Policy @ 1P-Mapping-8887 = 10.160.12.207 (TCP: 12887 --> 8887 o port1
Authentication Rules & IP-Mapping-Ha-443 = 10,160,122 10 (TCP; 14443 --> 443) H port1
1Pwd DoS Policy & IP-Mapping-HA-8887 -> 10,160,12.210 (TCP: 14887 --> 8887) M portl
Addresses

Wildcard FQDN Addresses
Internet Service Database
Services

Schedules

Virtual IPs

IP Pools
Protocol Options

Traffic Shapers

Traffic Shaping Policy

=0 = FortiGate VM64  FIS-FGT-IPMapping
@ Dashboard > | Edit Virtual IP
¥ Security Fabric y
VIPt IPva
s Fortiview vpe
Mame IP-Mapping-Ha-443
+f Network >
Comments Write a comment... | pass
£ System >
Color & | Change
IL Policy & Objects v
[P Policy Network
Authentication Rules
Interface
ledb el s Type Static NAT
Addresses

External IP address/range @

Wildcard FQDN Addresses Mapped IP address/range 10.160.12.210
Internet Service Database

Services 3 Optional Filters

Schedules @ Port Forwarding

Virtual IPs

Protocol j[ol UDP  SCTP | ICMP

IP Pools
External service port €@ | 14443

Protocol Options
P Map to port 443

Traffic Shapers
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@ Dashboard >
*& Security Fabric »
& Fortiview
+ Network >
£ System »
I B Policy & Objects v
IPvd Policy

Authentication Rules

IPv4 DoS Policy
Addresses

Wildcard FQDN Addresses
Internet Service Database
Services

Schedules

Virtual IPs

IP Pools
Protocol Options

Traffic Shapers

Edit Virtual IP

VIP type 1Pwd

Name IP-Mapping-HA-B887

Comments Write a comment... 4 0/2es
Color @& Change

Network

Interface

Type Static NAT

External IP address/range @
Mapped IP address/range 10.160.12.210

B Optional Filters

& Port Forwarding

Protocol upP | scTP | IcMP
External service port @ | 14887

Map to port 8887

3. GotoPolicy & Objects > IPv4 Policy > Create New.
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4. Create an IPv4 policy that includes the two virtual IPs that you created.

S-= FortiGate VM64 FIS-FGT-IPMapping

@ Dashboard > Edit Policy

%% Security Fabric >

i Fortiview > Name @ pl-=to->p2
+ Network > Incoming Interface | ™ port1
& System > Qutgoing Interface | ™ port2
B Policy & Objects v | Source 8 an

+

S — Destination @& IP-Mapping-Ha-443
urhentication rues @ 1P-Mapping-HA-8887
1Pv4 DoS Palicy +
Addresses Schedule [@ always
Wildcard FQDN Addresses Service @ ALL
+
Internet Service Database
Action @ DENY
Services
Schedules Inspection Mode Proxy-based
Virtual IPs
IP Pools Firewall / Network Options
Protocol Options MAT O
Traffic Shapers IP Pool Configuration Use Outgoing Interface Address
Traffic Shaping Policy Preserve Source Part (B
Traffic Shaping Profile Protocol Options 23 default
& Security Profiles >
O VPN B Security Profiles
& User & Device » | AntiVirus >
© WIFI&SwitchController > vVebFilter >
i Log &Report N DNS Filter »
& Monitor 3 Application Control (B
IPS >
Q
@ Dashboard * | 4 CreateMNew  # ¢ Q, Policy Lookup | | Search
N Security Fabric »
[0] Mame Source Destination Schedule Service
i FortiView >

4 Network N O port1 — 8 port2 @

[ always ALL

pl-ato->p2 Sa & IP-Mapping-Ha-243

£ System >

& IP-Mapping-HA-8587
B Policy & Objects >
B H port2 —H port1 @

1P Policy

e a p2->to->pl = al = an [@ always ALL

1Pvd DoS Potcy
Addresses o Implicit Deny &2 all 2all [© always WALl

‘Wildcard FQDN Addresses

Fortilsolator configuration
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Select Entries *®

Internet Service
| + Create

Address
| Q Search
8 ADDRESS(7)
= all
$ FABRIC_DEVICE
L& gmail.com
L login.microsoft.com
o login.microsoftonline.com
B loginwindows.net
* @ none
8 ADDRESS GROUP (1
% Microsoft Office 365
B VIRTUAL IP/SERVER (5)
@& IP-Mapping-443

@& IP-Mapping-8887 &

@& IP-Mapping-8888
@& IP-Mapping-Ha-443
@ IP-Mapping-HA-8887

Close

Cancel

Q

Action NAT Security Profiles

+ ACCEPT @ Enabled

« ACCEPT @ Enabled

@ DENY
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Use the Fortilsolator CLI to configure port forwarding mappings. Use the following commands:

1.

set fis-ipmap <port map to 443> <port map to 8887> <external IP address>
Forexample, set fis-ipmap 12443 12887 <external IP address>

> set fis—-ipmap 12443 12887
restart
running,

The apache will
httpd not
> show
Configured parameters:
Interface internal

trying to start

[Puvd
:58:F1

Interface Mgt [Pud
:58:85
IPvd Internal Gateway:
IPv4d MGMT Gateway
hostname
dns server
ins se r
ber
date time
ip mapping :
apping for port 443:
apping for port 8887:

18.168.12.287-24
18.168.17.282-24
18.166.12.1

18.168.17.1
‘A

interim)
2819-87-15 22:89:48 UTC

12443
12887

MAC: BA:AC:29:

MAC: BA:BC:29:5F

set fis-ipmap-vip <port map to 443> <port map to 8887> <external IP address>
Forexample, set fis-ipmap-vip 14443 14887 <external IP address>

fis-ipmap-vip 14443 14887

Configured parameters:
Interface internal IPvd
:58:F1
Interface Mgt IPvd
:58:85
IPuv4 Internal Gateway:
IPvd MGHMT Gateway

unild number

ate time

ip mapping
apping for port
apping for port
ip mapping (UIP)
apping for port
apping for port

443
8887 (UVIP):

(VIP):

>

18.168.12.287-24

18.168.17.282-24

18.168.12.1

iA.168.17.1

N-A

288.91.112.52
172.38.1. 185

BABZ2 (interim)
Z2H19-87-15 23:85:47 UTC

MAC: B8:8C:29:5F

MAC: BA:BC:29:5F

14443
14887

set fis-ipmap-ha <priority> <external IP address> <internal IP address:slave 1>

<port map_ to 443> <port map to 8887>

Forexample, set fis-ipmap-ha 10 <external IP address> 10.160.12.207 12443 12887
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> set fis-ipmap-ha 18 18.168.12.287 12443 12887
> show
Configured parameters:

Interface internal IPvd JP: 18.168.12.287-24  BB:8C:29:5F
:58:F1

Interface Mgt IPvd IP: 18.168.17.282-24 : BB:8C:29:5F

158 :85

IPv4 Internal Gateway: 18.16H8.12.1
IPvd4 MGHT Gateway : 18.1608.17.1
hostname : N/A

288.91.112.52
172.38.1.185
BBBZ2 (interim)
2819-87-15 23:54:44 UTC

Mapping :
for port 443: 12443
gy for port 8887: 12887

ip mapping (UIP) :

i for port 443 (UIP):
for port 8887 (VIP):

Client system configuration

Complete the following steps on the client system (for example, Windows 10).

1. In Windows 10, launch CMD as administrator.
2. Use the following commands to add the FortiGate IP address to the routing table on the client system:
a. Atthe command prompt, type route ADD <external IP address> Mask 255.255.255.255
<FortiGate IP address>
Forexample, route —p ADD <external IP address> MASK 255.255.255.255
10.160.17.89.
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b. To confirm the setup, type route print.

Gate

19.1606.17

On-1

U= ;J] = N

[

3. To verify that it works in a browser, browse to https://<external_IP_
address>:14443/isolator/https://www.google.com.

@ Google * @ CNN - Breaking News, Latest b w + I,\;’
< C @ nuy
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Accessing the Fortilsolator administration portal

Logging in as administrator

Steps
1. Open a web browser and go to http://<management IP address>, where <management IP address> is the IP

address that you configured for the administrator management portal interface. The default is 192.168.1.99.

m = Fortilsolator

admin

Password

2. Type in your username and password to access the administration portal. The default username is admin with no
password.

3. Click Login. You will be brought to the dashboard of the administration portal.

Changing the administrator password

Steps

In the top-right corner of the administration portal, click the admin username.
Click Change Password.

In the Password field, type the new password.

In the Confirm Password field, type the new password again.

Click OK.

o roODdD =

Setting up guest administer account

A guest administer account is an account with read-only access to the administration portal. The guest user can view,
but not edit, the settings and logs in the administration portal.
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Steps

1.

3.

Within the administration portal, go to System > Administrators and double-click the guest Administrator row, or
select the guest Administrator row and click Edit.

The guest administrator account has a preset username of guest, and defaults to no password. Add a password if
desired.

2-2 Fortilsolator VM

Q  Edit Administrator

@ Dashboard
Administrator: guest
+ Network >
Password:
£+ System 4
Confirm Password:
Administrators

"

Login Disclaimer

Upgrade
& Users >
(£ Policies and Profiles >
Ll Log >

Click OK to save and apply the settings.

Configuring time settings

Use this procedure to configure time settings for Fortilsolator.

Steps

AoODdD-=

From the administration portal, click Dashboard, and find the System Information widget.
In the System Time field, click Change.
In the Time Zone drop-down list, select the time zone.
Set the time by doing one of the following tasks:
o To set the time manually, select Set Time, and select the time and date options in the drop-down lists.

« To configure an NTP server, select Synchronize with NTP Server and enter the IP address of the NTP
server.

Click Apply.
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Configuring network interface settings

Steps

1.
2.
3.

o &

From the administration portal, go to Network > Interfaces.
From the table, select the desired interface to edit and click Edit.

To change the interface status, set the Interface Status field to one of the following options:

e Toturnon the interface, click Link Up.

o To turn off the interface, click Link Down.

To change the IP address of the interface, enter an IP address and netmask in the IPv4 field.

Click OK.

Configuring DNS settings

Steps

AoODd-=

In the Fortilsolator Ul, go to Network > System DNS.
Type the IP address of the Primary DNS Server.
Type the IP address of the Secondary DNS Server.
Click OK.

Configuring routing settings

Use this procedure to configure routing settings for Fortilsolator.

Adding a static route

Use this procedure to add a static route.

Steps

o0k~ ODdD-=

From the administration portal, go to Network > System Routing.

To add a new static route, click Create New.

Type the destination IP address and subnet mask in the Destination IP/Mask field.
Type the gateway IP address in the Gateway field.

In the Device drop-down list, select the interface for the static route.

Click OK.
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Editing a static route

Use this procedure to edit a static route.

Steps

1. From the administration portal, go to Network > System Routing.

2. To edit an existing static route, select the interface in the table, and click Edit.

3. Type the destination IP address and subnet mask in the Destination IP/Mask field.
4. Type the gateway IP address in the Gateway field.

5. Inthe Device drop-down list, select the interface for the static route.

6. Click OK.

Deleting a static route
Use this procedure to delete a static route.

Steps

1. From the administration portal, go to Network > System Routing.
2. Todelete a static route, select the interface in the table, and click Delete.

Configuring end user accounts

End users can browse the web through Fortilsolator as a guest or by logging into their user account. The administrator
can create local user accounts or allow single sign-on for existing users in your organization. All user info is secured
using a RADIUS database.
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Creating local user accounts

Steps

Open a browser window and navigate to the Administration Portal page
2. GotoUsers > User Definition > Create New

2.2 Fortilsolator VM

:

@ Dashboard
& Network N User Name User Type
L System >
I& Users 4

Server

User Groups
(£ Policies and Profiles >
[shl Log >

3. Under Create New Local User, fill in the username and password fields and any optional fields as desired, then click
OK.
a. To place the userin an existing group, select the boxes for the groups you would like to assign the user to.

b. To apply an existing policy to the user, select the policy name from the drop-down menu.

ﬂ You can edit existing local user settings by going to Users > User Definition. Select the
username and click Edit or double-click the username to edit.

Creating user groups

Local users can be placed into user groups. This allows you to apply policies to many local users at once rather than one
by one individually.

Fortilsolator 2.0.0 Administration Guide
Fortinet Technologies Inc.



Configuration

Steps

1. From the administration portal, go to Users > User Groups and click Create New.

2. Typein aname for the group and click OK.

Q Create New Group

@ Dashboard

Group Name
"I" Network »
Group Type
&+ System >
Policy Name
|& Users A
Server
Lser Definition
(¢ Policies and Profiles >
Ll Log >

groupl

Isolatar_policy v

3. Toadd a user to a group, go to Users > User Definition. Select the user you want to add to a group and click

Edit.

@ Dashboard

lihl Log ?

Q Create Mew Local User

User Name
"I" Network ?
User Email
£ System >
Password
& Users ™
Confirm Password
Server
User Type
User Definition
Groups
User Groups
(¢ Policies and Profiles > Policy Name

userl
user@fortinet.com
BEBBEN

< groupl

Isolator_policy v

4. Inthe Groups section, select the box for the group you want to add the user to.
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Setting up single sign-on for local users

Steps

Open a browser window and navigate to the Administration Portal page.
2. GotoUsers > Server > Create New.
3. Select Agent Server from the Server Type dropdown menu and click OK.

2-2 Fortilsolator VM

Q Create New Server : Step 2

@ Dashboard
Id |

"I" MNetwaork >

Enable ]
L System >

IP address
& Users ~

Port

Password

User Definition

Confirm Password
User Groups

[ Policies and Profiles > Server Type Agent Server

4. Enter aunique ID number between 0 and 4. (You can create a maximum of 5 servers.)

5. If you would like to enable single sign-on for this server now, check the Enable box. (You can always enable later
by editing the server settings.)

6. Enterthe server IP address and LDAP listening port.
7. Create a password and click OK.

Configuring policies and profiles

Creating Isolator browsing profile

Configure the Isolator profile to dictate how the end user browses the web through Fortilsolator. There are various
settings for you to configure, including the bandwidth use and end user privileges.

Steps

1. From the administration portal, go to Policies and Profiles > Profiles and click Create New.
2. From the Profile Type drop-down menu, select Isolator Profile and click OK.
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3. Fillin the new Isolator profile information with desired settings.
222 Fortilsolator VM

Q Create New Profile : Step 2
@ Dashboard
Isolator Profile Name IIsoIator_proﬁIe
"I" Network >
File Size for Downloading(MB) 100
L System >
File Size for Uploading(MB) 100
& Users >
Limit of view onl td
(¢ Policies and Profiles v Y
Right for scanning files by vscanner
Policies Image Quality normal r
Default Policy Video Frame Rate normal v
Ll Log N Right for doc rewrite when scanning
file

a. Type in the maximum file size in megabytes for uploading and downloading files.

b. By selecting the Limit of view only box, you limit the user to view-only access of web pages. The user is
restricted from interacting with the pages, such as right-clicking or typing in text.

c. By selecting the Right for scanning files by vscanner box, you allow files to be scanned by Vscanner

d. You can increase or decrease bandwidth usage by selecting the desired Image Quality and Video Frame
Rate from the corresponding drop-down menus.

e. By selecting the Right for doc rewrite when scanning file box, you allow rewriting of documents during file
scanning such that embedded links in the file are rendered inactive.

Creating web filter profile

Fortilsolator supports web filtering, which enables the administrator to control which webpages that end users are

allowed to view. You can block specific URLs or websites, which prevents the end user's browser from loading webpaes

from these websites.

Prerequisites

« Ensure that Fortilsolator has a valid license installed.
« Register the device to a production server: https://support.fortinet.com/product/RegistrationEntry.aspx.
« Ensure that the IP address in the Fortilsolator license is the same as the Fortilsolator management IP address.

Steps

1. From the administration portal, go to Policies and Profiles > Profiles and click Create New.

2. From the Profile Type drop-down menu, select Web Filter Profile and click OK. You will be brought to the Edit
Web Filter Profile page.

3. Enter a Web Filter Profile Name.
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4. To change web filters for specific categories or subcategories, check the boxes next to the categories or
subcategories that you wish to modify. To access the subcategories list, expand the category by clicking the small
triangle next to the category.

Q. | EditWebFilter Profile

@ Dashboard
Webfilter Profile Name

"I" Network
& Users > Show All
4 w|  Potentially Liable
Z Polici v
(& Policies and Profiles @ ViewOnly
@ Allow
. e DTG
Felses - 1@ Explicit Violence
i - 1@ Extremist Groups
Settings - ¥/ Proxy Avoidance
ail Log 3 - ® Plagiarism
Ll Log - [#1@ Child Abuse
£ System > Adult/Mature Content M

White List + Create New

URL Type
Black List + Create New

URL Type

Right click on any checked box to select the desired action:

a. View-only: End user is restricted to view-only access and is unable to interact with the web page, including
clicking links and downloading files.

b. Block: End user is restricted from accessing the web page and will be shown a page informing them that the
URL has been blocked by the administrator.

c. Allow: End user has full access of the website. By default, all web categories are allowed.

5. To white list or black list specific websites, click the corresponding Create New button in the White List or Black
List section. Enter the URL details and click OK. The white list and black list filters accept simple URLs, regular
expressions, wildcards, and exemptions as URL filter criteria.

6. To finish creating the Web Filter Profile, click Submit.

7. To verify that the web filter is working, try browsing to one of the blocked web pages. You should see the following
text displayed in your browser:

Web Filtering Block X

— c ‘Q U & https://192.168.1.101isclator/https: /ey b T} N 0 @

The URL is blocked by Fortinet Isolator Web Filtering

Your Iselator administrator has blocked the URL
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Creating a policy

A policy provides a convenient way to apply a certain Isolator profile and/or Web Filter profile to local individual users or
user groups. Policies are not active until they are applied. See the next section Applying Isolator profile and Web Filter
profile settings on page 62

Steps

1. To create a new policy, go to Policies and Profiles > Policies and click Create New Policy.
2. Type in a name for the policy and select the desired Isolator and/or Web Filter profiles to be used in the policy.
3. Click OK to finish.

2-2 Fortilsolator VM

Q Create New Policy

@ Dashboard

Policy Name Isolator_policy
"I" Network >

Isolator Profile Name Isolator_profile v
$#  System >

WebFilter Profile Name Webfilter_profile v
& Users »

<

I (¢ Policies and Profiles

Profiles
Default Policy
Ll Log >

Applying Isolator profile and Web Filter profile settings

There are several ways you can apply Isolator profile and Web Filter profile settings to end users. Isolator profiles and
Web Filter profiles can be applied to the guest account, individual local user accounts, and/or local user groups.

Applying default policy and profile settings

Steps

1. From the administration portal, go to Policies and Profiles > Default Policy.
2. From the Default Isolator Profile Name drop-down menu, select the Isolator profile you wish to apply.
3. From the Default WebFilter Profile Name drop-down menu, select the Web Filter profile you wish to apply.
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4. Click OK to finish.

E:E Fortilsolator

Q  Default Policy
@ Dashboard
Default Isolator Profile Name: |<N0ne> '|
"I* Network >
Default WebFilter Profile Name: |<N0ne> '|
L System >
& Users > OK
I (£ Policies and Profiles v
Profiles
Policies
Default Policy
Ll Log >

Applying profile settings to local user account

Steps

1. From the administration portal, go to Policies and Profiles > Policies and make sure the policy you want to
apply exists. If not, create a new policy with the desired profiles.

2. Goto Users > User Definition. Select the user you wish to apply the profile settings to and click Edit.
3. From the Policy Name drop-down menu, select the policy you wish to apply to the local user
4. Click OK to finish.

2-2 Fortilsolator VM adminv

Q Create New Local User
@ Dashboard
User Name Iuser1
4 Network >
User Email | |
£ System >
Password | |
I& Users v
Confirm Password | |
Server
User Type Loca
User Definition
Groups [l groupl
User Groups p group
(¢ Policies and Profiles > Policy Name Isolator_policy v
Ll Log > T
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Applying profile settings to user groups

Steps

1. From the administration portal, go to Policies and Profiles > Policies and make sure the policy you want to
apply exists. If not, create a new policy with the desired profiles.

2. GotoUsers > User Groups. Select the user group you wish to apply the profile settings and click Edit.
3. From the Policy Name drop-down menu, select the policy you wish to apply to the uesr group.
4. Click OK to finish.

2 Fortilsolator VM adminv

Q  EditGroup
@ Dashboard

Group Name groupl
+  Network >
Group Type Loca
L System >
Policy Name Isolator_policy r |
I& Users ~
Server OK

User Definition

(¢ Policies and Profiles >
Ll Log >

Configuring log settings

The log is the place where the administrator can keep track of all end user activity in Fortilsolator. The log messages
show what is happening in the back end associated with all end user activity.

Navigating the log interface

The following image is an example of what the log interface looks like:

= Fortilsolator VM

Q messages.cron django ecure user
@ Dashboard Date From:|mm/dd/yyyy ‘Tuz‘mm/dd/yyyy |App\icahun Name:‘ ‘Type:‘ |Cnn(ent;‘ ‘
< Network >
& System > Date Application Type Content
& 201%-12-20T01:00:00 cron info USER root pid 9863 cmd /sbin/logrotate -v /etc/logrotate.d/isclator_logrotate.conf
>

Users 2019-12-20T00:21:33 cron info crond (busybox 1.28.1) started, log level 8

(& Palicies and Profiles > 2019-12-20T00:1%:42 cron info crond (busybox 1.28.1) started, log level 8

(
il Log o 2019-12-20T00:14:29 cron info crond (busybox 1.28.1) started, log level 8
2019-12-20T00:12:44 cron info crond (busybox 1.28.1) started, log level 8
2019-12-20T00:08:39 cron info crond (busybox 1.28.1) started, log level 8

Log Settings

Fortilsolator 2.0.0 Administration Guide
Fortinet Technologies Inc.



Configuration

« The log messages are organized by tabs that can be accessed at the top of the window.

« Tofilter the log messages, enter the desired filter criteria using the date, application name, type, and/or content
and click Filter.

e To clear the log window of messages, click Clean.

Configuring the log server

Steps

1. From the administration portal, go to Log > Log Settings.
2. From the Log Settings window, you can back up log messages and/or send syslog messages to a remote server.
2.2 Fortilsolator VM

Q Log Server Configuration

@ Dashboard

Backup Logs
% Network ? You can backup your current logs.
£ System > Click here to save your log file.
& Users ? Log Server Settings
[ Policies and Profiles > Log protocol: Syslog v
Ilﬂ Log 4 Log Server IP Address:
Log Port:

Log Settings

a. To save your current log messages as a file, select the Click here link inside the Backup Logs section.

b. To send syslog messages to a remote server, enter the server IP address and port number into the Log
Server Settings section.

Configuring high availability

Fortilsolator supports high availability and A-A clustering. You can deploy devices in a cluster and distribute traffic using
Round Robin or Weighted Round Robin load balancing. You can use the Fortilsolator Ul or the Fortilsolator CLI to
configure high availability.

Configuring high availability in Fortilsolator Ul

Steps

1. From the administration portal, go to System > HA.
2. Fillin the desired settings and click Apply to finish.

Fortilsolator 2.0.0 Administration Guide
Fortinet Technologies Inc.

65



Configuration

Q  HASettings

ﬁ Dashboard | Q Mote: Apache and HA will restart after the HA settings are changed
+ Network >

Enable: |
£+ System v

Virtual IP: 192.168.1.199

Login Disclaimer — Cluster Settings

Administrators

Upgrade
& Users >
[#' Policies and Profiles > Password: I:I Change
il Log > Allow Override: ]
Schedule Type:
Interface Name Lost Threshold Hello Holddown
internal v | |10 5 ) |

Apply

Configuring high availability in Fortilsolator CLI

Steps

1. To configure high availability, use the following CLI commands:

Fortilsolator High Availability CLI commands

ha-enabled 0/1

ha-group-id [1-255]

ha-lost-threshold [1-60]

ha-interval [1-20] in unit of seconds
ha-hello-holddown [5-300] in unit of seconds
ha-priority [0-255] where 255 means not used
ha-allow-override 0/1

ha-schedule <schedule type>

ha-virtual-ip <IP/netmask>e.g. 192.168.100.2/24

ha-password <PASSWORD>
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Fortilsolator High Availability CLI commands

ha-password-enc <Encoded PASSWORD>

ha-interface <Interface Name> e.g.internal/external/mgmt

2. After you enable or disable high availability, you must restart Fortilsolator.

M COM1 - Tera Term VT
File Edit Setup Control Window Help

Welcome to Isolator
Fortilsolator login:
Welcome to Isolator
Fortilsolator login: admin
Password:
> show
Conf igured parameters:
Interface internal S22 MAC: B@:9@:@B:7A:EC:E2
Interface mgmt s24 MAC: BB:28:8B:6D:A3:2F
IPvd4 Internal Gateway:
hostname H Fortilzsolator
dns server
dns server
build number
date time
ip mapping <UIP>
mapping for port 443 CUIP>: 12443
mapping for port 8887 CUIP>: 12887
> show
Conf igured parameters:
Interface internal S22 MAC: BA:2A:0B:7A:EC:E2
Interface ngmt s24 MAC: B@:-9@:8B:6D:A3:2F
IPvd4 Internal Gateway:
hosztname H Fortilsolator
dns server
dns server
build number AAB2Cinterim)
date time 2819-A7-15 12:81:21 PDT
ip mapping <UIP>
mapping for port 443 CUIP>:
mapping for port 8887 (UIP>:
» show ha-all
enabled Enabled
gid 3a
lost threshold 7
interval ?
holddown 5
priority LA
allow override a
schedule Round Rohin
vip
passuword
interface
» set ha—enahbled
[A1Disabled
[11Enabhled
[21Duplicated
Pleaszse choose the value{B to 2>:8
The ha enabled is set az "Disahled"
Warning: Fortilsolator will need reboot after the HA settings are changed

AA82 {interiml
2819-87-15 12:81:16 PDT

internal
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Configuring the login disclaimer

Steps

1. To configure the login disclaimer, go to System > Login Disclaimer.

2. Enter desired disclaimer and check the box next to Show disclaimer on login if you would like the disclaimer to
be displayed to the end user upon logging in.

2-2 Fortilsolator VM

Q Login Disclaimer

@ Dashboard

Disclaimer: PREWARNINGWARNINGWARNINGWARNING -
b Network > This is a private computer system. Unauthorized access or
I i - use is prohibited and subject to prosecution and/or
disciplinary action. All use of this system constitutes consent
Administrators to monitoring at all times and users are not entitled to any
expectation of privacy. If monitoring reveals possible
HA evidence of violation of criminal statutes, this evidence and

any other related information, including identification
e — information about the user, may be provided to law -

enforcement officials. If monitoring reveals violations of

Upgrade r
& Users > [ Show disclaimer on login
(£ Policies and Profiles > OK
Ll Log >
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Run web browsers through Fortilsolator

You can run web browsers through Fortilsolator in the following modes:

« |IPforwarding mode
e Proxy mode
+ PAC file mode

IP forwarding mode

Using IP forwarding mode with Mozilla Firefox

Use this procedure to configure IP forwarding mode with Mozilla Firefox.

Steps

1. To download the Fortilsolator certificate (ca.crt) and import it into the Mozilla Firefox browser, follow these steps:
a. Inthe Mozilla Firefox browser address bar, type http://<internal IP address>/ca.crt (for example,
http://192.168.1.100/ca.crt).
« where <internal IP address> isthe IP address of the Fortilsolator internal interface. For example,
the IP address of the internal interface that you configured in step 3 of Installing Fortilsolator 1000F on

page 7.
b. Inthe Downloading Certificate window, select the Trust this CA to identify websites checkbox.
c. Click OK
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- ‘ e e %

Cc @ Q, 192.168.1.100/ca.crt

Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “.fortinet.com” for the following purposes?

(] Trust this CA to identify email users,

Before trusting this CA for any purpose, you should examine its certificate and its pelicy and
procedures (if available),

View Examine CA certificate

2. Inthe Mozilla Firefox browser address bar, type https://<internal IP
address>/isolator/https://www.google.com (for example,
https://192.168.1.100/isolator/https://www.google.com).

o where<internal IP address> valueisthe IP address of the Fortilsolator internal interface

- Google 4 +

. C @ @ https://192.168.1.100/isolator/https:;/fwww.google.com

We've detected you're using an older version of Chrome. Reinstall to stay secure

About  Store

Google

'tu.-

Google Search I'm Feeling Lucky
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Using IP forwarding mode with Google Chrome

Use this procedure to configure IP forwarding mode with Google Chrome.

Steps

1. To download the Fortilsolator certificate (ca.crt) and import it into your Google Chrome browser, follow these steps:

a. Inthe Google Chrome browser address bar, type http://<internal IP address>/ca.crt (for example,
http://192.168.1.100/ca.crt).
o where<internal IP address> valueisthe IP address of the Fortilsolator internal interface. For
example , the IP address of the internal interface that you configured in step 3 of Installing Fortilsolator
1000F on page 7.
b. Inthe security warning at the bottom of the browser, click Keep to download the certificate.

- O *
G MewTab * +
C @ 192.168.1.100/ca.crt * 6
it Apps & Google 001

Gmail Images 332

O@
@Qnﬁ

Search Google or type a URL

=

This type of file can harm your computer.
'y r "
A ’ . Keep Discard Show all X
Do you want to keep ca.crt anyway?
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c. Click Open to import the ca.crt certificate into Google Chrome.

Open File - Security Warning

Do you want to open this file?

MName: ChlUsers) ‘Downloads\ca.crt
A Publisher: Unknown Publisher
Type: Security Certificate

From: CA\Users ‘Downloads\ca.crt

=

Eﬁ.lﬂays ask before opening this file

harm yeur computer, If you de not trust the source, de not open this

I ? While files from the Internet can be useful, this file type can potentially
- software. What's the risk?
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d. Click Install Certificate.
ai Certificate b4

General Datails Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: .fortinet.com

Issued by: .fortinet.com

Valid from 10/9/2018 to 7/29/2021

Install Certificate...| | Issuer Statement

-
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e. Select Local Machine, and click Next.

A Certificate Import Wizard

Welcome to the Certificate Import Wizard

lists from your disk to a certificate store.

and contains information used to protect data or to establish secure network
connechions. A certificate store is the system ared where certificates are kept.,

Store Locabon
() Current User

To continue, dick Mext,

Thiz wizard helps you copy cerbificates, certificate trust ksts, and certificate revocation

A certificate, which & issued by a certification authority, is a confirmaton of your identity

Cancel
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f. Select Trusted Root Certification Authorities, and click OK.

& &¥ Certificate Import Wizard

Cartificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for

the certificate.
() Automatically sslect the certificate store based on the type of certificate
(%) Place all certificates in the following store
Certificate store:
| | [Browse...]
Select Certificate Store i

Select the certificate store you want to use.

| Personal A

Trusted Root Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
| Active Directory User Dbject
1 Truschad By dlichars
£ 3

Cancel

[ show physical stores
[ox ][ cone

2. Inthe Google Chrome browser address bar, type https://<internal IP
address>/isolator/https://www.google.com (for example,
https://192.168.1.100/isolator/https://www.google.com).

e where<internal IP address> valueisthe IP address of the Fortilsolator internal interface
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@ Coogle = +
“ @ & hitps//192.168.1.100/isolaton hittps:/ fwww.google.com T B

We've detected you're using an clder version of Chrome.  Reinsiall 1o siay secure

Aot Siore Gmall  bmages  :ri m

Google

=

Google Search I'm Feefing Lucky

B Privacy thal worlks for evenyone, Choose which setings work best for you

Privacy Terms Sattings

Proxy mode

Using proxy mode with Mozilla Firefox
Use this procedure to configure proxy mode with Mozilla Firefox.

Steps

1. Todownload the Fortilsolator certificate (ca.crt) and import it into the Mozilla Firefox browser, follow these steps:
a. Inthe Mozilla Firefox browser address bar, type http://<internal IP address>/ca.crt (for example,
http://192.168.1.100/ca.crt).
« where <internal IP address> isthe IP address of the Fortilsolator internal interface. For example,
the IP address of the internal interface that you configured in step 3 of Installing Fortilsolator 1000F on

page 7.
b. Inthe Downloading Certificate window, select the Trust this CA to identify websites checkbox.
c. Click OK
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Cc @ Q, 192.168.1.100

Downloading Certificate b4

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “.fortinet.com” for the following purposes?
[] Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its pelicy and
procedures (if available),

Wiewr Examine CA certificate

Cancel

Open the Mozilla Firefox browser.
In the menu, click Options.
Click General.
In the Network Settings section, click Settings.
In the Connection Settings window, select Manual proxy configuration, and enter the following settings
(values shown here are examples):
« HTTP Proxy: 192.168.1.100, Port: 8888
o SSL Proxy: 192.168.1.100, Port: 8388
» No Proxy for: “localhost, 127.0.0.1,<internal IP address>/24", where <internal IP address>

is the IP address of the Fortilsolator internal interface. For example , the IP address of the internal interface
that you configured in step 3 of Installing Fortilsolator 1000F on page 7.

7. Click OK.

o0k~ ODd
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Connection Settings

Configure Proxy Access to the Internet
Ny
) No proxy

—

'\_:' Auto-detect proxy settings for this network

i: Use system proxy settings

Pt -
(@) Manual proxy configuration

HTTP Proxy‘ 192.168.1.100 |Eort 8888

\:| Use this proxy server for all protocols

SSL Proxy| 192.168.1.100 Port| sseg
ETP Proxy‘ |Po[t 0
SOCKS Host Pot| 0

—

() SOCKSv4 (@) SOCKS y5

{_) Automatic proxy configuration URL

No proxy for

localhost, 127.0.0.1,192.168.1.0/24

Example: .mozilla.org, .net.nz, 192.168.1.0/24

|:| Do not prompt for authentication if password is saved
|:| Proxy DNS when using SOCKS v5
[ | Enable DNS over HTTPS
Use default (https://mozilla.cloudflare-dns.com/dns-query)

Custom

oK Cancel Help

Verifying Fortilsolator proxy mode with Mozilla Firefox

Use this procedure to verify that Fortilsolator proxy mode is working correctly with Mozilla Firefox.
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Steps

1. In the Mozilla Firefox browser, type: https://www.google.com.

The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com %2f&ftntcid=5f4084e8-
7978-4¢89-97¢5-31ef3640600c&ftntpasswd=35026d03-9a1c-42e9-959e-fca18d67e4c0.

The page should load successfully with the URL displayed as you typed it (https://www.google.com).

2. Check the browser console to make sure that it is connecting to the internal IP address of Fortilsolator (for
example, 192.168.1.100).

{_

& @ D httpe/ fewen.google.com,Tort e 2Tt 1y 2192 bariw.OOG e woeee B mn o =

— & DR by e gaogle.com = 2 1 in @ é

We've detected you're using an older version of Chromss,

About  Store Gmail  Images a8 m

Google

L
Google Search Im Feeling Lucky -

O O wnspector Consche O Debugger  {) Style Edigr () Perfcemance 0 Memory T4 Nevwork B Storage ¢ Accessibitny d] = X
B T e ot [ persict Logs

enter isituetwock, connect to EENTENTEL : 35099 ot fecassiia

18 iz SSBO1NE1-BTHC-ARED-DAFE- SRR TAEONAD PALIw] 15 BLXITDES- BAOE-2511-3305-00l4fapsaled L

Canfecierve SEe 1681, 109 FR97 wd Hpir 135099
Ak Losding miwed (insecure) display contemt “hitp: FFi%2.168.1. 16 E83d Fortl isolator redirlFtnturlehttpsEkals fifw . poogle.coniiffavicon. lco™ on & secwre page [Legrn

SERILNE FERSy BESSRDE

delay start until we receive resdy message

wvent logefint.credential usersifidlodl-Booc-S86-bafi-oRisc Taedtdl pos tada Bh21 Thea - 14004011 - ajdr-ddiafaaii g

updateasdress: MELpsD/ e, poogle. oo

Flelbeerse: falie, mill

Update wrl snd replece hlsbory: Widos://wer. google. com’

vt logeinitsession widthell®e heighted®d orlebitps:/ fu. poogle. coa) Stvictedesktop forwardefalse

resizeMadnfanvas: well%é heSdd

chasge Title Google

resizesadnCanves: wellSE hetds

PEEIZEMBLACIAVES! WellBE Mat)?

resizetadnfonves: weldl%E hed33 fint. Js:158:2

Using proxy mode with Google Chrome

Use this procedure to configure proxy mode with Google Chrome.

Steps

1. Todownload the Fortilsolator certificate (ca.crt) and import it into your Google Chrome browser, follow these steps:
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a. Inthe Google Chrome browser address bar, type http://<internal IP address>/ca.crt (for example,
http://192.168.1.100/ca.crt).
o where<internal IP address> valueisthe IP address of the Fortilsolator internal interface. For
example , the IP address of the internal interface that you configured in step 3 of Installing Fortilsolator
1000F on page 7.

b. In the security warning at the bottom of the browser, click Keep to download the certificate.

- *
& NewTab X + ol
C @ 192.168.1.100/ca.crt W e
it Apps G Google 001

Gmail Images =i%

T © J

$@®%r @_
@3” Zf;‘“ <

=

Search Google or type a URL
e

This type of file can harm your computer.
A ’ Keep Discard Show all X
Do you want to keep ca.crt amyway?

c. Click Open to import the ca.crt certificate into Google Chrome.

Open File - Security Warning X

Do you want to open this file?

MName: Ch\Usersy \Downloads\ca.crt
A Publisher: Unknown Publisher
Type: Security Certificate
From: CA\Usersy “Downloads\ca.crt

Eﬂlﬂays ask before opening this file

|-~..I While files from the Internet can be useful, this file type can potentially
@ harm your computer. If you do not trust the source, do not open this
software. What's the risk?
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d. Click Install Certificate.
ai Certificate b4

General Datails Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: .fortinet.com

Issued by: .fortinet.com

Valid from 10/9/2018 to 7/29/2021

Install Certificate...| | Issuer Statement

-
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e. Select Local Machine, and click Next.

A Certificate Import Wizard

Welcome to the Certificate Import Wizard

lists from your disk to a certificate store.

and contains information used to protect data or to establish secure network
connechions. A certificate store is the system ared where certificates are kept.,

Store Locabon
() Current User

To continue, dick Mext,

Thiz wizard helps you copy cerbificates, certificate trust ksts, and certificate revocation

A certificate, which & issued by a certification authority, is a confirmaton of your identity

Cancel
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f. Select Trusted Root Certificate Authorities, and click OK.

& &¥ Certificate Import Wizard

Certificate Store

the certificate.

Certificate stores are system areas where certificates are kept.

() Automatically sslect the certificate store based on the type of certificate
{®) Place all certificates in the following store

Select the certificate store you want to use.

<

| Personal

Trusted Root Certification Authorities
{7 Enterprice Trust
] Intermediate Certification Authorities
] Active Directory User Object

1 Trischad B blichars

) show physical stores

[ ][ comd

Windows can automatically select a certificate store, or you can spedfy a location for

Certificate store:
| |
Select Certificate Store .

Cancel

2. Open the Google Chrome browser.
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3. Inthe menu, click Settings.

= Seitings O, Search settings

System
Continue running background apps when Google Chrome is closed ®
Use hardware acceleration when available ®

Open proxy settings (A
€ Internet Properties ? *
General Security Privacy Content Connections Pprograms  Advanced
4
To set up an Internet connection, dick
Setup.
Dial-up and Virtual Private Network settings 4
(£ fortiss] add... I
Add VPN, ..
Remave...
Choose Settings if you need to configure a proxy Settings
server for a connection,
Local Area Metwork (LAN) settings
LAN Settings do not apply to dial-up connections. LAN settings
Choose Settings above for dial-up settings.
oK Cancel Apply

Expand Advanced.

In the System section, click Open proxy settings.

In the Internet Properties window, click the Connections tab.
Click LAN settings.

In the Proxy server section, select Use a proxy server for your LAN, and enter the following setting (values
shown here are examples):

o Address: 192.168.1.100, Port: 8888

® N oo A
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- & Internet Properties ? X

General Security Privacy Content Connections Programs Advanced

Q To set up an Internet connection, dick Setup
Setup.
Dial-up and Virtual Private Network settings

Remove.,..
Choose Settings if you need to configure a proxy Settings
server for a connection,
Local Area Network (LAN) settings
LAN Settings do not apply to dial-up connections. LAN settings
Choose Settings above for dial-up settings.

oK Cancel Apply

9. Click Advanced.

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ Automatically detect settings
[Juse automatic configuration script

Proxy server

& Local Area Network (LAN) Settings b4

EUsenpmwsawfnrmLmﬂhsesetﬂ'gshlmtmﬁvm
dial-up or VPN connections).

i ror: [355 | hvnced |

[-1Bypass proxy server for local addresses

[oc 1 cone

10. Inthe Proxy Settings window, in the Exceptions section, type 192.168.1.100;localhost;127.0.0.1 (values used

here are examples).
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" Proxy Settings v
Servers
A Type Proxy address to use Port
HTTP: 192.168.1.100 ] : [3335 |
Secure: 192. 168.1.100 . | 8388
FTP 192.168.1. 100 8338
Socks: :

Use the same proxy server for all protocols

Exceptions
| B Do not use proxy server for addresses beginning with:

Sy

192. 168. 1. 100;localhost; 127.0.0. 1|

Use semicolons ( ; ) to separate entries.

11. Click OK to accept the settings in all windows.

Verifying Fortilsolator proxy mode with Google Chrome

Use this procedure to verify that Fortilsolator proxy mode is working correctly with Google Chrome.

Steps

1. Inthe Google Chrome browser, type: https://www.google.com.
The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com%2f&ftntcid=3aca306e-
8ba1-4f67-9d94-9767bae08ed9&ftntpasswd=138f4051-2409-459c-a005-d38967ec2d6f.

The page should load successfully with the URL displayed as you typed it (https://www.google.com).
2. Check the browser console to make sure that it is connecting to the internal IP address of Fortilsolator (for
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example, 192.168.1.100).

- ] x
@ Goegle x  +
= c B hitps/fwww.google.com o T e
We've detected you're using an older version of Chromae. ! 10 SARY SeC L Elements Cansale Souwrces  MNetwork Peformarce ®» @2| I X
o & | wep * @ | Filter Drefnudt levels ¥
enter initNetwors, coanedt 1o 192.168.1.109:49951 funt. 4530550

eid {3 Iscaidbe-Boal-4FE7-90%4-976ToeedBecd paddwd 11 I3BFE051- fiat. d
2483 -455¢ - 2885 - ABE24 e c 2aRA

;1552

connectierver: wEss /193, 168.1. 199 8587 wi P porT=a95] "..f_L-f:_d‘_"'i:“
o ."i-e.: {cﬁ:ﬂ:: The page at 'r_;_:q fortd is
ot fG0E 1, conifort] {solstor redirdiFtaturiabttns ﬂ,;gf;gv,“ To0ebad -

;umm:mummmwl was
loaded over HTTFS, C:—ES ed a0 insecere favicon 'hite:/ 152 065 1 109:5
B/ fortd fsclator

fntyr ] shtdoeiak i nﬂ, Eoogle comiadiavicon oo’ hiz reguest has been
plocked; the content must be served over HTTPS,

Sending resdy sessage fent.i5:828
dellay start wntil we receive resdy sessage et Je 835
event logeftnt-credential uwsersBacaldbe-Boal-SF47-5d94- ot 211108
767oaedBed? passwds1IGFED5] - 2429 -455¢ - p0O0 -dIERETeC 2AEF

updptessdress: PREOSE/ e, REOgle . ConS fint,15:iT6F

fizUrlReverse: false, null #Ent, 3
Update wrl and replace history: hitoss) e gocgle. com

I wvent leg=initiession wiathe571 nelgnt=631 url-pitos://wed.@o0d £E0T.95:0009
1g.ces/ devidesgeskton forwdrd=fhlie
resizeMainCanvas: weST1 nedid fent, J5 106

© Mixed Content: The page at ‘hEtRSLS /W g,g Loy’ n!! Loaded :_ig;_g;:,u,‘,
Google Search 'm Fe¢ over HTTPS, But reguested an ,.”\J,.,e e Chyte: "y for
£l isolates i =hitpeRIANIF 'l-E“n'\-h pebgle ;;ﬁﬂf‘; vicpn. ies. This

request has been blocked; the content must be served ower HTTPS.

change title Google fint. Js: 948

B Privacy that works for evedyone. Choosewt||

Achvertising Business

Using proxy mode with Internet Explorer
Use this procedure to configure proxy mode with Internet Explorer.

Steps

Open an Internet Explorer browser window and click the gear icon at the top right corner to open browser settings.
Select Internet options from the settings menu.

Navigate to the Connections tab and select the LAN settings button.

Make sure the Automatically detect settings box is not checked.

AoODdD =
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5. Check the Use automatic configuration script box and paste your proxy IP address into the Address field and
click OK.

Local Area Metwork (LAN) Settings X

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ Jautomatically detect settings:

Uze automatic configuration script

Address | http:/f fproxy.pac

Proxy server

] Use a proxy server for your LAM (These settings will not apply to
dial-up or VPN connections).

8888 Advanced

Bypass proxy server for local addresses

(94 Cancel

6. Navigate to the Security tab and select the Local intranet zone.
7. Click the Sites button to configure how Intranet sites are detected.

8. Make sure that at the very least the Include all sites that bypass the proxy server box is not checked. We
recommend that all the options for these settings are not checked when possible. Click OK.

9. Close and restart Internet Explorer.

PAC file mode

PAC file mode with Mozilla Firefox

Importing the Fortilsolator certificate into the Mozilla Firefox browser

Use this procedure to import the Fortilsolator certificate into the Mozilla Firefox browser.

Steps

1. To download the Fortilsolator certificate (ca.crt) and import it into the Mozilla Firefox browser, follow these steps:
a. Inthe Mozilla Firefox browser address bar, type http://<internal IP address>/ca.crt.

o where<internal IP address> isthe IP address of the Fortilsolator internal interface. For example,
the IP address of the internal interface that you configured in step 3 of Installing Fortilsolator 1000F on
page 7
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b. Inthe Downloading Certificate window, select the Trust this CA to identify websites checkbox.
c. Click OK

cC @

Downloading Certificate x

You have been asked to trust a new Certificate Authonty (CA).

Do you want to trust “.fortinet.com” for the following purposes?
[[] Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

Cancel

Configuring PAC file mode in Mozilla Firefox

Use this procedure to configure PAC file mode in Mozilla Firefox.

Steps

Open the Mozilla Firefox browser.

In the menu, click Options.

Click General.

In the Network Settings section, click Settings.

o rp D=

In the Connection Settings window, select Automatic proxy configuration URL, and enter http://<internal_
IP_address>/proxy.pac.

Fortilsolator 2.0.0 Administration Guide
Fortinet Technologies Inc.

89



End user operation

E COMI - Tera Term VT —

File

show

Password:

Login incorrect

Fortilsolator login: admin

Password:

> shouw

Conf igured parameters:
Interface internal IPv4 IP: /22 MAC: BA:9@:@AB:7
Interface ngmt IPv4 IP: s24 MAG: BB:98:8B:6D:

IPv4 Internal Gateway:

hostname H Fortilsolator

dns server H

dns ruer H

build number H AA82(interim>

date time H 2819-87-15 11:41:36 PDT

ip mapping <UVIP> H

mapping for port 443 <UIP>: 12443

r;aElping for port BB87? (VIP>: 12887

Edit Setup Control Window Help

Google 'ﬁ Options CNM - Breaking News, Latest Nev

© Firefox about:p#’general

Connection Settings

Py
Configure Proxy Access to the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings
Manual proxy configuration
Port
Use this proxy server for all protocols
SSL Proxy Port
ETP Pro Port
SOCKS Host Port
SOCKS v4
[ ] éﬂutomatic proxy configuration URL
http:// /proxy.pac Reload
No proxy for
/24, /24, , /24, /24, /24
Example: .mozilla.org, .net.nz, /24
Do not prompt for authentication if password is saved v
oK Cancel Help

6. Click OK.
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Connection Settings x

Configure Proxy Access to the Internet
MNo proxy
Auto-detect proxy settings for this network
Use system proxy settings
Manual proxy configuration
HTTP Proxy Port
Use this proxy server for all protocols
Port
Port
Port
SOCKS v4 SOCKS w5

®) Automatic proxy configuration URL

hitp:// /proxy.pac

Verifying Fortilsolator PAC file mode with Mozilla Firefox

Use this procedure to verify that Fortilsolator PAC file mode is working correctly with Mozilla Firefox.

Steps

1. Inthe Mozilla Firefox browser, type: https://www.google.com.

The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com %2f&ftntcid=853d1061-
b79c-486b-b4f8-0984c7aedb8b&ftntpasswd=8b217bea-34d0-4b11-a3d9-dd34f4a99108.

The page should load successfully with the URL displayed as you typed it (https://www.google.com).
2. Check the browser console to make sure that it is connecting to the internal IP address of Fortilsolator (for
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example, 192.168.1.100).

Google * | % Options Ll Google X

<« ¢ @

About  Store < o gle Gmail Images iif m

W e e® =

w.google.com

{=

-

il o P i, T e e o

Iy m Inspector ) Console D Debugger {} Style Editor (3} Performance ﬂMemDry T Network E Storage 'ﬁ'AccessibiI\ty |j:| YT 4
[ | W Filter output [ Persist Logs

| Errors | Warnings | Logs | info | Debug |

1. google. com/

w GET https:/ [HTTP/1.8 Connection Established 5ims]

Headers Cookies Params Response Timings Stack Trace Security
Request URL: https://www.google.com/
Request method: GET
Remote address: 1BEER
status code: Connection Established (3)
version: HTTP/1.8

W Filter headers

w Response headers (115 B) Raw headers

cache-Control: max-age=2, no-cache, no-store, te, post-check=2, pre-check-2

Connectien: Kei
content-enceding: identity

Content-Length: 318

Content-Type: text/html

Evnirec: @ v

w GET http:// :2888/forti_isclater_rediri?ftnturl=httpsX3akafizfwem.google. com¥2f [HTTP/1.1 3@2 Found ems]

Headers Cookies Params Response Timings Stack Trace
Request URL: http:// :2888/Forti_isolator_redirl?ftnturl=https¥3ak2f2fums. google . comiaf

Request method: GET
Remote address: 18288

status code: 382 Found
version: HTTF/1.1

PAC file mode with Google Chrome

Importing the Fortilsolator certificate into the Google Chrome browser

Use this procedure to import the Fortilsolator certificate into the Google Chrome browser.

Steps

1. To download the Fortilsolator certificate (ca.crt) and import it into the Google Chrome browser, follow these steps:
a. Inthe Google Chrome browser address bar, type http://<internal IP address>/ca.crt (for example,

http://192.168.1.100/ca.crt).
e where<internal IP address> valueisthe IP address of the Fortilsolator internal interface. For
example , the IP address of the internal interface that you configured in step 3 of Installing Fortilsolator
1000F on page 7.
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b. In the security warning at the bottom of the browser, click Keep to download the certificate.

& MewTab ® 4k

C @ 192.168.1.100/ca.crt

i Apps G Google 001

_;,*'1. @ @
o 1@ P
«ﬁ@ @
(5 & ““f@“"i'g} =
Search Google or type a URL U

This type of file can harm your computer. i
A Keep Discard

Do you want to keep ca.crt anyway?

c. Click Open to import the ca.crt certificate into Google Chrome.

Open File - Security Warning X

Do you want to open this file?

MName: Ch\Usersy \Downloads\ca.crt
A Publisher: Unknown Publisher
Type: Security Certificate
From: CA\Usersy “Downloads\ca.crt

o | o]

[ Always ask before opening this file

- While files from the Internet can be useful, this file type can potentially
@ harm your computer. If you do not trust the source, do not open this
software. What's the risk?
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d. Click Install Certificate.
ai Certificate b4

General Datails Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: .fortinet.com

Issued by: .fortinet.com

Valid from 10/9/2018 to 7/29/2021

Install Certificate...| | Issuer Statement

-
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e. Select Local Machine, and click Next.

A Certificate Import Wizard

Welcome to the Certificate Import Wizard

lists from your disk to a certificate store.

and contains information used to protect data or to establish secure network
connechions. A certificate store is the system ared where certificates are kept.,

Store Locabon
() Current User

To continue, dick Mext,

Thiz wizard helps you copy cerbificates, certificate trust ksts, and certificate revocation

A certificate, which & issued by a certification authority, is a confirmaton of your identity

Cancel
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f. Select Trusted Root Certification Authorities, and click OK.

& &¥ Certificate Import Wizard

Cartificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a cerftificate store, or you can spedfy a location for
the certificate.

() Automatically sslect the certificate store based on the type of certificate
(%) Place all certificates in the following store
Certificate stose:

Select Certificate Store .

Select the certificate store you want to use.

| Persanal A
)
1 Enterprise Trust
1 Intermediate Certification Authorities
| Active Directory User Object

Truschad By dlichars

€ »
Cancel

{ [Jshow physical stores I

[ ][ comd

Configuring PAC file mode in Google Chrome

Use this procedure to configure PAC file mode in Google Chrome.

Steps

Open the Google Chrome browser.

In the menu, click Settings.

Expand Advanced.

In the System section, click Open proxy settings.

In the Internet Properties window, click the Connections tab.
Click LAN settings.

In the Automatic configuration section, select Use automatic configuration script, and enter
http://<internal_IP_address>/proxy.pac in the Address field.

Noop,~odbd-=
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8. Click OK to accept the settings in all windows.

= Settings Q, Search settings

Printing

*

{ B E LEMEL Froperties

Printers & fortissl settings X '

Automatic configuration
Google Cloud F Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings

Accessibility Use automatic configuration script

Address | http:// Joraxy pad |

Add accessibil

Proxy server E
Open Chrome

0 Use a proxy server for this connection (These settings will not
apply to other connections).

Address: Faort; | 8888 Advanged

System
s Bypass proxy server for local addresses

Continue runni Dial-up settings

User name: | | Properties

Use hardware Password: | | Advanced @
Dornain: | |

Open proxy set 4

Reset and clean
oK Cancel Apply

Restore settings to their original defaults »

Clean up computer »

Verifying Fortilsolator PAC file mode with Google Chrome

Use this procedure to verify that Fortilsolator proxy mode is working correctly with Google Chrome.

Steps

1. Inthe Google Chrome browser, type: https://www.google.com.
The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com%2f&ftntcid=3aca306e-
8ba1-4f67-9d94-9767bae08ed9&ftntpasswd=138f4051-2409-459c-a005-d38967ec2d6f.

The page should load successfully with the URL displayed as you typed it (https://www.google.com).
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2. Check the browser console to make sure that it is connecting to the internal IP address of Fortilsolator (for
example, 192.168.1.100).

= (m] X
G Google H3 +
&« c 8 https//www.google.com * @ o :
“ R [] | FEements Console Sources Network Performance Memory  Application ™
[ ® | top Y| @ | Fiter o
» i= 205messag..  enter initletwork, conmect to 148507 fint.js:1813

cid is bd@lceSe-d7@c-4788-81ad-c9ccBc@2297d passwd is 76BCBFF3- ftnt.js:1814

> © 05userme.  cagg suig bres 34889062601

@ Noerrors connectServer: wss:/ 18887 /ws 2port=40507
Mo wamings Sending ready message
» @ 205info Gelay start until we receive ready message
event log=ftnt-credential user=bd@lceSe-d78c-4788-81ad-
» & 1verbose €9ccBcB2297d passud=760cEFF3-5489-441d-bFCE- c 3488962621

updateAddress: https://www.google.com/

fixUrlReverse: false, null
Update url and replace history: https://wws.google.com/

event log=initSession width=966 height=1889 url=https://www.googl
e.com/ device=desktop forward=false

resizeMainCanvas: w=966 h=1883

change title Google Ftnt.js:1860
[Viclation] Forced reflow while executing JavaScript took 57ms

resizeMainCanvas: w=966 h=781 ftnt.is:214
resizeMainCanvas: h=781
GDOQ'E Search I'mFE resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
resizeMainCanvas: h=781
Adverising  Business  How Search works resizefiainCanvas: =7l
it resizeMainCanvas: h=781

‘ r piaiar e wesa7 ngen h

Logging in as end user

If it is the end user's first time browsing the web through Fortilsolator or if the browser cache has been cleared, the end
user will be prompted to log into their user account through the following login page:
(<] Isu\atorAuthantlcaw X + Q

&« C & 192.168.1.101/isolator/login/htips://www.google.com T B

Fortilsolator

Isolator Login

Username

Enter Username
Password

Enter Password

Guest |
Fortilsolator stores cookies on your computer to give you the best experience possible. By continuing to use this service you accept our use of cookies.

NTLM Authentication
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Login options

End users can log into Fortilsolator in one of three ways:

o Local user - User enters their designated username and password
« Guest user - User leaves Username and Password fields blank and checks the Guest box

« Single sign-on - User clicks on the NTLM Authentication link, which will prompt the end user to enter their
organization's single sign-on credentials. See Setting up single sign-on for local users on page 59 for information on
how to set up single sign-on.

Copying and pasting text

Use this procedure to copy and paste text in a browser that is running through Fortilsolator.

Steps

In a browser, select text that you want to copy, and then right-click.

Click Copy.

Navigate to the location where you want to paste the text, and then right-click.
Click Paste.

A oODbd =

Downloading files

End users are able to download files up to a certain file size while browsing through Fortilsolator if the administrator has
configured the Isolator Profile settings to allow it.

Steps

1. Right click on the file you wish to download and a menu will appear.

Show Dovwnleading Dialog

Save as .

View page source

2. Click Save as... and the Downloads dialog box will pop up, displaying the file name and a link to download the
file. If the vscanner capability is enabled on the Isolator profile settings by the administrator, the dialog will show
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the scanning status of the file.

File Name Statuz
trading101baszics pdf | SCANNED:100% | Download..

3. Once the file has been scanned, the file is now safe to download. Click the Download link under Action to
download the file.
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Diagnostic tools

Tool Definition

ping Test network connectivity to another network host.
hardware-info Display general hardware status information.
diagnose-nic Display general network interface setting.
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