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Change Log

Date Change Description

2019-10-09 Initial release.

2019-10-16 Added SD-WAN supports BGP neighbor configuration (central management mode) on page 14.
2019-10-24 Added Support FQDN address objects in firewall policies on page 27.

2020-01-14 Added VPN Setup Wizard supports device groups on page 29.
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Fabric Connectors

This section lists the new features added to FortiManager for Fabric Connectors.
List of new features:

o VMware NSX-T connector on page 5

VMware NSX-T connector

FortiManager supports VMware NSX-T connectors.

After configuration is complete, FortiManager can retrieve groups from VMware NSX-T manager and store them as
dynamic firewall address objects, and a FortiGate that is deployed by the registered VMware NSX-T service can connect
to FortiManager to receive dynamic objects for VMware NSX-T.

Following is an overview of the steps required to set up a VMware NSX-T connector:

Enabling read-write JSON API access on page 5

Creating a fabric connector for VMware NSX-T on page 6
Downloading the FortiGate VM deployment image on page 9
Registering a service from FortiManager to VMware NSX-T on page 9
Deploying a FortiGate VM from VMware NSX-T on page 12

Creating and installing policy packages on page 12

o0k~ ODdD-=

Enabling read-write JSON API access

A VMware NSX-T connector requires read-write access to the FortiManager JSON API.

The JSON API registers a service with VMware NSX-T manager and retrieves object updates from VMware NSX-T
manager.

To enable read-write JSON API access:

1. On FortiManager, go to System Settings > Administrators.
2. Double-click an administrator account to open it for editing.
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Fabric Connectors

3. Beside JSON API Access, select Read-Write, and click OK.

E:E System Settings ~

€3 Dashboard [Edit Administrator
& All ADOMs
User Name admin
¥ Network
Avatar o + Change Photo | = Remove Photo
& HA
& Admin | Comments |
Administrators
Profile —
Admin Type | LocAL - |
Remote Authentication Server
Admin Settings Admin Profile | Super_User ‘]
SAML S5O JSON API Access | Read-Write v]
B Certificates + | Administrative Domain FAP-Xslo]YEM All ADOMSs except specified ones | Specify
Local Certificates Policy Package Access PULEETE Specify
CA Certificates Trusted Hosts OFF
CRL Meta Fields >
Remote Certificates Advanced Options >
= Event Log

[3 Task Monitor
E: Advanced v
SNMP
Mail Server
Syslog Server
Meta Fields

Advanced Settings

Creating a fabric connector for VMware NSX-T

In FortiManager, create a fabric connector for VMware NSX-T. You can configure a fabric connector for East-West or
North-South traffic.

To create a fabric connector for VMware NSX-T:

1. On FortiManager, go to Policy & Objects > Object Configurations > Fabric Connectors > SSO/Identity.
2. Click Create New and select NSX-T Connector.
Policy & Objects v  Policy Packages [L00 e 480 (<0 e 103

& ADOM Revisions &% Tools ~

Zone/Interface > + Create New ~ [# Edit 1 Delete =+ Import & Column Settings~ £ More v

& Firewall Objects 2 Poll Active Directory Server Type
@ Security Profiles > Fortinet Single Sign-On Agent
$& Fabric Connectors ~ RADIUS Single Sign-On Agent
SDN pxGrid Connector
ClearPass Connector
Threat Feeds
NSX-T Connector
$50/Identity
e )
Iser & Device
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Fabric Connectors

3. Complete the options, and click OK.

Policy & Objects v  Policy Packages o o e & 0T E

@ ADOM Revisions 1% Tools ~

Zone/Interface > Create New NSX-T Connector
& Firewall Objects >
Name nsxt-2.4.2
& Security Profiles >
Status. oFF
3 Fabric Connectors v
SDN
INSX-T Manager Configurations
Threat Feeds figu
Server 172.18.41.132
550/Identity
User Name admin
& User & Device >
Password secessscesse &
FortiManager Configurations
IP Address 172.18.37.142
User Name .E]
Password Py @

| ] |

A fabric connector for VMware NSX-T is created and a connection to VMware NSX-T manager is established.

Policy & Objects v Policy Packages [[e Zad e EIEUNS - SRS *zdmlnv
@ ADOM Revisions  £% Tools v

8 Zone/interface B+ CreoteNew~ [ Edt B Delete 3 Import £ Column Setngs~ £ More v ovin I

2 Firewall Objects >0 | Name.

Type Details Created Time Last Modified
@ Security Profiles > O &nsxt-242 NSX-T Connector 1721841132 2019-09-21 14:23:25 admin/2019-09-21 14:23:25
3 Fabric Connectors ~
SDN
Threat Feeds

4. Double-click the VMware NSX-T connector to open it for editing.
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Fabric Connectors

5. Toggle Status to On and click OK.

FortiManager retrieves the groups from VMware NSX-T manager and stores them as dynamic firewall address

objects.

FortiManager Configurations
IP Address

User Name

Password

Connector Users

‘Object Configurations
Name nsxt-2.4.2
S a
NSX-T Manager Configurations
Server 172.18.41.132
User Name admin
Password ssssssss
Registered Services (0)

172.18.37.142

Object Configurations

Name [nsxt-242

st

NSX-T Manager Configurations

Server (1721841132 J

User Name l admin ]

Password l eessneee ]

Registered Services (0)

FortiManager Configurations

1P Address [172.1837.142 J

User Name [aa J

Password l eessneee ]

Connector Users [ search... Q
No item.

ga
sssssses
’ Search... Q]
4B nsx_nsxt-2.4.2_default/groups/group1 (6/6)
8 b nsx_nsxt-2.4.2_default/groups/group? (8/8)
Snsx(1.1.1.0)
2 nsx(1.1.1.0-4.4.4.0)
Zonsx(2.2.20)
Znsx(3.3.30)
&nsx(5.550)
Linsx(6.6.60)
Lnsx(7.7.7.0)
£ nsx(8.880)
4o nsx_nsxt-2.4.2_default/groups/group3 (8/8)

Apply & Refresh Disable Server
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Fabric Connectors

Downloading the FortiGate VM deployment image

You must download from the Fortinet Technical Support site a preconfigured deployment image for FortiGate VM and
VMware NSX-T, and then place the image on a server that VMware NSX-T manager can access.

To download the FortiGate VM deployment image:

1. Go to the Fortinet Support site (https://support.fortinet.com), and download the following preconfigured FortiGate
VM image to use for deployment:
fortigate-vmo64-nsxt.ovf

2. Place the deployment image on a server that VMware NSX-T manager can access.
3. Identify the URL for the image. You will need to add the URL to FortiManager.

Registering a service from FortiManager to VMware NSX-T

Before you can deploy a FortiGate VM from VMware NSX-T manager, you must register a service from FortiManager to

the VMware NSX-T manager. The service includes the location of the preconfigured deployment image for the
FortiGate VM.

The FortiManager JSON API registers the service with VMware NSX-T manager.

To register a service from FortiManager to VMware NSX-T:

1. Ensure that you know the URL for the location of the preconfigured deployment image for FortiGate VM and
VMware NSX-T.

2. On FortiManager, go to Policy & Objects > Object Configurations > Fabric Connectors > SSO/Identity.
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Fabric Connectors

3. Double-click the VMware NSX-T connector to open it for editing, and click Add Service.

Add Service

Service Name qa-ew

Integration [Z=ERUESE North-South

Image Location http:#/172.18.36.11/img5211/FortiGate-VMé4.nsxt.ovf

4. Complete the following options, and click OK:
« Inthe Name box, type a name for the service.
« Beside Integration, select East-West or North-South to identify the flow of traffic.

« Inthe Image Location box, type the URL of the location where the preconfigured FortiGate VM deployment
image is located.

The service is added and registered with the VMware NSX-T manager.
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Fabric Connectors

Object Configurations
Name nsxt-2.4.2
Status
NSX-T Manager Configurations
Server 172.18.41.132
User Name admin
Password ssssssss

Registered Services (1)

Service Name qa-ew
Service ID 47f318d9-2f6d-4ccc-918F-c6fc905530b5
Implementations EAST_WEST
+ Add Service
FortiManager Configurations
IP Address 172.18.37.142
User Name qa
Password LITTTEETY
Connector Users Search... a

8 &nsx_nsxt-2.4.2_default/groups/group1 (6/6)
o nsx_nsxt-2.4.2_default/groups/group2 (8/8)
o nsx_nsxt-2.4.2_default/groups/group3 (8/8)

Object Configurations

Name

Status

NSX-T Manager Configurations

Server 172.18.41.132

User Name admin

Password ssssssss

Registered Services (2)

Service Name qa-ew
Service ID 47318d9-2f6d-4ccc-918f-c6fc905b30b5
Implementations. EAST_WEST

Service Name qa-ns
Service ID 49f3eb77-65d4-47ae-b4d2-4b7103c5714a
Implementations EAST_WEST

FortiManager Configurations

IP Address 172.18.37.142

User Name qa

Password ssecssee

Connector Users l Search... Q]

4t nsx_nsxt-2.4.2_default/groups/group1 (6/6)
4t nsx_nsxt-2.4.2_default/groups/group2 (8/8)
& nsx_nsxt-2.4.2_default/groups/group3 (8/8)
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Fabric Connectors

Deploying a FortiGate VM from VMware NSX-T

You must deploy the preconfigured FortiGate VM image from the VMware NSX-T manager, and then authorize
FortiManager to centrally manage the FortiGate VM.

To deploy a FortiGate VM from VMware NSX-T:

1. On VMware NSX-T, ensure that the service is registered, and the Deploy option is available for FortiGate VMs via
the image link.

Home Networking ~ Security  Inventory ~ Tools  System Advanced Networking & Security

€ Service Instances  Catalog

Registered Services

© Use API Interface to register new Partner Services with the System. Only Registered Services are shown below,

qa-ew ga-ns

FortiGate EastWest Service FortiGate EastWest Service

Please select a file. Please select a file.
Please select afle...
EW_DepSpec - http://172.18.36.11/mg5211/FortiGate-VM64.nsxt.ovf

pepLov [EENENEES pepLov [EENEINEES

2. OnVMware NSX-T, deploy a FortiGate VM.
The FortiGate VM image is preconfigured to automatically enable central management by FortiManager.

3. When prompted by the deployment of FortiGate VM, enter the IP address of the FortiManager used for central
management.
The FortiGate VM is deployed and displays in FortiManager on the Device Manager pane as an unauthorized
device.

4. On FortiManager, go to Device Manager, and authorize the FortiGate VM for management by FortiManager.

Device Manager v 1> 5 Grou ‘Fi mmmmm License VM Meter Provisioning Templates Scripts SD-WAN ADOM:test| 12 @ > #fx admin v

@ Add Device v 8 Device Group v Install Wizard X Tools v Table View v

5 Lo Oove
am Total

nnnnnnnnnnnnn

Q
O Device Name Config Status Policy Package Status Firmware Version 1P Address Platform FortiGuard License sN
o FGVMO1TM19007052 Auto-up date FGVMO1TM19007052-2 FortiGate 6.2.1,build5211 (GA) 1721841142 FortiGate-VM64. Valid FGVMO01TM19007052

FGVMO1TM19007052

FortiManager can now manage FortiGate.

Creating and installing policy packages

You must create an IPv4 virtual wire pair policy that contains the dynamic firewall address objects, and install the policy
to FortiGate. Then FortiGate can use the dynamic address objects.

To create and install policy packages:

1. InFortiManager, go to Policy & Objects > Object Configuration > Firewall Objects > Addresses, and double-click
an address to view the dynamic firewall address objects in the FSSO Group.

FortiManager 6.2.2 New Features Guide 12
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Fabric Connectors

O

& ADOM Revisions £% Tools +

Zone/Interface > EditAddress

R Firewall Objects ~
Address Name addr-nsxt1

Color =

Wildcard FQDN Addresses

Type | Dynamic v
Services
Sub Type OSDN ClearPass-Spt  @FSSO
Schedules
FS50 Group o ||| Select Entries (Total: 3) x
Virtual IPs
2 nsx_nsxt-2.4.2_default/groups/groupl - ‘ Ie]
IP Pools Server: FortiManager 2
1 Entry Selected nsx_nsxt-2.4.2_default/groups/group1
Traffic Shapers 2 Meerver:
Interface | < any b
Shaping Profile 25 nsx_nsxt-2.4.2_default/groups/group2
Static Route Configuration oFf lServer: FortiManager
& Security Profiles >
Comments 2 nsx_nsxt-2.4.2_default/groups/group3
3 Fabric Connectors > ‘Server. FortiManager
User & Devit >
A User & Device e m Cancel
0/255
Add To Groups Click here to select ‘

Advanced Options >

Per-Device Mapping orF

B

2. Inthe policy package in which you will be creating the new policy, create an |Pv4 virtual wire pair policy and include

the firewall address objects for VMware NSX-T.
Policy & Objects Obieclmfgnmﬁ(ms - e > #iadminv

B Policy Package v & Install v @ ADOM Revisions  £%Tools v ” Expand All  #= Object Selector v

Search Y 4 cresteNew v BEdt i Delete [BlSection~ %5 Column Settings ~ . ala]
Cre

B FGVMO01TM19007052-1 = . -
© B FGVMO1TM19007052-2 o s Name From To rce Destination  Schedul Service Users. Action ‘Security Profile Log NAT e =

1Pv4 Policy 01 prnsxt
Installation Targets

© B FGVMO1TM19007052_root

© 5 default

Clexternal  [Jexternal

Dol ity ®20denst1 =l aways WAL v Accept  @norinspectic @ Log Security Events € Disabled @ nstallation Targets 201

3. Install the policy package to FortiGate.
FortiGate uses the information and FortiManager to communicate with VMware NSX-T to dynamically populate the

firewall address objects with |IP addresses.
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SD-WAN

This section lists the new features added to FortiManager for SD-WAN.
List of new features:

« SD-WAN supports BGP neighbor configuration (central management mode) on page 14

SD-WAN supports BGP neighbor configuration (central
management mode)

SD-WAN supports BGP neighbor configuration in Central Management mode. You can also map input interfaces. You
can use a default map or map to any interface in the database.

To view BGP neighbor options in central management mode:

1. Enable central management for SD-WAN.

a. Goto System Settings > All ADOMs.

b. Double-click the ADOM to open it for editing.

c. Beside Central Management, select SD-WAN, and click OK.
2. Goto Device Manager > SD-WAN > BGP Neighbors.

The list of BGP neighbors is displayed.

='E Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: sd-wan-622 [ > Q1 ‘ admin v

& Install Wizard 0§ Central Management

& SD-WAN Templates + Create New [# Edit 4 Delete % Column Settings ~

O Neighbor Name Neighbor IP
0O  Import_SD-WAN-157_root_neigh 10.254.0.21 primary > Ooutof3
0O  Import_SD-WAN-157_root_neigh 10.254.1.21 secondary > Ooutof3

Role

[ Interface Members Per Device Mapping

O Health-Check Servers

 Input Interfaces

&J Monitor

You can double-click a BGP neighbor to open it for editing.

E:E Device Manager ~  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: sd-wan-622 3 > QA1 : admin ~
& Install Wizard Cf Central Management
@& SD-WAN Templates Edit WAN BGP Neighbor Import_SD-WAN-157_root_neighbor_10.254.0.21
[ Interface Members
Name Import_SD-WAN-157_roat_neighbor_10.254.0.21
O Health-Check Servers R
Description
28 BGP Neighbors
% Input Interfaces
&3 Monitor
Neighbor IP 10.254.0.21
Role primary
Per-Device Mapping oFF

3. Goto Device Manager > SD-WAN > SD-WAN Templates.
You can double-click a template to open it for editing.
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SD-WAN

Edit Neighbor

Neighbor Import_SD-WAN-157_root_neighbor_10.254.0.21

Member | [ Import_SD-WAN-157_root_member_vpn_dcl-1

Health Check test_dc

SLA 1

In the SD-WAN Rules area, you can double-click a rule to open it for editing and edit input interfaces.

Edit SD-WAN Rule

Name rule3
IP Version IPv4 v
Source
Address ‘ Click here to select |
Users ‘ Click here to select |
User Groups ‘ Click here to select |
Destination Address
Internet Service |p ‘
@ Google-Web x
Predefined
& Google-Gmail x
Predefined

2 Entries Selected

Internet Service Group Click here to select

Click here to select

Custom Internet Service | Click here to select |
Custom Internet Service ‘ |

Group
Application \ Click here to select |
Application Group \ Click here to select |
Type of Service 0x00 Bit Mask | 0x00
Input Device |D ‘
pﬂm|:|1rt1 x
1 Entry Selected J
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SD-WAN

4. Go to Device Manager> SD-WAN > Input Interfaces to map input interfaces.

Device Manager ~  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: sd-wan-622

& Install Wizard L3 Central Management

@ SD-WAN Templates + Create New [# Edit Fa Delete Nhere Used & Column Settings ~ Q
K Interface Members Input Interface Name Default Mapping Per Device Mapping Description
O Health-Check Servers O port1 portl (-] > Ooutof 3 Auto-created by WAN te|

O port2 @ > loutof3d
O porta @ > Ooutof3

18 BGP Neighbors
@ Input Interfaces

& Monitor
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Usability

This section lists the new features added to FortiManager for usability.
List of new features:

o APl admin setup on page 17

« FortiManager supports secured FortiGate update services on page 18

« Directly use FSSO address group in firewall policies on page 19

o Automatic multi-step firmware upgrade on FortiGate on page 21

o Managed devices pull firmware from FortiGuard on page 23

« FortiManager performs disk check on FortiGate before upgrading firmware on page 25
« Support FQDN address objects in firewall policies on page 27

« VPN Setup Wizard supports device groups on page 29

API admin setup

JSON API access permission is now available from the main section of the Administrator's configuration page.
GUI changes for JSON API:

o JSON API Access which was under Advanced Options is moved to main configuration page of administrator.

S22 System Settings v @ > D2 (§ adminv
© Dashboard " New Administrator
& All ADOMs
User Name Test
€ Network
Avatar o 4 Change Photo = Remove Phato
&HA
2 Admin o Comments
Prafile Admin Type LOCAL
Remote Authentication Server
MNew Password ®
Admin Settings Confirm Password -
SAMLSSO
i Admin Profile Restricted_User
BB Certificates v
JSON API Access Read-Wiit
Local Certificates cad e
i 4 i OMs
CA Cortificates Administrative Domain PYPSSSIVEN Al ADOMSs except specified ones  Specify
. Palicy Package Access All Packages [ty
Remote Certificates Trusted Hosts are
¥ Event Log Meta Fields >
[2 Task Monitor Advanced Options >
K Advanced -
SNMP
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« Inmain page of administrator, JSON API Access column is added as well.

S°%  System Settings v

2@ Az (§ adminy
= Create New [# Edit % Clone B Delete [ Table View ~ #5 Column Settings ~ . q]

2 Dashboard

& All ADOMs O Name Type Profile AJSON API Ac ADOMs. Policy Package: Device Group Comments Trusted IPvd H Trusted IPv6 Host
€ Netwark o Test LOCAL Restricted User Read &Write Al ADOMs Al Packages 0.0.00/0.000 0.0.0.0/0.0.00
o 255.255.255.255/
AHA 255.255.255.255/
. ~
& Admin Q admin  LOCAL Super_User  None AllADOMs Al Packages 000.0/0.000 0.000/0.000
255.255.255.255/
Profile

Remote Authentication Server
Admin Settings
SAMLSSO

BB Certificates v
Local Certificates
CA Certificates
CRL
Remote Certificates

¥ Event Log

[ Task Monitor

K Advanced ~
SNMP

Mail Server

FortiManager supports secured FortiGate update services

FortiManager supports FortiOS generating HTTPS rating requests and AV/IPS updates on port 443 through the Bind to
IP Address option.

Prerequisites of the Bind to IP Address feature:

« The FortiGate must be on the same subnet as the FortiManager interface IP.

o This feature is only for FortiGate 443 requests. Non-443 requests still use interface IP. For example, FortiGate still
uses 8890 for update or TCP 8888/UDP for Web Filter query.

« Must configure with a different IP.

To enable secured FortiGate update services:

1. Goto System Settings > Network.

System Network Management Interface

Name portl
IP Address/Netmask 172.18.37.148/255.255.254.0
IPvé Address =/0
Administrative Access EHTTPS BHTTP BPING ESSH CSNMP EWeb Service
IPv6 Administrative Access COHTTPS DHTTP CIPING [J5SH CISNMP Clweb Service
Service Access B rortiGate Updates

Bind to IP Address @ 172.18.37.150/255.255.254.0

B web Filtering

Bind to IP Address @ 172.18.37.149/255.255.254.0
Default Gateway 172.18.36.4
Primary DNS Server 208.91.112.52
Secondary DNS Server 208.91.112.53

All Interfaces Routing Table IPvé Routing Table

2. Select FortiGate Updates and specify the IP address in Bind to IP Address.
3. Select Web Filtering and specify the IP address in Bind to IP Address
4. Click Apply.
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Directly use FSSO address group in firewall policies

Administrators can now directly use FSSO address group in firewall policies.

Case 1:

1. FortiManager has an FSSO Agent with 46 Active Directory groups.

& ADOM Revisions £ Tools

B Zone/Interface > | Create New Fortinet Single Sign-On Agent
& Firewall Objects >
Name fssol
@ security Profiles >
Type Active Directory / FortiAuthenticator -
sk Fabric Connectors ~ B
FSS0 Agent 1P/Name Password Port
SDN
Threat Feeds 10.3.113.103 esense @ BOOO + @

e 8000 | +@

User Group Source Via FortiGate | Local

User Groups (44) FSSOTEST/ACCESS CONTROL ASSISTANCE OPERATORS
FSSOTEST/ACCOUNT OPERATORS
FSSOTEST/ADMINISTRATORS
FSSOTEST/ALLOWED RODC PASSWORD REPLICATION GROUP
FSSOTEST/BACKUP OPERATORS
FSSOTEST/CERT PUBLISHERS
FSSOTEST/CERTIFICATE SERVICE DCOM ACCESS
FSSOTEST/CLONEABLE DOMAIN CONTROLLERS
FSSQTEST/CRYPTOGRAPHIC OPERATORS
FSSOTEST/DENIED RODC PASSWORD REFLICATION GROUP
FSSOTEST/DISTRIBUTED COM USERS
FSSOTEST/DNSADMINS.
FSSOTEST/DNSUPDATEPROXY
FSSOTEST/DOMAIN ADMINS
FSSOTEST/DOMAIN COMPUTERS
FSSQTEST/DOMAIN CONTROLLERS
FSSOTEST/DOMAIN GUESTS
FSSOTEST/DOMAIN USERS
FSSOTEST/ENTERPRISE ADMINS
FSSOTEST/ENTERPRISE READ-ONLY DOMAIN CONTROLLERS
FSSOTEST/EVENT LOG READERS
FSSCTEST/GROUF POLICY CREATOR OWNERS
FSSOTEST/GUESTS
FSSOTEST/HYPER-V ADMINISTRATORS
FSSOTEST/NIS_IUSRS
FSSOTEST/INCOMING FOREST TRUST BUILDERS
FSSOTEST/NETWORK CONFIGURATION OPERATORS

2 User & Device >

o | o

2. Inthe Edit Policy page, Active Directory groups can be directly used under FSSO groups, and there is no need to
create an FSSO type user group.

Policy & Objects v Policy Packages Object Configuration:

& Policy Package ~ & Install v & ADOM Revisions ¢ Tools w  » Collapse All 3= Object Selector v

[ 1 B Q| Create New IPva Policy
& 3 default
Name
Installation Targets ncomtig tace - °
Outgping Interface Srany [}
Source Internet Service orF
FSSO Groups & FSSOTEST/ACCESS CONTROL ASSISTANCE OPERA... @
Ja FSSOTEST/ACCOUNT OPERATORS
Source Address Zrall (]
Source User +
Source User Group +
Destination Internet Service oF
Destination Address Gall )
Service L]
Schedule Q
Action IPSEC
Log Traffic No Loy Log All Sessions
D Generate Logs when Session Starts
DCapture Packets
NAT n]
Security Prohles o
Shared Shaper +
Reverse Shaper +
Fer-IP Shaper +
Comments
Advanced Options >
Lo
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Object Selector # O x

v

& FSSOTEST/ACCESS CONTROL ASSISTANCE OPERATORS.
Server; ol

2 FSSOTEST/ACCOUNT OPERATORS

Server:fso1

& FSSOTEST/ADMINISTRATORS

Server: sl

& FSSOTEST/ALLOWED RODC PASSWORD REPLICATION GROUP
Server: fant

2, FSSOTEST/BACKUP OPERATORS

Server:tsol

2 FSSOTEST/CERT PUBLISHERS

Server:fso

2 FSSOTEST/CERTIFICATE SERVICE DCOM ACCESS

Server: s

& FSSOTEST/CLONEABLE DOMAIN CONTROLLERS
Server:tss0l

& FSSOTEST/CRYPTOGRAPHIC OPERATORS
Server:fasod
2 FSSOTEST/DENIED RODC PASSWORD REPLICATION GROUP

& FSSOTEST/DISTRIBUTED COM USERS

Server: fsso

o FSSOTEST/DNSADMINS
5 sul

& F’SE:DTEST/DNSUDDATEDRDXV
Sorver: fsel
& FSSOTEST/DOMAIN ADMINS
Server:fsct
& FSSOTEST/DOMAIN COMPUTERS
Server:fsol

& FSSOTEST/DOMAIN CONTROLLERS

Server:fssol

2 FSSOTEST/DOMAIN GUESTS

Server: fusol

2 B B I T
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Case 2:

1. FortiManager has an LDAP server named /dap1.

S5 Policy & Objects v Policy Packages Object Configurations 2@ - ‘ admin

& ADOM Revisions €2 Tools v

B Zone/Interface > | Edit LDAP ‘
2 Firewall Objects >
Name tdapl
@ Sccurity Profiles >
Server Name/IP 102788
 Fabric Cannectars >
Server Port 189
A User & Device ~| common Name identifier o
User Defnition Distinguished Name dc=fssotest,dc=com &
User Grougs Bind Type Regul
Custom Devices & Groups User DN cn=administrator,cn=users,Ge=fssotest d=com
Password  eesesees
RADIUS Servers Secure Connection Nane

TACACS+ Servers Advanced Options >

SMS Services

er-Device Mapping orr
S Per-Device Mapping

Q CLI Only Objects 3

2. Under FSSO Agent, configure the following:

« User Group source: Local
« LDAP Server: Idap1
3. Specify the search filter as (objectCategory=group).

228  Policy & Objects v Policy Packages  Object Configurations T @ 01 () edminy

& ADOM Revisions €3 Tools v

W Zone/Interface > | Create New Fortinet Single Sign-On Agent ‘
2 Firewall Objects >
Name fssoz
@ Security Profiles >
Type Active Directory / Fortiduthenticator
% Fabric Connzctors - _
FSSO Agent IP/Name Password Port
SON
Threat Feeds 10.2.78.8 i ®| 8000 + @
S50/Identity
® (000 | +@
B User & Device >
CLI Cnly Objects »
e v User Group Source Collector Agert | Via FortiGate
LDAP Server Iéapl
Froactuely Retrieve from LDAP [
Server
Search Fiter {objectCategory=group)
Interval {minutes) 180
ssL o
Fer-Device Mapping o

Advanced Options >

T

4. Inthe policy create/edit page, you can view all the user groups from the LDAP server as Active Directory Group for
FSSO Groups.
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Policy & Objects ~  Policy Packages  Object Configurations

licy Package ~ & Install ~ & ADOM Revisions £ Tools~  » Collapse Al #= Object Selector v

[ 1 B Q| Create New IPvd Policy Object Selector S O x
B B default =
= Q
Installation Targets o v
Incoming Interface Lrany ]
Qutgoing Interface Lrany (]
Source Internet Service osF
FSSO Groups 5 CN=Administrator CN=Users DC=fssotest DC=com @
& CN=DefaultAccount CN=Users, DC=fssotest DC=com @
Source Address Srall o
Source User +
Source User Group +
De: jon Intemet Service oFF
De: ion Address <all [
Service @A ]
Schedule Cralwiays [}

fcton Deny \PSEC & Ch=test1\\,CN=Users, DC=fssotest,DC=com

Log Traffic vo Log [ e Loz Al Sessions hac2
2 CN=test1\\\, test1 DC~fssotest,DC=com

DGenerate Logs when Session Starts

Dcapture Packets & CN=test\, comma CN=Builtin DC=Fssotest DC=com

NAT s
J5 CN=testt\, comma,DC=fssotest, DC=com
Security Profiles o 2
& CN=userl,DC=fssotest,DC=com

Shared Shaper

Reverse Shaper

++ +

Per-IP Shaper

Comments

Advanced Options > 2

Lo e ® © 4w

5. Install the changes to FortiGate.

& root hd # Edit Delet Q Policy Lookup | [ Search Q R

@& Dashbozrd >
. D Name From To Source Destination | Schedule | Service Action NAT Security Profiles Log Bytes
3% Security Fabric >
i ForliView ) 1 Oay Oany Eal = an [® always @ AL « ACCEPT @ Disabled =M no-inspection 0 UTM 0B
5 CN=AdministratorCN=Users,DC=fssotest DC=com
& Network ’ G CN=DefaultAccount CN=Users,DC =fssatest DC=com
B System > Hle ImplicitDeny O any O sy Rl 2al Bawsys WAL @ DENY © Disabled
|a Policy & Objects v
1P6 Policy

Authentication Rules
Multicast Policy
Local In Policy

IPwé Dos Policy

1Pv6 Dos Policy
Addresses

Internet Service Database
Services

Schedules

Virtual IPs

P Pools

Protocol Options
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile
Virtual Servers

Health Check

& Security Profiles >
2 veN »
& User &Device »

4

# WiFi & Switch Controller >

Automatic multi-step firmware upgrade on FortiGate

When using FortiManager to upgrade firmware on FortiGate, FortiManager can choose the shortest upgrade path
based on the FortiGate upgrade matrix.

You can use the CLI to view and check the shortest upgrade path for a managed device by using the diagnose
fwmanager command:

# diagnose fwmanager show-dev-upgrade-path 318 6.2.0
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device FWF61ETK18003595(318), platform FWF61lE, upgrade path from 5.6.10-1677 to 6.2.0-866 is:
[6.0.0-76 -——> 6.0.2-163 --> 6.0.3-200 -—> 6.2.0-866]

In this example, the device ID is 318, and you want to upgrade the device to FortiOS 6.2.0. The device is currently
running FortiOS 5.6.10 build 1677, and the shortest upgrade path to FortiOS 6.2.0 is displayed.

To upgrade using the GUI:

1. Goto Device Manager > Firmware.

2. Select a device, and click Upgrade.
The Upgrade Firmware dialog box is displayed.
3. Inthe Upgrade to box, select an image.

Upgrade Firmware

FWF61ETK18003595: 5.6.10 (1677)

o]l
1| FortiGuard Images

in 6.2.0(0866)

Olschedule Upgrade 60.5(0268)

6.0.4(0231)
6.0.3(0200)
6.0.2(0163)

6.0.1(0131)

In this example, the FortiGate is running FortiOS 5.6.10, and we are going to upgrade to 6.2.0 (0866).

Upgrade Firmware

FWF61ETK18003595: 5.6.10 (1677)

620 (0866)

Boot From Alterate Partition After Upgrade

4. Click OK.
FortiManager starts the upgrade. Each upgrade is a subtask.
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Upgrade Firmware Task

A Name Status. Details
FWF61ETK18003595(6.0.0-676) (€] Downloading firmware from FortiGuard
FWF61ETK18003595(6.0.2-
b163)
FWF61ETK18003595(6.0.3-
b200)
FWF61ETK18003595(6.2.0~
b866)

Downloading firmware from FortiGuard

Downloading firmware from FortiGuard

Downloading firmware from FortiGuard

When all the subtasks reach a status of 100%, the upgrade completes.

Upgrade Firmware Task

A=
FWF61ETK18003595(6.0.0-676) (S Uvsr=de complete successfully
FWF61ETK18003595(6.0.2-

TR pirade compcte sccestuly

b163)
FWF61ETK18003595(6.0.3-

T U5 oot succesol
b200) PE P v

FWF61ETK18003595(6.2.0-

b866) T Ursrace complete successfully

5. When the upgrade completes, click Close.

Managed devices pull firmware from FortiGuard

FortiManager retrieves firmware for managed devices from FortiGuard, and you can choose to use the images to
upgrade firmware on managed devices.

To upgrade firmware using images retrieved from FortiGuard:

1. Go to Device Manager > Device & Groups, and select a device.

2. Inthe System Information widget, click the Update icon beside Firmware Version.
The Firmware Device Upgrade dialog box displays a list of images retrieved from FortiGuard.
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Firmware Device Upgrade

Current Firmware.
Partition  Active Firmware. Status.
FortiGate 6.0.5,bild0268 (GA) Running.

FortiGate 6.2.0, build (0866) 2019-03-29
FortiGate 6.0.5, build (0268) 2019-05-16
FortiGate 6.0.4, build (0231) 2019-01-11
FortiGate 6.03, build (0200) 2018-10-11
FortiGate 6.0.2, build (0163) 2018-07-30
FortiGate 6.0.1, build (0131) 2018-06-06

Firmware Upgrade History
a# Date.

[Upgrade]
[Upgrade]
[Upgrade]
[Upgrade]
[Upgrade]
[Upgrade]

3. Click Upgrade for the desired FortiGuard image.
The Upgrade/Downgrade Firmware dialog box is displayed.

Upgrade/Downgrade Firmware

Upgrade to Official Image FortiGate 6.2.0, build (0866)
OBoot From Alternate Partition After Upgrade

[E3let Device Download Firmware from FortiGuard @

(Oskip All Intermediate Steps in Upgrade Path if Possible @

[OSchedule Upgrade

4. Select the Let Device Download Firmware from FortiGuard check box, and click OK.

The firmware downloaded from FortiGuard is used, and the upgrade starts.

Upgrade Firmware Task
x|

Index A Name
F140EP4Q17000965(6.2.0-

Status
be66) (L]

The firmware upgrade completes.
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Upgrade Firmware Task

F140EP4Q17000965(6.2.0-
b866)

5. Click Close.

FortiManager performs disk check on FortiGate before upgrading
firmware

Before upgrading FortiOS, FortiManager can first check the disk file system status on FortiGate.

To upgrade FortiOS with disk check enabled:

1. Goto Device Manager > Firmware.

2. Select a FortiGate, and click Upgrade.
The Upgrade Firmware dialog box is displayed.

Upgrade Firmware

fetvméa-account. id-137: 606 (272)

[FoT.vNei v buli7605 FORTINE ot

(OJBoot From Alternate Partition After Upgrade
Oschedule Upgrade

o< |

3. Inthe Upgrade to box, select an image, and click OK.
FortiManager checks the FortiGate disk before upgrading. If the check fails, the following information is displayed,
and the upgrade is not performed:
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Upgrade Firmware Task

Index A Name Status. Details

fetvméd-account id-137(7605-

T G chec sk s
b1117)

If the check passes, the upgrade proceeds:

Upgrade Firmware Task

Index A Name Status Details.

[ x| FGT_send_image done

fgtvméd-account-id-137(7605-
b1117)

To disable disk check:

1. Disable disk check by using the CLI:
config fmupdate fwm-setting
(fwm-setting) # set skip-disk-check enable

The default setting is disable, which will check the FortiGate disk before upgrading FortiOS.
The following diagnose commands are also available for diagnose fwmanager:

e show-dev-disk-check-status: Shows whether a device needs a disk check.
e show-grp-disk-check-status: Shows whether device in a group needs a disk check.

In addition, when you log into FortiOS by using the CLI, you will be informed if you need to run a disk scan, for example:

$ ssh admin@193.168.70.137

WARNING: File System Check Recommended! Unsafe reboot may have caused inconsistency in disk
drive.

It is strongly recommended that you check file system consistency before proceeding.

Please run 'execute disk scan 17'

Note: The device will reboot and scan during startup. This may take up to an hour
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Support FQDN address objects in firewall policies

FortiManager 6.0 ADOMs contain firewall addresses of type Wildcard FQDN. In FortiManager 6.2 ADOMs, the
firewall address type changed from Wildcard FQDN to FQDN. However ADOM upgrade from 6.0 to 6.2 continues to
support firewall address objects of type Wildcard FQDN.

After upgrading a 6.0 ADOM to a 6.2 ADOM, firewall addresses with type Wildcard FQDN change to type FQDN, for
example:

Policy & Objects v Policy Packages Object Configurations ADOM:32 I @ >

& ADOM Revisions  ## Tools v

Zone/Interface +CreateNew ~  [# 15 Column Settings v ® View v
& Firewall Objects ¥ 'O vName Type Interface Comments CreatedTime  Last Modified
Add 0 [ ® wildcard-address-gian Firewall Address  Wildcard FQDN:gian.com Sany 2019-10-15 17:01 admin/2019-1C
Wildcard FQDN Addresses 0 | B wildcard-address-1 Firewall Address  Wildcard FQDN:*.qalocal Sany 2019-10-1517:01 admin/2019-1C
Services O B updatemicrosoft.com Firewall Address  FQDN:update.microsoft.com Sany 2019-10-15 14:44 admin/2019-1C
Schedules O 2 swscanapple.com Firewall Address  FQDN:swscan.apple.com y "
O s Pvenda ot Submete 128 After ADOM upgraded from v6.0 to v6.2,'wildcard-
none V6 Address ubnet::
Virtual IPs fqdn' address changed to 'fqdn' type
1P Pools O #rone Firewall Address  IP/Netmask:0.0.0.0/255.255.255.255
e D_ B google-pla Firewall Address LU1y-10-15 1456 20Ny 201740
W Zone/nterface > Create New v

B Firewall Objects O vName 6.2 ADOM Type CreatedTime | Last Modified
O B wildcard google.com Firewall Address  FQDN:".google.com Gany 2019-10-16 13:57 admin/2019-1C

Wildcard FQDN Addresses O 8 wildcarddropbox.com Firewall Address  FQDN:".dropbox.com Gany 2019-10-16 13:57 admin/2019-1C
Services o IE wildcard-address-gian Firewall Address  FQDN:qian.com Sany 2019-10-15 17:01 admin/2019-1C
Schedules O |2 wildcard-address-1 Firewall Address __FQDN:".qalocal Gany 2019-10-15 17:01 admin/2019-1C
Virtual IPs O = updatemicrosoft.com Firewall Address  FQDN:update.microsoft.com Gany 2019-10-15 14:44 admin/2019-1C
1P Pools O 3 swscanapple.com Firewall Address  FQDN:swscan.apple.com Gany 2019-10-15 14:44 admin/2019-1C

After upgrading a 6.0 ADOM to a 6.2 ADOM, new _upg wild_fqdn firewall address are automatically created for any
firewall addresses of type FQDN in proxy policies that existed before the upgrade, for example:

Policy & Objects v Policy Packages Obiject Configurations

@ ADOM Revisions % Tools v/

+CreateNew~ [# Edit [ Delete 4§ Column Settings v § More v ovew [N

Zone/Interface >

& Firewall Objects O  aName Type Details Interface Created Time  Last Modified
O S FIREWALL AUTH_PORTAL ADDRESS ~ Firewall Address  IP/Netmask:0.0.0.0/0.0.00 Sany 2019-10-15 14:44 admin/2019-10-1
Wildcard FQDN Addresses O @ SSLVPN_TUNNEL_ADDR1 Firewall Address P Range:10.212.134.200-10.212.134.210 [ sslvon_tun_intf 2019-10-15 14:44 admin/2019-10-1
Services O B SSLVPN_TUNNEL_IPvé_ADDR1 1Pv6 Address 1PV6 Subnet:fdffffff:/120 2019-10-15 14:44 admin/2019-10-1
Schedules 0 sal Firewall Address  IP/Netmask:0.0.0.0/0.0.00 Sany 2019-10-15 14:44 admin/2019-10-1
Virtual IPs Q Bal 6.0 ADOM  IPv6 Address 1Pv6 Subnet:/0 2019-10-15 14:44 admin/2019-10-1
1P Pools O B autoupdate.opera.com Firewall Address  FQDN:autoupdate.opera.com Sany 2019-10-15 14:44 admin/2019-10-1
Trafic Shopers 0 [Efadangen Firewall Address _ FQDNitest.com ] Sany 2019-10-1517:01 admin/2019-10-1
Shaping Profe O = fadng ‘Address Group_ fadn-gian . 2019-10-15 1701 admin/2019-10-1
© Secrity rof ,| O 2 googleplay Firewall Address  FQDN:play.google.com ADOM-v6.0 proxy policy used fqdnaddsess,it, omn 2019101
ecurity Profiles p
O #none Firewall Address _ IP/Netmask:0.00.0/255.255.255.255 Created agiew _upg_wild_fadn addsgs,aftens admin2019-10-1
¥ Fabric Connectors ’ ADOM upgraded to v6.2 "
© Security Profies | O fadngn Address Group  fadn-gian 2019-10-1517:01 admin/2019-10 y
b O @ fadn-gian Firewall Address  FQDN:test.com Sany 2019-10-15 17:01 admin/2019-10
3 Fabric Connectors > .
O 2 autoupdate.opera.com Firewall Address  FQDN:autoupdate.opera.com Sany 2019-10-15 14:44 admin/2019-10
42 User & Device > I
QO Bal 1Pv6 Address 1PV6 Subnet:/0 2019-10-16 13:57 admin/2019-10
0O sal 6.2 ADOM Firewall Address  |P/Netmask:0.0.0.0/0.0, Crany 2019-10-16 13:57 admin/2019-10 1
O 2 _upg_wild_wildcard-address-gian Firewall Address __FQDN:"gian.com Sany 2019-10-16 13557 admin/2019-10
O | = _upg_wild_fadn-gian Firewall Address  FQDN:" test.com Sany 2019-10-16 1357 admin/2019-10

When you view the proxy policy in the 6.2 ADOM after the upgrade, the proxy policy references the original firewall
address object and the newly created _upg wild_fqdn firewall address object, for example:
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Policy & Objects v Policy Packages Object Configurati

B Policy Package v & Install v @ ADOM Revisions £ Tools v

7 Expand Al #= Object Selector v

Search Bl  4cCreateNew v EEdits
© FGT-32_root 0 =
1Pvé Policy -
Installation Targets ® 1 Bplited
B default 6.0 ADOM 0 2 Explicit Web

+ Create New v

[iEdit v

© BFGT-32_root
Proxy

1Pv4 Policy

01 Explicit Web

Installation Targets
D default

6.2 ADOM 0 2 Explicit Web

fl Delete [ Section~ ¥4 Column Settings +

Destination Int Source

Cport9 Sal

W Delete

Destination Int Source

[ Section v

%5 Column Settings +

[ port9 2al

Cporté

Destination

8 wildcard-address-1
B wildcard-address-gian

Destination
& wildcard-address-1
& wildcard-address-qgian

Service

@ webproxy  [8 always

@ webproxy  [8 always

& webproy (8 always

B _upg_wild_wildcard-address-gian

% fadngrp
B _upg_wild_fqdn-gian

@ webproxy

Service

@ View Mode v

Schedule

Schedule

 always

@ viewoce Y

Action

+ Accept

+ Accept

+/ Accept

+ Accept

Security Profile Log
& default
@ custom-deej @ Log
® default

9 Lo

Security Profile Log
# default
@ custom-dee; @ L
@ default

@ certificate-ir @ |

After upgrading to 6.2 ADOMs, you can create new firewall addresses with type FQDN, for example:

& ADOM Revisions F Tools v

Zone/Interface > | Create New Address
B Firewall Objects v
Address Name newfqdn-wild-address
Color =
Wildcard FQDN Addresses
Type FQDN
Services
FQDN * fortinet.com
Schedules
Interface Crany
Virtual IPs
Static Route Configuration OFF
IP Pools
Comments
Traffic Shapers
Traffic Class
Shaping Profile
& Security Profiles > Add To Groups
%% Fabric Connectors > Advanced Options >
£ User & Device > . :
Per-Device Mapping OFF

Click here to select

You can also select firewall addresses with type FQDN in firewall policies:

B Policy Package v s Install v @ ADOM Revisions  ## Tools v

[ 1: BN Q| Create New IPva Policy
© £ FGT-32_root

Name

Proxy Policy )
) Incoming Interface

Installation Targets
B default Outgoing Interface

Source Internet Service
FSSO Groups

Source Address

Source User

Source User Group
Destination Internet Service
Destination Address

Service

Schedule

Action

Log Traffic

NAT

Security Profiles

# Collapse All %= Object Selector v

policy
Sany
Cany
oFF
+
<all
+
+
oFF

B newfqdn-wild-address

DAL

Cralways

Deny IPSEC

No Log Log All Sessions

(OGenerate Logs when Session Starts
[ Capture Packets

@]

@]

o o

il

1
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Address

Searct
FQUINGpaY.gOUgIeCOMm

B loginmicrosoft.com

FQDN:loginmicrosoft.com

& login.microsoftonline.com

FQDN:loginmicrosoftonline.com

B login.windows.net

FQDN:loginwindows net

B newfqdn-wild-address

FQDN:* fortinet.com

8 none

1P/Netmask:0.0.0.0/255.255.255.255

& swscan.apple.com

FQDN:swscan.apple.com

& update.microsoft.com

FQDN:update.microsoft.com

& wildcard-address-1

FQDN:* galocal

& wildcard-address-gian

FQDN:gian.com

1 wildcard.dropbox.com

FQDN:* dropbox.com

B wildcard.google.com

FQDN:" google.com

ADDRESS GROUP (3)

VIRTUAL IP (0)

>

>

+- 2 0%

28



Usability

VPN Setup Wizard supports device groups

FortiManager VPN Setup Wizard supports device groups, allowing you to optimize a large number of firewalls as spokes
in a VPN community.

When a device group is used in a VPN topology, FortiManager resolves the device group to individual members, and
then applies the same logic to generate Phase1/Phase2 information. Keep the following restrictions in mind:

« VPN Manager only supports the use of device groups for the following hub and spoke topologies: star and dialup.
« VPN manager only supports the use of device groups for devices in the spoke role.

This document provide a sample configuration of hub and spoke (star topology) with VPN Manager and a device group.

Spokes

Protected subnet
spogeﬂ
200.71.81.0/24 o
w;mn?.
200.71 82.0/24‘|7 @
S -

200.71.83.0/24 ’7 >

200.71.84.0/24

Hub

port2

7 Protected subnet200.71 800124

Y

200.71.85.0/24

spokeb

Following is a summary of how to use device groups:

1. Create device groups. See VPN Setup Wizard supports device groups on page 29.

2. Create protected subnet firewall addresses for hub and spoke devices. See Creating protected subnet firewall
addresses on page 30.

3. Create a VPN community. See Creating VPN communities on page 32.

4. Add spoke FortiGate units to the VPN community. See Adding spoke FortiGate units to the VPN community on
page 33.

5. Add the hub FortiGate units to the VPN community. See Adding the hub FortiGate unit to the VPN community on
page 35.
The hub and spokes are created.

6. Install VPN configuration and firewall policies to hub and spoke devices. See Installing firewall policies to hub and
spoke devices on page 38.
This topic also covers how to:
« Remove a spoke member from a VPN community. See Removing a spoke member from a VPN community on
page 39.
« Add a spoke member to a VPN community. See Adding a spoke member to a VPN community on page 41.
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Creating device groups

To create device groups:

1. Goto Device Manager > Device & Groups.

2. From the Device Group menu, select Create New.
The Create New Device Group dialog box opens.

3. Inthe Group Name box, type a name, such as spoke_group.

4. Click Add Member, and add FortiGate units to the group.
In this example, we are adding 5 FortiGate units.

Create New Device Group

Group Name spoke_group
Description
+ Add Member Tl Remove Member Q

O 4 Device Name Type Platform P Firmware Version
@] vlan171_0081 Device FortiGate-VMé4 10.8.71.81
a vlan171_0082 Device FortiGate-VM&4 10.8.71.82
@] vlan171_0083 Device FortiGate-VMé4 10.8.71.83
o] vd_1 [NAT] Device vdom
@] vlan171_0084 Device FortiGate-VMé4 10.8.71.84
o] vd_1 [NAT] Device vdom
@] vlan171_0085 Device FortiGate-VMé4 10.8.71.85
o] FG-traffic [NAT] Device vdom

5. Click OKto save the group.

Creating protected subnet firewall addresses

Create protected subnet firewall addresses for hub and spoke devices. VPN Manager can use the protected subnet
firewall address to create static routes on FortiGate units to allow traffic destined for the remote protected network to
pass through the VPN tunnel.

To create protected subnet firewall addresses:

1. Goto Policy & Objects > Object Configurations > Addresses.

2. From the Create New menu, select Address.
The Create New Address pane opens.
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3. Create a protected subnet firewall address for the hub FortiGate, and click OK.

Create New Address
Address Name Protected_hub_subnet
Color
Type Subnet v
IP/Netmask 200.71.80.0/255.255.255.0
Interface T any v
Static Route Configuration OFF
Comments
Add To Groups Click here to select

Advanced Options >

Per-Device Mapping OFF

4. From the Create New menu, select Address.
The Create New Address pane opens.

5. Create a protected subnet firewall address with per-device mapping for spoke FortiGate units, and click OK.

Create New Address
Address Name protected_subnet_spoke
Color o]
Type Subnet v
IP/Netmask 210.71.0.0/255.255.0.0
Interface <rany v
Static Route Configuration OFF
Comments
Add To Groups | Click here to select

Advanced Options >

Per-Device Mapping m

=+ Create New [# Edit W Delete  #& Column Settings ~

0O 4 Name VDOM Details

0O  vlan171 0081 root IP/Netmask:200.71.81.0/255.255.255.0
0  vlan171_0082 root IP/Metmask:200.71.82.0/255.255.255.0
0O  vlan171_0083 vd_1 IP/Netmask:200.71.83.0/255.255.255.0
0  vlan171_0084 vd_1 IP/Netmask:200.71.84.0/255.255.255.0
0  vlan171_0085 root IP/Metmask:200.71.85.0/255.255.255.0
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Creating VPN communities

To create a VPN community:

1. Goto VPN Manager > IPsec VPN, and click Create New.
The VPN Topology Setup Wizard opens.

2. Inthe Name box, type a name, such as star.
3. Under Choose VPN Topology, select Star, and click Next.

VPN Topology Setup Wizard

star|
Description

Choose VPN Topology

X *®
Full Meshed Star Dial up

=

4. Specify the Authentication & Encryption Settings, and click Next.

VPN Topology Setup Wizard

Authentication & Encryption Settings:

Authentication Pre-shared Key [eldguleldcd
(® Generate (random)
(O Specify

Encryption

IKE Security (Phase 1) Properties

IKE Version 2

# Encryption Authentication

1 AES128 + | SHAL .ot
2 AES256 v | | SHA256 S )

IPsec Security (Phase 2) Properties
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5. Configure VPN Phase 1 and Phase 2 settings, and click Next.

VPN Topology Setup Wizard
~
VPN Zone
(®Create Default Zones

(O Use Custom Zone
IKE Security Phase 1 Advanced Properties
Diffie-Hellman Group(s) 01 (w]] @s @14 15 016

Oz Oas Oag Oz20 021 Oz7
Oa2s D29 Oso (mkil 032

Exchange Mode (O Aggressive  ®Main(ID Protection)
Key Life 28800 . (120-172800 seconds )
Dead Peer Detection (ODisable (O)OnIdle ®O0n Demand

IPsec Security Phase 2 Advanced Properties

Diffie-Hellman Group(s) 01 0Oz Gs B4 O1s Di1e
017 Ou1s O19 O20 O21 027
Oa2s D29 Oso (mES O3z

o

Adding spoke FortiGate units to the VPN community

To add spoke FortiGate units to the VPN community:

1. Goto VPN Manager > IPsec VPN, and click the community that you created.
The community opens in the content pane.

2. Click Create New > Managed Gateway.
The VPN Gateway Setup Wizard opens for the community.

3. Set the Protected Network options, and then click Next:
a. Beside Protected Subnet, click Click here to select, and select the protected subnet.

VPN Gateway Setup Wizard - # star

]
1
an

Protected Network Device Default VPN Interface Local Gateway Advanced

Protected Subnet | 0

2 protected_subnet_spoke
IP/Netmask:210.71.0.0/255.255.0.0
1 Entry Selected
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4. Set the Device options, and then click Next:
a. Beside Role, select Spoke
b. Beside Device, select the device group you created named spoke_group.

VPN Gateway Setup Wizard - # star

= _,CHED
Protected Network Device Default VPN Interface Local Gateway Advanced
Role OHub @ Spoke
Device 4 spoke_group a
! 3]
@ Device Groups ~
@ Devices

4+ vlan171_0080
4 vlan171_0081
4 vlan171_0082

171,008 (ot N
v

4 d__ama Annn L ay

5. Set the Default VPN Interface options, and click Next.
a. Beside Default VPN Interface, select the interface for spokes, which is often the internet-facing interface.

VPN Gateway Setup Wizard - # star

T ,CHD-> [
Protected Network Device Default VPN Interface Local Gateway Advanced
Default VPN Interface 2 port2 -
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6. Setthe Local Gateway options, and click Next.
a. Beside Local Gateway, type the IP address for the gateway.

VPN Gateway Setup Wizard - # star

Protected Network Device Default VPN Interface Local Gateway Advanced

Local Gateway 0.0.0.0

o

7. Set the Advanced options, and click OK.
a. Beside Routing, select Manual (via Device Manager) or Automatic.

VPN Gateway Setup Wizard - # star

Local ID

Routing (O Manual (via Device Manager) (® Automatic

Advanced Options >

BN T

Adding the hub FortiGate unit to the VPN community

To add a hub FortiGate unit to the VPN community:

1. Goto VPN Manager > IPsec VPN, and click the community that you created.

The community opens in the content pane.

2. Click Create New > Managed Gateway.
The VPN Gateway Setup Wizard opens for the community.
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3. Set the Protected Network options, and then click Next:

a. Beside Protected Subnet, click Click here to select, and select the protected subnet.

VPN Gateway Setup Wizard - # star

a
il
ag

Protected Network Device Default VPN Interface Local Gateway Advanced

Protected Subnet |D

H Protected_subnet_hub
IP/Netmask:200.71.80.0/255.255.255.0
1 Entry Selected

4. Set the Device options, and then click Next:
a. Beside Role, select Hub
b. Beside Device, select the device for the hub.

VPN Gateway Setup Wizard - ¥ star

—— ..,ClD
Protected Network Device Default VPN Interface Local Gateway Advanced
Role ®Hub O Spoke
Device 4 FGT_0080 v
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5. Set the Default VPN Interface options, and click Next.

a. Beside Default VPN Interface, select the interface for the hub, which is often the internet-facing interface.

VPN Gateway Setup Wizard - # star

T ..,CHD--> [
Protected Network Device Default VPN Interface Local Gateway Advanced
Default VPN Interface O port2
Hub-to-Hub Interface None v (Required for multiple Hubs)

EEETE BT T

6. Set the Local Gateway options, and click Next.
a. Beside Local Gateway, type the IP address for the gateway.

VPN Gateway Setup Wizard - # star

T ,CED > [f] - CHD

Protected Network Device Default VPN Interface Local Gateway Advanced
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7. Set the Advanced options, and click OK.
a. Beside Routing, select Manual (via Device Manager) or Automatic.

VPN Gateway Setup Wizard - # star

Local ID
Routing (O Manual (via Device Manager) ® Automatic
Summary Network(s) Seq# Network Priority

1 v| [1 4+

Advanced Options >

ADOM:60 13 @ > A1 (§) admin

L: VPN Community ~  Install Wizard

= S All VPN Communities Name star
Number of VPN : 2 IKE Security (Phase 1) aes256-sha256, aes256-sha384

Edit.
Star Properties:
Authentication: Pre-shared Key IPsec Security (Phase 2) es256-5ha256, aes256-shads4
Properties:
+ Create New ~  [# ete 45 Column Settings ~
0O Name Role Default VPN Interface Protected Subnet Automatic Routing
O + FGT_0080[root] a Iport2 = Protected_subnet_hub Automatic
~ &2 spoke_group (5)
4 FGT_0081
4+ FGT_0082 5
[m] 4 FGT 0083 [ spoie | Cport2 = protected_subnet_spoke Automatic
4 FGT_0084
4 FGT_0085

Installing firewall policies to hub and spoke devices
Create firewall policies for hub and spoke FortiGates, and then install the configurations by using the Install Wizard.

To install configurations to hub and spoke devices:

1. Goto Policy & Object > Policy Packages.
2. Create firewall policies for hub and spoke FortiGates.

S.%  Policy &Objects v  Policy Packages Object Configurations ADOM:vpn mgmt 22 @ >_

B Policy Package v & Install v @ ADOM Revisions 4 Tools v Collapse All 7= Object Selector v

[ 1 B By  +cCreateNew~ [EEditv B Delete [ Section~ @ Policylookup 5 Column Settings ~ ® View Mode v
© B default
1Pvé Policy o From To Source Destination Schedule Action ‘Security Profile Log.
Installation Targets 01 & vpnmgr_star_hub2spoke [ port3 = lan171 2 Protected_hub_subnet ® always @ALL  Accept @ no-inspectic @ Log Securit
Bssl o2 S port3 @ vpnmgr_star & Protected_hub_subnet = lan171 ® always @ALL + Accept @ no-inspectic @ Log Securit
© & star Qs [ vpnmgr_star_spoke2hub [ port3 = internal lan171 ® always WALL  Accept @ no-inspectic @ Log Securit
0 4 Cport3 & vpnmgr_star I lan171 & internal ® always  Accept @ no-inspectic @ Log Securit
Installation Targets O v Impiicit (5-5 / Totak: 1)
O s Implicit Deny £ any < always SALL @ Deny @ No Log

3. From the Install menu, select Install Wizard.
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4. Select Install Policy Package & Device Settings, and then click Next.
Install Wizard

@ Install Policy Package & Device Settings

Install a selected policy package. Any device specific settings for devices associated with the package will also be installed.

Policy Package star

Comment

Create ADOM Revision
Schedule Install

Install Device Settings (only)

e

5. Complete the wizard to install the configurations.

Removing a spoke member from a VPN community

You can remove a spoke member from a VPN community by removing the device from the device group, and then
installing the configuration change to the FortiGates.

To remove a spoke member from a VPN community:

1. Remove the device from the device group:
a. Goto Device Manager > Device & Groups.

b. Inthe tree menu, right-click the group name, and select Edit Group.
The Edit Device Group dialog box opens.
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c. Select a device, for example, vlian171_0085, and click Remove Member.

Edit Device Group
Group Name spoke_group
Description
0/128
+ Add Member | B Remove Member Search... Q
0O A Device Name Type Platform P Firmware Version
0O 4#vlan171_0081 Device FortiGate-VM&64 10.8.71.81
0O 4#vlan171_0082 Device FortiGate-VM&64 10.8.71.82
0O 4#vlan171_0083 Device FortiGate-VM&64 10.8.71.83
8] A vd_1 [NAT] Device vdom
0O 4 vlan171_0084 Device FortiGate-VM&64 10.8.71.84
8] A vd_1 [NAT] Device vdom
vlan171_0085 Device FortiGate-VM6&4 10.8.71.85

@ FG-traffic [NAT] Device vdom

N T

“.

d. Click OKto save the changes.

2. Execute Policy package installation to purge VPN configuration from FortiGates.
Install preview page shows that FortiManager will purge the related configuration on the hub FortiGate.

Install Preview

Device: vlan171_0080
Virtual Domain: root

config router static
delete 1072741830

end

config system zene
edit “vpnmgr_star_hub2spoke”

set interface "star-1" "star-2" “"star-3" "star-5"

next

end

config system interface
delete "star-4"

end

config vpn ipsec phase2-interface
delete "star-4_@"

end

config vpn ipsec phasel-interface
delete “star-4"

end

The Install Preview page shows that FortiManager will delete related configurations on the spoke FortiGate
named vian181_0085.
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Install Preview

Device: vlan171_0085 A
Virtual Domain: FG-traffic

config vdom
edit FG-traffic
config router static
purge
end
config system zone
purge
end
end
config global
config system interface
delete "star_1"
end
end
config vdom
edit FG-traffic
config vpn ipsec phase2-interface
purge
end
config vpn ipsec phasel-interface
purge
end

Adding a spoke member to a VPN community

You can add a spoke member to a VPN community by adding the device to the device group, and then installing the
configuration change to the FortiGates.

To add a new spoke member to a VPN community:

1. Add a device to the device group:
a. Go to Device Manager > Device & Groups.
b. Inthe tree menu, right-click the group name, and select Edit Group.
The Edit Device Group dialog box opens.
c. Click Add Member, select the device, for example BranchOffice6, and click Add.
d. Click OK to save the changes.

2. Go to VPN manager community summary page, the new spoke member is displayed.
In the following example, the member named BranchOffice6 is displayed.

IPsecVPN Monitor Map View SSLVPN ADOM:vpn_mgmt 22 @ > (@) admin v
+ Install Wizard
Name: star
BSt ar Number of VPN : 2 IKE Security (Phase 1) Properties: 3des-shal m
Authentication: Pre-shared Key 1Psec Security (Phase 2) Properties: 3des-shal
+CreateNew v [ Edit i Delete # Column Settings ~
O Name Role Default VPN Interface Protected Subnet
O 4 vian171.0080[root] [ Hs Cport2 S protected_subnet0

v & spoke_group (5)
4+ BranchOffice6
4 vian171.0081
o L vian171.0082 [ Spoke | D port2 2 protected_subnet_spoke
4 vlan171.0083 [vd_1]
4 vian171.0084 [vd_1]
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3. Execute Policy package installation to push VPN config to HUB and newly added spoke devices.
For example, the Install Preview page shows that FortiManager will install IPsec VPN configuration to the new
spoke member. In this example, the new spoke member is named BranchOfficeé6.

Install Preview

Device: BranchOfficed ~
Virtual Domain: root

config vpn ipsec phasel-interface
edit "star_1"
set interface "port2”
set comments "[created by FMG VPN Manager]”
set dhgrp 1 5
set proposal 3des-shal
set keylife 25800
set peertype any
set remote-gw 108.71.88.1
set net-device disable
set add-gu-route enable
set psksecret ENC Z8Zpc/buwU21HxCFWzO/Xkiz1106I0F pF 2mmab@XvcAk+pndrlzS+HLabKZuRE21VYNBGU4ALEP2BLSg5w11rFHSTRFIOE
next
end
config system interface
edit "star_1"
set vdom "root”
set type tunnel
set snmp-index 114
set interface "port2”
next
end
config system zone
edit "vpnmgr_star_spokeZhub”
set interface "star_1"
next
end
config vpn ipsec phase2-interface
edit "star_1_@"
set phaselname "star_1"
set proposal 3des-shal
set auto-negotiate enable
set comments "[created by FMG VPN Mamager]”
set dhgrp 1 5
set keylifeseconds 1888
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This section lists other new features added to FortiManager.
List of new features:

« Force admin password change on page 43
« Acknowledgment of expired trial license on page 44

Force admin password change

The default administrator account named admin has an empty password by default. You can use this account to log in
to a new FortiManager device or to log in to a FortiManager device after completing a factory reset.

After you log in to FortiManager for the first time by using the admin account, the system requests a password change.
A password change is also required when you log in for the first time after completing a factory reset. You must change
the password before you can complete logging in.

To perform a factory reset and change the admin password:

1. Reset the FortiManager device to factory settings by running the following command execute reset all-
except-ip.

2. After the system boots up, log on by using the admin account with no password.
The Change Password dialog box is displayed, requiring you to change the password.

Change Password

You are required to change your password

New Password

Confirm Password

3. Specify a new password, and click OK.
The password is changed, and you are logged in to FortiManager.

To retain the default the admin password after upgrading FortiManager by using the GUI:

1. Before upgrading FortiManager, ensure that the admin account has no password.
2. Upgrade FortiManager to version 6.2.2 or later.
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3. Use the admin account with no password to log in to FortiManager.
You can use the GUI or CLI to log in.

FortiAnalyzer-300F

a2 admin

& Password

Because the password for the admin account was empty before the upgrade, FortiManager does not require you to
change the password to non-empty one.

Acknowledgment of expired trial license

FortiManager now provides an option in the GUI for an administrator to acknowledge the expired license so FortiGuard
subscriptions can be reset to Valid.

To acknowledge expired trial licenses:

1. Goto Device Manager > License.

B Device Ma Device & Groups  Firmware  License oning Templates Scripts  SD-WAN ADOMioat 13 @ > Oz () admin

o h BEpot~ o Ch ee 48 Cokiam
O  Device Name ‘Serial Number ¥ Support Contract

O aedsbinl FG200D4614809549 5.6.6, bulld3444. © Expired 2] (10%)
[m] aedxffwl FWF60D4615017919 5.6.6, build3444 [ 247 ] i o (10%)
O Farambhwi FWF61E4Q16001504 5.6, buildda44. E3 (R (10%)
O #arsmefwl FWF61E4Q16001690 5.6.6, builda444 247 Exp (10%)
[m] arbhifwl FG201E4Q17500740 5.6.6, build3444. 247 [Expir (10%)
O Farbuifwl FWF61E4Q16001699 5.6.6, buildd444 E3 Expire (10%)
O #arcaffwl FWF61E4Q16002450 5.6.6, build3444 [247] - [‘F pires v (10%)
0O #arcacfwl FWF61E4Q16002022 5.6.6, build3444. \ndustrial DB lt‘;wed on 201 £-04.09) (20%)
O  Farchifwl FWF61E4Q16001611 5.6.6, build3444 [ 247 I i (10%)
o ardaifwl FWF61E4Q16001553 5.6.6, build3444. [ 1 Q (10%)
O #areltfnl FWF61E4Q17000733 5.6.6, build3444 E= Gl [ (10%)
O Sargriwl FWF61E4Q16001333 5.6.6,bullda444 E3 oA =] (10%)
[u] argrviwl FWF61E4Q16002386 5.6.6, build3444 247 QAIV Q (10%)
O #armeatwl FG201ETK16902483 5.6.6, build3444 [ 247 @Al [~} (10%)
O Famcfiwl FWF61ETK18001846 5.6.6, bulld3444 [ 27 ] @Al @ (10%)
o amecfwl FWF61E4Q16001749 5.6.6, build1444. 247 © Allvalid Q (10%)
O #arorifwl FWF61E4Q16001484 5.6.6. build3444 E3 & Al alid o (10%)
O  #apasiwl FWF61E4Q16001402 5.6.6, build3dd4 [ 2447 ] QA @ (10%)
o arpgafwl FWF61E4Q17000526 5.6.6, buildd444 Sl Q (10%)
O #arpimivi FWF61E4Q16001424 5.6.6, build3d44 @Al -] (10%)
o arplrfwl FWF61E4Q16001810 5.6.6, build3444 [ 27 QAIV Q (10%)
O #arroshwl FWF61E4Q16002377 5.6.6, build3444 E= @Al @ (10%)
O #arsastwl FGBOOD3917800033 5.6.6. build3444 Sal L (10%)
o anvtutwl FWF61E4Q16001254 5.6.6, build3444 [ 247 QAIV [} (10%)
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2. Click Check License.

Check License

Please select the Fortit rypes that you want Fort! check expiry dates
and provide warnings when expired or spproaching expiry date.

[Gies & Application Control industrial DB

B AntiVirus BVulnerability Scan
Bweb Filtering BBEmail Filtering
[ Outbreak Protection BMobile & Botnet C&C

0 Ifalicense is expiring in 30 days, its license status is in an orange warning status. If a
license is expired alreadly, the status is in red error status.

Lo SN o |

3. Clearthe Industrial DB check box.

Check License

Please select the FortiGuard license types that you want FortiManager to check expiry dates
‘and provide warnings when expired or approaching expiry date.

E21P5 & Appiication Control Dindustrial pB
BAntivinus B vuinerability Scan

B web Filtering B Email Filtering
Boutbreak Protection EMobile & Botnet C&C

© Ifa license s expiring in 30 days, Its license status is in an orange warning status. If 2
license is expired already, the status is in red error status.

B .

The FortiGuard subscription now shows the status as Valid.
4. Hover over the license status for more information.

Scripts  SD-WAN

:]0

aedxbiwl

0O  #aedxfivd FWF60D4615017919

0O #arambfwl FWF61E40)16001504 566, build3444 -a (10%)
O  Faramefwl FWF61E4Q16001690 5.6.6, build3444 plication Control es on 2020-02-0 L] | (10%)
0O  #arbhifwl FG201E4Q17900740 5.6.6, build3444 S 0N 2020-02-03] -n (10%)
O Farbvifwl FWF61E4Q16001699 5.6.6, build3444 . a (10%)
O #arcaffvd FWF&1E4GQ16002450 L | (10%)
0O #arcaofwl FWF61E4Q16002022 L] (10%)
O Farchifwd FWFE1EAQ16001611 © All Valid i) L1 (10%)
O  #ardaifwl FWF61E4Q16001553 , build3444 @ All Valid ou L] | (0%
O #areltiwl FPWF61E4Q17000733 6, build3444 Q ] | (10%)
0O #argrpfwl FWF61E4Q16001333 ), build3444 (%] L1} (10%)
O #argrvtwl FWF61E4Q16002386 .6, build3444 L] ] | (10%)
0O #armaafwl FG201ETK1B902483 ), build3444 o L] | (10%)
O #amcfiwl FWF61ETK18001846 .6, build3444 o L] | (0%
0O #amectwl FWF61E4Q16001745 , build3444. L] . (10%)
O  #arorifwl FWF61E4Q16001484 .6, build3444 -] L] | (10%)
0O #ampasfl FWF61E4Q16001402 , build3444. -] L] | (10%)
O #apgafwl FWF61E4Q17000526 .6, build3444 © All Valid o L] | 10%)
0O #arpimfwl FWF51E4Q16001424 , build3444 [ 247 | © All Valid ] - (10%)
O #aplfvl FWF61E4Q16001810 .6, build3444 © AllValid -] e (10%)
O #amosiwl FWFE1EAQ16002377 .6, build3444 207 © Al Valid ] L1 (10%)
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