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Change log

Date Change description

2019-08-07 FortiIsolator version 1.2.1 document release. See New in this release on page 5.
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About this release

This section provides information about new features in FortiIsolator version 1.2.1.

New in this release

FortiIsolator version 1.2.1 includes the following new features:

l Virtual serial console connection support on FortiIsolator VM for Linux KVM, see Installing FortiIsolator VM for
Linux KVM on page 16

l USB flash drive option for FortiIsolator firmware upgrades, see Upgrading FortiIsolator firmware using a USB flash
drive on page 41

l FortiIsolator access through port forwarding, see Port forwarding on page 46
l Security settings to enable or disable keyboard input and right button on mouse, see Configuring security settings

on page 66
l FortiIsolator CLI commands for high availability configuration, see Configuring high availability on page 67
l Copy and paste options in browsers that run through FortiIsolator, see Copying and pasting text on page 99
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Overview

FortiIsolator is a browser isolation solution, which protects users against zero day malware and phishing threats that are
delivered over the web and email. These threats may result in data loss, compromise, or ransomware. This protection is
achieved by creating a visual air gap between users' browsers and websites, which prevents content from breaching the
gap. With FortiIsolator, web content is executed in a remote disposable container and displayed to users visually,
isolating any threat.

For more overview information about FortiIsolator, see the FortiIsolator product page and the FortiIsolator data sheet.

FortiIsolator models

FortiIsolator is available in the following appliance and virtual machine models. These models allow you to select the
most appropriate solution for your requirements.

l FortiIsolator 1000F
l FortiIsolator VM for Linux KVM
l FortiIsolator VM for VMware vSphere
l FortiIsolator VM for VMware ESXi

FortiIsolator is available in the following appliance and virtual machine models:

Model Description

FortiIsolator appliance l FortiIsolator 1000F
l Supports 500 concurrent sessions, under normal traffic profiles

FortiIsolator VM l VMware vSphere Hypervisor ESX/ESXi versions 6.0 and 6.5
l KVM QEMU version 0.12.1 and higher, includes a hypervisor
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Installation

The following sections provide installation instructions for each model:

l Installing FortiIsolator 1000F
l Installing FortiIsolator VM

Downloading FortiIsolator firmware

Use this procedure to download FortiIsolator firmware for your FortiIsolator model.

Steps

1. Go to https://support.fortinet.com. 
2. Click Login and log in to the Fortinet Support website.
3. From the Downloadmenu, select Firmware Images.
4. In the Select Product drop-down menu, select FortiIsolator.
5. Select the Download tab.
6. In the Image Folders/Files section, navigate to the FortiIsolator firmware file for your FortiIsolator model.
7. To download the firmware, clickHTTPS.
8. Unzip the firmware file.

For more information about downloading specific firmware versions for your FortiIsolator model, see the FortiIsolator
Release Notes.

FortiIsolator appliance installation

Installing FortiIsolator 1000F

Use this procedure to install FortiIsolator 1000F.

Prerequisites

l Install FortiIsolator 1000F hardware, by following the instructions in the FortiIsolator 1000F QuickStart Guide.
l Download the FortiIsolator firmware, by following the instructions in Downloading FortiIsolator firmware on page 7.
l Connect to a console (for example, Tera Term).
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Steps
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1. Using the console, load the FortiIsolator firmware file (for example, FIS_1000F-v1-build0084.out).
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2. Boot in to the FortiIsolator login. The default username is admin and there is no default password.

3. Configure the network parameters (first time only). For example:
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4. Set the time zone.

5. You can use the show command to see the settings (for example, IP addresses, gateway address, DNS server
information, and build number).

6. You can use the status command to see system information (for example, build version, serial number, system
time, disk usage, disk size, and sessions information).
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7. You can use the help command to see the FortiIsolator console comments.
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FortiIsolator VM installation

To install FortiIsolator VM, follow the procedure for one of the following VM systems:

l Installing FortiIsolator VM for Linux KVM on page 16
l Installing FortiIsolator VM for VMware vSphere on page 26
l Installing FortiIsolator VM for VMware ESXi on page 35

Installing FortiIsolator VM for Linux KVM

Use this procedure to install FortiIsolator VM for Linux KVM.

FortiIsolator VM for Linux KVM supports both Video Graphics Array (VGA) and virtual serial console connections.

Prerequisites

l Ensure that your system has at least two hard disks of the following types:
l IDE
l SATA
l SCSI
l Virtio

l Ensure that your system has at least three network interfaces of the following types:
l Hypervisor default (Rt18139)
l E1000

Steps

1. Download the FortiIsolator firmware for KVM by following the instructions in Downloading FortiIsolator firmware on
page 7.
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2. Launch KVM with Virtual Machine Manager (https://virt-manager.org/).

3. Create a new virtual machine.
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4. Select Import existing disk image.
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5. Browse and select the FortiIsolator image (for example, fis.qcow2).
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6. Keep the default memory and CPU settings (for example, 1024 (193380 MiB) of memory and 1 CPU).
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7. Name the new virtual machine, and select Customize configuration before install.
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8. Add an IDE disk. Accept the default values.

9. Add two network interfaces: one for Network 2 and one for Network 3. Leave the settings forNetwork source
(Virtual network 'default':NAT) and Device model (Hypervisor default) at their default values.
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10. ClickBegin Installation to load the KVM image.
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11. In the Set default parameters step, configure the network interfaces.

Installing FortiIsolator VM for VMware vSphere

Use this procedure to install FortiIsolator VM for VMware vSphere.

Prerequisites

l Install VMware vSphere Client.
l Ensure that your system has one of the following combinations of hard disks and network adapters to support ESXI

6.0:
l Two SCSI hard disks and three VMXNET 3 network adapters (this is the default)
l One IDE hard disk and one SCSI hard disk and three E1000 network adapters

Steps

1. Download the FortiIsolator firmware for VMware by following the instructions in Downloading FortiIsolator firmware
on page 7.

2. To create a new virtual machine, in vSphere Client, select File > Deploy OVF Template.
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3. Browse to the folder that contains the FortiIsolator files and select FortiIsolator.ovf.
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4. Verify the OVF template details.
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5. Review and accept the FortiIsolator End User License Agreement.
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6. Name the new FortiIsolator virtual machine.
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7. Select the datastore where you want to install the FortiIsolator VM.
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8. Select the disk provisioning format. For optimal performance, select a Thick Provision option.
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9. Configure the required network interfaces. Adding more than three interfaces may result in inconsistent mapping.
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10. Verify the template deployment options, and click Finish.
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11. Start the FortiIsolator VM.

12. Log in to FortiIsolator. The default username is admin and there is no default password.

Installing FortiIsolator VM for VMware ESXi

Use this procedure to install FortiIsolator VM for VMware ESXi.

Prerequisites

l Install VMware vSphere Client.
l Ensure that your system has one of the following combinations of hard disks and network adapters to support ESXI

6.5:
l Two SCSI hard disks and three VMXNET 3 network adapters (this is the default)
l Two SCSI hard disks and three E1000 network adapters
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Steps

1. In the ESXi home page, clickVirtual Machine, and then right-click and select Create/Register VM.

2. In the Select creation type step, clickDeploy a virtual machine from an OVF or OVA file.
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3. In the Select OVF and VMDK files step, select both the FortiIsolator.ovf and fis.vmdk files.

4. In the Select storage step, select the datastore where you want to install the FortiIsolator VM.
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5. Review and accept the FortiIsolator End User License Agreement.

6. In the Deployment options step, configure Network mappings, Disk provisioning, and select the Power on
automatically checkbox.
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7. Verify the deployment options, and click Finish.

8. To start the VM, right-click the FortiIsolator VM name, and select Power > Power on.
9. To open the FortiIsolator VM console, clickConsole > Open browser console.

10. Log in to FortiIsolator. The default username is admin and there is no default password.

FortiIsolator Administration Guide Fortinet Technologies Inc.



Installation 40

11. Configure the IP and gateway addresses for the internal and management interfaces.

12. To verify that the internet connection works, ping 8.8.8.8.
13. To access the FortiIsolator web portal, use the management IP address (for example, http://10.160.17.63).
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Upgrade

FortiIsolator appliance upgrade

Upgrading FortiIsolator firmware using a web browser

Use this procedure to upgrade a FortiIsolator hardware appliance, such as the FortiIsolator 1000F, using a web browser.
You can use the FortiIsolator UI or FortiIsolator CLI to perform the upgrade.

FortiIsolator UI

To perform an upgrade, go to System > Upgrade. In the Upgrade by Web section, clickChoose File, and follow the
instructions.

FortiIsolator CLI

To perform an upgrade, use the system-upgrade command.

Upgrading FortiIsolator firmware using a USB flash drive

Use this procedure to upgrade a FortiIsolator hardware appliance, such as the FortiIsolator 1000F, using a USB flash
drive. You can use the FortiIsolator UI or FortiIsolator CLI to perform the upgrade.

FortiIsolator UI

To perform an upgrade, go to System > Upgrade. In the Upgrade by USB section, select Click here, and follow the
instructions.

FortiIsolator CLI

To perform an upgrade, use the system-upgrade command.
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Configuration

Setting up FortiIsolator

The default IP address of the FortiIsolator management interface is 192.168.1.99. To perform the initial configuration,
connect a device to the management interface and configure the device with an IP address to 192.168.1.1/24. You can
access FortiIsolator using SSH or the FortiIsolator GUI. The default username is admin and there is no default
password.

Use the FortiIsolator GUI or CLI to set the permanent IP address configuration.

You can perform the initial configuration using the serial console. For more information, see the FortiIsolator 1000F
QuickStart Guide.

Configuring the console

After the FortiIsolator starts up, use the default console to complete initial interface configuration. By default, the
management interface on FortiIsolator (port3 on a VM installation) is set to 192.168.1.99.

The examples in this section are based on FortiIsolator VM. The process is similar for other FortiIsolator appliances, but
interface settings can vary depending on the FortiIsolator model.

Finding the current settings

To find the current settings on FortiIsolator, type the show command in the FortiIsolator CLI.

The following image shows an example of results from the showcommand:

Setting the management IP address

To set the management IP address, type set mgmt-ip <ip_address>/<subnet_mask>. For example:

> set mgmt-ip 192.168.1.214/24

Setting the management gateway address

To set the management gateway, type set mgmt-gw <subnet>/<gateway>. For example:
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> set mgmt-ip 0.0.0.0/0 192.168.1.254

All console commands

The following image shows the full list of console commands:
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Port forwarding

FortiIsolator supports IP mapping, which allows you to configure access to FortiIsolator through port forwarding. Port
forwarding maps external IP addresses to FortiIsolator internal IP addresses. You can configure port forwarding in high
availability (HA) or regular mode.

For example, if two networks, one external and one internal, connect to a FortiGate device, when IP addresses on the
external network are accessed, traffic is redirected to the internal IP addresses on FortiIsolator. The configuration
information in this section follows an example setup with the following values:

External IP address of router <external_IP_address>

Internal IP address of FortiIsolator 10.160.12.207

Router redirections l <external_IP_address>:12443 > 10.160.12.207:443
l <external_IP_address>:12887 > 10.160.12.207:8887

Configuring port forwarding in non-HA mode

FortiGate configuration

Complete the following steps in the FortiGate UI.

1. Go to Policy & Objects > Virtual IPs.
2. Create two IPv4 virtual IPs with the following information:

l IP-Mapping-443: <external_IP_address> > 10.160.12.207 (TCP: 12443 > 443)
l IP-Mapping-8887: <external_IP_address> > 10.160.12.207 (TCP: 12887 > 8887)
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3. Go to Policy & Objects > IPv4 Policy > Create New.

FortiIsolator Administration Guide Fortinet Technologies Inc.



Configuration 49

4. Create an IPv4 policy that includes the two virtual IPs that you created.

FortiIsolator configuration
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Use the FortiIsolator CLI to configure port forwarding mappings. Use the fis-ipmap command in the following
format:

set fis-ipmap <external_port> <internal_port> <external_IP_address>

For example, set fis-ipmap 12443 12887 <external_IP_address

Client system configuration

Complete the following steps on the client system (for example, Windows 10).

1. In Windows 10, launch CMD as administrator.
2. Use the following commands to add the FortiGate IP address to the routing table on the client system:

a. At the command prompt, type route ADD <external_IP_address> Mask 255.255.255.255
<FortiGate_IP_address>.
For example, route –p ADD <external_IP_address> MASK 255.255.255.255
10.160.17.89.
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b. To confirm the setup, type route print.

3. To verify that it works in a browser, browse to https://<external_IP_
address>:12443/isolator/https://www.google.com.

Configuring port forwarding in HA mode

FortiGate configuration

Complete the following steps in the FortiGate UI.
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1. Go to Policy & Objects > Virtual IPs.
2. Create two IPv4 virtual IPs with the following information:

l IP-Mapping-443: <external_IP_address> > 10.160.12.207 (TCP: 14443 > 443)
l IP-Mapping-8887: <external_IP_address> > 10.160.12.207 (TCP: 14887 > 8887)
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3. Go to Policy & Objects > IPv4 Policy > Create New.
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4. Create an IPv4 policy that includes the two virtual IPs that you created.

FortiIsolator configuration
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Use the FortiIsolator CLI to configure port forwarding mappings. Use the following commands:

1. set fis-ipmap <port_map_to_443> <port_map_to_8887> <external_IP_address>
For example, set fis-ipmap 12443 12887 <external_IP_address>.

2. set fis-ipmap-vip <port_map_to_443> <port_map_to_8887> <external_IP_address>
For example, set fis-ipmap-vip 14443 14887 <external_IP_address>.

3. set fis-ipmap-ha <priority> <external_IP_address> <internal_IP_address:slave_1>
<port_map_to_443> <port_map_to_8887>
For example, set fis-ipmap-ha 10 <external_IP_address> 10.160.12.207 12443 12887
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Client system configuration

Complete the following steps on the client system (for example, Windows 10).

1. In Windows 10, launch CMD as administrator.
2. Use the following commands to add the FortiGate IP address to the routing table on the client system:

a. At the command prompt, type route ADD <external_IP_address> Mask 255.255.255.255
<FortiGate_IP_address>.
For example, route –p ADD <external_IP_address> MASK 255.255.255.255
10.160.17.89.
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b. To confirm the setup, type route print.

3. To verify that it works in a browser, browse to https://<external_IP_
address>:14443/isolator/https://www.google.com.

Getting started in the FortiIsolator UI

Logging in to the FortiIsolator UI

Use this procedure to log in to the FortiIsolator UI.
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Steps

1. Open a web browser and go to http://<management_IP_address>.
l where <management_IP_address> is the IP address that you configured for the management interface.

The default is 192.168.199.
2. Type your username and password.

Log in to the FortiIsolator UI.The default username is admin and there is no default password.
3. Click Login.

Configuring time settings

Use this procedure to configure time settings for FortiIsolator.

Steps

1. In the FortiIsolator UI, clickDashboard, and find the System Information widget.
2. In the System Time field, clickChange.
3. In the Time Zone drop-down list, select the time zone.
4. Set the time by doing one of the following tasks:

l To set the time manually, select Set Time, and select the time and date options in the drop-down lists.
l To configure an NTP server, select Synchronize with NTP Server and enter the IP address of the NTP

server.
5. ClickApply.

Changing the administrator password

Use this procedure to change the administrator password for FortiIsolator.

Steps

1. In the top-right corner of the FortiIsolator UI, click your username (for example, admin).
2. ClickChange Password.
3. In the Password field, type the new password.
4. In the Confirm Password field, type the new password again.
5. ClickOK.

Configuring interface settings

Use this procedure to configure FortiIsolator interface settings.

Steps

1. In the FortiIsolator UI, go to Network > Interfaces.
2. To edit an interface, select the interface in the table, and clickEdit.
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3. To change the interface status, set the Interface Status field to one of the following options:
l To turn on the interface, click Link Up .

l To turn off the interface, click Link Down .
4. To change the IP address of the interface, enter an IP address and netmask in the IPv4 field.
5. ClickOK.

The following image shows an example of the FortiIsolator Interfaces page.

Configuring DNS settings

Use this procedure to configure DNS settings for FortiIsolator.

Steps

1. In the FortiIsolator UI, go to Network > System DNS.
2. Type the IP address of the Primary DNS Server.
3. Type the IP address of the Secondary DNS Server.
4. ClickOK.

Configuring routing settings

Use this procedure to configure routing settings for FortiIsolator.

Adding a static route

Use this procedure to add a static route.

Steps

1. In the FortiIsolator UI, go to Network > System Routing.
2. To add a new static route, clickCreate New.
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3. Type the destination IP address and subnet mask in the Destination IP/Mask field.
4. Type the gateway IP address in theGateway field.
5. In the Device drop-down list, select the interface for the static route.
6. ClickOK.

Editing a static route

Use this procedure to edit a static route.

Steps

1. In the FortiIsolator UI, go to Network > System Routing.
2. To edit an existing static route, select the interface in the table, and clickEdit.
3. Type the destination IP address and subnet mask in the Destination IP/Mask field.
4. Type the gateway IP address in theGateway field.
5. In the Device drop-down list, select the interface for the static route.
6. ClickOK.

Deleting a static route

Use this procedure to delete a static route.

Steps

1. In the FortiIsolator UI, go to Network > System Routing.
2. To delete a static route, select the interface in the table, and clickDelete.

The following image shows an example of the System Routing page.
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Configuring web filter profiles

FortiIsolator supports web filtering, which allows you to control the webpages that users can view. You can block specific
URLs or websites, which then prevents a user's browser from loading webpages from these websites.

Use this procedure to configure web filter profiles on FortiIsolator.

Prerequisites

l Ensure that FortiIsolator has a valid license installed.
l Register the device to a production server: https://support.fortinet.com/product/RegistrationEntry.aspx.
l Ensure that the IP address in the FortiIsolator license is the same as the FortiIsolator management IP address.

Steps

1. Go to Security Profiles > Web Filter.
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2. EnableWeb Filter.

3. To set web filters for categories, in the web filter list, expand a category, and then a subcategory.
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4. ClickMonitor, Block, Allow, or Exempt.

The symbols beside the subcategories show the web filter action that you configured.
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5. To set web filters for specific websites, in theWhite List orBlack List sections, clickCreate New.
6. Type the URL, click a filter type, and clickOK.

The URL and Type that you configured is displayed in theWhite List orBlack List tables.
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7. ClickSubmit.
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8. To verify that the web filter that you configured is working, try to browse to one of the webpages that you blocked.

Configuring security settings

You can configure the following security settings in FortiIsolator:

l Disable Keyboard Input: When you select this setting, users cannot type any characters using their keyboard,
including the space bar and Enter key. However, they can continue to use arrow keys (up, down, left, or right) to
navigate through pages in their web browser.

l Disable Right Button: When you select this setting, you disable the right button on the computer mouse. When
users right-click, the web browser does not respond and menu items do not show. The left button will continue to
work as usual.

To configure security settings, go to Security Profiles > Security Settings.
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Configuring administrator settings

To configure administrator settings, go to System > Administrators.

Configuring high availability

FortiIsolator supports high availability and A-A clustering. You can deploy devices in a cluster, and distribute traffic using
Round Robin or Weighted Round Robin load balancing. You can use the FortiIsolator UI or FortiIsolator CLI to configure
high availability.

FortiIsolator UI

To configure high availability, go to System > HA.
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FortiIsolator CLI

To configure high availability, use the following CLI commands:

ha-enabled 0/1
ha-group-id [1-255]
ha-lost-threshold [1-60]
ha-interval [1-20]
in unit of 100ms
ha-hello-holddown [5-300]
in unit of seconds
ha-priority [0-255]
255 means not used
ha-allow-override 0/1
ha-schedule <schedule type>
ha-virtual-ip <IP/netmask>
e.g. 192.168.100.2/24
ha-password <PASSWORD>
ha-password-enc <Encoded PASSWORD>
ha-interface <Interface Name >
e.g. internal/external/mgmt

After you enable or disable high availability, you must restart FortiIsolator.
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Configuring the login disclaimer

To configure a login disclaimer, go to System > Login Disclaimer.
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Run web browsers through FortiIsolator

You can run web browsers through FortiIsolator in the following modes:

l IP forwarding mode
l Proxy mode
l PAC file mode

IP forwarding mode

Using IP forwarding mode with Mozilla Firefox

Use this procedure to configure IP forwarding mode with Mozilla Firefox.

Steps

1. To download the FortiIsolator certificate (ca.crt) and import it into the Mozilla Firefox browser, follow these steps:
a. In the Mozilla Firefox browser address bar, type http://<internal_IP_address>/ca.crt (for example,

http://192.168.1.100/ca.crt).
l where <internal_IP_address> is the IP address of the FortiIsolator internal interface. For example,

the IP address of the internal interface that you configured in step 3 of FortiIsolator appliance installation
on page 7.

b. In the Downloading Certificatewindow, select the Trust this CA to identify websites checkbox.
c. ClickOK
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2. In the Mozilla Firefox browser address bar, type https://<internal_IP_
address>/isolator/https://www.google.com (for example,
https://192.168.1.100/isolator/https://www.google.com).
l where <internal_IP_address> value is the IP address of the FortiIsolator internal interface
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Using IP forwarding mode with Google Chrome

Use this procedure to configure IP forwarding mode with Google Chrome.

Steps

1. To download the FortiIsolator certificate (ca.crt) and import it into your Google Chrome browser, follow these steps:

a. In the Google Chrome browser address bar, type http://<internal_IP_address>/ca.crt (for example,
http://192.168.1.100/ca.crt).
l where <internal_IP_address> value is the IP address of the FortiIsolator internal interface. For

example , the IP address of the internal interface that you configured in step 3 of FortiIsolator appliance
installation on page 7.

b. In the security warning at the bottom of the browser, clickKeep to download the certificate.
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c. ClickOpen to import the ca.crt certificate into Google Chrome.
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d. Click Install Certificate.
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e. Select Local Machine, and clickNext.
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f. Select Trusted Root Certification Authorities, and clickOK.

2. In the Google Chrome browser address bar, type https://<internal_IP_
address>/isolator/https://www.google.com (for example,
https://192.168.1.100/isolator/https://www.google.com).
l where <internal_IP_address> value is the IP address of the FortiIsolator internal interface
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Proxy mode

Using proxy mode with Mozilla Firefox

Use this procedure to configure proxy mode with Mozilla Firefox.

Steps

1. To download the FortiIsolator certificate (ca.crt) and import it into the Mozilla Firefox browser, follow these steps:
a. In the Mozilla Firefox browser address bar, type http://<internal_IP_address>/ca.crt (for example,

http://192.168.1.100/ca.crt).
l where <internal_IP_address> is the IP address of the FortiIsolator internal interface. For example,

the IP address of the internal interface that you configured in step 3 of FortiIsolator appliance installation
on page 7.

b. In the Downloading Certificatewindow, select the Trust this CA to identify websites checkbox.
c. ClickOK
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2. Open the Mozilla Firefox browser.
3. In the menu, clickOptions.
4. ClickGeneral.
5. In the Network Settings section, clickSettings.
6. In the Connection Settingswindow, select Manual proxy configuration, and enter the following settings

(values shown here are examples):
l HTTP Proxy: 192.168.1.100, Port: 8888
l SSL Proxy: 192.168.1.100, Port: 8888
l No Proxy for: “localhost, 127.0.0.1,<internal_IP_address>/24”, where <internal_IP_address>

is the IP address of the FortiIsolator internal interface. For example , the IP address of the internal interface
that you configured in step 3 of FortiIsolator appliance installation on page 7.

7. ClickOK.
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Verifying FortiIsolator proxy mode with Mozilla Firefox

Use this procedure to verify that FortiIsolator proxy mode is working correctly with Mozilla Firefox.
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Steps

1. In the Mozilla Firefox browser, type: https://www.google.com.
The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com%2f&ftntcid=5f4084e8-
7978-4c89-97c5-31ef3640600c&ftntpasswd=35026d03-9a1c-42e9-959e-fca18d67e4c0.
The page should load successfully with the URL displayed as you typed it (https://www.google.com).

2. Check the browser console to make sure that it is connecting to the internal IP address of FortiIsolator (for
example, 192.168.1.100).

Using proxy mode with Google Chrome

Use this procedure to configure proxy mode with Google Chrome.

Steps

1. To download the FortiIsolator certificate (ca.crt) and import it into your Google Chrome browser, follow these steps:
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a. In the Google Chrome browser address bar, type http://<internal_IP_address>/ca.crt (for example,
http://192.168.1.100/ca.crt).
l where <internal_IP_address> value is the IP address of the FortiIsolator internal interface. For

example , the IP address of the internal interface that you configured in step 3 of FortiIsolator appliance
installation on page 7.

b. In the security warning at the bottom of the browser, clickKeep to download the certificate.

c. ClickOpen to import the ca.crt certificate into Google Chrome.
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d. Click Install Certificate.
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e. Select Local Machine, and clickNext.
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f. Select Trusted Root Certificate Authorities, and clickOK.

2. Open the Google Chrome browser.

FortiIsolator Administration Guide Fortinet Technologies Inc.



Operation 86

3. In the menu, clickSettings.

4. Expand Advanced.
5. In the System section, clickOpen proxy settings.
6. In the Internet Propertieswindow, click the Connections tab.
7. Click LAN settings.
8. In the Proxy server section, select Use a proxy server for your LAN, and enter the following setting (values

shown here are examples):
l Address: 192.168.1.100, Port: 8888
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9. ClickAdvanced.
10. In the Proxy Settingswindow, in the Exceptions section, type 192.168.1.100;localhost;127.0.0.1 (values used

here are examples).
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11. ClickOK to accept the settings in all windows.

Verifying FortiIsolator proxy mode with Google Chrome

Use this procedure to verify that FortiIsolator proxy mode is working correctly with Google Chrome.

Steps

1. In the Google Chrome browser, type: https://www.google.com.
The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com%2f&ftntcid=3aca306e-
8ba1-4f67-9d94-9767bae08ed9&ftntpasswd=138f4051-2409-459c-a005-d38967ec2d6f.
The page should load successfully with the URL displayed as you typed it (https://www.google.com).

2. Check the browser console to make sure that it is connecting to the internal IP address of FortiIsolator (for
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example, 192.168.1.100).

PAC file mode

PAC file mode with Mozilla Firefox

Importing the FortiIsolator certificate into the Mozilla Firefox browser

Use this procedure to import the FortiIsolator certificate into the Mozilla Firefox browser.

Steps

1. To download the FortiIsolator certificate (ca.crt) and import it into the Mozilla Firefox browser, follow these steps:
a. In the Mozilla Firefox browser address bar, type http://<internal_IP_address>/ca.crt.

l where <internal_IP_address> is the IP address of the FortiIsolator internal interface. For example,
the IP address of the internal interface that you configured in step 3 of Installing FortiIsolator 1000F on
page 1.

b. In the Downloading Certificatewindow, select the Trust this CA to identify websites checkbox.
c. ClickOK
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Configuring PAC file mode in Mozilla Firefox

Use this procedure to configure PAC file mode in Mozilla Firefox.

Steps

1. Open the Mozilla Firefox browser.
2. In the menu, clickOptions.
3. ClickGeneral.
4. In the Network Settings section, clickSettings.
5. In the Connection Settingswindow, select Automatic proxy configuration URL, and enter http://<internal_

IP_address>/proxy.pac.
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6. ClickOK.
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Verifying FortiIsolator PAC file mode with Mozilla Firefox

Use this procedure to verify that FortiIsolator PAC file mode is working correctly with Mozilla Firefox.

Steps

1. In the Mozilla Firefox browser, type: https://www.google.com.
The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com%2f&ftntcid=853d1061-
b79c-486b-b4f8-0984c7aedb8b&ftntpasswd=8b217bea-34d0-4b11-a3d9-dd34f4a99108.
The page should load successfully with the URL displayed as you typed it (https://www.google.com).

2. Check the browser console to make sure that it is connecting to the internal IP address of FortiIsolator (for
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example, 192.168.1.100).

PAC file mode with Google Chrome

Importing the FortiIsolator certificate into the Google Chrome browser

Use this procedure to import the FortiIsolator certificate into the Google Chrome browser.

Steps

1. To download the FortiIsolator certificate (ca.crt) and import it into the Google Chrome browser, follow these steps:
a. In the Google Chrome browser address bar, type http://<internal_IP_address>/ca.crt (for example,

http://192.168.1.100/ca.crt).
l where <internal_IP_address> value is the IP address of the FortiIsolator internal interface. For

example , the IP address of the internal interface that you configured in step 3 of FortiIsolator appliance
installation on page 7.
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b. In the security warning at the bottom of the browser, clickKeep to download the certificate.

c. ClickOpen to import the ca.crt certificate into Google Chrome.
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d. Click Install Certificate.
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e. Select Local Machine, and clickNext.

FortiIsolator Administration Guide Fortinet Technologies Inc.



Operation 97

f. Select Trusted Root Certification Authorities, and clickOK.

Configuring PAC file mode in Google Chrome

Use this procedure to configure PAC file mode in Google Chrome.

Steps

1. Open the Google Chrome browser.
2. In the menu, clickSettings.
3. Expand Advanced.
4. In the System section, clickOpen proxy settings.
5. In the Internet Propertieswindow, click the Connections tab.
6. Click LAN settings.
7. In the Automatic configuration section, select Use automatic configuration script, and enter

http://<internal_IP_address>/proxy.pac in the Address field.
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8. ClickOK to accept the settings in all windows.

Verifying FortiIsolator PAC file mode with Google Chrome

Use this procedure to verify that FortiIsolator proxy mode is working correctly with Google Chrome.

Steps

1. In the Google Chrome browser, type: https://www.google.com.
The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com%2f&ftntcid=3aca306e-
8ba1-4f67-9d94-9767bae08ed9&ftntpasswd=138f4051-2409-459c-a005-d38967ec2d6f.
The page should load successfully with the URL displayed as you typed it (https://www.google.com).
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2. Check the browser console to make sure that it is connecting to the internal IP address of FortiIsolator (for
example, 192.168.1.100).

Copying and pasting text

Use this procedure to copy and paste text in a browser that is running through FortiIsolator.

Steps

1. In a browser, select text that you want to copy, and then right-click.
2. ClickCopy.
3. Navigate to the location where you want to paste the text, and then right-click.
4. ClickPaste.
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Diagnostic tools

Tool Definition

ping Test network connectivity to another network host.

hardware-info Display general hardware status information.

diagnose-nic Display general network interface setting.
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