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Change log

Date Change description

2019-08-07 Fortilsolator version 1.2.1 document release. See New in this release on page 5.
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About this release

This section provides information about new features in Fortilsolator version 1.2.1.

New in this release

Fortilsolator version 1.2.1 includes the following new features:
« Virtual serial console connection support on Fortilsolator VM for Linux KVM, see Installing Fortilsolator VM for
Linux KVM on page 16

« USB flash drive option for Fortilsolator firmware upgrades, see Upgrading Fortilsolator firmware using a USB flash
drive on page 41

« Fortilsolator access through port forwarding, see Port forwarding on page 46

« Security settings to enable or disable keyboard input and right button on mouse, see Configuring security settings
on page 66

« Fortilsolator CLI commands for high availability configuration, see Configuring high availability on page 67
« Copy and paste options in browsers that run through Fortilsolator, see Copying and pasting text on page 99
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Overview

Fortilsolator is a browser isolation solution, which protects users against zero day malware and phishing threats that are
delivered over the web and email. These threats may result in data loss, compromise, or ransomware. This protection is
achieved by creating a visual air gap between users' browsers and websites, which prevents content from breaching the
gap. With Fortilsolator, web content is executed in a remote disposable container and displayed to users visually,
isolating any threat.

For more overview information about Fortilsolator, see the Fortilsolator product page and the Fortilsolator data sheet.

Fortilsolator models

Fortilsolator is available in the following appliance and virtual machine models. These models allow you to select the
most appropriate solution for your requirements.

« Fortilsolator 1000F

« Fortilsolator VM for Linux KVM

« Fortilsolator VM for VMware vSphere
« Fortilsolator VM for VMware ESXi

Fortilsolator is available in the following appliance and virtual machine models:

Model Description

Fortilsolator appliance o Fortilsolator 1000F
« Supports 500 concurrent sessions, under normal traffic profiles

Fortilsolator VM « VMware vSphere Hypervisor ESX/ESXi versions 6.0 and 6.5
o KVM QEMU version 0.12.1 and higher, includes a hypervisor
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Installation

The following sections provide installation instructions for each model:

« Installing Fortilsolator 1000F
« Installing Fortilsolator VM

Downloading Fortilsolator firmware

Use this procedure to download Fortilsolator firmware for your Fortilsolator model.

Steps

Go to https://support.fortinet.com.

Click Login and log in to the Fortinet Support website.

From the Download menu, select Firmware Images.

In the Select Product drop-down menu, select Fortilsolator.

Select the Download tab.

In the Image Folders/Files section, navigate to the Fortilsolator firmware file for your Fortilsolator model.
To download the firmware, click HTTPS.

Unzip the firmware file.

©O NGO RAEODM-=

For more information about downloading specific firmware versions for your Fortilsolator model, see the Fortilsolator
Release Notes.

Fortilsolator appliance installation

Installing Fortilsolator 1000F
Use this procedure to install Fortilsolator 1000F.

Prerequisites

« Install Fortilsolator 1000F hardware, by following the instructions in the Fortilsolator 1000F QuickStart Guide.
« Download the Fortilsolator firmware, by following the instructions in Downloading Fortilsolator firmware on page 7.
« Connect to a console (for example, Tera Term).
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Steps
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Installation 9

1. Using the console, load the Fortilsolator firmware file (for example, FIS_1000F-v1-build0084.0ut).
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Installation 12

2. Boot in to the Fortilsolator login. The default username is admin and there is no default password.

3. Configure the network parameters (first time only). For example:
Configured parameters:

Interface internal IPv4d IP: 192.168.1.100/24
Interface external IPv4d IP: 172.30.157.1/24
Interface mgmt IPvd IP: 172.30.156.46/24
IPv4 Internal Gateway: 192.168.1.254
IPv4 External Gateway: 172.30.157.254
hostname : FIS1IEFT&1E8000001
dns server 172.1e.100.100
dns server : 172.16.100.80
build number: 00&e5 (interim)
date time : 2019-05-02 13:05:25 PODT
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Installation 13

4. Set the time zone.

5. You can use the show command to see the settings (for example, IP addresses, gateway address, DNS server
information, and build number).

6. You can use the status command to see system information (for example, build version, serial number, system
time, disk usage, disk size, and sessions information).
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Installation

7. You can use the help command to see the Fortilsolator console comments.

W COMI - Tera Term VT

File Edit Setup ntrol
>

>
> help

Fortilsolator Console
General:
help Display this text
? Synonym for ‘help’
exit Exit from the CLI
Conf iguration:
show Show bootstrap configuration
Available attributes/values for show:

ha-all Cnull>
ha—enahled a1
ha—group—id [1-2551
ha-lost—threshold [1-681
ha-interval [1-281

in uwnit of 18B8ms
ha—hello—holddown [5-3881

in unit of seconds
ha—priority [A-2551

255 means not used
ha-allow—override 81
ha—-schedule <schedule type>
ha-virtual-ip <IP/netmask>

e.g. 192.168.108.2.24
ha—password <PASSWORD>
ha-password-enc <Encoded PASSWORDZ>
ha-interface {Interface Name >

e.g. internalsexternal/mgmt

show—ipmap—ha Show HA ipmapping configuration
set 8et configuration parameter
Available attributessvalues for set:

internal-ip
external—-ip
mgmt—ip
date

time

dns

ntp
internal—gw
external—gu
mgmt—guw

hostname
timezone

ha-enabled
ha—group—id
ha-lost—threshold
ha-interval

ha—hello—holddown
ha-priority
ha-allow—override
ha-schedule
ha-virtual-ip
ha-password

ha—password—-enc
ha-interface

<IP/netmask>

e.g. 192.168.108.2.24
<IP/netmask>

e.g. 192.168.108.2.-24
<IP/netmask>

e.g. 192.168.108.2.-24
<YYYY-MM-DD>
<HH:MM:88>

<pdns—ip sdns—-ip»

e.g. 192.168. 133 1192.168.108.1

<{ntp—-ip>
e.g. 192 168.1068.1
<SUBMET > <{Gateway IP>

e.g. 192.168.100.8-24 192.168.16868.1

{SUBMNET> {Gateway IP>

e.g. 192.168._1608. 3/24 1922.168.180.1

<SUBNET > {Gateway IP

e.g. 192.168.188. 3/24 192.168.1680.1

<hostname>

{timezone>

e.g AmericasLos_Angeles
a1

[1-2551

[1-681

[1-281

in unit of 1H@Bms
[5-3881

in unit of seconds
[B-2551

255 means not used
a1

<zchedule type’>
<IP/netmask>

e.g. 192.168.108.2.24
<PASSWORD>

<Encoded PASSWORD>
{Interface Name >

e.g. internalrsexternal/mgmt
{priority external_isolator_ip internal_isolator_ip external_po

e.g. B 172.168.188.1 108.1.8.1 12443 12887
fizs—ipmap <{external_powrt internal_port [external_isolator_ipl>
e.g. 12443 12887 192.168.188.1
{external_port internal_port external_isolatowr_ip>
e.g. 14443 14887 192.168.122.1

fizs—ipmap—ha
it internal_port?

fis—ipmap—wip

Unset configuration parameter
Available attributes for unset:

dns

ntp
internal—guw
external—guw
mgmt—guw
fis—ipmap—ha
fizs—ipmap
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Installation

COMT - Tera Term VT

Edit  Setup ntrol

show—ipmap—ha
set

rt internal_port>

rehoot

ow Help
ha—priority
ha—allov—override

ha-schedule
ha-virtual-ip

ha—password
ha-password-enc
ha-interface

Show HA ipmapping configuration

Zet configuration parameter

fAvailable attributessvalues for

internal—ip
external—-ip
mgmt—ip
date

time

dns

ntp
internal—guw
external—guw
mgmt—guw

hostname
timezone

ha—enabled
ha—group—id
ha—lost—threshold
ha-interval
ha-hello—holddown
ha—priority
ha-allow—override
ha-schedule
ha-virtual-ip
ha-password
ha-password-enc
ha-interface

fis—ipmap—ha

fis—ipmap

fis—ipmap-vip

Unset configuration parameter

Available attributes for unset:

dns

ntp
internal—guw
external-guw
mgmt—guw
fis—ipmap—ha
fis—ipmap
fizs—ipmap—vip

Reboot the Fortilsolator

[A-2551

255 means not used

a1

<schedule type>
<IP/netmask’

e.g. 172.168.108.2-24
<PASSWORD>

<Encoded PASSWORD>
<Interface Name >

e.g. internalsexternal/mgmt

set:

<IP/netmask>

e.g. 192.168.108.2-24
<IP/netmask>

e.g. 192.168.10@8.2.24
{IP/netmask>

e.g. 192.168.108.2.-24
<YYYY-MM-DD>

<HH:MM:55>

{pdns—ip sdns—-ip

e.g. 192.168. 133 1 192 .168.10.1
<ntp—-ip>

e.g. 192.168.180.1

<SUBNET > <Gateway IP>

e.g. 192.168.1088. 3/24 192.168.180.1
<SUBNET > {Gateway IP

e.g. 192.168_188. 3/24 122.168.188.1
<SUBNET > {Gateway IP

e.g. 192.168.1088. 3/24 192.168.180.1
<hostname >

{timezone>

e.g America-Los_fingeles

a1

[1-2551

[1-681

[1-281

in uwnit of 18B8ms

[5-3881

in unit of seconds

[A-2551

255 means not used

a1

<schedule type>

{IP/netmask>

e.g. 192.168.108.2.24
<PASSWORD>

<Encoded PASSWORD>

{Interface Name >

e.g. internal/external/mgmt

{priority external_isolator_ip internal_isolator_ip external_po

e.g. B 192.168.188.1 18.1.8.1 12443 12887
{external_port internal_port [external_isolator_ipl>
e.g. 12443 12887 192.168.188.1

<{external_port internal_port external_isolator_ip>
e.g. 14443 14887 192.168.122.1

system—upgrade
factory—reset

Upgrade Fortilsolator System Image
Reset configuration to defaults and delete all data
shutdown Shutdown the Fortilsolator
status Display some status information
admin—-pwd-reset Reset Admin Password
Utilities:
ns lookup Basic tool for DNE debugging
ping Test network connectivity to another network host
fnsysctl disp Display conf. category or log
fnsysctl tail Display the last part of conf, category or log
Diagnostics:
hardware—info
diagnose—nic
diagnose—uwf

Display general hardware status information
Display general network interface setting
Test and show WF action for an URL

Fortilsolator Administration Guide
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Installation

Fortilsolator VM installation

To install Fortilsolator VM, follow the procedure for one of the following VM systems:

« Installing Fortilsolator VM for Linux KVM on page 16
o Installing Fortilsolator VM for VMware vSphere on page 26
« Installing Fortilsolator VM for VMware ESXi on page 35

Installing Fortilsolator VM for Linux KVM

Use this procedure to install Fortilsolator VM for Linux KVM.

Fortilsolator VM for Linux KVM supports both Video Graphics Array (VGA) and virtual serial console connections.

Prerequisites

« Ensure that your system has at least two hard disks of the following types:
. IDE
o SATA
« SCSI
« Virtio
« Ensure that your system has at least three network interfaces of the following types:
« Hypervisor default (Rt18139)
« E1000

Steps

1. Download the Fortilsolator firmware for KVM by following the instructions in Downloading Fortilsolator firmware on
page 7.

16
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Installation

2. Launch KVM with Virtual Machine Manager (https://virt-manager.org/).

W About Virtual Machine Manager - O

A"/} )\

Virtual Machine Manager

1.3.2
Powered by libwvirt

Copyright (C) 2006-2014 Red Hat Inc.

Credits License Close

x

3. Create a new virtual machine.

W& Virtual Machine Manager —

Fortilsolator Administration Guide

‘l-’ Bl Open ©] -
MName a CPU usage
['C'EMUIK"JM

17
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Installation

4. Select Import existing disk image.

W MNew VM >

m Create a new wvirtual machine

Connection: QEMUJKNM

Choose how you would like to install the operating system
) Local install media (IS0 image or COROM)
) Network Install (HTTP, FTP, or NFS)
' Network Boot (PXE)
© Import existing disk image

Cancel Back Forward

Fortilsolator Administration Guide
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Installation

5. Browse and select the Fortilsolator image (for example, fis.qcow2).

m Create a new virtual machine

Provide the existing storage path:

[ }'..rar,rlibflibuirt,fimages,fﬁg -demo-b69.qcow2 Browse...

Choose an operating system type and version

0S type: | Generic -

wWersion: | Generic -

Cancel Back Forward

Fortilsolator Administration Guide
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Installation 20

6. Keep the default memory and CPU settings (for example, 1024 (193380 MiB) of memory and 1 CPU).
¥ New VM & |

m Create a new virtual machine

Choose Memory and CPU settings

Memory (RAM): [ 1024 — + | MiB

Up to 193380 MIB available on the host

CPUs: | 1 = |+

Up to 32 available

Cancel Back Forward
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Installation

7. Name the new virtual machine, and select Customize configuration before install.

chine

Ready to begin the installation

Marme: (FIS-kvM

0S: Genenc
Install: Import existing OS image
Memory: 16384 MIB
CPUs: 6
Storage: /home/fjwu/fis-img/ffis-GA-53.qcow2

Customize configuration before install

* Metwork selection

Cancel Back Finish

21

W FI5-KVM on QENVAVITA

.v Begin Installation a Cancel installation

Basic Details
CPLs farme: FIS- i

= Mamary Uit 0542a5409-0205-45ch-97be 02d1 1 2d 1 754

[y Boot Options Staltus: B shutoff (Shutdown]

| IDE Disk 1 Title
MIC dEae 2T

h Deschiption

|} Mouse
B isplay Spice
i Sound: ichs
ﬁ; Consale

Hypervisor Detalls

3 channel
e Hyparvisor: KvM

B ideo o Architecture: x86_64

H Contraller USE Ermulator: Ju sr.‘h'r'."ln.m-sp:-:c-

! LISE Radractar 1 Armmvssans 8105 = “
LISE Redrector 2

Hhik HA0F -

Add Hardware

Fortilsolator Administration Guide
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Installation

8. Add an IDE disk. Accept the default values.

22

¥ Add Mew Virtual Hardware
B storage Storage
B controller
Network © cCreate a disk image for the virtual machine
o Input - —_— =
B Graphics ' 200 = |+ |GiB
& Sound 4555 GIiB available in the default location
=4 serial
=@| Parallel () Select or create custom storage
=g console Manage...
=8| channel
5 USE Host Device -
% PC|Host Device Device type: | ) Disk device -
M video - - . )
H] Watchdog Bus type: IDE
@l Filesystemn
= Smartcard + Advanced options
@ usE Redirection
o TPM
: RMNG
Panic Motifier
Cancel Finish

i

9. Add two network interfaces: one for Network 2 and one for Network 3. Leave the settings for Network source
(Virtual network 'default':NAT) and Device model (Hypervisor default) at their default values.

Fortilsolator Administration Guide
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¥ Add Mew Virtual Hardware

23

,:':, Storage

Bl controller

& Input

B Graphics

B sSound

=4 serial

=8| Parallel

=8| consocle

=8| Channel

~ USBE Host Device
~ PClHost Device
M video

B ‘watchdog

[ Filesystem

& Smartcard
@ usB Redirection
o TPM™

i RNG

= Panic Motifier

MNetworle

Metwork source:

MALC address:

Device model:

Virtual network 'default’ ; NAT

| 52:54:00:3e:6¢:db

! Hypervisor default -

Cancel

Finish

Fortilsolator Administration Guide
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Installation 24

10. Click Begin Installation to load the KVM image.

of Begin Installation (€Y Cancelinstallation

e Virtual Disk
ﬁ i Source path: parflibjlibvirt/images/fis-0069.qcow2
Device type: IDE Disk 1
- Mermory Storage size: 2.00 GiB
5 Boot Options Readonly: [
shareable: [ ]

IDE Disk 2
MIC :ce:61:65
MIC :23:65:a1
MIC :3e:6c:db
Mouse

v Advanced options

Display Spice
Sound: ichs

e Console

e channel spice
Bl video QXL

H Controller USE
g USE Redirector 1

LISE Redirector 2

LN [

Add Hardware Rerriove Cancel Apply

Fortilsolator Administration Guide Fortinet Technologies Inc.
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Ea generic on GEMUKYM

25

renaming ethé
renaming ethl
renaming eth2
Fopul:
Imitie

ing droy
ing crond
ing httpd
ing h

LT and

e Press Control_L+Alt_L to rebease pointer. genenc on GEMUKYM

.I. ]
¢ 0K

0K
filter
mot

al idity

lator
e login:

Fortilsolator Administration Guide
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Installation 26

11. In the Set default parameters step, configure the network interfaces.

set internal-ip 152.168.122.55/24

=et internal-gw 152.168.122.0/24 192.168.122.254
set external-ip 172.30.156.595/24

zet external-gw 0.0.0.0/0 172.30.156. 254
set mgmt-ip 192.168.199.99/24

set mgmt—gw 152.168.159%.0/24 152.168.1595.254

s=t dns 208.91.112.53 208.91.112.52

Installing Fortilsolator VM for VMware vSphere
Use this procedure to install Fortilsolator VM for VMware vSphere.

Prerequisites

« Install VMware vSphere Client.
« Ensure that your system has one of the following combinations of hard disks and network adapters to support ESXI
6.0:
o Two SCSI hard disks and three VMXNET 3 network adapters (this is the default)
o One IDE hard disk and one SCSI hard disk and three E1000 network adapters

Steps

1. Download the Fortilsolator firmware for VMware by following the instructions in Downloading Fortilsolator firmware
on page 7.
2. To create a new virtual machine, in vSphere Client, select File > Deploy OVF Template.

& 10.160.1.54 - vsphere Client  NEGNENGEGEGEGE

FiIElEdit View Inventory Administration Plug-ins Help

New d ntory b [F] Inventory
Deploy OVF Template...

port h_ﬁgwﬁ“ﬁ@?‘

Report 2

[ »

Print Maps
Exit

T LT T
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Installation 27

3. Browse to the folder that contains the Fortilsolator files and select Fortilsolator.ovf.

[ Deploy OVF Tempiate S[@] = |

Source
Select the source location,

Source

OVF Template Details
Hame and Location
Storage

Disk: Format

Ready to Complete Deploy from a file or LRL
[C:\sers Wu\Downloads \FIS_vM_ESXi-v 1-buid0068.ovFiFort | | Browss... |
Enter a URL to download and install the OVF package from the Internet, or

spedfy a location accessible from your computer, such as a local hard drive, a
network share, or a CD/OVD drive.

< Back Mext > I Cancel

Fortilsolator Administration Guide Fortinet Technologies Inc.



Installation 28

4. Verify the OVF template details.
(%) Deploy OVF Template o|B] 8B

OVF Template Details
Verify OVF template details.

Source

OVF Template Details
End User License Agreement
Mame and Location

Storage

Disk Format

Mebaork Mapping

Ready to Complete Puibksher: Mo certificate present

Product: Fortilsolator-vM

Download sze: 126.3MB

Size on disk: Unknown (thin provisioned)
(http:/fwww. fortinet.com)

sk |[ mems | conce |

Fortilsolator Administration Guide Fortinet Technologies Inc.
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5. Review and accept the Fortilsolator End User License Agreement.

29

End User License Agreement
Accept the end user license agreements.

Zoad e

ONVF Template Details

End User License Agreemd
Mame and Location

Storage

Disk Format

MNetwork Mapping

Ready to Complate

End User License Agresment for Fortilsolator Virtual Appliance

THE LOCATION FROM WHICH IT WAS OBTAINED.

Fortinet, Inc. (Fortinet”), which governs your wse of this software
product. A software boense and aboense key or “unbock code”
("Software Licensa”), issued to & desgnated user only by Fortinet or
its authorized agents, is required for eadh computer on which the
Software is naded.

Definitions: (a) “Software® means (a) al means (a) al of the
contents of the files, disk(s), CO-ROM(s) or other meda (induding
electronic media) with which this Agresment is provided or such
contents as are hosted by Fortinetor its dstributors, resellers,
OEMMSP partners, or other business partners (collectively "Authorized
Partner(s)"), induding but not mited to (j) Fortinet or third party
computer mformation or software; (i) related explanatory materials
in printed, electronic, or online form (Documentation™); and (b)
upgrades, modified or subsequent versions and updates (collectvely
Updates”), and Software, if any, licensed to you by Fortinet or an

This End User License Agreement (ELLA) is an agreement between you and

NOTICE TO ALL USERS: PLEASE READ THE TERMS AND CONDITIONS OF THE A
LICEMNSE AGREEMENT CAREFULLY. FORTINET, INC. IS WILLING TO LICENSE THIS =
SOFTWARE TO YOU ONLY ON THE CONDITION THAT YOU ACCEFT ALL OF THE TERMS

OF THIS LICENSE AGREEMEMNT. EY CLICKIMG THE ACCEPT BUTTON OR INSTALLING

THE SOFTWARE, YOU (ETTHER AN INDIVIDUAL OR A SINGLE ENTITY) AGREE THAT

THIS AGREEMENT IS ENFORCEABLE LIKE ANY WRITTEN CONTRACT SIGNED BY YOLUI.

IF YOU DO NOT AGREE, CLICK ON THE BUTTON THAT INDICATES THAT YOU DO NOT

ACCEPT THETERMS OF THIS LICENSE AGREEMENT AND DO MOT INSTALL THE

SOFTWARE. IF YOU PURCHASED THE SOFTWARE ON TANGIELE MEDIA (e.g., CD)

WITHOUT THE OPPORTUNITY TO REVIEW THIS LICENSE AND YOU DO NOT ACCEPT

THIS LICEMNSE AGREEMEMNT, YOUMAY OBTAIN A REFUND OF THE AMOUNT YOU
ORIGINALLY PAID IF YOU: (A) DO NOT UISE THE SOFTWARE AND (B) RETURN IT,

WITH PROOF OF PAYMENT, WITHIM THIRTY (30) DAYS OF THE PLIRCHASE DATE TO

Next > Carcal I

Fortilsolator Administration Guide
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6. Name the new Fortilsolator virtual machine.

30

Hame and Location
Specify a name and lacation for the deployed template

Source Mames:

(ETen tad [Fortisolator-v#-Deml
End User License Agreement
Name and Location The name can contain up to B0 characters and it must be unique within the inwentory folder.

Storage

Disk Format
Metwork Mapping
Ready to Complete

<Badc| Next =

Cancel

Fortilsolator Administration Guide
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7. Select the datastore where you want to install the Fortilsolator VM.

Storage
Where do you want to store the virtual machine files?

31

Source Select a destination storage for the virtual madhine files:
QVE Template Details
E \ , Name | Drive Type | Capacity | Provisioned | Free | Type | "Thin Proe
Name and Location i@ datastorel Non-550 411.00 GB 572.43 GB 56.84 GB VMFSS Supportt
Storage Main-Disk Non-550 27378 658 TB 1552 GB VMF35 Supporiz
Disk Farmat
Netwaork Mapping
Ready to Complete

4| n ] C

Mame | Drive Type [ Capacity | Provisioned | Freel_ Type |_ Thin Provi
1| rit | 3
Compatibility:
‘mﬁmﬂﬂm&rﬁi capadity of 82.00 GB. Thin provisioned disk size is urknown.
< Bak I Next > Cancel I

4
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8. Select the disk provisioning format. For optimal performance, select a Thick Provision option.

Disk Format
In which format do you want to store the virtual disks?

source Datastore:

End User License Agresment
Hame and Location

Storage

Disk Format

Mebwork Mapping

Ready to Complete

Avalabls space (GB):

{* Thick Provision Lazy Zeroed
" Thidk Provision Eager Zeroed
" Thin Provision

VE Tem taile ’ [Main-Disk

15.5

< Back
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9. Configure the required network interfaces. Adding more than three interfaces may result in inconsistent mapping.

Hetwork Mapping
What netwarks should the deployed template wse?

Source

OVF Template Details

End Uiser License Agresment
Hame and Location

Slorage

Dick Format

Hetwork Mapping

Ready to Complete

Map the networks used in this OVF template to networks in your inventory

Source Networks | DestinationNetworks |
Network L | LocalNetwork |
Metwark 2 LocalMetwod:
Metwork 3 LocalNetworkl2
Metwork 4 LocalNetworkd2

Deseripton:

The Network 1 network

Warning: Multiple source networks are mapped to the host network: LocalNetwork

<Badr-|N=xt>|Cam=||
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10. Verify the template deployment options, and click Finish.

34

Ready to Complete
Are these the options you want to use?

Source

OVE T te Details

Ersd Liser License Agreement
Mame and Location

storage

Disk Format

Network Magping

Ready to Complete

When you dick Finish, the deployment task will be started.

Deployment settings:
OvFfile: C:\Users\lliv\Downloads\FIS_VM_ESKi-v1-buil di0sioviiF_
Download sz 126.3 MB
Size ondisk: Unknown
Name: FortilsolatoryiM-Dema
Host/Cluster: localhest
Datastaone Main-Disk
Disk provisioning: Thin Provision
Network Map ping: "Metwork 1" to "LocalMetwork”

Network Mapping: "Network 2" to "LocalNetwok”
Network Mapping: “Network 3" to "LocalNetworkiZ”
Network Mapping: "Metwork 47 to "LocalMetwork0Z”

™ Power on after deployment
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11. Start the Fortilsolator VM.

12. Login to Fortilsolator. The default username is admin and there is no default password.

Installing Fortilsolator VM for VMware ESXi
Use this procedure to install Fortilsolator VM for VMware ESXi.

Prerequisites

« Install VMware vSphere Client.

« Ensure that your system has one of the following combinations of hard disks and network adapters to support ESXI
6.5:

o Two SCSI hard disks and three VMXNET 3 network adapters (this is the default)
o Two SCSI hard disks and three E1000 network adapters
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Steps

1. Inthe ESXi home page, click Virtual Machine, and then right-click and select Create/Register VM.

1% Navigator 1 || =1 localhost.lc
* [g Host
Manage % Create |
Monitor O | virtua

&1 Virtual machines

h Create/Register VM

% Open in new window

2. Inthe Select creation type step, click Deploy a virtual machine from an OVF or OVA file.
#41 Mew virtual machine

(CTCTITNS  Select creation type
2 Select OVF and VMOK files How woukt you ke 1o create a Vinual Machine?

3 Select storape

4 License agresments. I Creaie 3 e viusl Meachine This option guides you through the process of crealing a
& Deployment options ) ' o wirtual machine from an OVF and VMDK files:

& Additional settings |Dw:mmntumnwamm

T Ready 1o complete
ad s Regisier an xisting viftual maching
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3. Inthe Select OVF and VMDK files step, select both the Fortilsolator.ovf and fis.vmdk files.

11 Mew virtual maching

+ 1 Select creation type Select OVF and VMDK files
2 Select OVF and VMDK files Select the OVF and VDK fies or VA for the VI you would lie to Geploy
3 Select storage
4 Lconsa daresimints Eritie & Rami f9r e vitual mathing
5 Deployment options [
& Additional settings
T Rirady 1o complete

Wirtual machine names can contain up ke 50 characters and they must be unigue within each ESX instance

= B Fortilsolator.ovf
* [0 fis.vmdk

Back || Nea || Finisn Cancal

4. Inthe Select storage step, select the datastore where you want to install the Fortilsolator VM.
%3 New virtual machine - FIS-VM.demo

< (EEICICIND  Select storage

¥ 2 Salect OVF and VMIDK B Salect e datastone i which 1o $iore the conflguration and disk files
2 scisionoe ]
4 License agreements The Tollorwing datastones are acessiia from the destinabon rescure that you selected. Select the destination datasisee for the
5 Deployment oplions. virtual e hing conSguration fles and all of the vifual disks
6 Additional settings H e = — e
Mamna w city ~ Free n w | Thinpro... + LE8E
T Ready to complete sy s
datastorel 181 T8 1.76 T8 WMFSS Supponed Single
ManDisk T25TE T15TE VMFSS Supporied  Single
Z items
Back | mea Frish || Cancel
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5. Review and accept the Fortilsolator End User License Agreement.

151 New virtual maching - FIS-VM.demo

38

+ 1 Select creation type

" 2 Select OVF and VMDK files

+ 3 Select storage
4 LR

License agreements
Read and accepl the icense IFWRMENS

End User License Agreement for Fortilsolator wirtusl spplisnce

MOTICE TO ALL WUSERS: PLEASE READ THE TERMS AMD COMDITIONS OF THE
LICENSE AGREEMENT CAREFULLY. FORTINET, INC. IS WILLING TO LICENSE THIS
SOF THARE TO' VOU OMLY ON THE COMDITION THAT YOU ACCEPT ALL OF THE TERMS
OF THIS LICEMSE AGREEMENT. BY CLICKING THE ACCEPT BUTTOM OR IMSTALLING
THE SOFTWARE, YOU (EITHER AN INDIVIDUML OR & SINGLE ENTITY) AGREE THAT
THIS AGREEMENT IS5 ENFOACEABLE LIKE ANY MRITTEM COMTSACT SDGMED BY YOU.
IF YOU D0 WOT AGREE, CLICK OW THE BUTTON THAT IMDICATES THAT YOU DO MOT
ACCEPT THE TERMS OF THIS LICENSE AGREEMENT AMD DO MOT IMSTALL THE
SOFTHARE. IF YOU PURCHASED THE SOFTWARE ON TANGIELE MEDIA (£.§., CD)
WITHOUT THE OPPORTUNITY TO' REWIEW THIS LICENSE AMD WOU DO MOT ACCEPT
THIS LICENSE AGREEMENT, ¥OU MAY OBTAIN & REFUND OF THE &MOUNT YOU
ORIGIMALLY PAID IF YOU: (A} DO WOT USE THE SOPTWASE AND (B) RETUBM IT,
WITH PROGE OF PAYMENT, WITHIN THMIRTY (38) DAYS OF THE PURCHASE DATE TO
THE LOCATION FROM WMICH IT WaS CETAINED.

This End User License Agresment (EULA) 05 88 Mpreesent Detwen you End
Fortinet, Inc. (“Fortinet™), which poverss your use of tThis software
product. A seftware license and @ Ligeese By o Cunleck  gode”
(“koftware Llcense™), lsserd to @ desipeabod user only by Fortlnet or

ikr  mrthasdred sasats i ramsdegd  Ean  aees remsarban  sn wkich  Fhe

| agré

Back

o]

Finish | | Cancel |

Fl

6. Inthe Deployment options step, configure Network mappings, Disk provisioning, and select the Power on

automatically checkbox.
%41 Mew virtual machine - FIS-VM-demo

" 1 Select creation type

" 3 Select OVF and VMDK files
" 3 Salect storage

" 4 License agresments

M ootormen apions

& Ready 1o complote

Deployment options

Select deployment options.

Fortilsolator Administration Guide

g RS Metwor 1 WA Mebanrk ¥
Metwork 2 | WM Nebwork ¥
MNetwork 3 W Mebwork v
Metwork 4 WM Nebwork L
Disk peovisioning ) Thin 'CF Thick
Power on automatically o
| Back Nexd | Furegh Cancel
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7. Verify the deployment options, and click Finish.

39

" Mew virtual maching - FIS-WM.demo
+ 1 Select creation type Ready to complete
+ 1 Select OVF and VMDK files Feyien vour seRings selaction
" 3 Sglect storage
+ 4 Licenss agraemaents ~
" 5 Daeploymént oplions i
r = VI Name
Datastore
Pronw ning type
Guaest OF Name

8. To start the VM, right-click the Fortilsolator VM name, and select Power > Power on.
9. To open the Fortilsolator VM console, click Console > Open browser console.

B FI5-vM-demo

riting superhlor and file:
1.2.8.8867
H.8.8.H888

[Hage versii
Isolator

aring
renamMing

version:
ethd to
ethl to
pulating . done
Initializing
start ing
starting ne
ip: RTHETLIHE Irs
start ing dr 3 ] Uk
starting crond
arting httpd: 0K
starting ha: OR
Wwebfilter
: OR
not walid
art Wwithout a
I and us
alidity of ypour

rande

done

lice

;tem account ing

enerator.

information:

done.

mmand to update

done

lice

10. Login to Fortilsolator. The default username is admin and there is no default password.
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11. Configure the IP and gateway addresses for the internal and management interfaces.
B FIS-VM-demo

zolator: no proce killed

ip:18.168. 17.

Mymt=gw 168, 168, 17. 824 18.168.17.1
i start=: OK
: swpired or not wvalid
ice won't start Wwithout a wvalid 11 ]
to CLI and wuse "update-1i coMHand to wupdate license file
¢ the validity of your

Configured parameters:

Interface internal I[Pvd IP: 18. 168. 16. 6324 MAC: B8 :8C::
:CH:29

Interface mgrt [Puvd IP: 18. 168.17.63-24 HALC :

Internal Gatewayp: 18. 168, 16. 1
MGMT Gateway: : 1 T 7 I R |
: FISUHMBAHBEEABEEAEE
127.8.8.1
E7(Cinteriml
:52:84 UTC

12. To verify that the internet connection works, ping 8.8.8.8.
13. To access the Fortilsolator web portal, use the management IP address (for example, http://10.160.17.63).
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Fortilsolator appliance upgrade

Upgrading Fortilsolator firmware using a web browser

Use this procedure to upgrade a Fortilsolator hardware appliance, such as the Fortilsolator 1000F, using a web browser.
You can use the Fortilsolator Ul or Fortilsolator CLI to perform the upgrade.

Fortilsolator Ul

To perform an upgrade, go to System > Upgrade. In the Upgrade by Web section, click Choose File, and follow the
instructions.

Fortilsolator CLI

To perform an upgrade, use the system-upgrade command.

Upgrading Fortilsolator firmware using a USB flash drive

Use this procedure to upgrade a Fortilsolator hardware appliance, such as the Fortilsolator 1000F, using a USB flash
drive. You can use the Fortilsolator Ul or Fortilsolator CLI to perform the upgrade.

Fortilsolator Ul

To perform an upgrade, go to System > Upgrade. In the Upgrade by USB section, select Click here, and follow the
instructions.

Fortilsolator CLI

To perform an upgrade, use the system-upgrade command.
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Setting up Fortilsolator

The default IP address of the Fortilsolator management interface is 192.168.1.99. To perform the initial configuration,
connect a device to the management interface and configure the device with an IP address to 192.168.1.1/24. You can
access Fortilsolator using SSH or the Fortilsolator GUI. The default username is admin and there is no default

password.

Use the Fortilsolator GUI or CLI to set the permanent IP address configuration.

You can perform the initial configuration using the serial console. For more information, see the Fortilsolator 1000F

QuickStart Guide.

Configuring the console

After the Fortilsolator starts up, use the default console to complete initial interface configuration. By default, the

management interface on Fortilsolator (port3 on a VM installation) is set to 192.168.1.99.

The examples in this section are based on Fortilsolator VM. The process is similar for other Fortilsolator appliances, but

interface settings can vary depending on the Fortilsolator model.

Finding the current settings

To find the current settings on Fortilsolator, type the show command in the Fortilsolator CLI.

The following image shows an example of results from the showcommand:

> show

Configured parameters:

Interface mgmt IPv4 IP:

hostname: isolator
dns server: 127.0.0.1
build number: 0011

date time: 2018-10-03 15:55:45 UTC

Setting the management IP address

192.1€8.1.99/24 : F2:71:R4:2A:€0:

F2

To set the management IP address, type set mgmt-ip <ip address>/<subnet mask>. Forexample:

> set mgmt-ip 192.168.1.214/24

Setting the management gateway address

To set the management gateway, type set mgmt-gw <subnet>/<gateway>. Forexample:

Fortilsolator Administration Guide
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> set mgmt-ip 0.0.0.0/0 192.168.1.254

All console commands

The following image shows the full list of console commands:

Fortilsolator Administration Guide
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w M1 - Tera Term VT

Caontrol

File Edit Setup
>

>
> help

Fortilsolator Console
General:

help

2

exit
Configuration:
show

show—ipmap—ha
set

rt internal_port>

dow

Help

Display this text
Synonym for “help’
Exit from the CLI

Show hootstrap configuration

Available attributes-svalues for

ha-all

ha—-enabled
ha—group—id
ha—lost—threshold
ha—interval

ha—he1lo—ho lddown
ha-priority
ha-allow—override
ha—schedule
ha—virtual-ip
ha—password

ha—password—enc
ha—interface

Show HA ipmapping configuration

%et configuration parameter

fivailable attributes~values for

internal—ip
external-ip
mgmt—ip
date

time

dns

ntp
internal—-gw
external—gw
mgmt—guw

hostname
timezone

ha—enahled
ha—group—id
ha—lost—threshold
ha—interval
ha—he1lo—ho lddown
ha—priority
ha-allow—override
ha—schedule
ha—virtual-ip
ha—password
ha-password-enc
ha—interface

fis—ipmap—ha

fis—ipmap

fis—ipmap—vip

Unset configuration parameter
Availabhle attributes for unset:

dns

ntp
internal—gu
external-gw
mgmt —guw
fis—ipmap—ha
fis—ipmap

Fortilsolator Administration Guide

show:

Cnull>

a-1

[1-2551

[1-68]

[1-281]

in unit of 1@8ms
[5-3881

in unit of seconds
[@-2551

255 means not used
a-1

<schedule tuype>
<IP/netmask>

e.g. 192.168.188.2-24
<PASSWORD>

<Encoded PASSWORD>
<Interface Mame

e.qg. internal-sexternal~-/mgmt

set:

<IP/netmask>

e.g. 192.168.188.2-24

<IP/netmask>

e.g. 192.168.188.2-24

<IP/netmask>

e.g. 192.168.188.2.-24

<Y¥YY-MM-DD>

<HH:=MM:55>

<pdns—ip sdns—ip>

e.g. 192_168. 133 1 192.168.18.1
<ntp—-ip>

e.g. 192 168.188.1

<SUBNET> <{Gateway IP>

e.g. 192.168.1688. 3/24 192 168.188.1
<SUBNET > <Gateway IFP

e.g. 192.168.1688. 3/24 192.168.188.1
<SUBNET > {Gateway IP>

e.g. 192.168.180.8-24 192.168.188.1
<hostname >

<timezone>

e.qg AmericarLos_Angeles

a-1

[1-2551

[1-68]

[1-281]

in unit of 1@8msz

[5-3881

in wunit of seconds

[@-2551

255 means not used

a1

<zchedule tuypel

<IP/netmask>

e.g. 192.168.188.2-24

<PASSWORD>

<Encoded PASSUORD>

<Interface MName >

e.qg. internal-sexternal-mgmt
<priority external_isolator_ip internal isolator_ip external_po

e.g. B 192.168.100.1 1A.1.A.1 12443 12887
<external_port internal_port [external_isolator_ipl>
e.g. 12443 12887 192.168.188.1

<external_port internal_port external_isolator_ip>
e.g. 14443 14887 192.168.122.1
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w M1 - Tera Term VT
File Edit Setup Control Window Help
ha—priority [A-2551
255 means not used
ha—allowv—override a-s1
ha—schedule <schedule type>
ha-virtual-ip <IP/netmazk>
e.g. 192.168.188.2-24
ha-password <PASSWORD>
ha—-password—enc <Encoded PASSWORD>
ha—interface {Interface MHame >
e.g. internalr/external/mgmt

show—ipmap—ha Show HA ipmapping configuration
set Set configuration parameter
Available attributes- values for set:

internal-ip <IP/netmask>
e.g. 192.168.188.2-24
external-ip <IP/netmask>
e.g. 192.168.188.2.-24
mgnt—ip <IPsnetmask>
e.g. 192, 168 i88.2-24
date <YYYY-MM-DD
time <HH:MM:55>
dns <pdns—ip sdns—ip>
e.g. 192.168. 1BB 1 192.168.18.1
ntp <ntp—ip>
e.q- 192 168.188.1
internal—-gu <SUBNET > <Gateway IF>
e.g. 192.168.100.8-24 192.168.188.1
external-gw <SUBMET > {Gateway IP>
e.g. 192.168.100.8-24 192.168.1688.1
mgmt—guw <SUBMET > <Gateway IP>
e.g. 192.168.180.8-24 192.168.188.1
hostname <hostname >
timezone <timezone>
e.g AmericasLos_Angeles
ha—enabled a-s1
ha—group—id [1-2551
ha—lost—threshold [1-681
ha—interval [1-281
in unit of 18Bms
ha—he1lo—holddown [5-38@]
in unit of seconds
ha-priority [6-2551
255 means not used
ha—allow—override -1
ha—schedule <zchedule type>
ha—virtual-ip <IPsnetmask>
e.g. 192.168.188.2-24
ha-password <PASSUORD>
ha—password—enc <Encoded PASSWORD>
ha-interface <Interface Mame
e.g. internalr/external/mgmt
fis—ipmap—ha <priority external_isolator_ip internal_isolator_ip external_po

e.g. B 192.168.100.1 10.1.8.1 12443 12887

fis—ipmap <external_port internal_port [external_isolator_ipl>
e.g. 12443 12887 192.168.180.1

fis—ipmap-vip {external_port internal_port external_isolator_ip>
e.g. 14443 14887 192.168.122.1

rt internal_portl>

Unset configuration parameter
Available attributes for unset:

dns

ntp
internal-gw
external—gw
mgmt—gw
fizs—ipmap—ha
fis—ipmap
fis—dipmap-vip

rehoot Rehoot the Fortilsolator
system—upgrade Upgrade Fortilsolator System Image
factory-reset Reset configuration to defaults and delete all data
shutdown Shutdown the Fortilsolator
status Display some status information
admin—pwd-reset Reset Admin Password
Utilities:
nslookup Basic tool for DNS debugging
ping Test network connectivity to another network host
fnsysctl disp Display conf,. category or log
fnzysctl tail Display the last part of conf. category or log
Diagnostics:
hardware—info Display general hardware status information
diagnose—nic Display general network interface setting
diagnose—wf Test and show WF action for an URL
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Port forwarding

Fortilsolator supports IP mapping, which allows you to configure access to Fortilsolator through port forwarding. Port
forwarding maps external IP addresses to Fortilsolator internal IP addresses. You can configure port forwarding in high
availability (HA) or regular mode.

For example, if two networks, one external and one internal, connect to a FortiGate device, when IP addresses on the
external network are accessed, traffic is redirected to the internal IP addresses on Fortilsolator. The configuration
information in this section follows an example setup with the following values:

External IP address of router <external_|P_address>
Internal IP address of Fortilsolator 10.160.12.207
Router redirections o <external_IP_address>:12443 >10.160.12.207:443

o <external_IP_address>:12887 >10.160.12.207:8887

»<external_IP_address>:12443

<external_IP_address>:12887

Router FortiGate

Fortilsolator

Configuring port forwarding in non-HA mode

FortiGate configuration

Complete the following steps in the FortiGate UI.

1. Goto Policy & Objects > Virtual IPs.
2. Create two IPv4 virtual IPs with the following information:
o IP-Mapping-443: <external_IP_address>> 10.160.12.207 (TCP: 12443 > 443)
« IP-Mapping-8887: <external_IP_address>> 10.160.12.207 (TCP: 12887 > 8887)
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FortiGate VM&4  FI5
@ Dashboard * | 4 CreateNew~  # Edit | TH Clone | Delet Search Q
¥% Security Fabric »
Name = Details = Interfaces =
M Fortiview >
o Network N &) 1Pva virtual IP @
& System , @ IP-Mapping-8688 -> 10,160.12.207 (TCP: 12888 --> 8888) M portl
B Policy & Objects « | & IP-Mapping-443 => 10.160.12.207 (TCP: 12443 --» 443) M portl
IPvé Policy & IP-Mapping-8887 --> 10.160.12.207 (TCP: 12887 --> 8887) & port1
Authentication Rules @& IP-Mapping-Ha-443 ->10,160.12.210 (TCP; 14443 --» 443) B portl
IPw4 DoS Palicy & |P-Mapping-HA-8887 = 10.160.12.210 (TCP: 14887 --> B887) portl
Addresses
Wildcard FQDN Addresses
Internet Service Database
Services
Schedules

Virtual IPs

IP Pools

Protocol Options

=== FortiGate VMé4  FIS-FGT-IPMapping

& Dashboard > Edit Virtual IP
& Security Fabric > G
’ VIP type IPvd
W FortiView H
Name IP-Mapping-443
% Network »
Comments | Write a comment... 4 s
£ System >
Color @& Change
I R Policy & Objects ~
IPv4 Policy Natwork
Authentication Rules
Interface
e Y] Type Static NAT
Addresses External IP address/range €
Wildcard FQDN Addresses Mapped IP address/range 10.160.12.207
Internet Service Database
Services O Optional Filters
Schedulcs & Port Forwarding
Virtual IPs
Protocol UDP | SCTP | ICMP
IP Pools
External serviceport @ | 12443
Protocol Options
= Map to port 443
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile Cancel
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-
@& Dashboard >
%% Security Fabric 3
W FortiView »
++ Network >
£ System »

I B Palicy & Objects v

IPv4 Policy

Authentication Rules

IPv4 Do5 Policy

Addresses

Wildcard FQDM Addresses
Internet Service Database
Services

Schedules

Virtual IPs W
IP Pools

Protocol Options

Traffic Shapers

Traffic Shaping Policy
Traffic Shaping Profile

=_= FortiGate VM64  FIS-FGT-IPMapping

Edit Virtual IP

VIP type 1Pv4

MName IP-Mapping-8887
Comments Write acomment...

Color & Change

MNetwork

Interface

Type Static NAT

External IP address/range €@

Mapped IP address/range 10.160.12.207

O Optional Filters

O Port Forwarding

Protocol (o0 UDP  SCTP
External service port € | 12887
Map to port 8887

3. Goto Policy & Objects > IPv4 Policy > Create New.

Fortilsolator Administration Guide
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OK Cancel
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4. Create an IPv4 policy that includes the two virtual IPs that you created.

m = FortiGate VMé&4 FIS-FGT-IPMapping

@ Dashboard

% Security Fabric
s FortiView

+ Netwoark

£} System
B Policy & Objects v

Authentication Rules
IPv4 Do5 Policy
Addresses
Wildcard FQDN Addresses
Internet Service Database
Services
Schedules
Virtual IPs
IP Pools
Protocol Options
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile
& Security Profiles
VPN
& User & Device
= WIFi & Switch Contraller
l#d Log & Report
& Monitor

=" FortiGate VM&4 FI5

& Dashiboard * 4 Create New

&% Security Fabric »
I Fortiview ¥
“+ Network »
& System »
B Policy & Objects

1P Policy

Aisthentication Rules.

1P DS Policy
Addresses

‘Wildcard FODN Addresses
Imternet Service Database
Services

Schedules

Fortilsolator configuration
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o B M portz —H port1 @
W3 pastoopl

Edit Policy
Name @ | p1->to->p2
Incoming Interface | ™ port1
Outgoing Interface port2
Source [2an

-

Destination @& IP-Mapping-443

@ IP-Mapping-8887

+
Schedule | (8 always
Service 0l ALL

+
Action L eedal @ DENY
Inspection Mode QEELNTEEEIE Proxy-based

Firewall / Network Options
NAT [ ®]
IP Pool Configuration

Preserve Source Port (B

Use Qutgoing Interface Address

| IE default

Protocol Options

Security Profiles
AntiVirus

Web Filter

DNS Filter

RN

Application Control (O
IPS (e ]

©; Policy Lookup | Search

Source Destination Schedule Sarvice Acthon MAT

& 1P-Mapping-443 [ sbways @ ALL
& 1P-Mapping-5857

=i =] (6 abways @ ALL

 ACCEPT & Enabled

+ ACCEPT & Enabied

0 Implicit Dery [ all Ea B sy AL @ DENY

49

Select Entries x

Q, Search

B ADDRESS (7)
B all

&= FABRIC_DEVICE
& gmail.com

& login.microsoft.com

L& loginmicrosoftonline.com

& loginwindows.net

@ none

B ADDRESS GROUP (1)

& Microsoft Office 365

B VIRTUAL IP/SERVER [5)

& IP-Mapping-443 &
@& IP-Mapping-8887

@& IP-Mapping-8388

@& IP-Mapping-Ha-443

& IP-Mapping-HA-8887

Internet Service
<+ Create

Close

Cancel

a o Tam—

Security Profiles Log Bytes

0 uTH 526GB

D UT™ 0B

D Disabled S65.60ME
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Use the Fortilsolator CLI to configure port forwarding mappings. Use the f£is-1ipmap command in the following

format:
set fis-ipmap <external port> <internal port> <external IP address>

Forexample, set fis-ipmap 12443 12887 <external IP address

> set fis—-ipmap 12443 12887
The apache will restart
httpd not running, trying to start
> show
Configured parameters:

Interface internal IPvd IP: 18.168.12.287-24
0B :F1

Interface Mg mt IPyd [P: 18, 168, 17.282-24
:58:85
IPvd Internal Gateway: 1i6.166.12.1
[Pvd MGMT Gateway - 18.1668.17.1

- . N-A

288.91.112.52

se " 3A.1.185

d number : BZ2(interim)

date time : 2819-87-15 22:89:48 UTC
ip mapping :

apping for port 443: 12443

apping for port 8887: 12887

Client system configuration

Complete the following steps on the client system (for example, Windows 10).

1. In Windows 10, launch CMD as administrator.

MAC: BA:8C:29:

MAC: BA:8C:29:5F

2. Use the following commands to add the FortiGate |P address to the routing table on the client system:
a. Atthe command prompt, type route ADD <external IP address> Mask 255.255.255.255

<FortiGate IP_ address>.

Forexample, route -p ADD <external IP address> MASK 255.255.255.255

10.160.17.89.

Fortilsolator Administration Guide
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b. To confirm the setup, type route print.
C : \WINDOW em32>»route print

...... 1(R’ sigabit Network Connection

3. To verify that it works in a browser, browse to https://<external _IP_
address>:12443/isolator/https://www.google.com.

@ Google X @ Google » + m‘ = fu ] Y

& C & hiy e o

Configuring port forwarding in HA mode

FortiGate configuration

Complete the following steps in the FortiGate Ul.
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1. Goto Policy & Objects > Virtual IPs.

2. Create two IPv4 virtual IPs with the following information:
o IP-Mapping-443: <external_|P_address>> 10.160.12.207 (TCP: 14443 > 443)
« IP-Mapping-8887: <external_IP_address>> 10.160.12.207 (TCP: 14887 > 8887)

-mw

@ Dashboard * 4 CreateMew= # Edit W Deelet Search

¥ Security Fabric >

\ . Name = Details =
s FortiView »

52

Q

Interfaces =

4+ Network N ] 1Py Virtual IP ©

& System , & IP-Mapping-8385 ~» 10.160,12.207 (TCP: 12888 --» 8888) M portl

M Palicy & Obijects « & IP-Mapping-443 - 10.160,12.207 (TCP: 12443 --> 443) ™ port1
1Pv4 Policy & IP-Mapping-8887 «»10.160.12.:207 (TCP: 12887 --» BBET) HE port1
Authentication Rules & IP-Mapping-Ha-443 = 10,160,122 10 (TCP; 14443 --> 443) H port1
1Pwd DoS Policy & IP-Mapping-HA-8887 -> 10,160,12.210 (TCP: 14887 --> 8887) M portl
Addresses

Wildcard FQDN Addresses
Internet Service Database
Services

Schedules

Virtual IPs

1P Pools

Protocol Options
Traffic Shapers
Traffic Shaping Policy

Edit Virtual IP

VIP type IPvd

Mame IP-Mapping-Ha-443
Comments Write a comment...

Color @ Change

Metwork

Interface

Type Static NAT

=0 = FortiGate VM64  FIS-FGT-IPMapping
& Dashboard >
S& Security Fabric >
s FortiView
o} Network )
£ System 3
IL Policy & Objects v
1Pv4 Policy
Authentication Rules
IPv4 DoS Policy
Addresses

Wildcard FQDN Addresses
Internet Service Database
Services

Schedules

Virtual IPs

IP Pools
Protocol Options

Traffic Shapers

Fortilsolator Administration Guide

External IP address/range @

Mapped IP address/range 10.160.12.210

3 Optional Filters

@ Port Forwarding

Protocol (&8 UDP  SCTP
External service port €@ | 14443

Map to port 443

ICMP
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@ Dashboard >
*& Security Fabric »
& Fortiview
+ Network >
£ System »
I B Policy & Objects v
IPvd Policy

Authentication Rules

IPv4 DoS Policy
Addresses

Wildcard FQDN Addresses
Internet Service Database
Services

Schedules

Virtual IPs

IP Pools
Protocol Options

Traffic Shapers

Edit Virtual IP

VIP type 1Pwd

Name IP-Mapping-HA-B887

Comments Write a comment... 4 0/2es
Color @& Change

Network

Interface

Type Static NAT

External IP address/range @
Mapped IP address/range 10.160.12.210

B Optional Filters

& Port Forwarding

Protocol upP | scTP | IcMP
External service port @ | 14887

Map to port 8887

3. GotoPolicy & Objects > IPv4 Policy > Create New.
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4. Create an IPv4 policy that includes the two virtual IPs that you created.

S-= FortiGate VM64 FIS-FGT-IPMapping

54

@ Dashboard > Edit Policy

%% Security Fabric >

i Fortiview > Name @ pl-=to->p2
+ Network > Incoming Interface | ™ port1
& System > Qutgoing Interface | ™ port2
B Policy & Objects v | Source 8 an

+

Select Entries x
Address
| Q Search
8 ADDRESS(7)
= all
$ FABRIC_DEVICE
L& gmail.com
L login.microsoft.com
o login.microsoftonline.com
B loginwindows.net
* @ none
@ ADDRESS GROUP (1
% Microsoft Office 365
B VIRTUAL IP/SERVER (5)
@& IP-Mapping-443
@& IP-Mapping-8887 &
@& IP-Mapping-8888
@& IP-Mapping-Ha-443
@ IP-Mapping-HA-8887

Internet Service
| + Create

Close

Cance

S — Destination @& IP-Mapping-Ha-443
urhentication rues @ 1P-Mapping-HA-8887
1Pv4 DoS Palicy +
Addresses Schedule [@ always
Wildcard FQDN Addresses Service @ ALL
+
Internet Service Database
Action @ DENY
Services
Schedules Inspection Mode Proxy-based
Virtual IPs
IP Pools Firewall / Network Options
Protocol Options MAT O
Traffic Shapers IP Pool Configuration Use Outgoing Interface Address
Traffic Shaping Policy Preserve Source Part (B
Traffic Shaping Profile Protocol Options 23 default
& Security Profiles >
O VPN B Security Profiles
& User & Device » | AntiVirus >
© WIFI&SwitchController > vVebFilter >
i Log &Report N DNS Filter »
& Monitor 3 Application Control (B
IPS >
Q
@ Dashboard * | 4 CreateMNew  # ¢ Q, Policy Lookup | | Search
N Security Fabric »
[0] Mame Source Destination Schedule Service
i FortiView >

Q

Action NAT Security Profiles

4 Network N O port1 — 8 port2 @

pl-ato->p2 Sa & IP-Mapping-Ha-243

£ System >

& IP-Mapping-HA-8587
B Policy & Objects >
B H port2 —H port1 @

[ always ALL

+ ACCEPT @ Enabled

« ACCEPT @ Enabled

@ DENY

1P Policy

e a p2->to->pl = al = an [@ always ALL

1Pvd DoS Potcy
Addresses o Implicit Deny &2 all 2all [© always WALl

‘Wildcard FQDN Addresses

Fortilsolator configuration
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Use the Fortilsolator CLI to configure port forwarding mappings. Use the following commands:

1. set fis-ipmap <port map to 443> <port map to 8887> <external IP address>
Forexample, set fis-ipmap 12443 12887 <external IP address>

> set fis-ipmap 12443 12887
The apache will restart
httpd not running, trying to start
> show
Configured parameters:
Interface internal [Pud : 18.168.12.287-24 MAC: HA:BC:29:
:58:F1

Interface Mgt IPuvd IP: 18.168.17.282-24 MAC: B88:8C:29:5F

:58:85

IPvd Internal Gateway: 18.168.12. 1
IPv4d MGMT Gateway - 18.168.17.1
hostname : ‘A
dns server

ins se r
bher : interim)
date time : 2819-87-15 22:89:48 UTC
ip mapping :

apping for port 443: 12443
apping for port 8887: 12887

2. set fis-ipmap-vip <port map to 443> <port map to 8887> <external IP address>
Forexample, set fis-ipmap-vip 14443 14887 <external IP address>
fis-ipmap-vip 14443 14887

Configured parameters:
Interface internal IPvd : 16.168.12.287-24 MAC: B8:8C:29:5F
:58:F1
Interface Mgt IPvd IP: 18.168.17.282-24 MAC: BB:BC:29:5F
:58:85
IPvd Internal Gateway: 18.168.12.1
IPvd MGHMT Gateway : i8.168.17.1
: N-A
288.91.112.52
: 172.38.1.185
unild number : AABZ2 (interim)
ate time : 2819-87-15 23:85:47 UTC
ip mapping
apping for port
apping for port
ip mapping (UIP) :
apping for port 443 (UIP): 14443
apping for port 8887 (UIP): 14887

>

3. set fis-ipmap-ha <priority> <external IP address> <internal IP address:slave 1>
<port map_ to 443> <port map to 8887>
Forexample, set fis-ipmap-ha 10 <external IP address> 10.160.12.207 12443 12887
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> set fis-ipmap-ha 18 18.168.12.287 12443 12887
> show
Configured parameters:

Interface internal IPvd JP: 18.168.12.287-24  BB:8C:29:5F
:58:F1

Interface Mgt IPvd IP: 18.168.17.282-24 : BB:8C:29:5F

158 :85

IPv4 Internal Gateway: 18.16H8.12.1
IPvd4 MGHT Gateway : 18.1608.17.1
hostname : N/A

288.91.112.52
172.38.1.185
BBBZ2 (interim)
2819-87-15 23:54:44 UTC

Mapping :
for port 443: 12443
gy for port 8887: 12887

ip mapping (UIP) :

i for port 443 (UIP):
for port 8887 (VIP):

Client system configuration

Complete the following steps on the client system (for example, Windows 10).

1. In Windows 10, launch CMD as administrator.
2. Use the following commands to add the FortiGate IP address to the routing table on the client system:
a. Atthe command prompt, type route ADD <external IP address> Mask 255.255.255.255
<FortiGate IP address>
Forexample, route —p ADD <external IP address> MASK 255.255.255.255
10.160.17.89.
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b. To confirm the setup, type route print.

3. To verify that it works in a browser, browse to https://<external_IP_
address>:14443/isolator/https://www.google.com.

@ Google * @ CNN - Breaking News, Latest b w +

Getting started in the Fortilsolator Ul

Logging in to the Fortilsolator Ul

Use this procedure to log in to the Fortilsolator Ul.

Fortilsolator Administration Guide
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Steps

1. Open a web browser and go to http://<management IP address>.

o where <management IP address> isthe IP address that you configured for the management interface.
The default is 192.168.199.
2. Type your username and password.
Log in to the Fortilsolator Ul.The default username is admin and there is no default password.
3. Click Login.

Configuring time settings
Use this procedure to configure time settings for Fortilsolator.

Steps

In the Fortilsolator Ul, click Dashboard, and find the System Information widget.
In the System Time field, click Change.
In the Time Zone drop-down list, select the time zone.
Set the time by doing one of the following tasks:
o To set the time manually, select Set Time, and select the time and date options in the drop-down lists.

« To configure an NTP server, select Synchronize with NTP Server and enter the IP address of the NTP
server.

5. Click Apply.

PoDbdD-=

Changing the administrator password
Use this procedure to change the administrator password for Fortilsolator.

Steps

In the top-right corner of the Fortilsolator Ul, click your username (for example, admin).
Click Change Password.

In the Password field, type the new password.

In the Confirm Password field, type the new password again.

Click OK.

ok~ DdD =

Configuring interface settings
Use this procedure to configure Fortilsolator interface settings.

Steps

1. Inthe Fortilsolator Ul, go to Network > Interfaces.
2. To edit an interface, select the interface in the table, and click Edit.
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3. To change the interface status, set the Interface Status field to one of the following options:
o Toturn on the interface, click Link Up .

« To turn off the interface, click Link Down O,
4. To change the |IP address of the interface, enter an IP address and netmask in the IPv4 field.
5. Click OK.

The following image shows an example of the Fortilsolator Interfaces page.

2} Fortdsolator S + - a b
“ O @ Motsecure | 172.30.155.100 * @ O
£22 Fortilsolator  1000F
q '_,d_
&8 Dashboard
Interface 1Pd Interface Status Link Status
& Metwork ~'
external 172.30.157.100/255.255.255.0 1+] ]
inbernal 192.168.1.1000255.255.252.0 o -
System DS mgmi 172.530.156.100/255.255.255.0 o ]
System Routing
&  Security Profiles ]
£ System ¥

Configuring DNS settings
Use this procedure to configure DNS settings for Fortilsolator.

Steps

In the Fortilsolator Ul, go to Network > System DNS.
Type the IP address of the Primary DNS Server.
Type the IP address of the Secondary DNS Server.
Click OK.

poOobd=

Configuring routing settings

Use this procedure to configure routing settings for Fortilsolator.

Adding a static route
Use this procedure to add a static route.

Steps

1. Inthe Fortilsolator Ul, go to Network > System Routing.
2. Toadd a new static route, click Create New.
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Type the destination IP address and subnet mask in the Destination IP/Mask field.
Type the gateway IP address in the Gateway field.

In the Device drop-down list, select the interface for the static route.

Click OK.

L S

Editing a static route
Use this procedure to edit a static route.

Steps

In the Fortilsolator Ul, go to Network > System Routing.

To edit an existing static route, select the interface in the table, and click Edit.

Type the destination IP address and subnet mask in the Destination IP/Mask field.
Type the gateway IP address in the Gateway field.

In the Device drop-down list, select the interface for the static route.

Click OK.

o0k~ ODdD=

Deleting a static route
Use this procedure to delete a static route.

Steps

1. Inthe Fortilsolator Ul, go to Network > System Routing.
2. To delete a static route, select the interface in the table, and click Delete.

The following image shows an example of the System Routing page.

£5F Forisalats R

& € (D Motsecure | 17230156100 * &0

Q + Create New
& Dashboard
& PP sk Gateway Device
-
I A B0.0.0/0 17230157254 external
Interfaces 172.30.156.0/24 17330156254 mgmt
) ) 172168 1.0024 192.168.1.254 internal
System DMNS
£  Security Profiles H]
O System ¥
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Configuring web filter profiles

Fortilsolator supports web filtering, which allows you to control the webpages that users can view. You can block specific
URLSs or websites, which then prevents a user's browser from loading webpages from these websites.

Use this procedure to configure web filter profiles on Fortilsolator.

Prerequisites

Ensure that Fortilsolator has a valid license installed.
Register the device to a production server: https://support.fortinet.com/product/RegistrationEntry.aspx.
Ensure that the IP address in the Fortilsolator license is the same as the Fortilsolator management |IP address.

Steps

1.

Go to Security Profiles > Web Filter.

€ () 192.168.1.199 ¢ | |Q searct wEB +F & © =

=_= Fortilsolator VM

Q  Edit Web Filter Profile

Dashboard
‘Web Filter
MNetwork 2

o+ B

Security Profiles
Woeb Filter

System
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2. Enable Web Filter.

€ () 192.168.1.199 @ | |Q search w

=-= Fortilsolator VM

Q  Edit Web Filter Profile

Security Risk
General Interest - Personal
General Interest - Business

& Dashboard
& @ webFilter
Network >
Show All
£ Security Profiles o -
i Unrated
Web Filter - Potentially Liable
: Adult/Mature Content
£ System > ' Bandwidth Consuming
i

White List + Create New #y
URL Type
Black List + Create New

URL Type

3. To set web filters for categories, in the web filter list, expand a category, and then a subcategory.
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4. Click Monitor, Block, Allow, or Exempt.

ye

€& G

Fortilsolator

192.168.1.199

63

.

@ | |Q search

Y E

=== Fortilsolator VM

Q  Edit Web Filter Profile

@ Dashboard

@ Web filter feature submitted successfully

Network >
*+ @ webFilter

L Security Profiles v
All

Show|
L3 Bandwidth Consuming
' Security Risk
4w General Interest - Personal
» @ Advertising _
@ Monitor :
| @ Block
| |®8Allow
i 'ff_E_xempt
L1 @ Education
| @ Health and Wellness

£ System >

White List| = Create New | [
URL
Black List == Create New

URL

Type

Type

The symbols beside the subcategories show the web filter action that you configured.
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¢ Fortilsolator

€ () 192.168.1.199 ¢ | |Q search w

=-= Fortilsolator VM

Q  Edit Web Filter Profile
& Dashboard

& web filter feature submitted successfully

Network >
*+ @ webFilter

£ Security Profiles S

Show| Al

q Unrated
g Potentially Liable
& System ’ : Adult/Mature Content
Bandwidth Consuming
Security Risk
4 General Interest - Personal
@ Advertising
& Brokerage and Trading
@ Games
& Web-based Email
& Entertainment

White List + Create New
URL Type
Black List| == Create New

URL Type

5. To set web filters for specific websites, in the White List or Black List sections, click Create New.
6. Type the URL, click a filter type, and click OK.
The URL and Type that you configured is displayed in the White List or Black List tables.
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'E:E Fortilsolator

€& (0 192.168.1.199

== Fortilsolator VM

65

Q
@ Dashboard
$ Network >
£ Security Profiles Y

£3 System >

7. Click Submit.

Fortilsolator Administration Guide

White List

Black List

Edit Web Filter Profile
© Web filter feature submitted successfully
@ WebFilter

Show/|

Unrated

Potentially Liable
Adult/Mature Content
Bandwidth Consuming
Security Risk

General Interest - Personal
@ Advertising

& Brokerage and Trading
& Games

® Web-based Email

& Entertainment

+ Create New [
URL
= Create New [#

URL

www.yahoo.com

Type

Type
Simple
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8. To verify that the web filter that you configured is working, try to browse to one of the webpages that you blocked.

e

Y
o)

c @ & hitpsy/172.30.156.109/isolator/httpsyfwew.y

O Inspecter Console [ Debugger {} Style Editer (2} Pedermance 3 Memeory T Network 8 Storage W Accessibility

enter initwetwork, comnect to 172.39.156.109:39679

cid §5 erBatecl-Toel-4654-p44d-2h2830403532 passwd i3 foTiecef-Bfeb 40038588 -casfe2dfasas
connectierver: wes:/ /172,50, 156,189 8887 /ws fportadBeTd

Sending ready message

gelay start until we receive ready message

event log=fint-credentisl user=ECBasecd-Toel 4654 8450 202030403532 passwdaTaT10CRT - 860~ 4082 A5 80 -CA5F 20T A0S
parsadurl: MELRs://172, 30, 156, 189, 150l ator /MIToS |/ e, YaNoO, Com

updateaddress: hitps:/ . vahoo. com

FisurlReverse: trus, hitpe://173.30.156. 109/ isolator)

update wrl and replace history: hifps:/ 172,38, 156, 189/ i sol ater/REtns : /ima, yahos. com

évent logeinitsession wicdthe1125 heighte?73 urlebttps:/ fwwe. yahoo .Com dévicéwdesktop forwardstrus

résizeMainCanvas: well2s he?73

resizemaincanvas: well2s he272

Configuring security settings

You can configure the following security settings in Fortilsolator:

© & In @ & =

i... »W

[ Persist Logs

o check for errors. Refresh the page to also see errors from stylesheets changed from C550M and from style sttributes.

Disable Keyboard Input: When you select this setting, users cannot type any characters using their keyboard,
including the space bar and Enter key. However, they can continue to use arrow keys (up, down, left, or right) to
navigate through pages in their web browser.

Disable Right Button: When you select this setting, you disable the right button on the computer mouse. When
users right-click, the web browser does not respond and menu items do not show. The left button will continue to
work as usual.

To configure security settings, go to Security Profiles > Security Settings.
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W & Fortisolatr -

L3 192.168.1.199 o q T BE 4+ & 8 O =

S-% Fortilsolator WM admin~

Q. Securlty Settings

& Dashboard
. & Disable Keyboard Input

Disable Right Button

& Sty et ’ ok

Web Filter

& Metwork

Secunty Seltangs

& System @

Configuring administrator settings

To configure administrator settings, go to System > Administrators.

ESE Fortilsolator S +

&« O (@ Mot secure | 172.30.156.46 * @ 0

-2 Fortilsolator 1000F

& Dashboard
Name Type
Netwark »
* Netw admin Administratar
‘ﬂ- System w
HA

Login Disclaimer

Configuring high availability
Fortilsolator supports high availability and A-A clustering. You can deploy devices in a cluster, and distribute traffic using
Round Robin or Weighted Round Robin load balancing. You can use the Fortilsolator Ul or Fortilsolator CLI to configure

high availability.

Fortilsolator Ul

To configure high availability, go to System > HA.
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E28 Fortilsolator . +

“ &) D Mot secure | 172.30.156.45

= Fortilsolator 1000F

68

& Hots: The Fortilsolator will reboot after the HA settings are changed

Q  HASettings
& Dashboard
o Network H
| f# System v

Administrators

Login Disclalmer

Fortilsolator CLI

Enable/Disable:
Wirtual IP:
Priarity:

= Cluster Settings

Group Id:
Password:
Allow Override:

Schedule Type:

Interface Mame

internal | 10

192.168.122.10

0
1
Change
round robin ¥
Lost Threshold | HelloHolddown | interval |
£ 10

To configure high availability, use the following CLI commands:

ha-enabled 0/1
ha-group-id [1-255]
ha-lost-threshold [1-60]
ha-interval [1-20]
in unit of 100ms
ha-hello-holddown
in unit of seconds
ha-priority [0-255]
255 means not used
ha-allow-override 0/1

[5-300]

ha-schedule <schedule type>
ha-virtual-ip <IP/netmask>
e.g. 192.168.100.2/24
ha-password <PASSWORD>

ha-password-enc <Encoded PASSWORD>

ha-interface <Interface Name >
e.g. internal/external/mgmt

After you enable or disable high availability, you must restart Fortilsolator.
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T COM1T - Tera Term VT
File Edit Setup Ceontrol Window Help

llelcome to Isolator
Fortilzolator login:
Welcome to Isolator
Fortilsolator login: admin
Password:
> show
Conf igured parameters:
Interface internal s22 MAC: BA:9@:@B:7A:EC:E2
Interface ngmt s24 MAC: B@:-9@:8B:6D:A3:2F
IPvd4 Internal Gateway:
hostname H Fortilsolator
dns server
dns server
build number AAB2Cinterim)
date time 2019-87-15 12:81:16 PDT
ip mapping <UIP>»
mapping for port 443 CUIP>: 12443
mapping for port 8887 (UIP>: 12887
> show
Conf igured parameters:
Interface internal S22 MAC: BA:?0:0B:-YA:EC:E2
Interface ngmt s24 MAC: B@:-9@:8B:6D:A3:2F
IPuv4 Internal Gateway:
hostname H Fortilzsolator
dns server
dns server
build number AAB2Cinterim)
date time 281798715 12:81:21 PDT
ip mapping <UIP>
mapping for port 443 <UIP>:
mapping for port 8887 CUIP>:
» show ha-all
enabled
gid
lost threshold
interval
holddown
priority
allow override
schedule
vip
passuword
interface
» set ha—enahbled
[AB1Disabled
[11Enahled
[21Duplicated
FPleaze choose the valuedd to 2>:8
The ha enabled is set az "Disahled"
Harning: Fortilsolator will need rehoot after the HA settings are changed

Enabled

3a

?

7

5

La

a

Round Robin

internal

Configuring the login disclaimer

To configure a login disclaimer, go to System > Login Disclaimer.
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E28 Fortilsolator . +

{— c (D Naot secure | 172.30.156.46 w @ n

Fortilsolator

Q Login Disclaimer
# Dashboard

Disclaimer: PREWARMINGWARNINGWARNINGWARMING =
+ Network > This is a private computer system. Unauthorized access or
S nm » u?e [s |:I|-roh|h|tela and subject IG‘]JIOSE{U[IOH an_ﬂfor
disciplinary action. All use of this system constitutes consent
Administrators to monitoring at all times and users are not entithed to any
expectation of privacy. If monitoring reveals possible
HA evidence of violation of criminal statutes, this evidence and
Login Disclalmer any other related information, including identification
Biiiisiiti information about the user, may be provided to law .
enforcement officials. If monitoring reveals violations of y
Showe disclaimer on login
OK
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Run web browsers through Fortilsolator

You can run web browsers through Fortilsolator in the following modes:

« |IPforwarding mode
e Proxy mode
+ PAC file mode

IP forwarding mode

Using IP forwarding mode with Mozilla Firefox

Use this procedure to configure IP forwarding mode with Mozilla Firefox.

Steps

1. To download the Fortilsolator certificate (ca.crt) and import it into the Mozilla Firefox browser, follow these steps:
a. Inthe Mozilla Firefox browser address bar, type http://<internal IP address>/ca.crt (for example,
http://192.168.1.100/ca.crt).
« where <internal IP address> isthe IP address of the Fortilsolator internal interface. For example,
the IP address of the internal interface that you configured in step 3 of Fortilsolator appliance installation

on page 7.
b. Inthe Downloading Certificate window, select the Trust this CA to identify websites checkbox.
c. Click OK
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- ‘ e e %

Cc @ Q, 192.168.1.100/ca.crt

Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “.fortinet.com” for the following purposes?

(] Trust this CA to identify email users,

Before trusting this CA for any purpose, you should examine its certificate and its pelicy and
procedures (if available),

View Examine CA certificate

2. Inthe Mozilla Firefox browser address bar, type https://<internal IP
address>/isolator/https://www.google.com (for example,
https://192.168.1.100/isolator/https://www.google.com).

o where<internal IP address> valueisthe IP address of the Fortilsolator internal interface

- Google 4 +

. C @ @ https://192.168.1.100/isolator/https:;/fwww.google.com

We've detected you're using an older version of Chrome. Reinstall to stay secure

About  Store

Google

'tu.-

Google Search I'm Feeling Lucky
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Using IP forwarding mode with Google Chrome

Use this procedure to configure IP forwarding mode with Google Chrome.

Steps

73

1. To download the Fortilsolator certificate (ca.crt) and import it into your Google Chrome browser, follow these steps:

a. Inthe Google Chrome browser address bar, type http://<internal IP address>/ca.crt (for example,

http://192.168.1.100/ca.crt).

o where<internal IP address> valueisthe IP address of the Fortilsolator internal interface. For
example , the IP address of the internal interface that you configured in step 3 of Fortilsolator appliance

installation on page 7.

b. Inthe security warning at the bottom of the browser, click Keep to download the certificate.

G MewTab * +

c @ 192.168.1.100/ca.crt

it Apps & Google 001

G.-

@ X

O

5 ©

ey

@Qnﬁ

Search Google or type a URL

This type of file can harm your computer.
A P fenp
Do you want to keep ca.crt anyway?
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Click Open to import the ca.crt certificate into Google Chrome.

Open File - Security Warning

Do you want to open this file?

MName: ChlUsers) ‘Downloads\ca.crt
A Publisher: Unknown Publisher
Type: Security Certificate

From: CA\Users ‘Downloads\ca.crt

=

Eﬁ.lﬂays ask before opening this file

harm yeur computer, If you de not trust the source, de not open this

I ? While files from the Internet can be useful, this file type can potentially
- software. What's the risk?
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d. Click Install Certificate.
ai Certificate b4

General Detasile Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: .fortinet.com

Issued by: .fortinet.com

Valid from 10/9/2018 to 7/29/2021

Install Certificate...| | Issuer Statement

-
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e. Select Local Machine, and click Next.

A Certificate Import Wizard

Welcome to the Certificate Import Wizard

Thiz wizard helps you copy cerbificates, certificate trust ksts, and certificate revocation
lists from your disk to a certificate store.

A certificate, which & issued by a certification authority, is a confirmaton of your identity
and contains information used to protect data or to establish secure network
connechions. A certificate store is the system ared where certificates are kept.,

Store Locabon
() Current User

To continue, dick Mext,

[ ®et | | Cancel
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f. Select Trusted Root Certification Authorities, and click OK.

(_

£x Certificate Import Wizard

Cartificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for

the certificate.
() Automatically sslect the certificate store based on the type of certificate
(%) Place all certificates in the following store
Certificate store:
| Ie—=
Select Certificate Store i

Select the certificate store you want to use.

| Personal A

Trusted Root Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
] Active Directory User Object
7 Trscterd Pablichars
£ 3

Cancel

) show physical stores

[ ][ comd

2. Inthe Google Chrome browser address bar, type https://<internal IP
address>/isolator/https://www.google.com (for example,
https://192.168.1.100/isolator/https://www.google.com).

e where<internal IP address> valueisthe IP address of the Fortilsolator internal interface
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@ Coogle = +
“ @ & hitps//192.168.1.100/isolaton hittps:/ fwww.google.com T B

We've detected you're using an clder version of Chrome.  Reinsiall 1o siay secure

Aot Siore Gmall  bmages  :ri m

Google

=

Google Search I'm Feefing Lucky

B Privacy thal worlks for evenyone, Choose which setings work best for you

Privacy Terms Sattings

Proxy mode

Using proxy mode with Mozilla Firefox
Use this procedure to configure proxy mode with Mozilla Firefox.

Steps

1. Todownload the Fortilsolator certificate (ca.crt) and import it into the Mozilla Firefox browser, follow these steps:
a. Inthe Mozilla Firefox browser address bar, type http://<internal IP address>/ca.crt (for example,
http://192.168.1.100/ca.crt).
« where <internal IP address> isthe IP address of the Fortilsolator internal interface. For example,
the IP address of the internal interface that you configured in step 3 of Fortilsolator appliance installation

on page 7.
b. Inthe Downloading Certificate window, select the Trust this CA to identify websites checkbox.
c. Click OK
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Cc @ Q, 192.168.1.100

Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “.fortinet.com” for the following purposes?

[] Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its pelicy and
procedures (if available),

Wiewr Examine CA certificate

Cancel

Open the Mozilla Firefox browser.

In the menu, click Options.

Click General.

In the Network Settings section, click Settings.

o0k~ ODd

(values shown here are examples):
« HTTP Proxy: 192.168.1.100, Port: 8888
o SSL Proxy: 192.168.1.100, Port: 8388

In the Connection Settings window, select Manual proxy configuration, and enter the following settings

» No Proxy for: “localhost, 127.0.0.1,<internal IP address>/24", where <internal IP address>
is the IP address of the Fortilsolator internal interface. For example , the IP address of the internal interface

that you configured in step 3 of Fortilsolator appliance installation on page 7.
7. Click OK.
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Connection Settings

Configure Proxy Access to the Internet
Ny
) No proxy

—

'\_:' Auto-detect proxy settings for this network

i: Use system proxy settings

Pt -
(@) Manual proxy configuration

HTTP Proxy ‘ 192.168.1.100

| Port| 8888

\:| Use this proxy server for all protocols

SSL Proxy| 192.168.1.100

Port| sseg

ETP Proxy ‘

|Po[t 0

50CKS Host

|Por; 0

—

() SOCKSv4 (@) SOCKS y5

{_) Automatic proxy configuration URL

No proxy for

localhost, 127.0.0.1,192.168.1.0/24

Example: .mozilla.org, .net.nz, 192.168.1.0/24

|:| Do not prompt for authentication if password is saved
|:| Proxy DNS when using SOCKS v5

[ | Enable DNS over HTTPS

Use default (https://mozilla.cloudflare-dns.com/dns-query)

Custom

Cancel Help

Verifying Fortilsolator proxy mode with Mozilla Firefox

Use this procedure to verify that Fortilsolator proxy mode is working correctly with Mozilla Firefox.
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Steps

1.

1
{_

In the Mozilla Firefox browser, type: https://www.google.com.

The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com %2f&ftntcid=5f4084e8-
7978-4¢89-97¢5-31ef3640600c&ftntpasswd=35026d03-9a1c-42e9-959e-fca18d67e4c0.

The page should load successfully with the URL displayed as you typed it (https://www.google.com).

Check the browser console to make sure that it is connecting to the internal IP address of Fortilsolator (for
example, 192.168.1.100).

& D httpe/ fewen.google.com,Tort

« Z @ i ity vwiw.gaoglecom

We've detected you're using an older version of Chromss,

SERILNE FERSy BESSRDE

delay start until we receive resdy message

wvent logefint.credential usersifidlodl-Booc-S86-bafi-oRisc Taedtdl pos tada Bh21 Thea - 14004011 - ajdr-ddiafaaii g
updateasdress: MELpsD/ e, poogle. oo

Flelbeerse: falie, mill

Update wrl and replace hlstory: Mitpsi//wer.google. com/

vt logeinitsession widthell®e heighted®d orlebitps:/ fu. poogle. coa) Stvictedesktop forwardefalse
resizeMadnfanvas: well%é heSdd

chasge Title Google

resizesadnCanves: wellSE hetds

PEEIZEMBLACIAVES! WellBE Mat)?

resizetadnlanves: well%é hed33

Using proxy mode with Google Chrome

Use this procedure to configure proxy mode with Google Chrome.

Steps

Abput  Store
L
Google Search Im Feeling Lucky

O O wnspector Consche O Debugger  {) Style Edigr () Perfcemance 0 Memory T4 Nevwork B Storage ¢ Accessibitny

enter isituetwock, connect to EENTENTEL : 35099

18 iz SSBO1NE1-BTHC-ARED-DAFE- SRR TAEONAD PALIw] 15 BLXITDES- BAOE-2511-3305-00l4fapsaled

Canfecierve SEe 1681, 109 FR97 wd Hpir 135099
db Losding miwed (insecure) displey content “hWitp:Fri9%-168.1. 186 EEd8/fortl_isclator_rediriFtrturlehttpsXhels fi fu . poogle.- conkiffa

on & secere page [Legrn

81

Gmail  Images i m

0] o X

[ persict Logs

1. Todownload the Fortilsolator certificate (ca.crt) and import it into your Google Chrome browser, follow these steps:
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a. Inthe Google Chrome browser address bar, type http://<internal IP address>/ca.crt (for example,
http://192.168.1.100/ca.crt).
o where<internal IP address> valueisthe IP address of the Fortilsolator internal interface. For
example , the IP address of the internal interface that you configured in step 3 of Fortilsolator appliance
installation on page 7.

b. In the security warning at the bottom of the browser, click Keep to download the certificate.

- *
& NewTab X + ol
C @ 192.168.1.100/ca.crt W e
it Apps G Google 001

Gmail Images =i%

T © J

$@®%r @_
@3” Zf;‘“ <

=

Search Google or type a URL
e

This type of file can harm your computer.
A ’ Keep Discard Show all X
Do you want to keep ca.crt amyway?

c. Click Open to import the ca.crt certificate into Google Chrome.

Open File - Security Warning X

Do you want to open this file?

MName: Ch\Usersy \Downloads\ca.crt
A Publisher: Unknown Publisher
Type: Security Certificate
From: CA\Usersy “Downloads\ca.crt

Eﬂlﬂays ask before opening this file

|-~..I While files from the Internet can be useful, this file type can potentially
@ harm your computer. If you do not trust the source, do not open this
software. What's the risk?
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d. Click Install Certificate.
ai Certificate b4

General Detasile Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: .fortinet.com

Issued by: .fortinet.com

Valid from 10/9/2018 to 7/29/2021

Install Certificate...| | Issuer Statement

-
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e. Select Local Machine, and click Next.

A Certificate Import Wizard

Welcome to the Certificate Import Wizard

Thiz wizard helps you copy cerbificates, certificate trust ksts, and certificate revocation
lists from your disk to a certificate store.

A certificate, which & issued by a certification authority, is a confirmaton of your identity
and contains information used to protect data or to establish secure network
connechions. A certificate store is the system ared where certificates are kept.,

Store Locabon
() Current User

To continue, dick Mext,

[ ®et | | Cancel
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Select Trusted Root Certificate Authorities, and click OK.

& &% Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically sslect the certificate store based on the type of certificate
{®) Place all certificates in the following store

2. Open the Google Chrome browser.

Certificate store:
| |
Select Certificate Store .
Select the certificate store you want to use.
| Personal A
: Trusted Root Certification Authorities
{7} Enterprise Trust
[ Intermediate Certification Authorities
] Active Directory User Object
P Trusetind By bl bt
£ >
Cancel
) show physical stores
| Concel
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3. Inthe menu, click Settings.

= Seitings O, Search settings

System
Continue running background apps when Google Chrome is closed ®
Use hardware acceleration when available ®

Open proxy settings (A
€ Internet Properties ? *
General Security Privacy Content Connections Pprograms  Advanced
4
To set up an Internet connection, dick
Setup.
Dial-up and Virtual Private Network settings 4
(£ fortiss] add... I
Add VPN, ..
Remave...
Choose Settings if you need to configure a proxy Settings
server for a connection,
Local Area Metwork (LAN) settings
LAN Settings do not apply to dial-up connections. LAN settings
Choose Settings above for dial-up settings.
oK Cancel Apply

Expand Advanced.

In the System section, click Open proxy settings.

In the Internet Properties window, click the Connections tab.
Click LAN settings.

In the Proxy server section, select Use a proxy server for your LAN, and enter the following setting (values
shown here are examples):

o Address: 192.168.1.100, Port: 8888

® N oo A
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- & Internet Properties ? X

General Security Privacy Content Connections Programs Advanced

Q To set up an Internet connection, dick Setup
Setup.
Dial-up and Virtual Private Network settings

Remove.,..
Choose Settings if you need to configure a proxy Settings
server for a connection,
Local Area Network (LAN) settings
LAN Settings do not apply to dial-up connections. LAN settings
Choose Settings above for dial-up settings.

oK Cancel Apply

9. Click Advanced.

87

& Local Area Network (LAN) Settings b4

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ Automatically detect settings
[Juse automatic configuration script

Proxy server

EUsenpmwsawfnrmLmﬂhsesetﬂ'gshlmtmﬁvm
dial-up or VPN connections).

i ror: [355 | hvnced |

[-1Bypass proxy server for local addresses

[oc 1 cone

10. Inthe Proxy Settings window, in the Exceptions section, type 192.168.1.100;localhost;127.0.0.1 (values used

here are examples).
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" Proxy Settings v
Servers
A Type Proxy address to use Port
HTTP: 192.168.1.100 ] : [3335 |
Secure: 192. 168.1.100 . | 8388
FTP 192.168.1. 100 8338
Socks: :

Use the same proxy server for all protocols

Exceptions
| B Do not use proxy server for addresses beginning with:

Sy

192. 168. 1. 100;localhost; 127.0.0. 1|

Use semicolons ( ; ) to separate entries.

11. Click OK to accept the settings in all windows.

Verifying Fortilsolator proxy mode with Google Chrome

Use this procedure to verify that Fortilsolator proxy mode is working correctly with Google Chrome.

Steps

1. Inthe Google Chrome browser, type: https://www.google.com.
The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com%2f&ftntcid=3aca306e-
8ba1-4f67-9d94-9767bae08ed9&ftntpasswd=138f4051-2409-459c-a005-d38967ec2d6f.

The page should load successfully with the URL displayed as you typed it (https://www.google.com).
2. Check the browser console to make sure that it is connecting to the internal IP address of Fortilsolator (for

Fortilsolator Administration Guide Fortinet Technologies Inc.



Operation 89

example, 192.168.1.100).

- o x
@ Goegle x  +
= c B hitps/fwww.google.com P e
We've detected you're using an older version of Chromae. Rei s ix [ Elements Cansale Souwrces  MNetwork Peformarce ®» @2| I X
e * @ | Filter Drefnudt levels ¥
enter iniTNeTwOrs, Coanedt To 192.168.1.108: 40951 fong,

cid i3 Jacadibbe-Bbal-4Ff67-20%4-376ThaedBecd passwd i3 I3BFE051- fiat §
2485 - 455 - o085 - Q1S4 Te c 2ARS

0: BEE T v P RO rT=29951 frnt .4

fort] isolates redie a05-d3896TecdEF:
jzolator redirddftotuc]shttosKEa% VRS e poogbal-
Lntoasswde]IREa00] - 2400 00 -pl0is - QAS0CTecinif” was
pested an insecere favicon "hifp:/r157. 163 1. i

p,Eoople. comiddpyicon, jco®. Thiz regquest has been
De served cver MTTRS.

Sending resdy sessage

delley start wtil we receive resdy ssssage fLnt H
event logefint-credential usersBacaldde-Bbal-4147- 3054 fiot, i2:0008

FI6Toaelbedd passwds13GFE05] - 2429455 - 005 -dIERETeC 2GS
updateAddress: hETos s/ www. google.con

fixUrlfeverse: false, null

I Update wrl and replace history: hitoss) e gocgle. com

wvint log=initSession widtm=571 nelgnt=631 uwrl-nttos://wwe . @o0@ fLot.35:1109
1g.ces/ devidesgeskton forwdrd=fhlie

résizeMainCanvas: weST1 heé3l

Google Search I'm Fet

=hit e §IaNIFED

d; the contént must be served ower HTTPS.

change title Google

B Privacy thal works hof evernyone. Choose wi 3

Achrgrtising Business

PAC file mode

PAC file mode with Mozilla Firefox

Importing the Fortilsolator certificate into the Mozilla Firefox browser

Use this procedure to import the Fortilsolator certificate into the Mozilla Firefox browser.

Steps

1. Todownload the Fortilsolator certificate (ca.crt) and import it into the Mozilla Firefox browser, follow these steps:
a. Inthe Mozilla Firefox browser address bar, type http://<internal IP address>/ca.crt.

o where<internal IP address> isthe IP address of the Fortilsolator internal interface. For example,

the IP address of the internal interface that you configured in step 3 of Installing Fortilsolator 1000F on
page 1.

b. Inthe Downloading Certificate window, select the Trust this CA to identify websites checkbox.
c. Click OK
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c @

Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust *.fortinet.com” for the following purposes?
Trust this CA to identify websi

Before trusting this CA for any purpose, you should examine its certificate and its pelicy and
procedures (if available),

View Examine CA certificate

[] Trust this CA to identify email users.

Configuring PAC file mode in Mozilla Firefox

Use this procedure to configure PAC file mode in Mozilla Firefox.

Steps

1. Open the Mozilla Firefox browser.

2. Inthe menu, click Options.

3. Click General.

4. Inthe Network Settings section, click Settings.
5.

IP_address>/proxy.pac.

Fortilsolator Administration Guide

In the Connection Settings window, select Automatic proxy configuration URL, and enter http://<internal _
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E COM1 - Tera Term VT

Window

File

show

Password:

Login incorrect

Fortilsolator login: admin

Password:

> shouw

Conf igured parameters:
Interface internal
Interface ngmt

IPv4 Internal Gateway:

hostname H

dns server H

dns ruer

build number

date time

ip mapping <UVIP> H

mapping for port 443 <UIP>:

gaﬁping for port BB87? (VIP>:

Edit Setup Control

Google 'ﬁ Options

© Firefox about:p#’general

IPv4 IP: /22

MAC: BA:9@:@AB:7

IPv4 IP: /24 MAC: BB:?@:@B:6D:

Fortilsolator
BB82 (interimd>
2819-87-15 11:41:36 PDT

12443
12887

CNM - Breaking News, Latest Nev

Connection Settings

Py
Configure Proxy Access to the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings
Manual proxy configuration
Port
se this proxy server for all protocols
SSL Proxy Port
ETP Pro Port
SOCKS Host Port
SOCKS v4
[ ] éﬂutomatic proxy configuration URL
http:// /proxy.pac Reload
No proxy for
/24, /24, , /24, /24, /24
Example: .mozilla.org, .net.nz, /24
Do not prompt for authentication if password is saved v
oK Cancel Help

6. Click OK.
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Connection Settings x

Configure Proxy Access to the Internet
MNo proxy
Auto-detect proxy settings for this network
Use system proxy settings
Manual proxy configuration
HTTP Proxy Port
Use this proxy server for all protocols
Port
Port
Port
SOCKS v4 SOCKS w5

®) Automatic proxy configuration URL

hitp:// /proxy.pac

Verifying Fortilsolator PAC file mode with Mozilla Firefox

Use this procedure to verify that Fortilsolator PAC file mode is working correctly with Mozilla Firefox.

Steps

1. Inthe Mozilla Firefox browser, type: https://www.google.com.

The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com %2f&ftntcid=853d1061-
b79c-486b-b4f8-0984c7aedb8b&ftntpasswd=8b217bea-34d0-4b11-a3d9-dd34f4a99108.

The page should load successfully with the URL displayed as you typed it (https://www.google.com).
2. Check the browser console to make sure that it is connecting to the internal IP address of Fortilsolator (for
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example, 192.168.1.100).

Google -i:ﬁ Options

<« ¢ @

About  Store

@ 1O Inspector ) Console [ Debugger

@[ ¥ Filter output
[ Errors | Wamings [ Logs [ info | Debug |

1. google. com/

w GET https:/

Headers Cookies Params Response

Request URL: https://www.google.com/
Request method: GET
Remote address:
status code: Connection Established (3)
version: HTTP/1.8

1BEER

W Filter headers
w Response headers (115 B)

Cache-Control: max-age=

Connectien: Kei
content-enceding: identity
Content-Length: 318
Content-Type: text/html
Evnirec: @
w GET http://
Headers Cookies Params Response
Request URL: http://
Request method: GET
Remote address:

status code: 382 Found
version: HTTF/1.1

18888

Timings

:8888/forti_isolator_rediri2ftnturl=httpsX3aXafiEzfuwem.

Timings
:2888/Forti_isolator_redirl?ftnturl=https¥3ak2f2fums. google . comiaf

Google

w.google.com

Google

il o P i, T e e o

{3 Style Editor (3} Performance ERS Memory T Network E Storage

Stack Trace Security

@, no-cache, no-store, te, post-check=2, pre-check=2

i.google . comX2f

Stack Trace

PAC file mode with Google Chrome

. @

{=

'ﬁ' Accessibility
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T
Images L m

Gmail

-

0] == X
DPerswst Logs

[HTTP/1.8 Connection Established 5ims]

Raw headers

W

[HTTP/1.1 3@2 Found ems]

Importing the Fortilsolator certificate into the Google Chrome browser

Use this procedure to import the Fortilsolator certificate into the Google Chrome browser.

Steps

1. To download the Fortilsolator certificate (ca.crt) and import it into the Google Chrome browser, follow these steps:
a. Inthe Google Chrome browser address bar, type http://<internal IP address>/ca.crt (for example,

http://192.168.1.100/ca.crt).
e where<internal IP address> valueisthe IP address of the Fortilsolator internal interface. For
example , the IP address of the internal interface that you configured in step 3 of Fortilsolator appliance

installation on page 7.

Fortilsolator Administration Guide

Fortinet Technologies Inc.



Operation

b. In the security warning at the bottom of the browser, click Keep to download the certificate.
& MewTab x +

= C @ 192.168.1.100/ca.crt

i Apps G Google 001

@
oy O 25 ' ® P
Go%ee
ey @ug} 4
Search Google or type a URL .!;

This type of file can harm your computer. i
A Keep Discard

Do you want to keep ca.crt anyway?

c. Click Open to import the ca.crt certificate into Google Chrome.

Open File - Security Warning X

Do you want to open this file?

MName: Ch\Usersy \Downloads\ca.crt
A Publisher: Unknown Publisher
Type: Security Certificate
From: CA\Usersy “Downloads\ca.crt

o | o]

[ Always ask before opening this file

While files from the Internet can be useful, this file type can potentially
@ harm your computer. If you do not trust the source, do not open this
software. What's the risk?

X
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d. Click Install Certificate.
ai Certificate b4

General Detasile Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: .fortinet.com

Issued by: .fortinet.com

Valid from 10/9/2018 to 7/29/2021

Install Certificate...| | Issuer Statement

-
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e. Select Local Machine, and click Next.

A Certificate Import Wizard

Welcome to the Certificate Import Wizard

Thiz wizard helps you copy cerbificates, certificate trust ksts, and certificate revocation
lists from your disk to a certificate store.

A certificate, which & issued by a certification authority, is a confirmaton of your identity
and contains information used to protect data or to establish secure network
connechions. A certificate store is the system ared where certificates are kept.,

Store Locabon
() Current User

To continue, dick Mext,

[ ®et | | Cancel
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f. Select Trusted Root Certification Authorities, and click OK.

& &¥ Certificate Import Wizard

Cartificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a cerftificate store, or you can spedfy a location for
the certificate.

() Automatically sslect the certificate store based on the type of certificate
(%) Place all certificates in the following store
Certificate stose:

Select Certificate Store .

Select the certificate store you want to use.

| Persanal A
)
1 Enterprise Trust
1 Intermediate Certification Authorities
| Active Directory User Object

Truschad By dlichars

€ »
Cancel

{ [Jshow physical stores I

[ ][ comd

Configuring PAC file mode in Google Chrome

Use this procedure to configure PAC file mode in Google Chrome.

Steps

Open the Google Chrome browser.

In the menu, click Settings.

Expand Advanced.

In the System section, click Open proxy settings.

In the Internet Properties window, click the Connections tab.
Click LAN settings.

In the Automatic configuration section, select Use automatic configuration script, and enter
http://<internal_IP_address>/proxy.pac in the Address field.

Noop,~odbd-=
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8. Click OK to accept the settings in all windows.

= Settings Q, Search settings

Printing

*

{ B E LEMEL Froperties

Printers & fortissl settings X '

Automatic configuration
Google Cloud F Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings

Accessibility Use automatic configuration script

Address | http:// Joraxy pad |

Add accessibil

Proxy server E
Open Chrome

0 Use a proxy server for this connection (These settings will not
apply to other connections).

Address: Faort; | 8888 Advanged

System
s Bypass proxy server for local addresses

Continue runni Dial-up settings

User name: | | Properties

Use hardware Password: | | Advanced @
Dornain: | |

Open proxy set 4

Reset and clean
oK Cancel Apply

Restore settings to their original defaults »

Clean up computer »

Verifying Fortilsolator PAC file mode with Google Chrome

Use this procedure to verify that Fortilsolator proxy mode is working correctly with Google Chrome.

Steps

1. Inthe Google Chrome browser, type: https://www.google.com.
The URL redirects the browser to forti_isolator for a short period of time. For example,
https://www.google.com/forti_isolator_redir2?ftnturl=https%3a%2f%2fwww.google.com%2f&ftntcid=3aca306e-
8ba1-4f67-9d94-9767bae08ed9&ftntpasswd=138f4051-2409-459c-a005-d38967ec2d6f.

The page should load successfully with the URL displayed as you typed it (https://www.google.com).
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2. Check the browser console to make sure that it is connecting to the internal IP address of Fortilsolator (for
example, 192.168.1.100).

G Google H3 +

S ® @] | Eements Console Sources MNetwork Performance  Memory  Application %

[ ® | top ¥ | @ | Filter

3
cid is bd@
5489-441d-bfc8-c34889e626al

4 205 user me...

o Qi

event log=ftnt-credential user
1verbose €9cc@cP2297d passi

v
" Q

BBC8ff3-5489-441d-bfc8-c34889%e626al

updateAddress: htt google. com/

fixUrlReverse: false, null
Update url and replace history: https://wws.google.com/

event log=initSession width=966 height=1889 url=https://www.googl
desktop forward=false

e.com/ dev

[Viclation] Forced reflow while executing JavaScript took 57ms
resizeMainCanvas: w=066 h=781
resizeMainCanvas: w=158 h=781

'mE resizeMainCanvas: w=152 h=781

Google Search
resizeMainCanvas: w=159 h=781
resizeMainCanvas: w=166 h=781
resizeMainCanvas: w=173 h=781
resizeMainCanvas: w=184 h=781
resizeMainCanvas: w=218 h=781
resizeMainCanvas: w=271 h=781
resizeMainCanvas: w=318 h=781
resizeMainCanvas: w=348 h=781
resizeMainCanvas: w=361 h=781
resizeMainCanvas: w=378 h=781
resizeMainCanvas: w=481 h=781

Advertising Business How Search works resizetiainCanvas: w=420 n=781

it resizeMainCanvas: w=441 h=781

cizalaior w47 no7ea

& C & https//www.google.com * @

206 messag... enter initNetwork, conmect to 40587 ftnt.js:1813
ce5e-d7@c-4788-81ad-c9ccBc@2297d passwd is 76BCBFF3- ftnt.js:1814

No errors connectServer: wss:/ 18887 /ws ?port=40587 ftnt.§s:822
No warnings Sending ready message ftnt.js:846
205 info delay start until we receive ready message ftnt.is
d@1lceSe-d7/8c-4788-81a4- ftnt.js:1248

resizeMainCanvas: w=966 h=1889 ftnt.js:214
change title Google Ftnt.95:1060

o

Copying and pasting text

Use this procedure to copy and paste text in a browser that is running through Fortilsolator.

1. Inabrowser, select text that you want to copy, and then right-click.

2. Click Copy.

3. Navigate to the location where you want to paste the text, and then right-click.
4. Click Paste.

99
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Diagnostics

Diagnostic tools

Tool Definition

ping Test network connectivity to another network host.
hardware-info Display general hardware status information.
diagnose-nic Display general network interface setting.
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